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1. 8] & Introduction

1.1. HEiR Overview

1.1.1. A4 Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, ) J5A “I REFIERHIEF OERA R ", BaLT 2003 4 3 H
6 H.2005 4 9 [, GDCA i iB ik 1 [l 5 %00 B Jay A5 8 3 A S5 7 M 3B ) 5t e
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [FB5 722 4 & vHAIE, B T B brbrfi b s & 8 BARS KT, T LR 45k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
A" HEN KRB A R AR 7. 2017 4£ 8 A 11 H, GDCA FFUAT7EHT —
WRAERRAE 5y, BESRRR: Heni R, BRid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “${ZhiI{t”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license number: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (hnumber: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of "#{ZRH{t" and stock code “871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEPLARAR” 2 LTGRO R “T R FIERAER O AR A
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL ~E. Ll BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR GDCA [ EV iEFiskEs (EV CP), #& GDCA EV U7l 1R 55 1) 5k s
U, & T AT B GDCA 28R MV HLIN EV U1 oS 5 10k itk . &K
B EH. BEH. R BV IR S AE IR S AL S IR AR B ER AN
G o X LEZRATE ORGP GDCA EV IEH IR 55 1) 22 e VE M 52 864, 005 — BEEAE GDCA
YO A —BodE R B — R, RIHTE RS GDCA 22K N e g S (it [ (15 AR AE Ok o
A CP HAJE GDCA MEZ 575 Z A KL UM, GDCA M&Z 577 Z 8] AR 55
PREEATAT T TA) 252 ) B 2R LR B
This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity
of GDCA digital certificate services and includes a comprehensive set of consistently applicable
single rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee
throughout the GDCA architecture. The CP is not a legal agreement between GDCA and all

participants;  contractual rights and obligations between GDCA and participants are established
by other means of agreements with such participants.

A CP 151§ CA/Browser Forum il 1 Guidelines For The Issuance And Management
Of Extended Validation Certificates ( & #“ EV Guidelines”). Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (f&#% “EV Code Signing
Guidelines™), EI¥ JEIGUEIE5487 (Guidelines for Extended Validation Certificates) [
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BT RA B3Rk, L& Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (f&#X “Baseline Requirements” ) , ¥/ ( HELM X.509 24
TH 2 FH B A e E 15 SR ms AIE M S5 HEZR Y C Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework), I iy E B¢ W kvl 2H 23« B E KA T
FETAEZL” CInternet Engineering Task Force) ffil 72 ] RFC3647 bRk 25t Fil g 22 2K,
[ B a3 22 (GB 26855-2011-T 7 & %2 AR A PR B UE 15 SR I 5 VI MK 55 75 BIHE
ZE) SRR 2R EER, R R B VA E AT GDCA Hia ' SR AT & 1 I i .

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates,
and the Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates
(hereinafter referred to as “Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile,
this CP meets the requirements of structure and content defined in Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, RFC3647 from The Internet
Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework, and would make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EA—MIEFRFSHM (CA), fEA CP LI NA /L EV HRUEF5F1 EV CA
WEF, 2RI PR . AR REBCRS G, (FNUE A AT 7 ol LAE FHIE
FEAT gl 2 e iRy AUREREA . B4 . SO . S IEEANE N H
AT U IBAR CP G T ¥ U5 BER, g R B EAE—TKIE T . GDCA ¥ EV
FAIMEASEHN (EV CPS) #5324 CP MZIH, 4R T GDCA 1A T IAMERS
WS RIESS . TSR HEUETS DLRAH R A B AR R ORBE S . T GDCA IET
IAT P ARG T 6B HEA CP KA EV CPS FIMLRE,  He RHIES (48 FH AN AE

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All certificate
subscribers and relying parties under GDCA must refer to the provisions of the CP and its relevant
CPS to determine the usage and reliability of the certificates.
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1.1.3. GDCA Z2#J GDCA Architecture

A% CP /& GDCA N EV ilF- 1515 i i, GDCA HIEF &ML (CA) %A CP
%€ EV CPS, RA 1ZIEA CP JAHIK CPS HEATIEF ST FRil %, 117 HOmiT A At
FHR AL A CP S AHK EV CPS W EXUEH I AZAE I BAT AR 55 .

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along

with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
I I
VA RA1
Wi 7 Al

(Vi
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GDCA EV CP

GDCA EV CPS
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Relying .
Party Subscriber
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1.1.4. GDCA EV iEP EKRZEH#H GDCA EV Certificate Hierarchical

Architecture

GDCA HEIH 34~ EV HRET, 43~ GDCA TrustAUTH R5 ROOT iE+5. %zt
& R5 #? CAiE-15. GDCA TrustAUTH E5 ROOT iE1i. &AMR CA Fi#%igk CA, L%
RHFIET . GDCA RZERAMTH 9 CAET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, #Z&
BF{ R5 #8 CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT iE-H & 81K 0 4096-bit, T 2 Mg CAEf,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA iEH, #HIKE N 2048-bit, 5Kk K
J5£ >N 2048-bit ] EV SSL IR %5 #31E+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, BWHKE Ny 2048-bit, 2K EPIIE Ny 2048-bit 1) EV AL A AIE T .

GDCA TrustAUTH R5 ROOT k4344 T 2040 4F 12 H 31 HF|#.

GDCA TrustAUTH R4 EV SSL CA 154 1E 2030 4 12 ] 31 HFH, 2027 1 H 1
Hie, BAEMZ CAIERERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 1344 7E 2030 4F 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAUEHERIT PRt .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) HwwtX R5 AR CA
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B FHACRSHCA

Y
B R4 EV
IR % 24FF CA

) 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE  4096-bit, T 1% 1 A% CA E: izt
fR R4 EV IR EIET CA, HEAKEN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

b AX R5 AR CAE-F T 2040 4 12 H 31 HEIH.

Hez it RAEV RS #E T CAE47E 2030 4E 12 A 31 HEM#, 2027 4 1 A 1
Hi&, A% CATEB& R FiE.

The length of #ZAH R5 R CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #ZHJ{X R4 EV RSSEBIEF CA is 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

FZAH R5 1R CA certificate will expire on December 31, 2040.

FZHH R4 EV IRSSESIUETP CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT
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GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

A 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT k-l B ) % i 5HE A ECC, iREHK AN 384-bit,
¥ 1A CAEF: GDCATrustAUTH E4 EV SSL CA , 48K E N 256-bit, 25K
AR FE N 256-bit [ EV SSL R %5 S5k 1.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA iIE+3#57E 2030 4 12 H 31 HEI#], 2027 1 H 1
Hid, #HAEEHZ CAIERERIT S E.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA B1E CAII Y #5183 (CA/Browser Forum) KA 4 56 UEUE 548 5 11 08T
WRASELSR, LK Baseline Requirements #H/T28 &K M HE EV BUiE 1, @A E HEH
THOL, FEN R AR R A R AR BEAT BT CP. WA CP Al CA/MI B 45 b i

(CA/Browser Forum) AT FIAH SRALTE o 26 300 A — E st 77, L CARI 48183
TE AR AT IR TE 9 HE

GDCA issues and manages the EV certificates based on the latest version of Guidelines for the
Issuance and Management of Extended Validation Certificates, Guidelines for the Issuance and
Management of Extended Validation Code Signing Certificates, and the Baseline Requirements
published by CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CP if there is any update. In the event that a discrepancy
arises between interpretations of this document and CA/Browser Forum, the CA/Browser Forum
shall govern.
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f&k# IETF PKIX RFC 3647 CP/CPS #iESE, A CP L/ NILAFETS, i GDCA LS
R 55 B S ) 22 Al i I, ML 95U Rt . PR EE RFC3647 HIHEAA KA foig o,
B ARG AR EOIZE A E .
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To

preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. R4 FRE5RRIR Document Name and Identification

ASCRAFRAE (B2 AR A IR A ] EV IEF 5% V2.0 i) (FiFk (GDCAEV
CP V2.0). A CP). fRAMA CP KMEITEEIHSH MR, A CP AN REIGIE ik
5 SRME Ty e — A ME— X R AR IRFT, AARRI S ILA CP 2 1.4.1.3 715,

A CP UL S SCRUE L 2R AT 45 S SCRRAS 5 P SCRRCAS MBI AT 5 S, BEBAHR SRl
NS
This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy V
2.0" (abbreviated as “GDCA EV CP V2.0” or “this CP”). Please refer to Appendix for detailed

revisions of this version. Certificate policy for each kind of certificate is assigned a unique object
identifier in this CP. Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI 253 PKI Participants

1.3.1. B FAEAR S HLM Certification Authorities

HLFIMIEAR 55 ML) ( Certification Authority, FK CA) &AR EV IET 5244 . GDCA
R (R NRILAE B 72225 CRTIAMIEARS B HIME) BUE, WGBS
G = B IMIEAR S WA . GDCA il 44 M i1 158 B G sh (K185 5 EARAUR EV H
UEF . PRAEIEFS IR AR %5 55 F B M o B MBS B 1 5 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law based
on "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services ". GDCA becomes a participant in electronic
authentication activities by issuing EV certificate and providing certificate verification service to the
parties who engage in electronic transactions.
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1.3.2. EEALH Registration Authorities

TEMALF (Registration Authority, fF8 RA) U3 CA EIEMFE, il EV
WEPHIEER G4y, HESFEd EV iE P HEH .
GDCA fEA EV IET) CA 2ENM, BATHAE EV B RA, AN BATHOL RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. I P Subscribers

WPREE EV AR AP TR e FME— SR, A X 5 AR - ik —xf B AL EH Y
AR 1T )EAS CP AYYE A E A EV IEFS, JFARSEZA CP 295E 1 55 -
Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other
social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are

usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA AR FIENNMAIR EV IEH, AR ERANGRME EV IEF IR Mk
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. I Relying Parties

A5 T A5 AR AL FIEFS A S o MRS P DLARE T 7, AT AASEIEF T

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

LEAF B A —TKUET, AT WA UEUE B RS S, AR EIE R 51
#* (CRL) Hffiff] OCSP Jj NAWIEIRZS . AT izt & B § % Ja A4 BEWS (51
—HKIEFS

10
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To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. Hfh3 53 Other Participants

FAh 2 532489 GDCA K H 7 IIETE SIS (A G R 55 (i Fe At e 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFRRA Certificate Usage
1.4.1. EE KR Appropriate Certificate Uses

GDCA %k EV IEBEEH T H0HA . AL IGUE A €2 H GDCA K
P EV IET, YWRHZIERHASIERESA R, FHELEN 7Y Hal 51 &
B4 R

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL R%-25iFE+ EV SSL Server Certificates

EV SSL k5 #5E 5 T 58 UEE 5 hbs iR ) 9 2% S ATUIR 55 35 B LRI 38042 1 5 3
DA KRR 12 0 45 i 55 2 BRCELIBE 33042 FRVE ARG 477

GDCA N RMELAT EV SSL IR aiE+h, BR@EMAFE 45N, EV SSL RS 4HIET
BRI A R, g4 . BURIERE 5.

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV %44 EF EV CodeSigning Certificates

EV AU AIE 5 T 38 b e 45 Fobm R A AR 52 017 BOR A T 1R B o

11
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EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIERHAERERT RFRR4F  CP Object Identifiers of Certificates

TEA CP W ARESE EV UE 5 L 15 5 MG T4 e — /N ME— [0 AR 1R, BRI
EV SSL IR % #81F H 5 1m%: 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1
EV fURY 25 42 F 5 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
is as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1

1.4.2. FR %I iIiE35 B2 B Prohibited Certificate Uses

EV iEHERA T EiRRUERVEE S, ARHE T ATEAT . AR T ER
IR S, BUH T ERPIRIMIA G, W& ERAE . R CHLR S s
WRG . TP RGBSR KRG T, BRI e SHET. A
S BT E PR .

EV IEBZE AR S B S5 iR B [ X 2 e IR T, thagikre
FEATE AL IRVE S BIE A L AR SR 55 AT, 5 0 & i R R P e C
KA,

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious
environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SEEREF Policy Administration
1.5.1. SREE RSB B LM Organization Administering the Document

GDCA Z e RIS ZE 2t GDCA HFMNEARS A SR I & = LR, ol

12
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S HERIRREA CP.
GDCA Z4 gL Ak A T ARERHZ . TEH O EWHPO. iRbb, &
JUIRSS L A AT SRR B TG AR ALK

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, customer service
center, etc.

AN WSSOI RS A0 A AR 55 55 H O AT AT BUE B 1 19152

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. Bt Z A Contact Person

1.5.2.1. EFH M EH S Certificate Problem Report

A i R 5 SR T SR AR BL R 7 N2 — 4258, HAEBAEER B LL 45
[ AR -
® RHEEFEZ: webtrustreport@gdca.com.cn; Ef
o . (HAMIX): 95105813 &L,
C(EBrHIX): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS [af CPS Related Issues

BRI ]: GDCA {TBUEHRI]

BRAN: Tt

M3 k. gdca@gdca.com.cn

B R HLIE: +86 20-83487228

fEH: +86 20-83486610

Huhik: AR NRSLFTE A48 ) M T BT X A X s 448 5 pufh K 58 23 #%
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f4m: 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

1.5.3. WE CP RF& KM HIALF Person Determining CP Suitability for the

Policy

A CP t GDCA 22 4= SRm&Zs i, B354 CP FMEIT FIRRA AR 5 ,
GDCA ‘#4582 2> 1 5 vt GDCA [f] CPS ZH44&4A CP, it fivhe
GDCA [f] CPS s&2 5 5 4% CP Hi& M. ML -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #t#EFERF CP Approval Procedures

A< CP i GDCA % &5l 2% o FAE &R R H S5 A ALV RN 10 3, 2
A2 GDCA %S R HLHER 1% .

After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP 1&1T CP Revision

GDCA % CP AT ™k IR AT #1], HH 7RISR RS st H H .
GDCA #R¥EE KB BUREM . FHARE R, WS REBMN UL CAIN KL IE
(CA/Browser Forum) RAGHIP FEIGUFUET 48 (Guidelines for Extended Validation
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Certificates) DL % Baseline Requirements )i #K I AZ1T 4 CP, CP 4m’5 /NAIFRYRE
ORI E CP BT, #2738 GDCA LA KT RS W%, 2B RSHlE,
1E5FE GDCA H 5 Mk LA A

A CP ZBDRFBIT — IR WRTCNB NS, WESGRRCA S . SRR AR IR A%
I 6] SRAB AT 10 5% o

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates and the Baseline Requirements published by the CA/Browser
Forum. The proposed suggestion of modification will be submitted by the team which is responsible
for writing this CP based on relevant changes, then it would be reviewed by the GDCA Security
Policy Committee. After approved by the committee, GDCA will publish the CP on the official
website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. EXHYEE Definitions and Acronyms

1.6.1. ARiEE X —%FE List of Term Definition

Rig 7 X
GDCA %4 RIS ZE 514> | GDCA AIE RS 1A 2 4 (1) 5% o SR s BRI B A LA AN CP — 2K
PEYENIA .
HL PN IEAR &5 ML DTS, 2k, WA KE BRI, 1ZAREEH
T4 CAs K2k CAs.
FEMHLAA ALK (Registration Authority, RA) 4 5t AL BEAIE S H i

HREFAT ARSI R, IR 2R AINER S,
REAEP RS H ELE N R SR, A STRHIE S B it
TSR IR SR, AR BRI IE AT R, AR
IR S5 AU b v B 3 0E 5 B B B ) HR A

EFS B 24 T 3, TR RS S IbE.

UEPHRH 5135 HI 25 R UE S B F T UAEAR S AL (CA) B AT B v 2544,
HE WS B BB IR T BT I VBRI 3R

HLF AR 55 R P SGIEFS AL, B, BB A A B SR — 3L A

154 A R G B EFEA T A RIbRAE .

5 A PR E A BAE TR AL RS I SO BRI A

FELGEFIRE PR FELGUEP A VI, AT T L P A W e S 5 )
W3
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4 FH S R B TR R B A TR R, TR T
CE T 2 S TN i) /N E D) I i L AR TS 1 g

N FH ] AR R B AT, AT MK T
i, DSt 5EEA AR A — 0N r% 4, &/Tc
AT GRS DB R & T s Bk
FRR S

NEAFERI i —HAFERE K. AR AR F R T EE’J/\% ﬁﬁ
TSI T AHED N EH LAE B S0 2K
JATH T RE

AFEREIET T LA N FIARAIE S DME AT A 7 378 32 w1 o A
W, NI RS E T .

A M B EE T FFE A CP T 8.3 AT R (1) A SR N A sk

WA T7 A A WAIE 1) 5 AR NBR A Sk

A PR RAET I E AR NGRS AR, H 20T 2 Ui A 46K
AL I EPAPNEIRFRE S

DR INEAR S LA S IE G NAT P 2 B, iz ihisiie 7
&I IR 5 BT .

WebTrust CPA N K& XTIAE AR S5 WA ) WebTrust Tt H FI AT Rtk

GDCA Security Policy

It is the highest management and monitor function for CP and the

Committee decision-making agency pursuant to CP within the GDCA certification
services system.
Certification Authority An organization that is responsible for the creation, issuance,

revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification
Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.
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Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3. of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. YEmgAE B H & X — %3 List of Abbreviations and their Meaning

CA Certification/Certificate Authority HL TG IR & WK

CAA Certification Authority Authorization YAEHURFZ AL

CP Certificate Policy TE SR

CPS Certification Practice Statement LTI %% 30
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CRL Certificate Revocation List B RO A%
CSR Certificate Signing Request TR RSk
DBA Doing Business As R
DNS Domain Name System W4 A
EV Extended Validation B BT /188 BRI
(US Government) Federal Information Processing | (e mjif) BEHUE B b
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name S2 e IR 4
Global Digital Cybersecurity Authority CO., LTD. | s 2= i 48 Rl 35 it 40 4 TR
GDCA
A
gTLD Generic Top-Level Domain 8 F THi 22 458 4
IANA Internet Assigned Numbers Authority I X S A3 B LM
Internet Corporation for Assigned Names and HEL 4 5 5 92 4 D
ICANN | Numbers
LIk
1SO International Organization for Standardization BFA HEAY 2 21
KM Key Management 2 e
LDAP Lightweight Directory Access Protocol B B YL
LRA Local Registration Authority A HuE LA
OCSP Online Certificate Status Protocol TERIE IR TN
State Cryptography Administration Office of Hh K6 P 204 1
OSCCA | Security Commercial Code Administration of
China INRE
PIN Personal Identification Number AN IH D
PKCS Public KEY Cryptography Standards Nt R B R A
PKI Public Key Infrastructure N LR
RA Registration Authority R
Request For Comments T 3R VT A o (— b HL
RFC
W S bR AAE)
SSL Secure Sockets Layer ot
TLS Transport Layer Security R R 224
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2.k fi 5 18 B E % f£ Publication and Repository

Responsibilities

2.1. 15 FE Repositories

GDCA HJHLFINIEAE SR AN 2 ETskg (CPO. HLF AR 55 M
(CPS). HEFS. IEFHEEFIFR (CRL). E-BIELIRAEM (OCSP) 4.

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. fEBEBIKA Publication of Information

GDCA 7E 5 J7 W3 https://www.gdca.com.cn & Aii {5 B2, %Mk & GDCA KA T H
HEREE, RAN. BBURINLEE.

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6J5 mT LA k17 7] GDCA
() B IR BGIE 5 5 B AU UE 558 [FIB), GDCA $&ErELiE FRASE WS, 1T
PR AR AT AT S A RE B AR R

[FIES, GDCA K MR 75 R HUH Ath v] B8 1 T 2UEA T 45 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is
the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIBRS[EFISHZR Time or Frequency of Publication

GDCA fEIT PUEH K BCE VR, did B 7 Mk B A CRL KAm, KA
JAIA 24 /NEF, CRL A RUE K ANEIT 48 /Nifs AERTHITEGL T, GDCA "JLLH
ATPGEVEF AT CRL WK AT ] . GDCA BFAFERAT— K HL-FIMEIR S WA CA IIE -l
5% (ARL).
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B R H A A R R AT A%, B GDCA RS g, XFh R AT %2 K
I R, IF BT & SR ZKR Y

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and are valid for no more than 48 hours. In particular, GDCA can choose
time to release the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL)
once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. 18 B FEEVH &R Access Controls on Repositories

GDCA 15 B iIfE B XS A TF R AT, AT NHRRENS BB, W IX L1520 R 1%
Y T AN SEAEAT BR 1 o

GDCA @i M 2 fidr . Ryt aieit 2 B ik IA Ll RN 51
A REREAT(E B EERIE N MR e RATERRAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. BminiR 5 X5 Identification and Authentication

3.1. 44 Naming
3.1.1. fr4a2K%! Type of Names

GDCA 25K 1) EV #UFUE BT & X.509 brift, #RC4ribHRea & aEn s, X
HI X.500 i 44 75 3

EV SSL LA EV AR 44 45 iy 44 MU AN ZE SR AL SR AE T2 A CP i 3E 1Y
CPS v, JFfH A CA/MNIY #it1% (CA/Browser Forum) Bid www.cabforum.org & ffi
(RIFE R 5 LA IR AH— 3. EV SSL IE-RAN EV ABHEE A4 UE 15 (1 B 44 2 208 2 3
4 (common name, CN=) W%, ZidU0UFMiEH 4 i N S 544 . HLK s ip
Hudik MU SR IREE
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EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFF EV SSL g% A iE45, i (A% AR I 2 22 A8 42 v, i 2 ABUE P 44 D 3
Ay IR AN HY LA A 44 A R Ak A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. Xt a4 A = X HIESR Need for Names to be Meaningful

PR TR S I A 44 N BAT R AR RS AT P IR R i R AR A4 K,
o2 =4 e % Y A ff R A 15 A AU LA S Pl ZE R iR B R4 EWLAR 554+ ELIR R 342 B R
AT B S, JFE AT DABAREUT IR0 BRI A RN 2 15 SR A AR SC R

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. TP RIE4& B4 Anonymity or Pseudonymity of Subscribers

PR EA . Dy 2 HIFIES, IERPEAREEHAES. hH.

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. FRREAE] 4y 42 BRI Rules for Interpreting Various Name Forms

1 X.500 i 551 44 i 44 0 U] R

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 1 44 By ME—4E Uniqueness of Names

GDCA MARUEZ KA FAT P HAEY, HEAREH, £ GDCA AL N ZnE—
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1o AH— AT AT DR PR KB CA_E A A P [ — A 2 R 44 AOAIE S

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. 4 212y 4bE Naming Dispute Processing

GDCA AR AL g h Rk Tar B UL K oTAE, KAEMUGR, 1T R EHAT
FHEN U B 1B D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. FARARA]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WAES 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHIA Initial 1dentity Validation
3.2.1. iE BHA R LA B J5 5 Method to Prove Possession of Private Key

EV EFS B H D AUEWIRAT 5 T 28T A PR SR, IR A i S AR IR
FHIEHE TS 7S (PKCS#I0) . He 5K HRRJ %, 835 GDCA
FORMHEUE R T7 20, ARSI LR B o3 BC )2 S BRI RZ T PIN g )

.
2

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. Pt B4 1% 7] Authentication of Organization Identity

FEXTHUR B 3 HEAT S 000, ) WRE B W] L SR AE EV CPS v, JFHEZIAT CA/
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W 2818 Is (CA/Browser Forum) i www.cabforum.org & AR B 45 /G 58— 584 A
KA —F. HiFH S EPrfkig4 (internationalized domain names, IDNs) B, N [FH
1F [ B84 1 [R5 X% - Chomographic spoofing) .

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.2.3. MNMABEHHI%H] Authentication of Individual Identity

GDCA Nz AN NH P EV E B HiE.

EV certificate does not accept individual application.

3.2.4. WA BERT 12 B Non-Verified Subscriber Information

EV AT (L A7 01T 7 5 B A U R

All information in EV certificate must be verified.

3.2.5. BRI Validation of Authority

PR P B TP NIPBEAE ML S5 I, N 23R4T 4 R SR
1. B =07 Sk B IR ST S e L BURF 2T 188 K i SR 45 07 iz L
FIAEAE 5
2. JEIEHTE. A PR IS B R L R I B A [ A 5 HORBHIE N R T B
B LR HARRAT NG U 3L
GDCA R fCVF BB # i @ AL AR HITEIESS o 35 HIE & DA IR (R 1] DLt
ATIE HE I BOZA N, W GDCA AR AEIZARE N 53 LAMAEATIEFS FE I K -
FEWCEN S # CAZ LR TG SR, GDCA R[] B i 25 2 AU G2 17 5

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.
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GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. HVEREN Criteria for Interoperation

FF A B FUGEARS AL, ATLLS GDCA #H47 H#AE, (H2ZE FIUERS
HUKIH) CPS W2 & GDCA CP #K, Jf H. 5 GDCA 252 AH R #ML o

GDCA ¥k HEMX N, #:5ZE GDCA WIRIENASERE GRS, HRAZER
FH N FETIEF o

#AEHAT, GDCA RZERATLATZE SAEFS o

WUER FE ZOE AR A L E, GDCA R4 T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7. R RIRFIHERA 1 Data Source Accuracy

FEREAE TR ARIEAE A AR R AR Z 1T, GDCA X iZ R I vk, v
Wk, KOG ECE SO BT VAL, JFEE LT RIER:
PR 45 B I EERR s
IR RIS T AR
HAR N, SRR H 1
£ €1Ep AV AN DAER VS QT LT o
Dy B SO PO M
A PP D P AR e SR 3R A 1) 8l B A (e TR AN I IE 528 AT 13N H
JU] GDCA RI Fl i 54 e S

o ~ w R

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:
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1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than thirteen months prior to issuing the certificate.

3.3. FHEIERPIMRIREXS Identification and Authentication

for Rekey Requests

FEREAT CP 25 4.7 W HTIR AU 5 P SR A, 750X BRI 10 5 B 2 AT 46 ) A O o )
SR ROR H IR P

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. HRZEAEHKIRIRE XA Identification and Authentication for

Routine Rekey

RSO KPR, AR BV AEB R, 1T N ERHZE CP 5 3.2 ik
TAUE BRI AR RE SR ACUEFS H R .«

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

SR T 2 3 A DR A S 0 B S B B R e R, TRk, 1T P E HE
SR AT, AU S A R 1) SO s BE CA R, B R 2, GDCA
BAEIETAE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.
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34 WHEEEHEFHFHMHIRE X J Identification and

Authentication for Rekey After Revocation

EV LU 5 ASREEAT 3 B T -

Re-key/renewal after revocation is not permitted.

3.5. B ERFIMRIRE XS Identification and Authentication for

Revocation Request

LR BV UEBHUHE R, GDCA K LARIAGTE MRS B i A SR At k2% 7 20
BAIEHAE R o

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

4.1. {EFHE Certificate Application
4.1.1. VEF HiE 9248 Who Can Submit a Certificate Application

RS F R SRR B LR N BEAR A S WL (BFEATEOILG . Sl s, Hhsx
AN RBIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. i 2 5 54E Enrollment Process and Responsibilities

EV 453 M E R S B A id Sk E EV CPS 1, JF H ZE R CA/WI % 88 18 1=
(CA/Browser Forum) it www.cabforum.org % A (455 55 &5 70 BB SR A — 3. H
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EH B TR A CP K AMIR. CPS UL I, 45l L 3¢ Tk
PIEHTER . BRI SRR AR N2

HIE# M A GDCA #8728 BV IIE- B R A NAEI S, AT VB S s s
C& T REZ RN BiEHEN AT EAREYN, 74 PKCS#10 1iEiER 3L
PFFF158 45 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.

4.2. EFH BB Certificate Application Processing

4.2.1. AT IR A 5 % A Performing ldentification and Authentication

Functions

2 GDCA 22T 1) EV LG Ja, NAZA CP 5 3.2 1[I ESR, XHT AT
LN AVIIRSE 2R

FEUEFRZE KA, # GDCA HRHE CP 55 3.2 15 Hh i i VS AR AT 1 24 5k W] S A o
AN 13 N H Hiz 5 BoR &AL, W GDCA AL 8 SE M SC A, B SHETS
FHIEE .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than thirteen months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.
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4.2.2. iEPHRiEMARMIEL Approval or Rejection of Certificate

Applications

GDCA NAESEIERSEAS [, s ge il . WA gemds, NN I8 2417
o ES B (8] A IE A EV IEF G .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.22.1. EFHFERKHLAE Approval of Certificate Applications

WERTFE Rk 2, GDCA mf LAHEHEE 1 i
1 ZHPIE WA CP 5 3.2 F1 Rk 1T 7 S IR AR R «
2. WIHEH B BA AT IS N B RTEK
3. HIEE QI HUE SO TN .
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. EPHIERIEZ Rejection of Certificate Applications

MR KA T AU, GDCA AR AELE T i i :

1 ZHEARFEA CP &S 3.2 TRk T1T 7 S BRI 5 € «

HEE A BESR BLIT 5 20 S i UE WA R

I & SO BB ANBERE AT P I A R N MK

HAV & VAT B AN BE B 2 FEL E SIS AR 1 2

HiEHIE 574 ICANN (The Internet Corporation for Assigned Names and
Numbers) 2 (&8 gTLD (TRZed 4 );

6. GDCA Y AHLHEZ i GDCA R4+l UGl ik

o > w D

If the following circumstances happened, GDCA shall refuse the certificate application:
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1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. AbFEIEF B E AR A] Time to Process Certificate Applications

GDCA [ EV BT IAIEMLS N (CPS) MiANE & EEALESS H i AL I ] . GDCA
REFE CPS JLE (I [A] Py AL BEAE 5 T, TER IR R4

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. INENLHZAL (CAA) Certification Authority Authorization (CAA)

XFF- GDCA A& i 2 CA/NI Y #3815 EV Guidelines. Baseline Requirements %3k
(1)~ FL T {E B TLS/SSL WE-f5, GDCA %28 K AIE 45 32 /5 il 44 7 e T v 1 5 — A~
dNSName fit CAA kR, FHHEEE R 16w,

GDCA RiAR#E RFC6844 (4 iRk 5065 1211) M AbHE “issue”. “issuewild”
K “iodef” IR PEARZE: 45 “issue”. “issuewild” Fr&H AN 2 “gdca.com.cn”, Nl GDCA
AARZERIT BLIE TS #5 CAA LK HIL “iodef” #5%%, NIl GDCA 5 HI vk #4538 J5
RE S N HAWURIES .

GDCA KL T4 CAA il B R R S E N AT 2 A e 26 1) 7E9F GDCA
YRR B T 2 ) CAA LSRRG 2) /bl —IRE T A4k CAA B3¢ 3) AT
TEXIEAAFLESR 7] ICNNA A X 35) DNSSEC 40 iiF 4 «

7/

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.
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GDCA shall process "issue", "issuewild", and “iodef’ property tags according to RFC6844 as

amended by Errata 5065: GDCA shall not issue corresponding certificates if the "issue”, "issuewild"
property tags do not contain “gdca.com.cn”. In case the property tag “iodef” is present in the CAA
records, GDCA shall determine whether or not to issue certificates after communicating with the
applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.

4.3. FRHZK Certificate Issuance

43.1. IEHZ KR F CA KIFTA CA Actions During Certificate Issuance

MR CA FHIEFS 225 Nt GDCA A w5 N SRS AR AT HLHAR 2 R CA $h4T
UEH AR

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA RKAEUET: AR HE 5 A O AAE TS . CA T N A BN A& IE 153
FAEE S HIE At HE 5 2 o ZEARCIET I ERAE R 2 BB 0 A2 EV CPS o, Jf H A
CA/MNI Y 2%i81x (CA/Browser Forum) @i www.cabforum.org KA FEEE 12 #8451 E
R
GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by

GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

43.2. CA BHIT FEPRIZE Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA MEPZER R KL G, K@ ks ek, FEmil P gtar el
RIFUEPR TR, SFFESE . W FEE TR, sFEid e 5970 2R R
T P A RIS AR

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.
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4.4. EFEER Certificate Acceptance
4.4.1. T R EEZAEH 4T 8 Conduct Constituting Certificate Acceptance

L AT/ EATVI % 160 GDCA HIE 15745 FR4T 5 F 8 13 Fase S EAR AT
P T

2. GDCAVEMWUMTETT PR YE R, AR P FBIET, JEEE D i 772
R P, MR PR T,

3. AT ROGHIE TS 15 P2 (R R A

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content

4.4.2. CA SHEF /I KA Publication of the Certificate by the CA

W PHRZAETS 5, GDCA Kzl JE5 A A1 £ GDCA I H s JIk55 R 48 . [FlIFf, GDCA
Y5 Google f CT #Em& Chttps://github.com/chromium/ct-policy), ¥4 /7 415 Bk
T{EE D= CT RS 25

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.43. CA @ &n A SEARTEH HAS & Notification of Certificate Issuance by

the CA to Other Entities

FRUEFIT /1 4h, GDCA A Bl FHAR SR IE 25 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.
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45. ZBHXTANEFRKEH Key Pair and Certificate Usage

45.1. T P AHFIRERB{E A Subscriber Private Key and Certificate Usage

SRS R (1 A SIS B AL A A P 22 80T 7 B BOF 32 AIE S Jm T Al A
o EAREBFFET . A CP MIMR CPS HIHE, JF HasZiSiE+ha g Hlig&
PRI E SR AH — B

VTP L ERAP SRR B E S AR 2 A A Y, ELAN A P S S sl i e 45 . AL
AEFHEAT IR

X EVARBSRE AU, AMEE— MRS 2 MR R

X EV SSLAEAS, T STEA LS5 ORAE R AEE S o 81 A 3 a1 44 08 B2 PR AR 5%
P E .

Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. T AHMIEFRFf#EH Relying Party Public Key and Certificate

Usage

MK T BRI T B A E RE, ST L PRI
1. R1FHCTFRE A0 B R S AE AT

2. HZZE N RE T /& i GDCA ATk s

3. AU CRL B OCSP Al A 1%%5 44 X L R IE F5 42 75 Bl 4UE «

4. UEFS I IESE 5 R4 44

5. fEAHED LR AHEIER 4

6. KrEUEFIE .

DA B AR —ANIRTT R, AR OT A THEIE A A5
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KA TT TR RIRNINEAT RS2 TT I, Zi i I 2 AR SR AR 2 O I N ik
A5, SRJE A FIIESS ARG BN . W07 ORI IE & RN E 2 — s 4S
BT

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. MEPRFEH Certificate Renewal

4.6.1. R EHHER Circumstances for Certificate Renewal

GDCA ARt EV iF B RS .

GDCA does not provide EV certificate renewal service.

4.6.2. B RIEH B4k Who May Request Renewal

AEH] .

Not applicable.

4.6.3. KEIEHRFHER Processing Certificate Renewal Requests

AEH

Not applicable.
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4.6.4. BENRT P IE B R Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.6.5. MIREZEHIEHMAIT N Conduct Constituting Acceptance of a

Renewal Certificate

AN .
Not applicable.
4.6.6. CA X EFEF R KA Publication of the Renewal Certificate by the

CA

A&
Not applicable.

46.7. CA JB&1H A SLAE BRI R Notification of Certificate Issuance by

the CA to Other Entities

AEH .

Not applicable.

4.7. EPHEHEF Certificate Rekey
4.7.1. EBZEHEFRITE Circumstances for Certificate Rekey

GDCA [UE P 40 53 R (E AR LA«

GDCA certificate Re-key including but not limited to the following circumstances:
1. UEHE;
2. BTHAR, BURZAKH, GDCA ZRIEHaHEH .

1. The certificate expires.
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2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. WERIE R FEHAFEFFI LA Who May Request Certification of a New

Public Key

R A3 5 T SE A T .

The entity who requests re-key is the certificate subscriber.

4.7.3. AhFEUE P % 8 S HT1E R Processing Certificate Rekeying Requests

SR CP 55 3.3 JIAIAR CP 25 4.3 17 (1 e k53§ B ik A7 FH ™ B i 450 AR
I EA R AE A5 25 % o

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.

4.7.4. BAEIT P ENE BRI R Notification of New Certificate Issuance to

Subscriber

[A] 4 CP 2 4.3.2 7.

See CP section 4.3.2.

4.7.5. T i B HE B RI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

[F]A CP %6 4.4.1 7,

See CP section 4.4.1.

4.7.6. CA X HEFUEF K &K AR Publication of the Rekeyed Certificate by

the CA

4 CP (5 4.4.2 5.

See CP section 4.4.2.
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4.7.7. CA i &n H Ah SR H HIZE K Notification of Certificate Issuance by

the CA to Other Entities

[A] 4 CP 2 4.4.3 7.

See CP section 4.4.3.

4.8. IEFHEFE Certificate Modification

4.8.1. IEHA T F1ETE Circumstances for Certificate Modification

GDCA N fit EV E BT RS, Wil B & mE B R4 AR TR NI R A CP 2
4.9 VI E RS IZE, T NIRIEA CP 45 4.1, 4.2, 4.3, 44 VWil E EH RIS
KAFF

GDCA does not support modification of EV certificates. A certificate in which the information has
been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. HRIEHZRE 524k Who May Request Certificate Modification

AEH

Not applicable.

4.8.3. MFEIEPAREER Processing Certificate Modification Requests

ANEH

Not applicable.

4.8.4. BET P EHE B L% Notification of New Certificate Issuance to

Subscriber

AEHT .

Not applicable.
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4.8.5. MR EZ A EIEH AT A Conduct Constituting Acceptance of

Modified Certificate

AEH
Not applicable.
4.8.6. CA X FEIEH R A Publication of the Modified Certificate by the

CA

A&
Not applicable.

4.8.7. CA @ &0 FH A SEAATEH 4 & Notification of Certificate Issuance by

the CA to Other Entities

ANE

Not applicable.

4.9. EPBEEFEE Certificate Revocation and Suspension

UE TR AR S B EE N M HCSRAE EV CPS W, JEHZEM CAMYEE LR
(CA/Browser Forum) it www.cabforum.org &4 48 5 13 #B20 HIE SR A — 5L,

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.9.1. IF B BT Circumstances for Revocation

49.1.1. ITFEBHEEKERE Reasons for Revoking a Subscriber
F PR B A )—FPEk 2 Fh, GDCA W JIFE 24 /NI 2 NSRS IE 5 -
1. AT DA 20E SRS UE 15
2. 1T FIEKI GDCA ] BIUE 518 Sk AR BRI H A REE W BT N
3. GDCA 343 TiEdE, WEBHSIEBAFI AT P RAEHIE R 1l
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4. GDCA A% 7 UEHE, UEBHXHIE T+ FQDN 85 1P bk fry s 42 2 A sldss fl A B0 EAS
IS AR
AL NSO ) —FhERZ B, CA RIAFE 24 /NN 2 AHESIES, HALWAE 5 R

WECEINREE

1. IEBAHESF 4 Baseline Requirements 55 6.1.5 17 &% %5 6.1.6 i,

2. GDCA FR#3 T iE+58 2% FH e

3. GDCA ZREIT i/ 7T/ il CPICPS Hr i) — Tk 2 T8 K 514

4. GDCA K& T RT3 W] FQDN Hfd AN FRBE R VE AT (9140, kB sl 3 &

B T 3 AL VE I ST AL 1O T, 34 VE T N A N AR DGR BT R IR 55 B3

b, BURAL M AR BT SR A )

GDCA 3R i Fe FFE 4 A T 4500 B R O 1% 5 1R 9 14804

GDCA BRI T & 15 B H KA 5

GDCA KR %5 & R RE4F & Baseline Requirements 23k , 5 GDCA ] CP B, CPS;

GDCA VAT AT sl 5 & H BRAEGE 5 R 5 B v RS R

GDCA &4} Baseline Requirements %5 A& E 5 IR I 3%, B sl 2k, Brik

Hgks:4E4 CRLIOCSP {5 B

10. CPS "R 5T (I EATHIC B B2 A AT HT /I FHAS: BRI THENLEGEE RN, 2%
L AR B eV R s BURAT N B e A AN R R O Hoeh A5
S B

11. GDCA C&JBATHEG 55, W VRGNS 2 .

12. CA #f5AHBL T AT AR FE I 290 E R 730, MR TV T AR 4 A 8% 5 1
HHEASME (FlEn Debian §5%4H, U.: http://wiki.debian.org/SSLkeys), BfELEH]
BAROUESE, F B A2 AR IR VR BRI

© © N o O

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;
3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the

certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs.
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1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository ;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate F14% CA iEH F#ES R A

BN LA ) —RhEZ fl, GDCA ZRAE 7 K2 WA F 2% CAIEF:

1. GDCA 313 T4, UM SUEB AP R CA RPIE R /&P E, S
R s K BRI A A SRR (1 R

2. GDCA 152 1 uF 538 2= H 1 uF 4 ;

3. GDCA fRANEB MR AKRBERF &, Bih g CA REEFFEIEH IIE T SRS BOMIE 55
SR
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4. GDCA NAATfTHHILTE 26 CA IE P iIME EONHNR(E BB A R 3
5. g CA th HEM IR E I
6. L CALH], BB 2% I
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA s made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

5. The subordinate CA ceases operations for any reasons;

6. The subordinate CA expires or is revoked or terminated.

4.9.2. & SRAEBHEE B4k Who Can Request Revocation

PR SEAART PAIE SR — T e
1. GDCA;
2. UEBHIT
3. VEBE. BUNEEET AR AR
4. ARHTT DL VERAESEAET « B 25 W LA B At ) 28 =075 n] DASRACUE S ] AR 7
A1 GDCA 17 & BB U IE S
The following entities can request revocation of a subscriber certificate:
1. GDCA;
2.  Subscriber;
3. Court, government departments and other public power department;

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the
certificates.
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4.9.3.

4.9.3.1.

© o &~ w D

4.9.3.2.

B ER AL EEEF Procedure for Revocation Request

T PSR BB IETS The subscriber actively proposed to revocation application

VT ) GDCA $ A8 U B 2R S piE BARRE, (w1 16 WA 4R S5 A«
GDCA B 7 CP 5 3.4 17 (L g HEAT UE 5 B4 175 K 1) % 50«

GDCA 782 BRI R G 11 2 A TAE H A 5 BGIE -y

GDCA ¢ U o M i H H R AT BIRE - 1) 2

GDCA i il MA@ 2 77 2, G TT P E P Y S s 1) 34
GDCA #tt 7%24 /NI FRIAIE 55U I IS5

Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CP section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T PR REIAYIE T The subscriber is forced to revoke the certificate

%4 GDCA A 787> R # lfy {5 tH BLA CP 35 4.9.0.1 T 45 B LI, Aradiod oy R
JE H AR UE

GDCA it 7*24 /I HRIE T3 7] A 75 AN AL BRI 5

BRAT T FNENIR . B BCHRBERT L B EE L S 5 =T 3RS UE T ) R
S, GDCA N2 AU & HR I U 2 45 ROR P & 75 S 15

GDCA T e+ i, EE s, WifR e, Binss, SR
UEFS LR S B .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee;

GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying
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parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

4.  After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

4.9.4. HEETE R 1 % PR Revocation Request Grace Period

R SR H L B A T R RS SR A, RO 1R SR AU i B S AT S TR 8
NI AR o AR 5 DR (R SRR T SR A ZBTE AR TR 48 /NI YA H

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5. CA BB IERKIF PR Time Within Which CA Must Process the

Revocation Request

GDCA H #2175 5K 21 58 U Z [ 1] B JUIRR , Ak 24 A4~/

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. TR EIE P HIZE SR Revocation Checking Requirements for

Relying Parties

WA 7 TEAR I — AN UE T AT 4 2025 1) GDCA KA 1) CRL B MiAT 1 BT S A A E 1502 15
WA -
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL RAFMZE CRL Issuance Frequency

XTI FESS, GDCA ) CRL & A il 10y 24 /N, CRL A & B KA I 48
/NI, H nextUpdate BB AN thisUpdate B 1 10 KDL F.

XFF g CAIETS, GDCA K CRL AATFHIN 12 > H . an e h 4 CA ik,
GDCA 7ERN 5 24 /NP2 A TE ¥ CRL, H. nextUpdate =7 B iI{E 1548 H! thisUpdate &
fr12 M~ HU k.
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FERPIR B R L T AT LA CRL SZEI AR R (AR WY 2% AL A 2 AR RE S OR1E ), CRL 152
B A2 T GDCA il 5 ) A A IS HRE o

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the CRLs are valid for no more than 48 hours and the value of the nextUpdate
field shall be no more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL AR KB KH# J5 18] Maximum Latency for CRLs

—N EV EH W E R 28 R AR ) CRL ¥ 5 N TR A fe T 24 /N o

CRL is effective after revocation request approved within 24 hours.

4909, EELRABZEZ WK A A Online Revocation/Status Checking

Availability

GDCA N[l 45 3T 7 HUK a7 S A 7E 2R AE PR S & W RS . OCSP i B 20 45
RFC6960 MJZE3K, JF H A OCSP i #2544 . OCSP fli 4% #5 IIE 15 5 IEZE X R A HIIIE
Fi [ —A CA 2K, OCSP k4 #% MiE i B AL & — A~ RFC6960 & X KA K
id-pkix-ocsp-nocheck 4™ & T .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRAFEWER Online Revocation Checking Requirements

M PRI UL E H TR 2R &), GDCA A5 BAT A 1S IR -

GDCA #24}t Get 1 Post 777 2] OCSP A k55 .

XFFAT FAESS, GDCA M /DEEVT K B H OCSP {5 /5. OCSP il i () i KA RO
10 Ko X T O ruE+, SLEPEEE OCSP.
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XF g CAET:, GDCA M#E/D4 12 R OCSP (58, it h 4t CA
Folf, IAE 24 /NP BEET OCSP {5 5 .

PR R AEP RS EIE R, GDCA AFik[El “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11.  #EEEHHARKRATER Other Forms of Revocation Advertisements

Available

%7 CRL.OCSP 4}, GDCA n] LAt 5 B HoAth R AT TE R, (HIX A L

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912. B W EK K B E R Special Requirements related to Key

Compromise

BRA CP 55 4.9.1 TRE T AL, 200 7 BE A LA I 5 3 4 52 B % e 40 FH 1
JBiAr BRI GDCA # il BEsiEK . Wik CA % H (IR CA Bihdt CA %) %4
WA E BCE VBRI, AR S BRI 18] 3 5 3CR0 7 3R I 38 T 7 MR T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA's key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

49.13. iEPHEFEAEE Circumstances for Suspension

GDCA A SZFHIE .

Not applicable.
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4914, ERIEBEREK LA Who Can Request Suspension

GDCA A FHIE

Not applicable.

49.15.  H=HEIFERKFEF Procedure for Suspension Request

GDCA A SCFHE 4

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

GDCA A SZFHIE

Not applicable.

4.10. EFIRFSIRS Certificate Status Services
410.1.  BAEHEME Operational Characteristics

T AT LLELE CRL. LDAP H R4 OCSP ZfIEIRES, ik sAAE IR
IR 55 7 2255 2 017 SR AT - L AR W 8L R ) R 2 b P

X TR IE TS, GDCA ASNAEEH ST AT Ex FLAE CRL 1 iRIEH i % . GDCA
AR CRL HRARRL 45 44 1UE i ) i i 5%

GDCA A itk OCSP H rds ic 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2.  BR&T A Service Availability

UEFIRZS IR 55 b A PRAIE 7X24 /NIRRT, B 2 I B) A58 10 £
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E A5 R AS IR 55 1 AT 1 N 2 B A D SR 7E EV CPS 1, Jf HEER CA/NIIE 28 181X
(CA/Browser Forum) @it www.cabforum.org & AR 48 ES £ 13 #0 (HE R A — 5L

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3.  WJIESFAE Operational Features

ZWA CP 4 4.9.9. 4.9.11 7 HIE.

See CP section 4.9.9, section 4.9.11.

4.11. ITTEE5E End of Subscription

PR LR SIS IR BT BT ATy IR 30
1 ER R B AT
2. LSRRI B .

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. BHILE 5IKE Key Escrow and Recovery

4121, HBHXRESKER K548 Key Escrow and Recovery Policy and

Practices
GDCA AEFEEART EV IETT P A, B AR S AR 5

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.
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412.2. SEFHAMBESKRERER 51T Session Key Encapsulation and

Recovery Policy and Practices

AEH

Not applicable.

5. INENIA R BEMEEIEREH] Facility, Management, and

Operational Controls

5.1. ¥)E$EH] Physical Controls
5.1.1. FHfr B 585 Site Location and Construction

GDCA .0 LG RN RE T B W% O X . IS X X #BIEX . ALK A
X B0 X R—AmtkRe L R . HARMoR TR A FLER, JLrh T, AR
FHERE Dy 2mm (A FLAAR,  HUBCR AR RE Y 3mm A 5LANER . 154% T 208 CO2 fr e
T5o BRER N (A SR M B RS . PR 1R Fah B Bl T BRI 4 i
2R T B A 8 A XU T o PR IRV A A e TR AR TR DR D A . A OR PR
F) 2% i A 0 BB AEAZ O X

N

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. YIEE 5 i %] Physical Access

BEH AR 2 4 R BOAT R T EaD S BT, AT ORIERE B — M)
Bz RN R LAY . GDCA 1) CPS WaZiU% Wy ER Uy il 2 il Bk 47 LU PE 4
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% o
The activities of accessing to each physical security layer shall be recorded, audited and controlled

in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. B, 77542 Power and Air Conditioning

GDCA HLp3 N 224 WIEERT L BE i R G0 S & TR S8, DA DRAp S AN 8] W
HLIHEN . F34b, 8N BA LS H A R 48 B X R Ge 4% 32 8 B0t iR AR L

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bi7K Water Exposures

GDCA Bl MA L ITIHoR A, Bk felisK R B, JFREus 1L H Bl K B
R EE - 93 /N IR /KR E 2R GE PR 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. KRB Fire Prevention and Protection

GDCA B3 SR ISR 1 i, -8 R A LR Py SR B AT 1k K i (R A A, 3k
GBI LA £ M B R R T 2 A EK

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage

XPPBEAY B A A TN FH R A2 B K Bk B Bl B, Bidess . B
WLy B AR S I 2 A TR K, IR HE L™ M 1 PR 37 T BLLARIS LEX A AR G 3R B 1
ANiia .

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
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radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. RP4bEE Waste Disposal

2 GDCA A5 IARSK SCAF AR RE CAS P 5 2 A7 R BT R LI, A ZBR A it
8, G RIIEIRE . BB A IURAS B A A A AR IR AL B ATAR G 3 R 3
BEIR T3R5 R H AR A T HEAT ) A B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. S &4 Off-Site Backup

GDCA 37 1 st Bt 0 b oL, A LTI AR OB R e it . o i H S 2
ANAB GRS BT Rt R R A&

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF¥EEH| Procedural Controls
5.2.1. A{E /£ Trusted Roles

f£ GDCA AR FIEMR SR, REMATT EREB Atk M. B
FIHCE 5500 BB BV E R IAGL ZR B GDCA PTG Mt IR LA (0 B 45

I A I R D EESEYNIAE

2. ARHGUEHANG;

3. wAaHIAN;

4. MESFEBIN RO S ERAEAN T

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.

2. System administrator.
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3.  Security auditor.

4. Business administrator and business operator.

5.2.2. FIEE T ZR A Number of Persons Required per Task

GDCA NifEE AR 55 MU X ST 55 BEAT ™ hg 2], R DT E Mt 2SS
e U RS

1 EPIRERS wA MRE A 752 6 A RIE NSt i 3 KR SE R

2. EBBERGHNE G TEIDRGEHA AT 2 AE N B R SR

3. HRMZEKIES: #E 2 E N AIEFE e

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMNAARRPS %S Identification and Authentication for Each

Role

XF A A RS N G, AT M AR AT SEE, B DR L RENE T35 A2 T N
FHLAEIRTTIEOR . SRR 7E GDCA HIN I H A B 269 Th oA E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRTSEIK A Roles Requiring Separation of Duties

FBER ST 3 #], AR R — A NIAE T E—IRRRM A, B RE BT ) — 5 I
REM A 0. 7 R T 20 B A (B4 HANBR T

1. iEFkg2 8

2. EHEL CRL %K

3. RGLES4%Y

4. CAZHEH
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5. waHil

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to :

1. The acceptance of the certificate businesses
2. Theissuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. AN R¥EH#H| Personnel Controls

N AN 2 B AR SR IE EV CPS H, I H BRI CA/M Y 28 18 3% (CA/Browser Forum)
JEt www.cabforum.org KA HIAEES 14.1 570 IESRAH—EL.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

5.3.1. B, 2 FEAZER Qualifications, Experience, and Clearance

Requirements

GDCA X A H ATE Mt ) TAE N A B ZR AT
HA& RIFHAE 2N TR 5
AT E SR ML IR GDCA HI4E— 2 b g PE
Sy GDCA 17 R LB HIMTE . e Al 5
A REFHADN AR 277 LN ST TS
HA& R BIBA AR
TIEVEIRARIE
GDCA ZR7e T 5 M Ty N 5 2/ b JiUE & B PSSO AR A e
M CA Iz AT I E M TAE . RAT ML KA R IC K5

© a &~ w b

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.
2. Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and

management.
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3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. HRIAEFERF Background Check Procedures

GDCA 854 RIBUM AR I BN A AF, S8 Al 5 i T =i &

PIA IR AT A5 B3 AN FR SR RN R AT A5 B3 ARh 245 T [R) S o AT W i A 19 51
BN FEAPE A A

AR AW TR, BOLHEr:, #E, 2 RATHKRE,

SR AR S B AT H SNSRI XEARC S, R R RS 4
Bo R AL AT 22 THI I

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

AR

a)  ANFHMIITT NI AN BURRF LA . $REINT 508 P e
PrYeMViIESs . SEALESS . B E S B ISR A RGIE R

b) AFEEITEIEHE. ER. P VTSR RO AR A AR FL ST PR T 4

JE o
c) HANETEE S ER. HENEE. HRFRFTT AR HEH. RIEHERL
A AR 1 25 o

d) £%1%, GDCA 5 i TAITREWN, LA 0 AV EE CA Uk ik 1 B
HIREMPUREE . FIET, GDCA 4% FEAHLI PN T BLAH I 24450 % BT A7
A AE A ERERN AT % %E, DUME RS RFELINIEIX S N S A58

52



Il semrmsmnemaa

R GDCA EV iEfi3Eng (V2. 0 kD

JEFI T AR RE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social

relation.

Full review includes reviews about criminal records, social relation and social security besides basic

review.

The review procedure includes:

a)

b)

d)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. BYIE SR Training Requirements

GDCA MR A5 M B IR, 48 AR R ATER I, LR &R AW T
GDCA iz Bk R

GDCA AR R

GDCA %4 B

EIRA A -

GDCA & HIBUR . il S I pidas

& [HEXTHFMERS B B0 b BF%.

*® 6 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job

training. The comprehensive training contents are as follows:

*
*
*

GDCA operation system
GDCA technology system

GDCA security management mechanism
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€ Job responsibilities uniform requirement
4 GDCA management policies, systems, measures, etc.

€ The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BREVIFBERNER Retraining Frequency and Requirements

GDCA MRS 5 E 22 HE AR I, DLORAIE 32 B 3 1) B3 T SEINAT & B L /T 3K U
e CAEIR BT

GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. T RO B RSB RAKF Job Rotation Frequency and Sequence

GDCA N AR HE 2 4= 8 B SRS i) 5 A2 AN 53 ) A Il o e 0 SUT RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT REI4E S Sanctions for Unauthorized Actions

GDCA NS IFYES — BB B, MRRBUT ARATE A AT, LR a4
1E57Eh AR M TAERAL, Tk, VPR . IRACFRNEN B A . IXEEAL 14T
NN AR AR ZEK o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. BT A2 NHIESKR Independent Contractor Requirements

T A& T GDCA MU AR TAEN 51, (HM S GDCA M. 554 5k TAERIanl 5570 32
UL S5 N BE s B BN SO A 4N, GDCA 48— 2RI
1 ANEMEMEREH,
2. GDCA R ftg:— i A I TR p s i, 85910 P9 & 5 AR T GDCA
RS 32 BT L7 AE Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
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and other independent contractors, GDCA has requirements are as follows:
1. Record management of personnel profiles
2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate

acceptance rules and electronic certification business rules.

5.3.8. AL N B B304 Documentation Supplied to Personnel

GDCA e fit 45 P98 53 SO B AR RS IR BRI 5 B3 T TARAH SR .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HIHEFRFER Audit Logging Procedures
5.4.1. B R EH KA Types of Events Recorded

GDCA Nt i F A FEEH AR T
Lo AT/ S T, SR, HERUETS A GDCA U VR4 FH P e 7 F ik

55,
2. GDCA i fIgEsr, A, &M, EHRENEE LS, fMEes, g, &
AR A

3. BRI
4. 1 GDCA 47155 #1E;
5. BT RBAHAEWE TR, RABRIB LA S H, GDCA/Authority
ARG 5k, R KE B R, BYEIERE R, BRI, DN A&
B, KR R R R R, UE AR A R R T
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. Allrelated events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
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management, certificate lifecycle management and other events.

5.4.2. A3 H BRI Frequency of Processing Log

GDCA NiE IR & i it H b, DMEABEE N 22 MRS, AP 2 F
SR IR L PR Tt o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. HitHERRE IR Retention Period for Audit Log

GDCA 212 3 RAF HLFAMIE AR 55 10 7 H &5 DRAFIIBR L 725 4% IE R A5 +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. # i+ H FZ R Protection of Audit Log

FIA i vh H 38, R 2SR E™ M A7) BRI 45 U 1) 42 8 i, 977 LB R S BBL 30 G
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. #Hit H EHZ 0 EF Audit Log Backup Procedures

XF U H S A& BOZ S ARAT FT S HIRE, 2 AT & o

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. HIHKEE RS Audit Collection System (Internal vs. External)

AEH

Not applicable.
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5.4.7. S S B FAARRES Notification to Event-Causing Subject

H TP IC AR — N F I, ROE A SEZE R A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. MEFE TR Vulnerability Assessments

HRAE H T 5%, GDCA RLE HIREAT 2 A e 95 TE VPG, FFARIE PP (hi 0 25 RICRh R Bt o

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

55. eFIJFR% Records Archival

5.5.1. JHR4IE FHIZER Types of Records Archived

i ZEAR ISR, B T A CP 5 5.4.1 TRUE IS, & /256 U0 Mokt AT s, &
1

L EBHEER;

2. UEPRERERE A SR SO

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. R4 AR B HFR Retention Period for Archive

GDCA ¥ EV HLFINIENLZHIN (CPS) Bl sE & BE 1 AR 1c 3% OR B HARR -

EV CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. ARSI R Protection of Archive

N3 3 T = ) A AR U i P T iR R AR, R R AE N R SV
Vi AR, B IR ARERBR N B0 MIEREE R ST .
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All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. JFARE A &4 2 F Archive Backup Procedures

T RGBT AR, B E TR, &0 ST R AR
XA A VAR B, AT BT, (R EERIBU™ R A it ORIE L 2 Ak

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. ERAEBRE R Requirements for Time-Stamping of Records

GDCA Wi HE#A I EC 3, #hERfE N T LIl ksl R 58 5 3hid .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JARSWCEE K 4t Archive Collection System (Internal or External)

B H AR NAE N B H R R S8, BL4E GDCA AVEML .

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. KRB HRY/E B HIFEF Procedures to Obtain and Verify Archive

Information

GDCA 172 4= i v G A 5587 2 53 73 3l DR B VA ASAE S0 2 98 DL FESRAS Se A 6
R, JUIX 2 AN DB T HU.

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies shall
take place to confirm the integrity.

5.6. ZHA T Key Changeover

1E CAUEBEIHART, GDCA ¥XF CAUE AT Hr. HE CA ZHXT I Rt FH ik
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A A CP % 6.3.2 Fh e M RZEdr i, AR CA UEFS AT LA A i s A AT BT

0 T AR R I, B D2 W CA BN . B SN L A 1A, GDCA
] LI I A R 2 A0 K 77 s AR 1 CAIE . E—A> CA TE B i i, %R
A FEPUR S, LAOREEIXAS CA R R A HISeiR N CA TH 3 FIXS 283 B i) T A2t %

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

FEAERGHTH) CA BTN, M™% 3857 GDCA KT 3 P B HIATE « B 3 xS
FAAES, GDCA K52 AOH N CAES, I RIS EEAT A AT, LETT RIS RE S A I SR
W) CAUEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair , GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA # P &N, W ZRAEHE AN IE - BE AR 1 I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #WMEHRMEHKE Compromise and Disaster Recovery
5.7.1. HMHELERERF Incident and Compromise Handling Procedures

GDCA R 1T 2=k Ab BE 7 SN SR B TRGE , 72 AH L ) < 451 T A BEAR T

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. THEHNRIE. AN/ RHIR Computing Resources, Software,

and/or Data Are Corrupted

DR BT AL BEIR S B A AN SR AR A F A, GDCA SLRIS B U B
AT, AT IR AR R TR SE K

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
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recovery plan.

5.7.3. SRRV R EAAEFERF Entity Private Key Compromise Procedures

FEHUE T NONEIEE B AR K ARG BL T, GDCA RKREU N FE BRULIR R 22 3 45 -

1. GDCAMIERGH LSS BB G W5 RAE . RGUEH T

2. ARIEIRAERITERT, HB 2 B AL TS R B B A AL

3. WRHRLEEHEE A A Adingise, HaEdE, InEiE5A CRL /%
BATRR -

4. IR A B R AT R B K R B

5. AR EWRKE ST E B R RS B S, M RGE A PUTIRE .

6. WIRTEIWE GDCA MG AR RBCE I, Wk F4h—4 GDCA Z4lk 55
AR DBl 558 PR GO0 AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably.

While restore the business administrator's configuration file, it should be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

2 CA RALA A Bt 7, GDCA JA B H R HAF N U B Y, % 252 b

AR L K BAT VPG, e AT 3h it Rl QPR 7 2058 CAIES, K5 2 RN i i -

1 RIS AT X 1 HR

2. RATVIEBIEHPRES BE B

3. JEid GDCA Wutil e il 5 Uy s AT X TIEM CA I 1A B I 5
4. FPPAFHIMRFA, EFONIT P RUE .

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the

relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
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be taken:
1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RAEG RN & 488 /7 Business Continuity Capabilities After a

Disaster

GDCA fERAERMESG, NA W JUAT7 547568 /T -
1. FERATRERE I Rl NI RSS2 Gt, T2 ANId 48 /N
2. BEMIKEEEER,
3. BEWRIEIKE G IZ gt & 2 220K,
4. HRWHIN RGBT RVS5 I A SR 5T B E K
GDCA shall have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 5% 3 MR B St 24 B A0 S AE EVCPS IR HLE A CA/WI YR 2% 18 1
(CA/Browser Forum) i id www.cabforum.org KA fIFEFS 16 #570 BB SR AH— 2.

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA 8% RA K& 1k CA or RA Termination

2 GDCA F i MHLR 75 B 4s ik Hlb 45w, A2 ™ A% e (e N R LA [ 1
BN CRTFUERSS B LML) KA IS S AT LR £ 1 B A R 55 1 R e
ZERBEATAH KR LAE,

7t GDCA # 1EHlT, W7

1. ZHO SR E AL

2. FLE GDCA % 1b7H;

61


http://www.cabforum.org/

L

o GDCA EV iEfi3Eng (V2. 0 kD

BEmr R A ERAD

AT GDCA #& I AR S

SV NEEE R T

WESVESN:

AR R AL 33

(CAIRINTR RN )&

L EEN=BYIEi s

KW E HF MRS

10. 4bFE GDCA V55 B U1 GDCA MK 55-454F i s
11, b PR A BBURR SR s

12. j#F: GDCA FHUELE,

© © N o g &~ w

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8. Archive main LDAP
9. Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
24 RA I8 R 551, GDCA # 4% 8 5 H AT B S Hh AL 3 Sk 55 AR F |
A H A ST

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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5.9. ¥¥E%&4 Data Security

B 22 AN M A AfC A EV CPS H, I H A CA/NI Wi 2% 181 (CA/Browser Forum)
E 1 www.cabforum.org KATHIFER 16 &0 2R AH— .

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16 released by CA/Browser Forum at www.cabforum.org.

6. INER GBI AR L £ H] Technical Security Controls

6.1. AN IR %3 Key Pair Generation and Installation

6.1.1. N HIA R Key Pair Generation

CA EYIR L ZHE 22 B, 2 AN RS N G AR B 53 0 328 B T 1 4 v A
VPRI BB R A A il BHI ARG BB Rl & IR NGBS FIPS140-2 Frifk
RIS - H1 T FIPS140-2 il AR A& B 5 s B 8 B 1 TN rT A SRR AR, B 50
TP A TR R EL R, R FIPS140-2 bRk S BHAT, AE E K 300 5 B
SRYFATHTSR T HIEEEVEE N, BASIUE) Fi sl AT s 914 B &y
B ZGE N [ 580 5T %€ . k.

CA Z PR B B 1 75 SR AR B — 44 5 4% 1) o U I AR DR LA CPS BL A A
BB HER . PN E RO R AR S T iE I RAE

XFF EV SSLAT FHESS, TP BTN il 7 B e RO IRE .

X T BV RIS AZAETS, W37 R FF S hn i ZR AR o A2 s HIxS, FABIA
RESHIAN T, A AU FH 12805 FAEH, GDCA ilid 22 il K B0s H AL 645 1T
)il o
The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.
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The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

6.1.2. REAEIRLIT 7 Private Key Delivery to Subscriber

AHIHIT P BT, TSR LT .

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NABRAIEHZ R HLH Public Key Delivery to Certificate Issuer

N TIRGE TR, RZAT A RA JEIE PKCS#10 4% 2N MIE 2544 1 5k 5 B Bl
TR, BT R SR AP S4 GDCA SRk, IXEEIRE R
BT B 2 e i Ry, B B Z il (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

RZAT AT RA JEid PKCS#10 A% 20 AIIE 525 44 15 R (5 B B B B w2844 1 S F
I BT SR A IR 4y GDCA %57k, GDCA {E25 A UE o R Stk i #2221 3K
FHIT P24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. CA AR CA Public Key Delivery to Relying Parties

GDCA MiZifid 22 & FE IR 10K CA APIES UM, BN LAk fi TE.
X R A S T o
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GDCA 17 ZiE it H 3% kK Ai H: CA iEF.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. FHKKE Key Length

GDCA SCHFHI RSA B P FE 55 /2 2048 i, SCRFH ECC B L £ /0 256 1
KR IR AEEV CPS o, I HEEHI CA/N B #5184 (CA/Browser Forum)
i id www.cabforum.org AT RITEFS 9.5 FR 7 EERAH — 2o
The key size of RSAis no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. ANASERERA R ERZE Public Key Parameters Generation and

Quiality Checking

DA SR 25U I 5% e 3 A 0 T DR VT Rl 0 o 18 4 RO A A B, 51
FEHL. IR, USB Key. IC REA BRI, I8 AR L1 4 (14 O T0 bR
GDCA I\ X B & A RN BT, HIRS L A% T R e &5 gER,

St ST R AR A, [FRF i S ] 2% 2 e 2 A 1T VT T (0 R R R A
AT, BmENL. n# K. USB Key. IC R%.

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. M H B Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA ZEK ) X.509v3 iEH6 & 7B HHEYT RO, HHAES RFC 5280 #rif:
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. i
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R GDCA I AAUEAS & HIRNAY FEIN AR W] 1 Flag, UEA51T 7 a6 Zi I 2 4 W (1
@& Y. Z WA CP 5 7.1.2 1,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. FAARI MFE L THEZEH| Private Key Protection and

Cryptographic Module Engineering Controls

WAENU L AGEE B, A R 2R & L BRI Ok CA I 24, AT/
PRS2 EORAE P IT 7 R ZE A TP 15 T (e RV R E 2% Mk ER . SR 2 R AL 18
Ao

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. 2% G 4 B i A ME AT #E ] Cryptographic Module Standards and

Controls

GDCA W25 i [ 5 3 B A A0 T A AT L itk A R S5 i A bl 2E AR CAL 25 KAIE
P CA F1HAh CA ZEXT, HAEMEAH I CA Fo5H. CA RGN FUHHSTE FIPS 140-2
BN EARER, T P AL & FIPS 140-2 55 20 FIHAR K.,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. AL A #EH] (m & n) Private Key (n out of m) Multi-Person Control

WAEHUR L AR B AR S R B HIALER S 2 A4 w5 N RIS 5 CA i
VA IIRIE . BOR BRI AR “ME 2 E” SOk, BURER —4> CA R T
RIS s 70 s AN, 0 B 2 A RS N AR o WSROy — MR S R AR (1 Bk
EAHEIRHCY m, AT n ASETRTE N A BESE i 47 78 5 R (1) CA FL
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Ho fEXE m A/NF5, nANT 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FAEHFCE Private Key Escrow

AEH .

Not applicable.

6.2.4. FAEH& 4 Private Key Backup

N T RIENE 55 RRET R, GDCA i Zi G CA FAEHII 2 43, DAas RAER B AL . AL
P& LU B A ORAF R R R AL . 774 CA RIS RIS AT & CP 2
6.2. 1717 (1) BERIFAF AL CRIGAT A o CA ALY A 151 3 26 3 I 1 3 h A B h BE4F 45 CP 55 6.2.6
LIRS

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FAEHIEAY Private Key Archival

1E CA FLABIIJG , UL R & CP 5 6.2.1 17 B K X Rs A Z5 A LA R4 R A7 22 /D
54, VARIMIBRGS S, X CA RPN AT & CP 2 6.2.10 19 IRLE .«

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.
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6.2.6. REFH. BAFEMBBR Private Key Transfer Into or From a

Cryptographic Module

CA IFAH], GDCA Ni™i% 4% AR P18 VO BT & 03, FRILZ ML AR
HIRIEREABICVF . 2 CA E &0 2 53 Sh AR R e I, DU )7 AR A
Bz g%, I HAEALSE AT 24T S 4605), LABTIE CA A E R, #i. 2ok, 4k
BRI EE . ARRARIE o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AT AP M R B o 3 1 0598, BN SRV It o X 47
AR A F AR b AR, R P IR ROF B AT AR EAR GRS, T AT A BT
AT BRI R B A ORI S 17 42 il 16 i o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. FAEFE LB % Private Key Storage on Cryptographic

Module

CA R GUIIFAEH 25 LA ST T XA TP L 5% 2 s = A 30 1 ) HH v R/ T (R et 5
B, A A ST AR 2 /D FF - FIPS 140-2 = b 8RR S5 40 2 42K

T 2244 EV ARREREZUEHIT A AR B 2= /0574 FIPS 140-2 —
A I o N o

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. BUER I Method of Activating Private Key

CA AV T 3 i i rh, HPEEE 1218 CP 28 6.2.2 Wit T 0%, JFH.
{RAELE IC REEREEA R, A2 m ik n 1977 2020 BN 0SB0 4 BE 0 FAEH

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HEEFAVHR 51 Method of Deactivating Private Key

T CATAH, AV B WL, PRI R 4 -

The private key will be deactivated when its storage device powers off.

6.2.10.  HEBFAHKI A Method of Destroying Private Key

AAA T . AT ERAER, MIZKAAHE, AmE Xk, el ke
BRI -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA 8, fEA M ARG, Tf CA M — e A&7 IR, HAf
CA RV AN 2 Af 8. AR CA RVAAE IR AT RN FHAEZ Ll E AR S
TGO T % 48 CA RPIAATBHERET TN R, CA RV I S SN I K CA FL
MR R AT T B m0ks in R a4 X5 2N 58

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FERELHFPEE Cryptographic Module Capabilities

GDCA i Fi ] 5% 2 i 3= 350 1 DR AE R VR AT (K0 26 65 7 i, B2 HOATUR (R #5 bofe . I
0. VPSSR VEPMIE AR SRE0R, S0 CNS 15135, 1SO 19790 5§, FIPS 140-2 %5
2 3 MIXHE, GDCA TIARIES hPERE. TR, HLRE 7 i %8 51 25y T 1 41
PR BT B
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GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. XN EFHK H A H W Other Aspects of Key Pair

Management
6.3.1. A5AVAR% Public Key Archival

WLZUARS CA AR 28T RS, VRS IS rl A7 A 2t o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. E BRI 03 A IR Certificate Operational Periods and

Key Pair Usage Periods

UEPAE ROHN Y B #id R AE EV CPS H, JFHERM CAMEAR1LIs (CA/Browser
Forum) @it www.cabforum.org KA 45 5F 9.4 #B4 HE KA —%.

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

NARALH A FPYIBR SAE T A ROWA G, EIFA e — 2.

TR A @ e, HAHRBEAEESAE RSN A LR T84, APARIE
FUEWBRANE L UE P A RAWRR o (52, Oy 1 ORIEAEUEFAT RAW N 244 1015 12 n] LSS AIE,
SN AE A IR AT BAEEE P A ROV R BAAR

P @ e+, HAHRBAEBE RSN AT FInEELE, SR8
FUWBRASHE L UE P A RAWRR o (E52, Oy 1 ORAIEAEUEFAT ZAW N 1045 12 n] LUEJT
AN A IR T AEIEFS 1A ROYIRR BASE

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.
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For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERN R TW R T P UEIE R CAES, IEBEIE, fEIRIEZ 2 I T,
FCVFAE A B8 PR UEAS BEAT ST . BB B A RE TC PRI T o

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

S AR AR TS, FCBE PN A0 V@I 5 53 (A A SRR 4
X1 RSA4096 7 CA EF, BN 15k v AF R 2 30 4
X T RSA2048 fi7 CA IEFS, BN 1 mAC SV FH A PR 2 27 4F
Xf T ECC384 fir CAiE+:, HEHX HIRK RV 30 4
Xf - ECC256 it CA UFE-1S, FH BN 1K vl A IR 2 27 4
XF 1 RSA2048 i EV ISR ZUET:, B X A B K SV A AR R 2 39 4> H
X1 RSA2048 {7 EV SSL RZ5asiE-th, LB BHXS i fc K o vl FHAE R 2 825
PN
7. X1 ECC256 fit EV SSL k55 asiE-th, LA BT Bt fo Vi FH4E R 2 825 K
M 2020 49 1 1 Hit, SSLITLS MR 55 45 UE 152 S0 1) e K su VA A R 2 398 K,
Af/bF 398 K.

© a0 > w Do

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2.  For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

For the SSL/TLS Certificates issued on or after September 1, 2020, the maximum usage period of
the key pair is 398 days or less.
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6.4. BIEEFE Activation Data
6.4.1. BOEEIE R A28 Activation Data Generation and Installation

CA RPRIBE A, L IR O T 8 PR0E Bl 0 B P BINE R EDOR, ™
WREAT A o AT

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BEEAE KRR Activation Data Protection

Xt CA R HIBGE S, W ATE R AR 73 F R 7 E1 5 B S A R R RT 3
&, MHZEE N RBARF GBI HINER, S5 i AR B o 1 £ E

il
o E

¢
=

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BUEEHE K E AR5 H Other Aspects of Activation Data

AHONE «

Not applicable.

6.5. THEMLE4EH] Computer Security Controls

6.5.1. KA ENZEHARZER Specific Computer Security Technical

Requirements

GDCA R4iM1E B2 488, #M8E KB E HLR AN GEFIAMERS % &L H
R ZEEARIIE) . TS B AR (RS B BINE), 2115027001
15 B 2 AR ARG LA S AR S 5 B 22 A hn i, e (AT 58 36 1 22 4 BT SR g A
HEE, TEIEE PP, FEANGT. EENLARARMERIRE RS SRR
BAIE BRI PRy NSRS B B 2 ) 4% 1) 4

Information security management of GDCA certification system meets "Specifications Related

72



[] HSFRBERRERAE
- GDCA EV iEfi3Eng (V2. 0 kD

Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

I AR ) A B, MR CA B AEIE U R G2 R MBI RS, A
R BNREFRBUNVI .

BORGLAG HAB RGBS, ARG 5 ARG E . XM AT
BEL L B R 1 L FH 2 5 A 1 2 PO U7 10 o A5 FE 75 K 58 BEL L A P P RIS I N AR 2R 72 2R G Y
#&, PRI A P RERNES . R CA RGURESERATR ., ALETIERE, U
o] R G AT {E N 52 A) LRI 415 i) CA 28

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RGN Y LR IEEV CPS H, FF H A1 CA/X % 2% 18 = (CA/Browser Forum)
JEt www.cabforum.org KA I4E RS 16.5 #55 FIE R AH—EL,

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THEN 2L Computer Security Rating

GDCA [fMIE R 48, T SRR B R ) 2 A

GDCA certification systems pass the security review of OSCCA.

6.6. AT ARIESH Life Cycle Technical Controls

6.6.1. RGTF K 3%E#H] System Development Controls

GDCA HYBRAF vt A A R4 AT B -
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1 H=T7RIEAME &
2. Za N A a] SE PR
Ay, GDCA WA IT RIRIERNE, 275 15015408 HnitE, $ATAHREFIRIAIIT
KA
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B HEH| Security Management Controls

]

GDCA MIE R G IIME B 22 A BE, RS A8 [H 2850 LA 1 A DB AT B
BEATHRAE

GDCA I & Gt iAE LR TR A fl 3 it , B A 1) R Gl 4o 7™ 4% 1 IR 30 f
A AT ZAFUER, AEFE ST 2 e AR R I AT AR IS H] . DRI AIE 3% .
GDCA & X I\ IE R e AT & HIAAS & 1 e At o

GDCA R —Fh RIE I & FLAA Rk HI A M R G ECE, AR IR BB 2.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

REAF 2% BRI BRSNS dE AT e tE iR, RIS R EHAR, 25
FAAE 2 AR A o TN 86 BRI AT 2 2 W B SE AN ™ 5 Y 22 A LR T, 2B AT e
RIS 2 AR

GDCA NIE RS BB e s TH R LU, TR IH B AEEAT A BRI, 15 S 20
IWHR B R % 2 0 B A

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
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GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4y FE B B 22 248 ) Life Cycle Security Controls

GDCA NIE R G A e g B vl REEAERITH Gt R, Hrp g 7R, R
i Ji S 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILKZ4e$EH] Network Security Controls

GDCA AL Z G K FH 2 4 B K b AN R 28 B 22 Pl R LI DR, I HLS M 52 3 1
IR

N T RN, 24, GDCAWIE RS LALARE T ARSI e it B
EARG, JFHRMER K NRARI . i PR R MR E RGNS, BUR
A RE A FRAIRR BT R 48 10 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. K [E]ER Time-Stamping

GDCA 2454 RFC 3161, 5816 UL & Authenticode IR AR IR S, FEH TS
25 % . GDCA HIMVSS R R GerT [a] 5@ i NTP WMl 5 1% (Al E R 55 525 .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).
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7. iEH. IEBHESETRAELIEFIRSMY Certificate, CRL,

and OCSP Profiles

7.1. iEHHIR Certificate Profile

GDCA iFHiEdE ITU-T X.509v3 (1997): {5 BRI ARG HE-H3%: AIFHESE
(1997 4F 6 A ) FryEF RFC 5280: Internet X.509 A%HILAL A EUEFF1 CRL 4544 (2008
F£5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA i CSPRNG £ AT 0 HACLE N 64 friaARFSIPERE B P15

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV P2/ 5 SR X 509 v 45k, R e (BB ) BRI U R R TR

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

FR-EV ETE5 44 (1 A 85
1, {ELBRAR FA B 1)
&N 2 X. 509 WEF S X pRA, 9 V3
Jr 35 R R ME—FR AL

BAF AL P 254 5509 (L CP 55 7. 1. 3 79)

& ¥ DN R B 4

ARG H ) | 2T i I 8] (UTC) ,  AALETI (][22, % RFC 5280 ZEK %69

AR | 3T E PriE A e (UTC) , AL TR [F]25, 4% RFC 5280 R A5 .
A ROVR M B R4 CP 2 6. 3. 2 TR BRI

8 DN EP A E BB A, 1.
CN. OU. O. streetAddress. postalCode. L. ST. C. serialNumber.

businessCategory. 1.3.6.1.4.1.311.60.2.1.1. 1.3.6.1.4.1.311.60.2.1 .2
1.3.6.1.4.1.311.60.2.1 .3,
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N K4 RFC 5280 s, f#FH CP 45 7. 1. 3 Whig @ wE, SREAK R 2

CP 45 6. 1.5 #8E MIER

Table - Basic domain of Certificate structure

domain Value or value limitation

Version Format version of X.509 certificate with the value is V3

Serial number Unique identifier of certificate

Signature ) ) o N )

) Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Subject DN Certificate holder or entity DN, including:
CN,OU,0,streetAddress,postalCode,L,ST,C,serialNumber,businessCategory,
1.3.6.1.4.1.311.60.2.1.1,1.3.6.1.4.1.311.60.2.1.2,1.3.6.1.4.1.311.60.2.1.3

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280 , key length meets specified requirements of CP Section 6.1.5.

7.1.1. FA5 Version Number(s)

GDCA V] /I EV iEBRFE X509 V3 iEPI N, AE BAFBAEIE B A S B A
o

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. WEBH B Certificate Extensions

GDCA 2Kk 1) EV UEH, HAFE P9 R IUUENE IETF RFC 5280 #rife, 34554 Guidelines
For The Issuance And Management Of Extended Validation Certificates [J#3K .

WEPSRIGY R R BRI AE EV CPS f, Jf HEZH CA/M Y #5183% (CA/Browser
Forum) j#id www.cabforum.org KA TR FE 9.3 #5302 RAH —2.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.
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Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. HEXT R FRIRAF Algorithm Object Identifiers

GDCA ZE R WEFsH, B SHVE FIFR IR ST N sha256RSA Fl sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA Jrfs FH I S0 SR IRSE, 76 1SO X RARIAST (OID) & AT o ] 4n -

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID)
management standards. For example:

1. ZBAE%

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }

2. HEEE:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. AEXFREIE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. RFREE
A% CP iU fs Y [ 5 5 8 PR T 1A AT AR R R
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) us (840) rsadsi (113549 ) pkcs (1)
pkcs-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER :={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={
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iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. ZFIER, Name Forms

GDCA %5k BRI 2N s R0 3 25456 X501 Distinguished Name(DN) i) %
IR S

EV SSL/TLS EH AR &AW “.7, “-7, J “ 7 (BT, K/
HART RN ZION T . A, SAE RN E.
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

J, 2 and 7 (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

EV SSL/TLS server certificates cannot only contain metadata such as

7.15. £ FRPR#&] Name Constraints

ANE

Not applicable.

7.1.6. IEFEME N RAFIRAE Certificate Policy Object Identifier

GDCA %K) EV IEP RN A& IEP SRS I GhRiR R, BARTT S WA CP & 1.4.1.3

IEH S WS AR R A R S B B i S AE EV CPS tf, JF HLE AL CA/MI S 28 18 1%
(CA/Browser Forum) it www.cabforum.org &4 46 F5 9.3 #7> HIE KA —5.

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
sectionl.4.1.3 for details.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.
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7.1.7. SRS RR 19 B T H FvE Usage of Policy Constraints Extension

AEHT

Not applicable.

7.1.8. RGP B AT I B AIE X Policy Qualifiers Syntax and Semantics

AEH .

Not applicable.

7.1.9. REBRUEH SRS R T AL ELE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Fl PKIX ¥l —F,

It is in accordance with X509 and PKIX regulations.

7.2. EHHEHEFIER CRL Profile

GDCA EHZ % CRL, fLF F2sifdiF .
A CP %K%K CRL 754 RFC3280 #n#fE. CRL Z#/DA&an R RTIRFEA
AT 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

12k 1B B E 1 R A

FRAS V2

UK & R CRLHJSAR, MUK B o

A= 2 H CRL %5k H I

TIRE CRL FIRZERME . &I UEIEERS 24 /NIRRT
R4 2 CRL FITfit H i 25 42 S5

WUR LA % B bR IR | B 160 ALFAUR IR AL A S EAT B8 55 18 A4 B
7
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Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA’s public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1. hz4s Version Number(s)

GDCA H %%k X.509 V2 A CRL, IMA S fEAE CRL A% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL fl CRL % H¥ BI CRL and CRL Entry Extensions

ANEH

Not applicable.

7.3. OCSP ##i OCSP Profile

GDCA JH F$21k OCSP (TEZRIE IR A MRS ), OCSP {£4 CRL A Rk 78,
J7AEUE S P S EAIE R SR R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. F4s5 Version Number(s)

RFC6960 5& X i) OCSP hiA4s.
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The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP # &I OCSP Extensions

AEH .

Not applicable.

8. INMEAL# &+ M H b P45 Compliance Audit and Other

Assessments

81 TEM B P E MBE E Frequency and Circumstances of

Assessment

GDCA BRIy AR, HiEEm. SIEPUT S AT — IR
AR 58 SERR R ARG LR S 5 TIUE bR . R —5 JHRYE o & as RRHUTS): FFE
WESREAT — SO H T AE E VR, IFRER I s 2 /> 3% BRI EV SSL kS5 ARk
N EV AR ZAE BT VR, PAMRIETEB RS P SErE, 2ty 4.

bR 7 A TEAI PR Ah, GDCA SEIEE ML) il 55 B, %M WebTrust X
CA TR BEAT S5 o TR VEA -

1. AR4E (PR NRILAE P27 CRTFIE RS & HINE) M IERR,
A — RS2 £ TP R A

2. GDCA {8 [H 5 T HRI T ER . [H S KCHRAENI A CPS (R E Sz & A ik
55, IR AERVEAR AN B THITE, R A D WIHAT — IR N B ROV A%, 45X GDCA
W ESR (RAL ZHLSE FIVEAL # A%

3. GDCA WEEMALH TS5, 4%/ WebTrust X CA B TR, A4
A7 — IRAM B TE AT PR A .

4, GDCA BFFHAT— AR VPG AR, R NS 5 AR g, YAk B F K
AT BeE S AR E TR URAE H AT RON SR . BOR . RS USH AT R
JREXF RS, R AR DAy, R SRR a5 e R . R R R A AR

B ERAE R BRI SR TE EV CPS o, I HLZERI CA/M B #5184 (CA/Browser Forum)
I www.cabforum.org KATHIFEFE 17 #5 B 2R AH— 2.
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GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2.  GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. VREEMB4/EH Identity/Qualifications of Assessor

GDCA N EH 1, B GDCA 4 I&ZE i 2> i Dt 288 0 1 T o THPPAd N AL
BH B TH PP AL /N AT LI T A

GDCA HEE I AMBH T, RIZ A4 UT 3R

1. UIURGVERTH PO IVEAALR, 780 AT B (e 25
TR ENUE B2k R, BEMKZSER, PKI FAR. bR fEE
HERE RGIST R T AR T A
LA ST T R A

> v

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
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1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. W HEEBIEME ZHE K AKR Assessor’s Relationship to

Assessed Entity

L GDCA it B 5 A B RAE LB, M55 B LS50 SR A A
N

2. SMEVERE (R A 1T AL L H 55 TR i HUR) AT GDCA 2
FRMSLIER, SAERINNLS . I5 (o, S S ERTR S e R AL LAY
WA AU, A SIS, AT, BAHIAER GDCA HATIEH .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. LI Z Topics Covered by Assessment

GDCA A HBH T A A6 :

1 ARG R 70 S

izE TARGURE AN B 2 75 45 2™ Ml <

FET AL CPL S5 R AN 2 4 BERIT R NE ML 55 5
BRI &, xR, AR,

e T AEAE HA T BEAEAE 1R 22 4 UKy
= ﬁEﬁﬁ)ﬂﬁEﬂﬁﬁ&,m WebTrust For CA ¥V i) 223K, X GDCA #HAT M7 H it

/

o oa W

GDCA’s internal audit includes:

1. Whether the security strategy is fully implemented
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2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XTHABEARNREXIEKAITS) Actions Taken as a Result of

Deficiency

XIT GDCA N HRE vH&5 R e @,  H o TP /N A7 57 X G ) ) 51 A HR
BE T TREAT D 25 SO RO SE R R T o SE RO BT VT 45 SRR e 5, 5 R R 17106 20 i 7
VA NG S 55 it TAE S 4l

XF T GDCA BB MHUM I v 455, Wz IEAE#E T8 ) A CP M GDCA il
FE AN S HE 4T ), GDCA ¥5-F LAIE, FA RS A B (hix 24Ty, [Fi
G GDCA I ER AT S5 B N S5 RAT IG5 P E RV E LA, GDCA Rk
SHZH U I HLF AR 5545 FAZ AL

S =07 HAH RS S Al 52 RS, GDCA #2 MBI TR S #4780k, FFie2 ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHMLE4RIMEESE KA Communications of Results

GDCA Pl e T 45 JBL IR AL 2% HRBE A0 1T LA o T+ S BVE AL A 3R 4T IE 5K
AR, XATREIE AT AR, GDCA AU I [ 1T il K o
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5= IS AP e RS, TSR, i@ www.gdca.com.cn 3
BEAT AT o ATAR 55 =77 T PPy SR 38 0 ik 45 SR B AU ME 5., 500 200 2 B i 1)
GDCA K@ B F 7530, I-ES GDCA IR, V4 7 A MUE Ik 4h ;s GDCA £
B EIX 7 T AU

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HVPH Self-Audits

8.1 &y,

See section 8.1.

9. ERFANH AR 22K Other Business and Legal Matters

9.1. %&H Fees

GDCA ATHAR R H T UAERE 55 10 A LR RO EE-F50T PO B P, L b
AT AU SN BT, GDCA TR 1GH4H 1 4 i vt Kol 2 i

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. UEH P FNE 372 A Certificate Issuance or Renewal Fees

GDCA XHEHEFIE M %, AAifE GDCA M www.gdca.com.cn |, fit
M.

W GDCA 2 SRR B 4% Al GDCA A A A —80, LA I
% o
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for
user to query.
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If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. WFHE# %% F Certificate Access Fees

SPTAUERA#, HAl GDCA ANUHUEF 9% . BraE I MR sk T ok, R
GDCA SAHAMA B, GDCA 5 R Hh i e OS2 H

WA P A IR B B AE EA8 4k, GDCA K4 I 7E k3t www.gdca.com.cn
ETRIAAR.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. B FRASEBEE WA Revocation or Status Information Access

Fees

TP REEARESE B &, HAT GDCA AU 2 A . BRaEF 4 H ¥ Re ik 75
3R, TE GDCA AHEAMY SR, GDCA M5 H F i i S s i 3%

an SR B AR A 15 B A i 2 BUR A AT A2 16, GDCA R 23 B I 78 P i
www.gdca.com.cn [ LAA A .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HAh RS2 F Fees for Other Services

1. WA GDCA RIAUT M CP s LA AH L SO, GDCA 75 2K
FRLRT gk = A PR IS 328 R A 3 T A 3

2. GDCA Rl P SRBHIEBA- A it AR R IRST, GDCA {E 5T /7 B HoAth sk
PRZEB PP BTN A o

3. JAth GDCA H4ZEali# I ResR LM MRS 9%, GDCA 4 Jeit A, AHLFH
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1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBE MG Refund Policy

GDCA XHiT /B 9, B 7 I 45 B 175 A0 8 2 ) DR My s Bl ] LSRR A1
GDCA AR & FH F AT 47 5% o

FESE AT PR A2 AP A2, GDCA 35 ™K IR ERL T AN SEms .t o
GDCA i /4 CP ATl M st B E K XS5, T/ AT LA SR GDCA k15 7F
IB#K. /£ GDCA 4 7T P HIET 5, GDCA ¥4 37 BPFELT P oA HE ZAIE 15 B S A 1) 9
FABURIE AT

TR AS PR T 45 30 B 1R £
FERGRFE, 1T WUk FZIEFS, GDCA Kb 7t Hk i i .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. %3 4E Financial Responsibility
9.2.1. PREEVERE Insurance Coverage

DRESE 32 224X CP 25 9.9 719 rh T e O £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.
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9.2.2. H AR = other Assets

ANidEH
Not applicable.

9.2.3. X B & SEAK B AR B AR JE F Insurance or Warranty Coverage for

End-Entities

IEASIT 7 — Ei%5% GDCA HUIES, s @i il e ORHE B AR S5 4552, AR Al
BWHIZIT 7 O T A CP R T ORBATHE R RLE RIZR

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. M5 BRE Confidentiality of Business Information
9.3.1. 1215 EYEE Scope of Confidential Information

£ GDCA AL BT IIER S, LURE BN RS R

1. GDCA I ] HH 2848 K s o

2. HUHOSERE: AMHE, REEHE, AMHERGFERE, XE&EEH GDCA
MAREGER, RAZER RS EE A DAE. RIEHEER, Al

ON T AN R AT
3. HAthth GDCA Al RA fRAFHIAN NI A GE B NN, BRIFERER, Al A
i o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

89



[] HSFRBERRERAE
- GDCA EV iEfi3Eng (V2. 0 kD

9.3.2. B THEFEHE R Information Not Within the Scope of Confidential

Information

i GDCA KATHIUEF . UEH A H;

EF T PR R

U HUEHE A1

UEF S (CP). HLFIAEML S M (CPS).

M v R

1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.3.3. 7 3 £ % {5 B ) T /£ Responsibility to Protect Confidential

Information

GDCA. JEMILE. 1T R SIMEN SRS 50755, #06 X551 CP 1
E, AHAR R KR R3S B TUE, D AUE I E AR T B B R R X kAT
PRy

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AR B & TR, Bk GDCA A TRk #e At il A i O 2% 45 8
IKf, GDCA Ripi e FLER; [FIRF, GDCA 4 ZERZ RS B I A & XX Fl 24T
FHEEAL PLRIRHE B AT B e (R AR R I ik DR 5 B AT i AT
i HoAth 5 (R 422 (5%, GDCA AN FEAEAT 5 A 5 (K B R A T DR 345 J2 T 3 il 19
Wk DRSSP E RURSE 5 IO S el i T 20T R B 50 A 2 514 E

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
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information.

4 GDCA TEARA:AE 1M VB LA HAB AR il A R P IR R,

RAEA CP hHLE M55 B, GDCA MIgMEiEH . VEM LA LR v (R,
[ PIEER T T A A AR IR %5 E, GDCA TAUKATAT DAF . IX AR A AL NS T
TR LR AN L 55

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. B RARZ 71X Privacy Plan

GDCA Nl g A PR3 T RIXHT 7 1A N A5 B OR%

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. fEHNRaFA AR K115 B Information Treated as Private

Fr T SRR S LSRRGS E AN, 1T SR AR AAT SR gL
NEEAAEE . AL B 15 BT

L TR ROE SIS e S5, AL

2. AT PIERAR LSS

3. WML,

4. ATPHIRATIKS

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number
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9.4.3. AR 1S B Information Not Deemed Private

WP RHAREBNERENER, UAZEBRIRESE, 2 LA, AHuk
AER

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. PRI BE AL I 5T/E Responsibility to Protect Private Information

GDCA. JEMHIIIA 2388 S54597 A CP 45 9.4.2 i R E (3T P FafufE B 5T
H5X%.

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBRAEERNS S5 RAZE Notice and Consent to Use Private

Information

GDCA & HANEM 55V BBl W A pr A AR T PR R, RTS8, &
ARSI P B TR IXE RN, TR EYW KEFEA, GDCA #¥EA & 5T
RIS, WEHRARNT P FEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEALAE A B E VB LR AR S AVER P ISR T, 8385 B
P 2 TR0 R E X R4 55 B fu s B, sea & 5T P X5, HEEA
TSR] P RIF

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. VEMHLI W T ER T P RRAAME BT X007 21 & VAN H #, 38T
IR HIVT P SRR R AR, T LI [ R A4 B R AT )R 7 = (e

/TJ‘IZI%)O

tif

If GDCA and registration authority shall apply user’s private information to other purposes beyond
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the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. WERBATBEREFRE BE#HE Disclosure Pursuant to Judicial or

Administrative Process

HI AT R AUAT BT I 7 22, GDCA #3117 AL S B H ek
PWIEHLI ATEIATHLGRZ RV 4

1 BUREERERIORUE I B2 AR SR 1l I AR St F

2. VEBERA R A BT A B R FIAIEAS 7 A2 i 2 4y I Bk i 4R H R

3. RAGERNEERBUI M SN I R .

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAbfE BB IEE Other Information Disclosure Circumstances

UIRAT 1 EER GDCA SRS % 7 SCIR IR 95 W SRR I, GDCA U 75 2248
PADANID) e ST b LI Y S Krci = e ] E /A P

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIHRFZAL Intellectual Property Rights

1. GDCA A5 AR B XHIE T LA L GDCA $-4E M AT T AE i A 3B AR P A

2. GDCA X HEIEH RGEHA BA AN AR F 0 FH8

3. GDCA Wil E Al —P)M5 B34 GDCA 7=, K% GDCA BEifuvr, fihA
ABEFEH T RAT
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4. GDCA KATHIET A1 CRL Y452 GDCA SR 7=;

5. XfHMzZEE B AIE AT GDCA 77

6. FIKEIRH 3+ GDCA A F LB A4 (LU RRIFR DND L AZI H Al R
YU SAIIE S, Y19 GDCA ™.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&EIR5ELR Representations and Warranties
9.6.1. CA Kk 5% CA Representations and Warranties

GDCA A2t an T~ $E R

1 ZBRGFRERRTEA CP 1A Sk P2 K,

2. ARIEHAAR B2 &M BOREY, GDCA BT RIAT I 2 S HLHI R & 1 AR
KBURIRIE ;

3. RA CPHIMLE, NI U IEAS;

4. B EREFTT BT AN, KA BRI TT P IR A R AT S
ESL

5. IUEFEFE M FITEIE B R E B L EEAAY R (B (UERamns, RS
A A AL PR B A A Hh 3844 4 1 P A gz AL,

6. IOIF G FH AT IR I K A S B AR IR TR, DIARR i 3 i
435

7. BGAEUEP AT 4R E B HERATE CorganizationalUnitName 15 B 40 );

8. RHUIGIETE it L /INMIE 5 3 8 “organizationalUnitName” 71 Fr 615 (15 SAEALE
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W AT REE

9. MR¥E CPS 3.2 FERIHIE HHE NI 75

10. #7 GDCA 5iT /" JEkEk, M GDCA Hil JU &k A A H AT $AT 11T B
77, T PR A CAINE AR 1815 K AT ) Baseline Requirements 522K 4
GDCA 51T J7 N [R—s Ak sliA oCHe, ) H i AARER S a] (i F 2%

11. &P ATA R HIIE R Y RPRESE R CHRECREY) g L 4E 4 KA
(24x7) ATTHIE B FE.

GDCA must make the following warranties:

1.

10.

11.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies;

Revokes certificate timely in accordance with this CP;

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate;

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

Verifies the identity of the applicant according to section 3.2 of this CPS;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA S 4 i 77 05 AU H G R 4E AR -
1. BRRAAERIIT S BAN, EB A i HATT P s B A HERR K
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2. GDCA 5S¢4 A CP Jt CPS IR E 2 A IE 1
3. £ GDCA {5 BT KAKRES e ke 1T, HFHIT /T a4 Cp
IRME #5521k
GDCA must make the following warranties to relying party:

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information;

2. GDCAIs in full compliance with the provisions of the CP and relevant CPS to issue certificate;

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA Al CA MILRUEAI T8 24 A id A2 EV CPS H, I H4p 721 CA/H
A8 1E (CA/Browser Forum) i i www.cabforum.org KA TR 18 Al 7.1 #B4) )%
RAH—2K

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA Kk 5% RA Representations and Warranties

L RS FIEM RS &4 CP KA L PEEOK;

2. f£ GDCA ‘LRGN, AP ML H < R TT -S BOIE S T 5 B S IE S
HHKEEA

3. TEMALKPRHZA CP BIRLE, A i) GDCA $RACUE-THITE . #lHS . SEHraE sy
HIiH o

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP IR 5484% Subscriber Representations and Warranties

1 —H3:% GDCA R MUET, #iaii A GDCA. JE:M ML R AR 5 E H LA
—Fg@%:
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10.
11.

12.

FEUE A RO AT R 726 44 5

VTP B UE PN P E MU SR AR5 B st se REMIMERA Y, JE kil
FEATIRBEREMR . Dhi&S5(5 B ANVER TUE:

WARAAAEAREN, 2T P AREE N 5 0 AT 5. 1T A SRR
PR AT A SERRR 51, 8% GDCA BB AR5 LI

ST PAER TS APIARR B RV B HEAT (R — IR &84, #RREAT T H S 4,
IF HAEBEATRE A, IERRAROES GEBRAEE . /), IERRRN
VTP AR B U7 1) A

RARLAT P AUAER LR 1B A5 T B 2, T DRAEAS N ARIEA LAY (B8
ABLR D T ER DA 555

—RPERAEAS, BISRIRIT P R B AL A CP T A sk AN 26, IR RnE A
PSR RLIT

—REAZEAS, T HIN AU DR I ORRE AL ], A AT
BRIRSG, RECEBA PSRRI LR, Wik, PR &%
BUAE 5

AFELAE(TR A GDCA A7-id A, S BB THEE, B EART
SRR UV PR CSORTAIE 5 i 55 1A S A R s 45 5

UEPSFEA CP e (VG A SRR, FURAIESS A T2 S sl At 5
IR H 5

KW ar . A BE HOR BT LI PRV A O . itk A L DO 2

XHF EV SSLEF:, 1T AT STARAN OS5 PRtk R AEIEFS A 40 H 10 3 R 44 X6 L 14
i 55 45 E I 5

XtF BV AUSRE AL, 1T AR L T BEAURS S ARA A BB

B4

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The

subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent;
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4.

10.

11.

12.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired;

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters;

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys;

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates;

The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T HIRIR 5B R Relying Party Representations and Warranties

WATA CP WP AE ;

FEARMUEF AT, B VIEFSAE R 7 BRI R A A 5

FEARREF AT, XHUEF A SRR REAT SIE

FERHGIUEFS T, JId A CRL B OCSP i\ E+5 42 5 B 4l :

—H i T2 s H AR RIS T 1A B AR, RS I S T 48
GDCA i R R BEATAME I HARHE R 3 A B £ sl N 45 2

6. MMFIELALFIKRE GDCA AL A B . THEE, SRR EART
SR RV AR A CORTAE A5 R 55 (100 S8 I AT R 5

o > w bdpoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration;
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3.  Verify certificate’s trust chain before trust the certificate;

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP;

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih2 5 FkER S5HHL Representations and Warranties of Other

Participants

AP CP T HUE »

Abide by all provisions of this CP.

9.7. F{R%.3FF Disclaimers of Warranties

BRA CP9.6.1 H IR Hf AR %41, GDCA R HH AT AT T 2Q A ARAE A L 55

ABAETERT P KT I35 5 1FRA P45

A%t B AR Bl A A AT AR 1Al DRAE

ANTHIE L H R H 0 LA AN G L FH AR AT A 24T

StEFANEHUA, Wbk, AR 9 3 A i R IR S5 P T b i ) 25 A R

AR TATS

5. WA CP.6.3 /KA, BRI i A CP9.6.4 Z ki, 15LAGER
GDCA Z 51T

A w0 o

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;
3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
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violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIFE Limitations of Liability

EASIT S KHT A GDCA SR AL HL T IAIE AR 55 M ZF R FE BE 32 ik, GDCA
R4 CP9.9.1 #lE A IR 34T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. A% Indemnities

9.9.1. IEHLI I R2 K AE Indemnification by GDCA

41 GDCA % | 4 CP % 9.6.1 JiHh iRE, 1777, #7554 Al B GDCA 7K
I THUE QEEBLE RTIRIN), BFELTEE:

1. GDCA BIEBHIRMZRKLEIT T LASMASE =77, SECT P BURKE 7 8 52457 1

2. TEVPHRASAE BEETRMERS . BN, GDCA B HIUEF H L T H RS
B, SBAT Uk 2 85

3. 1E GDCA HHIT F #A8 (5 BB BT R E R R AR 115 50, (RS AR 01T 7 28 KIE
o, SRR T Z R

4. 1T GDCA HJ5 A T3 CA FAP it 2

5. GDCA A B K IRUESIET, S8R 1824501

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA'’s fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. TP IR 4E Indemnification by Subscribers

FEQ RS, VTPt 5 R A3 ) GDCA. AR 10k, B 247K FH I A2 514 -

Lo AT HOIEEMHE R, HHE. R BRI Tk, $5GDCA &
HAUUE 5 IR S5 LA i3 35 = 07 3l 2 401

2. TP RIS RGN AR . Bk, BRIRVH O &R . BURMA
51 GDCA K HBAUEF ARSI, BLIAS M3 At A M5 ik i GDCA %
HBRIEB RS I =07 52 450H

3. TPEREBIT A, BERA CP KAMKIEIEMIE, S iEBATIEA
CP HiE bk 25 Fl 5

4. UEBAT e H e A AR AR T A SRR R U VSRS 3 GDCA 4 iZIIE

PR BT LUR AT AT, SRAZAE P DU AT AR AL 5, s AT 20 5

= AL, R GDCA #IBA CP IMISERET T %M, MAZIETH

P 0 A A T 5% 3 T A AT

UE 5 P A RO A SE AR R A5 L A3 P R A3 9 2 i@ &0 GDCA RIS 7y «

BA TRV R BCE B R i, SR B REARE . DI MER A

FEAFRIRAGH T R BAFAE SERG I, A2 1A FHAIE 45 9% S i) 3 %0 GDCA AT 5

UE - S HHE A E S P IR

VP EFAE B AR T 58 =7 M AR = AL

10, 7ERLE (¥ 5 F VO B AME FRIE TS, S L RIS 3

© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
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10.

the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT gL 34E Indemnification by Relying Parties

R SO, RIS E & R RIS R GDCAL 1T PR, B 2 2K PH IR 42 5T -

1. A JEIT GDCA S5 M URIA CP Rl It 3L 55

2. RAGKIEA CP MGHAT A B #H %, F5 GDCA K HBAMIEF ARSI EL
= E 2 E

3. TEAEERIETE FRIUES, Aty B AE AR E L R A S
TEEGIEF CA BT 7T e N ST U T, (AT SRR IE 5

4. W7 A RHIE T S AT RE AT 90 F ;

5. Ak @I A ) CRL B OCSP A A IE 15 & A 4 ae -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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0.10. XI5 1L Term and Termination

9.10.1. ARUHE Term

A CP fE KA HIAEIS IERVAERL  E—RUARH CP R k&L A CP £ T — A CP
A3z HEAE GDCA 2% 1l FE T INIE IR ST I 2R 2K

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. £k Termination

GDCA Z 1B FIMNIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IERIMEB S5HSEE Effect of Termination and Survival

A CP 28 1E, EREVAEN VAR 55 A28k, (HIAIEN 55 2B A F A AIE
U SRR 1k o IATENURIFE M 55 28 1E Jm NRBCE B FE T, RE DA IE R 55 e 2 HL Al GIE
PUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

90.11. S EHK AN B &S KE B E Individual Notices and

Communications with Participants

YAENUAFE L ZIE AL T, G ESN AT eSS KRBT FORAE e 4 i
FAT P HARE AT P o IAT O, ERE T i . TR SR, Al
AT T -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. 1] Amendments

9.12.1. BT Procedure for Amendment

% GDCA %42 & 212, GDCA 17 BUE B AR 2/ & — A CP, it
A [ SR R SR 1T (R S e TR A I SSL FEHE R, & AR
5 T R 1 S bR T 22

A CP HIMETT, H GDCA fTHUE BRI BT T, K15 GDCA L4 RIKE fl &
AL, H GDCA 1TBUE B M 3T HLUELT, E1T)5 CP £&id GDCA 24 SRIK 2 it
S 5 1E S AR AT

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved
by GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

9.12.2. JEHHLEIFHIFE Notification Mechanism and Period

BT 1 CP itk Jm # L RIFE GDCA [ 3t www.gdca.com.cn b 5cAfio Xt 75 2
I IR AR A SE DT SGE RN R E L, GDCA REAE & B I [R] N B K1 R %7
BRI 1) S GRAEA 5577 32 B IR e/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

0.12.3.  WABITHIE Circumstances Under Which CP Must be Changed

W HIL T FI1ESL, GDCA WZixf 4 CP #EAT &L
1 HEMEBRHIE KRR, 2SIl CP A Rt
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A RINUEN 55 A S AR HEREAT SE 0T

WIE RGN A8 BN R A EE KT R Bl 22 s
AR BT K

DA CP I H 2R

o c w DN

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. XFTHEFFREFATE Object Identifier Modification

A CP ORAABITIS, A R FIEF SRR RAR AT AN BEAT AR5, S ISR
HAES .

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. FiUE R4 Dispute Resolution Provisions

2 GDCA. 1T P AMRAGT 2 B H B4 WO, A 507 THT AR AR Bl SCE 5 B s ok, e
FRAERAN T 10, s iR

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. BHEHEA Governing Law

GDCA i) CP 2 E Z CmiAi i) (B A RIEAE 7284405 (H T IEAR S5 & B
INEDS CRT IR SRS B B ANE) IREEIE T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
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and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFER Compliance with Applicable Law

WAEHU I A WSS W63 S b A& o EOCRILAIE 5254435
CRFIMEAR S E B INED) (T IMERR S S E B ME) B e N RILAE
FERLAIHLE »

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f%% X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

CP CPS. AT /" Fs MHS 5 B3 S AP FEF BCRE R 1 PRI 22 N3 2 [8] (R 52 B T

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. 1k Assignment

MRAEA CP IR A IESEAAR %5 FIBURIAN (5%, 807 293 AT $2 A A R
SE AT BRI LS5 Bl o R AT R AR I AN MR B 1L T 06 53— T AR AT 652 55 S Bt
FERI BT

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3.  43#|% Severability

WA CP HIAE AR 25 kB LS T £ T 55 GDCA FTE 4 X HVE A A b T A H) 7
NTEREARIAT TS, GDCA NAEFHARL Z IR MBI, (EHAREA R, H
RHBIF BN, GDCA MAE W E T HEFZIT N A
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TERRARABAT J5 BRZERE 5 2 1T, GDCA B &I R4 22 question@cabforum.org, i
%1 CAB iz CP T BEITHIE R, FFMAIL OB B A LU FIRAAEAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

HIFEAHEEN, B CAB WIZHER BN, i GDCA I f7& CA/B InH
Baseline Requirements Sy 25K, TIAEE 15 AT X GDCA V.55 £ 11 1) 18 % R AN Ff 4%
Bu@ . XIS ERAERT A G, XT GDCA [f1 CP (1811, K nl CA/IB 1=l
i AN SAE 90 KN 5E Ko

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  3&EHIIAT Enforcement

ANEH

Not applicable.

9.16.5.  AHHiJ] Force Majeure
I A CP il 5E 1) CPS MALFEA T L Sy 563K, LAMRY & J5 Fl i o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA X} 4 CP B A Fx & BAL o
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GDCA has final interpretation rights to this CP.
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f¥3%: GDCA EV iEPRIRBITIERE

Appendix: GDCA EV CP Revision Records

& BAT &Y V19 V2.0
FP'5
6.3.2. 11 Fh 8 A R 5 B 0
1 fiE M PR Certificate ¥ SSLITLS fR% Ak 1525 ST (M i 7o
Operational Periods and VI BABR PR % 398 K.
Key Pair Usage Periods
) T ﬂ%ii~%i§?£&i?i%?5‘] | I )
7.
ontent . .
Sections Revised V1.9 V2.0
SEQ
6.3. 2.1 A5 #R A A0 0 f
1 i [R Certificate Operational Adjusted the maximum usage period of the
Periods and Key Pair Usage key pair for SSL/TLS certificates to 398 days.
Periods
. Adjusted some wording issues, and other
2 Other revisions

parts that may cause confusion.
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