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1. 8| Introduction

1.1. #EiR Overview

1.1.1.  A7FfEr Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5, “H#z”) JHA “ RECFIEBIIEF OARA R 7, MaLT 2003 4 3 H
6 H.2005 4 9 f, GDCA fkiZidid 1 [ 58 % i 3= A i ) 5745 2 P M 0 B A o
R A EEHONFERS CRFUGERSFATIEY G AHIES . ECP4401021007) 1 HL
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 HiEFH, il T EZEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . NIERONL S KRBT E, 2016 4E5 H, “J RKEFAEBUGEF0A R
N7 BN B RB AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “ZZZH{X”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA  passed through the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial
Cryptography Products Sales License" issued by OSCCA. GDCA passed through the assessment
of E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016.

GDCA B4, J& “T"AREBFAEFHIMET OHRAR " 5™, 6%, MaMmaE
W55l “ B RARE R B IR AT " &4k, fEEAHTS GDCA LL “T R Bk
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FANEFOLHRAF” 4 XTSRS PN H T ARECENE LA RS
7 A MBCRIAI ARSI OS5l “ g i BB i A PR~ =] 7 7R 4k
KA BB QIFT IRSS. A7 RZERE, GDCA BT NH TS T ES
Lot A5 AL B SR A0 B ) F T A TE AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-governance, and social informatization etc.

1.1.2.  HFAEESEFHN (CPS) Certification Practice Statement (CPS)

AH TR S B (FRTFR EV CPS) #ifiiA T GDCA 28k EV ilE 150 AT &1 FIFE T,
& CANY#381s (CA/Browser Forum, [EBRZHZ, NHREEFR CA WG ESEER, &H
€ CA [EPrARAEMINLF, www. cabforum. org) KA Guidelines for the Issuance and

Management of Extended Validation Certificates ({#ij#%“EV Guidelines”) LA & Guidelines for
the Issuance and Management of Extended Validation Code Signing Certificates (f&i#x “EV
Code Signing Guidelines”), E¥f@3%iFuE545F (Guidelines for Extended Validation
Certificates) MJEK.

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA should follow for issuing EV certificate. It meets the requirements of Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV
Guidelines”), and Guidelines for the Issuance and Management of Extended Validation Code
Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”), namely the
Guidelines for Extended Validation Certificates published by CA/Browser Forum (an organization,
which is also called international CA browser alliance, lays down International Standard of CA) at
www.cabforum.org.

7% CPS i& 1 T- GDCA [ EV ROOT CA. EV SSL CA. EV CodeSigning CA, L4
KA AT MO 455k A CPS AN — N SO, Whias T2 R A EL EV IE
FOAR S ARV E IR

HEAR CPS 2Kk 11 EV UET, X% GDCA HIiE H @ i Fr A AH 5% & 43 % 11
BRI

Fifi GDCA EV UETiILT 7 BAKH T S 1A CPS JAHRL CP MiRle, e

SHUE S A P IS AT


http://www.cabforum.org/

[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:F; %%-U\-‘LIE%%%W‘)I_IU (Vl. 6) ﬁ}i

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA 1§ WebTrust [E Frpx#E (Trust Service Principles and Criteria for Certification
Authorities) [ CA/I % #%i81s (CA/Browser Forum) KA K9 FEBIEIE1 46 7 5T
TRABR AT R AME B EV HUr b+, WA L EMIEN, JHR g ys o A0 1)
JRAEATAELT CPS. WA CPS R CA/ I Bk g4z (CA/Browser Forum) KA HIAHSHE
A A BT, LA CA/ P Y88 18 3 1E 2R AR I RIVE A HE

GDCA issue and manage the EV certificates based on the latest version of Guidelines for the
Issuance And Management of Extended Validation Certificates and Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates published by Trust Service
Principles and Criteria for Certification Authorities and CA/Browser Forum, GDCA regularly checks
the status on CA/Browser Forum’s website and continuously revise this CPS if there is any update.
In the event that a discrepancy arises between interpretations of this document and CA/Browser
Forum, the CA/Browser Forum shall govern.

1.2. GDCA Z2E#) GDCA Certificate Hierarchical Architecture

A CPS %/t GDCAEV CP ffill i€, GDCA 2 A CPS HEATIE iRk 55 B 25 1, 17
AT B IAMAHIE AR AL A CPS J EV CP W@ sHIEBIE R SEHEATAHH
pE:

A% BV CPS BA I SORUE I sk AR, 35 TR 5 A SRR M BUE T 5L, MERL
SRR AR AHE o
This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application
identification according to this CPS. Subscribers, relying parties and other relevant entities decide

the usage and trust of the certificate and perform the relevant obligations according to this CPS and
EV CP.

This document is the Chinese-English bilingual edition of GDCA EV CPS. If there is any
inconsistency or conflict between the Chinese and English versions, the Chinese version shall
prevail for all purposes.
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12.1. GDCA EV iF ¥ BEK % ¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HuiH 3/ EV HRIET, 458 GDCA TrustAUTH R5 ROOT iiE5. % zht
R R5 #2 CAiE+5. GDCA TrustAUTH E5 ROOT iE+. &R CA R CA, LI%
RHFIET . GDCA RZERAMTH g CAUET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
I R5 1R CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5

ROOT
[
GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA
EV SSLHR 55 28 Uk 17 EVACIL S 44 E
GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH R4 EV
CodeSigning CA

EV CodeSigning
Certificate
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GDCA TrustAUTH R5 ROOT it % H K FE A 4096-bit, N 2 /14 CA IEH,
Hre: (1) GDCA TrustAUTH R4 EV SSL CA iE+, 81K N 2048-bit, 5Kk HEHK
J5£ SN 2048-bit [¥] EV SSL AR %5 #3iE+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, WK N 2048-bit, 2K HKE N 2048-bit 1] EV AL A E T .

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT ik 7 2040 4F 12 H 31 HF[#.

GDCA TrustAUTH R4 EV SSL CA i34 7E 2030 4 12 /] 31 HFH, 2027 41 7 1
Hitg, KRR Z CAERZRIT FE.

GDCA TrustAUTH R4 EV CodeSigning CA ilE 134 7E 2030 4 12 A 31 HEI#, 2027
F1LALHE, AL X CAIERZERIT FIEf.
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) HzmHUR5 R CA

22 iy ARR5HRCA

\ 4
Bz AKR4 EV
AR45 28UE+H CA

\ 4

EV SSLAR 45 #3115
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HeiemHRSECA

Y
WL R AR4 EV
R&#/IUEH CA

h 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE N 4096-bit, T 1% 1 A% CA E: izt
fR R4 EV RS EIET CA, HEHKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

Kz AX R5 MR CAE-F44 T 2040 4 12 H 31 HEIH.

Mo RAEV RS #EH CAF7E 2030 4 12 H 31 HEIM, 2027 41 A 1
H, A% CATEB& R FiE.

The length of #1748 R5 18 CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: #Zi14X R4 EV IR 45 #%1E 15 CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

¥ % R5 2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

EV SSL AR5 28iE+H
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GDCA TrustAUTH E5 ROOT

Y

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT EHi % iS55y ECC, REHKEAN 384-bit, T
W1 ANhgE CAIEFS: GDCATrustAUTH E4 EV SSL CA , 4K 256-bit, 25Kk %
KN 256-bit 1) EV SSL AR %5 28Ik

GDCA TrustAUTH E5 ROOT ilF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA ilE45:K4E 2030 4 12 H 31 H##], 2027 41 7 1
Hid, #BAEMHZ CAIERERIT ES.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.3. XML FREHRIR Document Name and Identification

AR SCRSFRAE (B ARBH B A A BR A 7] EV IEFUGEML 5 ) (55K (GDCA EV
CPS)).

A CPS WX GARIRTF (OID) 5 (B AREH IR AR AR EV E#mE) (fF
FX {GDCAEV CP)) X} SARRFF—E

A% CPS PAH S SCUE TR AR AT , A5 S SO 5 i SCRROA BT 5 S, BB H SR
A A

This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
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Practice Statement"(abbreviated as “GDCA EV CPS”).

The object identifier (OID) of this CPS is consistent with "Global Digital Cybersecurity Authority CO.,
LTD. EV Certificate Policy” (abbreviated as “GDCA EV CP”").

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.4, BFNEESIZEZH PKI Participants
1.4.1. HETFAERSPLH Certification Authorities

GDCA MR (rhe NRILME 725450 CRTIMERSEBHINEG) E, K%
WAL ER =07 BT VAERSS AR . GDCA @il 45 AT HL 152 Zpid s 5 5 BARUR EV
BOFAUEAS . SR BHIEAS IR AR 5555 T- B oy GG S 1 2 5 4K

GDCA is a third-party electronic authentication service authority established by law pursuant to
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing EV certificates and providing certificate verification service to the parties who
engage in electronic transactions.

1.4.2. YEMPLH Registration Authorities

LR (Registration Authority, fF8 RA) U3 CA ML RE, #il EV
IEFHEE S0, ALHEsdEds EV IE R HiEE .
GDCA fEA EV IET) CA 2 ENM, BATHAE EV IET RA, A 51T% 5L RA,

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.4.3. T Subscribers

TERTREA N, T RLR 24 AN IEBFEFA N, & GDCA MUA IR+ H it
HEREM .

AR CPS FHIBLHIIT Y, ¥R &M . GDCA RAT &KW KK EV IEH, A&
EISEAYN S S\VATTER i 8
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In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

1.4.4. HHH77 Relying Parties

GDCA IUEFARH T 24545 T X GDCA $2{t Fi 7 I UL 2 o il 525 44 A (5 #it i A
HA RGN ZIARFTLLZ, W] PIAE GDCA f—MEA51T 7.

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.45. HAhZ=53% Other Participants

HAh 2 5% #4879 GDCA ¥ HL T ARG ShH— HEAH AR 55 i Hofh S

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. EFRMH Certificate Usage
1.5.1. &&HEFRA Appropriate Certificate Uses

GDCA %K1 EV IEBEZEM TSm0

kA% CPS 22K M) EV SSLAEFS, 0] FHSRIGIEIE T bR IR A3 44 1 &, LA RFFA
ZIRAA RN S s ARIEA CPS 25K (%) EV CodeSigning WE-1S, AJ FSRIGIUEE 5+
PR ERAFARRD IR T BURAT T M & . FLR G I IR 51 /& i GDCA 22K ¥ EV HiF
o, BRWZIEBPITASIERESSAR, JHCgmid 7& 4 BT 51 50 S 5058
J¥ o
EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodesSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate is true and effective, and has
passed the appropriate and reliable authentication procedure.

10
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15.1.1. EVSSL fRE&#BIEF EV SSL Server Certificates

EV SSL AR5 a5 UE 5 56 UEE 5 Hh bR R ) 9 25 2 LR 55 2 ol L3 X 4544 1) & 177
PLRCFFE 12 25 Al 55 7 B EL IR P 3 42 A1 AR B 47 o GDCA ANZEREICST EV SSL Ak
Kb,  EV SSL RS ESIE ARSI A R, g4 . BUFEL 4.

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

15.1.2. EVBZLZIEH EV CodeSigning Certificates

EV A A E ] T 90 UEE 15 T AR R A A S (1 07 SR AR J7 1 S 4

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. PFR&IMESRR B Prohibited Certificate Uses

GDCA EV iR T EIRME e S, ABHH . ATEM T thAREU
TR R B, BN T ERERIMAS G, BRI ERAE . TR LS
FlBGE IR RS 2P E A R G A R G H, KON E R fTHBEHR T fE S 20t
T2y N G4 25 Bl™ S A B RA

EV IEHEEIEAEAR TS S B SA . OB B X e S T, 0 sk
G ERE R R R B 2R

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,
personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

1.6. SEEREFF Policy Administration

GDCA ZAHIEZ i1/t GDCA HLTINIEAR S T A SRS I e e i BEATLAY, S STl

11
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f%ALHE CPS, JFAFE N CPS Siiter & i B 1) B e RE ML -

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. SEEESCRYE MM Organization Administering the Document

SRS SCRYE BNy GDCA A SRME Z A2y, AR NSNS E BN L 5T HIT . KA
BHIA CPS. GDCA LA RKE N HRA T AR EHE . 7B O WL, HR
Hls s I8 E RS LS YR AL A SRR AL

GDCA % A= 5 lE 23 51 42 [ T AT R E T3 SRS R AT 287 BRI HE R, 355245 — Bk
TR AR SAHE], 2 R AR A DR REAL

AR TEWE SCRS PR AR 25 55 H R AR B AT U B T 6 5

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.6.2. BERA Contact Person

GDCA K53 HL-F-IAEME 55 R BEAT ™A% (O i A, it GDCA $i2 7€ & 1 THIHLIY
FSAARE . AT(TH IS CPS (M, FIL. %%, #mT LA LA 5 s THCR

BCARMIT: GDCA TEUE BRI ]

BRAN: Tt

Wk hhk:  https://www.gdca.com.cn/

B HR AR bk gdca@gdca.com.cn

BERMbE: A NRIEFNE ARG T TR TS X AR 448 5 efii R 58 23 1%

MR E 4w fih: 510030

HLiT 5 i%: 020-83487228

fEH 515: 020-83486610
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Specialized agencies who are designated by GDCA take the responsibility of strict version control of
CPS. Any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::

Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: 020-83487228

Fax: 020-83486610

1.6.3. RE CPS fr&RIEHIHLH Person Determining CPS Suitability for the

Policy

GDCA %At B /2 A ] CPS HMs il % 1 e BUBMLEY, 8 ikt CPS, &
HRIE CPS 55 S B o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS #t#fEF CPS Approval Procedures

AWK CPS HI GDCA %24 ilg 2 i 224143 CPS 4% 'S /INHILE SRS, CPS %5 /)
HTE A1 3 GDCA 224 SRS 22 R 2= B i kv

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.

1.6.5. CPS1&1] CPS Revision

GDCA #2445 B 2 M B eV M . HR ISR W8 R R IG B DL & CA/MI IS & i i
(CA/Browser Forum) KA 4 R 4GEIE 548 # (Guidelines for Extended Validation
Certificates) FBHT K LI EIT A CPS, CPS 4’5 /NHARIEAH KA MLAE CPS 21T
W, $-AZ GDCA %4 RIR & A i %, Qg A fibitl)m, 1EZUAE GDCA By Pt L kA
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A CPS Z/DRFEBAT — IR WERTBNFNSN, WHEREIRA S . SEHRATI A A2
I 18] S B AT 1D 3K

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates published by the CA/Browser Forum. The proposed suggestion
of modification will be submitted by the team which is responsible for writing this CPS based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CPS on the official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

1.7. X HYEE Definitions and Acronyms

1.7.1. RiEEN—W%3R List of Term Definition

GDCA Bwm B IR A R A A 48 S
GDCA L4l Z: 14> | GDCA IAIEAR S5 2 N 1 A e SRS A B IR B LRI AL CPS — 3K
ERER I

HL AR 25 WL GDCA F AR FRERE R CA BFR N FIEAR S50
(Certificate Authority, CA), Wil &iE HIAMENI, MR IE
T SAA

LA MM (Registration Authority, RA) 47157 4b FEE 4 B 1534 Al
UEBT PRI IR TE R, Ik IR NEIRSS I, iR 2k
TG SN AR Sk, STURHIETS R AT B R
AN, R BRI UE PR E R, R TFUVIERS I
SHHE ST UE A5 BT B A R R

A Kb 32 P A A Moy M A2 55 (Local Registration Authority) 232 FEIE+ AR
2L, /59 GDCA TAIENR S5 14 5 4246 P B4 1 ) FH -
MRS £k, 238 CA 5 RA HIHRAUNF RS -

PN PITFNEBHIEERZCHER, B 70 BEECFESS
RGN T
% PO HAZAE B HIEERE, B B AE B HIE . .

BB T4k
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HL P2 A IEIEFS L DR AR 55 38 138 25 5 (0 BIIEIE P A NI LT 2544
Sy SR RIHARAT OG5 B A i 7oA

By eSS i 7 2 4 AF IR B 2844 N 5 3 R B 28 44 NN AT 28 44 50
Y i) — Rl T 2P VAEIE S

24 HARBIZEA4 N G 4y R B 25 40 N AT 2844 208 1) Zh RE R 3¢
ARFBL

By LA AR B A AN RGeS BT iE SR AT I | R AT R
R — P 7254

CINEEIN FEARTFA HL T 28 A W AR IF LA B 4y 5 DA PTARER 1
A SSERE R TR AN

L2844 M7 FEAR T BT A AEIE S B L 1 28 44 A5 Mt A

KGN -

AP (R TR A4 AL
)

fER TR R, KR4 5 R4 AT SRR
FAERI AT g5 HE .

N (TR RIER
)

FEARIT T IRAIE FL T2 A I

i ML FINIE IR S WU FEBGIE B SEA,  ARROIEBREA A
ERTFZAR AT, 1TPHARFEA N

AT PR T AR HSEPER SR . FERL TR N, RO 72544
W7 o ARIGT AT LA A AR —NT

GDCA Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or

15
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re-key request on behalf of the electronic certification service
authority.

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification

Certificate authority to prove the electronic signature, identity, qualification and

other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the
electronic signature

relying party on

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

Subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
may, or may not be a Subscriber.
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1.7.2.  4aliE R H A L — ¥R List of Abbreviations and their Meaning

CA Certificate Authority B IEAR S L

cP Certification Policy IE5 SR

CPS Certification Practice Statement EE R T o | |

CRL Certificate Revoke List WE RN 7 %=
Global Digital Cybersecurity Authority

GDCA Huiz i AR B0 TR 22
CO,, LTD.

KM Key Management Center SRR 0

LDAP Lightweight Directory Access Protocol T H S5 L

LRA Local Registration Authority A HB I A2 7
OCSP Online Certificate Status Protocol 1ELRE TR AT
PIN Personal Identification Number I NZ AT

PKCS Public KEY Cryptography Standards N LB B bR v

PKI Public Key Infrastructure N A T
RA Registration Authority VM AR S ALK
RFC Request For Comments Vi SRPPIE B (— o ELIBC I S DA o)

2. 18 B R4 515 E B Publication and Repository Responsibilities

2.1. GDCA 1 B £ Repositories

GDCA &5 B R — A AMAFF IS B, B REVS R . BURNIE - B S5iE FAT 5K (145
5. GDCA 15 BN ERFEEARR T LUR A% : CP A CPS IUAT AP 82 flcA  iEF5+ CRL.
WA A Bl GDCA Ak G S . GDCA K & KA tiEiE+s. CPS
BT ERRENE, RENFBAREFS CPS M LA —8. GDCA f5R
JE AT DLEE L :  https://www.gdca.com.cn i), B H GDCA B 4 5 3 @ oy %
EISE R

GDCA repositories are open to the public. It can store, retrieve certificates and their related
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information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain
consistent with the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn
or via any other communication methods specified by GDCA at any time.

2.2. \IEEBKIRAL Publication of Certification Information

GDCA 7E 5 J7 Mk https://www. gdca. com. cn KA{EEE, ZMulE GDCA &
A B E B B BBURRIE .

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6 /5 mT LA ik 17 7] GDCA
(¥ H R 55 28 SRBUIE B 5 S A M AIE B R, GDCA SRAETELIE IR & R
5, AT BT AT SER A AR P RPIRSE R .

RIS, GDCA K 2 M4 75 B R IUH A T B i B AT 15 B R AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can check the
current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEV] FEF 2 Bl VRS T, 3@ i H iRk 55 25 8UE 77 W3k 2lkHiE FiF1 CRL
KA, RAGHEINAKT 24 /ANKF, BILE 24 /NG9 R A BBt CRL; 7EE 25T,
GDCA I LA FAT L UE AT CRL HIA AT [A]. GDCA A AR AT — X HL T IAIE AR S 1L
) CAIEBHHSIR (ARL).

RS A R B R AT TR IR, B GDCA BRSTAH pse, IR R AT B 1% 42 H
IR ), I BRI A R Y

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is immediate, efficient and consistent with the requirements of the laws.
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2.4, 3 BV A $ER

Access Controls on Repositories

GDCA 15 2 BIE AT I A TF R AT ARFT NARRENS BB, T IXL(F S0 A 1k
U IR ASSZAE AT FR A1 o

GDCA il M 2 B Rgi w4t 2 BH LR LA L BN &
FREATE S ERIIEIN. MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. BiniR 5% 5] 1dentification and Authentication

3.1. #¥4% Naming

3.1.1.  Z#AKEA Type of Names

GDCA 2K (1 EV HUFIET & X.509 bxifE, 7ECLA TR # i B804, R
HI X.500 fir 44 77 3.

EV SSL iEF A1 EV USR5 44 UE 15 iy 44 B UFT ZE SR AL AT S AEHZ [ CP il € A
CPS w1, FHHFFE CAN 2SRt (CA/Browser Forum) i#id www.cabforum.org &4
AR B LB R . EV SSL AEB A1 EV AURSZE 44 IE 5 (1 551 4% 0 060, 45 38 FH 44

(common name, CN=) W%, Zidaikim 4t RS (S 84 HUA i meR ik |
MU Gk A RS

XtF EV SSL 55 4sikf5, AT (kA4 AR AN 21 3 U 44 T 2 U 44 08 FE 4

%y WAL A AR U 44 ) A4

EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject
conforms to X.500 standard

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL
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certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization
legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

GDCA UEASAUA U I AR TR 3 42 i 40 KU 4 T -

JE& T (]

EZ (C) CN

A (S UEPAURE P By, BE A

HX (LD UEFMUR e T, B A

MLt (O) Global Digital Cybersecurity Authority Co., Ltd. E{
GDCA Certificate Authority

PUAERT] (OU) | GDCA AT REMCHE A 288 L BT XA AN [FLR A [
MUK R P U AESS, BTEL GDCA HEFHa] BLEL & AN A
MUK R

4 (CND IeJE sy CA 44

Naming rules of issuer’s DN in GDCA certificate are as follows:

Attribute Value

Country (C) CN

State (S) State of issuer (if included)
Local (L) Local of issuer (if included)

Organization (O) Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(o) applications and regions to issue the certificate.

Common Name | Name of CA

(CN)
GDCA E-F1T /7 B FARE ) 44 i 2 A 4R

=13 i}

EZ (C) CN

% (S) WP ETER Y, B A

HIX (L) VP ETEST, BE A

P (O ST A HENRIT P, 2T P ENU £ FR;
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PFURERT] (OU) | AT A A LR — A EE AN

W TR B BARER T 5

LA AR B 3 BIE i SEAY f SC

HPERAE CED | AT Al i, B

WA (CN) | 34 G, B4 (BURSREGED, B A4 (4
NRAGEAD),  BHAB R R 144 5K

Naming rules of Subject Distinguished Name in subscriber’s certificate of GDCA are as follows:

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

(oW _ :
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (equipment certificate), organization name (organization

(CND certificate), individual name (individual certificate), or other identifiable
names
EV Root i 5 %) 44 iy 4 AU
JE 1% {21
[H 5 (C) CN
Pl (0D GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
A4 (CND GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:

Attribute Value

Country (C) CN

Organization (O) | GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

Common Name | GDCA TrustAUTH R5 ROOT
(CND
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EV SSL CA il 5%k 51 44 i 44 K )

JE Pk )

EZx (O CN

Bk (O) Global Digital Cybersecurity Authority Co., Ltd.
B4 (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name | GDCA TrustAUTH R4 EV SSL CA
(CN)
EV CodeSigning CA iiE 15 %71 44 i 4 AL )
J& T (]
EZ% (O CN
Wty (0D Global Digital Cybersecurity Authority Co., Ltd.
A% (CND GDCA TrustAUTH R4 EV CodeSigning CA

Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common
(CN)

Name

GDCA TrustAUTH R4 EV CodeSigning CA

3.1.2. XRZHEBXMWHIER Need for Names to be Meaningful

WP fd 44 MR IARRYER S T IR RS B AR 4
PR, I B W A A R IE T R AT MU DL R P AR IR A R 26 LML 55 2 TR 4 A4 BUER
PERATE S 3, I AT AR R . AR50 48 FR B4 R G A R S e
IR

Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.
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3.1.3. WTPHELEL4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA (3T ' AEREAT vk 45 FRF I AN RE 1 B 44 B D 44

Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.

3.1.4. HEBAFRLBIHREFERFIFN Rules for Interpreting Various Name Forms

GDCA % % U FAF B4 X.500 V3 b, B4 k% i85 X.500 FrifE. B4
K4 23 GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZREIME—ME Uniqueness of Names

f£ GDCA fEAESAN, AFENT T HRES 0 AR B A 2 A GEARIR, LAEME—. {2
XFF 1T 7, GDCA AJ LA HME— [ AR E 4%y KA % 22 dKE+ . b+ i i
BUASFINT A AR R RIS, AR 56 R E PSR (T, Jm FR 3 S m B ka5 2 7 B
DX 1l Y S0

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. TR . %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 R WE S i AR ERL A 44 A SR AR 4 o

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. #IEEHHIA Initial I1dentity Validation
3.2.1. EBIRAE RV Method to Prove Possession of Private Key

UE - F i #  AIE FH 75 5 BT B8 A A S ARG R AL, IE B G 7 Y AL AEIE 5 H
HHEREEHTES (PKCSHI0). HEe 5 ZHIR IR Tk, 83 GDCA R
P EIER 2, BRI IWIIEAE S (B BE A 3 A A ARG R ) PIN RS 45,

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MH#HBE4KI%H] Authentication of Organization Identity

GDCA XL 52 BV IEF FIEIRSS, BRI UEF I 7 1 e 5
FAMPEASHFUE P HRER . WU G IEBOL ISR B LS5 p B A . N
22 I NA B A 1R S A R S B DB AL B SO

X HLAL) B 4 (1 25 0 B AR A% A5 A CATIIBE 4% i 3= ( CA/Browser Forum) il i
www.cabforum.org & fii f 45 8 B0 B R . F R, 240E A H O RS B bR AR 4

(internationalized domain names, IDNs) i}, GDCA X4 A5 A 1 5 4y k47 30 AIE LA
M BAFAE IDNs HIFRIFE R XM (homographic spoofing) 174 .

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
operator’s resident identity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1.  EHFER Authentication requirements

EV IEB R A BUFHLR. b Ar, S, o BRBLUCABY ISR, X
T HIE N ATHEAT BLR S5 A5 -
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1 IRKIEAFAE
2. AR HTE AR S EVEE M RINLIG PR — 2
3. R HIIEL I N IERIFHUAE AL

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.
2. The name of the applicant is in accordance with the name of valid registration organization.

3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. ERIJHE Authentication methods

1. WU SR aRIA
(1) RAEHZPACHHIE. TREN AR EUELAED . Ha B SICIE, Fhlk
BB AT IR A A SR I SO
(2) A =5 Bl ST IR UEN L A 8K TEAME B A 5 HIE AIRZE R
fe i
(3) IIENLMZE Mk B E I
(4) Bk S LR &R T
1. Organization identity confirmation
(1) \Verify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.
(2) Verify the consistency of organization name, registration information and information submitted
by applicant by cross-checking third-party database, etc.
(3) \Verify institution’s operation address or place.
(4) Verify phone number or other contacts info of institution.
2. UEFHIEZRI N SN
(1) BUELIP AT OHIE. FIESES N SR IE IR R
(2) UEERAT . FEIK BRI AR
(3) WAEZ ISP N HIFRAUIPEEUE W] S
(4) LA BTSN TR, BRI RN 5 By S 3%
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2.

1)

()
®3)

(4)
3.

3.

Certificate application handling person identity confirmation

Confirming identity of representative of applicant, passport and other individual identity proof

information.

Verify bank card and telephone bill, etc.

Verify handling authorized proof document of representative.

Confirm the identity and authorization of relevant personnel from telephone or email, etc.
LA IRIN

XA AR, BRI A SEAR IR W] DL S E IR AR, 54 = B R AL,
GDCA AIRFH PAR #5507 3 ) — b

(1) &

L AZ I AL T IR S5 B BB 58 = 75 ks 2 v 2 1 B i 44 A S
R IR AT B R G i, DAACIE R T IR Bk 4T R 1 5 A S A R R E U
TR, iR RIS AR SRS A A (e FRIEE IEHE B B R,
NI A2 BT A AL %59 77 20184 Baseline Requirments v1.4.1 2% 3.2.2.4.3
TR 3.2.2.4.4 75,

(2) MRAE IR AL VI I 55 WL (38424 TE B S BEAT R s . %65 77 U4 Baseline

Requirments v1.4.1 58 3.2.2.4.5 7,

(3) 7EfLE FQDN (GEAREIAZ) 1 URI (—RIEFFATT) MTELM T EXT4

SE E BT 2eal, a7 AR BRI 5 0 FQDN [ s bz il Bl 485107
A% 7E Baseline Requirments v1.4.1 8 3.2.2.4.6 5.

WA, GDCA & 75 BRI e f i A i i,  PARAAZI 4 FVH @ AL, o SR 2
SR EE E RN B BB, ZH s E AR RS KR
GDCA A4 IP k25 % EV SSL iE+.

Domain validation

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the

validation of domain names:

Obtain the e-mail address or phone number of the domain name owner listed by the domain

name registrar or other authoritative third party database, and check the key information (e.g.

documentation information or domain name details etc.) with the owner by emails or phone

calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.4.1.

Verify according to the domain authorization documents provided by the domain name

registrar. This way of validation conforms to section 3.2.2.4.5 of the Baseline Requirements
v1.4.1.
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® By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.4.1.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

GDCA does not issue EV SSL certificate for an IP address.
4. WEFEHHELGAIE
T I R A% HL I P 7 2B
(1) GDCA [r]iZ MBAH AR ERAE S, EERAZ MR T AR R B0 A5 S AE — € (I TA) Y
[l 52 M5
(2) GDCA URZZMBAEfE, #HATH BN, e R .
4. Confirmation of e-mail address
Email address can be confirmed via sending e-mail:

(1) GDCA sends the check information to e-mail account address and requires the user of this
account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

5. BRI A FRIIE
FAE P EB a5 DBA SRR, GDCA Al LT 7 s i & b —Fh LU s
H 1 A BUS % DBA B3 Mk 44 FK -
(1) HRIE & BITLE S DX (VBURTHLAG S AL (¥ P E B B 2 B IR . A BN T R ST
B, B IZBUM LG Vi
(2) WEEREEE R
(3) S BT ELILIE DBA 4 FRE i Mk 4 FR A EUR A LAL) VA
(4) B SCRESTAF IR B e A4
(5) Wik, HATKIK R, FHRXKE, BUFSEIBE, s GDCA LN
CIE AL AT v
5. Verification of DBA/Tradename

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;
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(2) Areliable data source;

(3) Communication with a government agency responsible for the management of such DBAs or
tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, government - issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.3. MNAGHHIER] Authentication of Individual Identity

EV IEBAEZN NHIE,

EV certificate is not applicable to individuals.

3.2.4. WHBUFHIIT S B Non-Verified Subscriber Information

BV 5 T4 B A5 AT 5 B NG

All subscribers’ information in EV certificate should be verified.

3.25. FBUAIA Validation of Authority

BPUGIT P IRAIET NI PBAEFL 551, GDCA #EAT 40 T Sk
1 85 =07 S e RS B 2 . BURF AT 188 R B SR izl
FIAEAE 5
2. IR A RFRATHEEUE A R IE I B R A 5 HORBHIEZ N R T Bk
B VLR HACRAT NG U 3L
GDCA F¥F HIEH 4R E ML NSRS IES o 25 s #H AR A48 2 1 T BLAT
UEF HF RSN N, U GDCA A2 AEIZARE A 51 LAAMIAEfHIESS B IR £EUR
B G O SER B IE RS, GDCA K[ FHE# R H OB AN S I

The following verification should be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is

authorized by these organization.
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GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicant’s verified written request.

3.2.6. H¥EMEHEN Criteria for Interoperation

XFFHARR B FIANERS AR, 7TLLE GDCA HHATHAE, (H2&ZHE FIAMERS
HUFIH) CPS 2B & GDCA CP #K, Jf H. 5 GDCA %52 AH R #ML o

GDCA Kk HE X I 2E, #%529F GDCA WIRIENU LR HIER, HFAZER
AN

R E ZOE AR A E, GDCA R ™4 T LT .

BEHAI, GDCA RZEREMAEXAEF,

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

To date, GDCA has not issued any cross certificates.

3.2.7.  ¥ERIEHIUERME Data Source Accuracy

FEREAE AT B KR A D T AR A E A RS P 2 BT, GDCA XHZ IR I AT«
B K D3 B e PEREAT DAL, IR BB LL T AR
1 P (s AR
ELSRSEE HIbTE
HAa g, SRR H 0
HENS 2 AR AT FIE B AT e s
Dhy e B A PO R
A VA 9 mTAOR idiE SR T SR AT 1 B8 B AN L IE 5 2 AT 27 M A U
GDCA ] Fl iz s K SCA

a c w N

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
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accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than twenty-seven (27) months prior to issuing the certificate.

3.3. FHAFHIERPFIRE LY Identification and Authentication

for Rekey Requests

FEAT PR RIYIAT, 1T 7 EERATE RS DL R FrE P8 T 3482 . GDCA — i
ZORIT P PR A R S AR L TR B, ARAE s S

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

331 EHREBHMEFHFIRELS Identification and Authentication for

Routine Rekey

X T H RSO R P, £ EV AR RIMIET, 1T SR I CPS B 3.2 1 K
TAUE BRI A R RLE SR ACUEFS H R .«

In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.

WA ST A S i BRI S B SO R e A, DRI, T A R R
SRR, 25T FH S B I i SO B s s, thtiE sk, GDCA
e A AT

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

30



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FI;' %%-U\iiﬂ%%m}n\u (Vl. 6) ﬁ&

332, PHEFBEHEIFHIRRESX5 Identification and Authentication for

Rekey After Revocation

EV IE15 48 5 ANREREAT 5 B B8
Re-key/renewal after revocation of EV certificate is not permitted.
3.4. BYEERIFIREXS Identification and Authentication for
Revocation Request
4 GDCA EFEMHLAAA 7855 (I FEEH MAS 1T P BUEFR, AAUKE M IET, X Fh
TEOLTCATHEAT $500E . WIAAT P E S ER MAHIETS, MHLIRA CPS 2 3.2 1Rtk 4T & 17
L3

GDCA or RA can revoke a certificate based on sufficient reason without authentication. Subscriber
who requests to revoke a certificate will follow CPS section 3.2.

3.5. FFAURSHAHIPRIRAES] Identification and Authentication

for Authorized Service Organization

GDCA H{T#H4T EV iEBH RA, A BT RA,

GDCA will serve as RA by itself, rather than will assign another RA.

4. iE Ay B B ¥ /E B R Certificate Life Cycle Operational

Requirements

4.1. FEFHHE Certificate Application
4.1.1. HEHHEIESEAE Who Can Submit a Certificate Application

RS FE SO B MR N SR RIS (BT B G . b ahr, tt ]
AN R4 o
Entities of certificate request are organizations with independent legal person qualification (such as
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administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. VEMIEESFFE Enrollment Process and Responsibilities

EV iEBIEMERIERT & CAIN 5 281815 (CA/Browser Forum)ifiid www.cabforum.org
KA I E K .

HE RIS 7T P . EV CP IR CPS 321 E I, ol Hrbok
FAFEHTEE . AU OSSR AR O N 25

HIIi & N GDCA 642 EV LS FEER SARRAENI SO, AT B vk Bl &
C& T2 BR A,

I FH 5T ) GDCA $REEFL St Se BRI 1IE - HiG (5 R AN TR

GDCA ZAAEX T S R AEIRIE TS F S B 5 S 0 uE B SO — B A & TAE, [RII 2K
CEVIVACE 7S g A

EV certificate registration operation complies with requirements of guidelines published by CA/
browser Forum at www.cabforum.org.

Applicant should learn subscriber’s agreement, provisions agreed in EV CP and this CPS and other
files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.

GDA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. P HIELFE Certificate Application Processing
42.1. RHELHTRE Performing ldentification and Authentication Functions

2 GDCA N HyE MR 2 20T EH HiE 5, B4 CPS3.2.2. 3.2.3. 3.24
J 3.2.5 LR, WAL P HEAT B R S

GDCA il g F R M HE M BHE, IRIERIESS RGeS . E 481 R iF B
SR HE H AT A KA K. GDCA TEALEEIET g AR o, B AT 2T B e
5 RS IEH I RS B, IREEBER S IEHI RiE#E .
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TEAEPE R AT, #7 GDCA R4 CPS 3.2 f8 5 RIF RS A E s 5k B SC - AR 27
MH HZERBARKRAED, N GDCA Rl Af s sk B SCAF, B SGEBHE E.

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than twenty-seven (27) months prior to issuing the certificate, and provided that no changes
occurred to the documents and data within such time period.

422, FHHIEMAERIEL Approval or Rejection of Certificate Applications

e 4.2.1 S SRIPATIE, WHRH AN ER, M GDCA T4l
HEZAETHE K, A& R GDCA ) EV IETIT s 75 I AR ZE 5 i

I SRVE A R A A B, B0 GDCA A AHETE 1% B B AT = XU P, GDCA
ARG 1ZH G, GDCA MR Ik B ae) mi sl IR, 7 BT 4% 2 A %5 1)
BURN B S 56 =77 KA 4 5, BASLBHA A TFRIE P B ER 15 5, B0 GDCA Z R H
T VR 19X 28 4 £ s HL AV i P R 7 4 265 P UE 5 13 SR BT A IR IE TS, e S R
EV UET i R 1 iE A SR, TEHZE TG RDIE B iZ5RE 8. TR H
[FEIE N, GDCA i HiEAR L.

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus vendor
or related alliance, government agencies which are responsible for network security affairs and
other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.
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ORI EV I, W@ IIRIESIER T UER, — B RIUERRA M
fEFIFR Y, GDCA A BUHUH Z AL+ BCRBUE AL Hl #EAT R AL P

XFVEEERL B BRI A7k WA ) S s U B A A L M R L Bl B
HEATHES AP, GDCA ABPERLNHLE K EV iEH. b, WFIEHIEHHK
NRARZBFEER . FR ST BUF A RIR %], GDCA WA TRHEHHZ 5N EV
EHHEHE
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

4221, EHHFEKHMAE Approval of Certificate Applications

GDCA JE ML Dy 58 i 1 Ik 5 B BT A 4 75 BB A 2D BROF SR 2R 535 5K )=
GDCA il AT IE AL RAAEIEF I, — FAEHHORAT, CA BB S%ERITHES
TR EIE S B R IERTE.

WRFT G TR, ML (RAD) W7 ELEAEIESS HIS -

1 ZHITE A LA CPS 3.2 K111/ By AR TR A L E 5

2. WEH RSB A RO 7 B A A ALK

3. HHEH O MIE ST TR 2R o

After GDCA's registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application. Once the certificate is issued, GDCA shall not have the
responsibility for inspecting the accuracy of the certificate information.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4222, IFEHHERIES Rejection of Certificate Applications

AR FFIEE, GDCA FELEIEH HI1A
1 ZHIEATFEA CPS 3.2 KT S i HIAR IR AT S H L E +

HIE# A BETR BLPT 5 Z 0 S U AR R

I & SO BB ANBERE AT 7 M A R N MK

A 5 O B AN RES 4% IR E SRR B2 A0 9%

H i IAE T34 ICANN (The Internet Corporation for Assigned Names and

Numbers) 5 EHHET gTLD (THZIH 4 );

6. GDCA ELHEMMURIA I HEAE 1% H 17K 2% GDCA iy R4 i 20 4y Bl 453
%Ko

o w D

GDCA refuses the certificate application in case of the following situations:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant objects or can’t accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The
Internet Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

XFFARLERUE TS F T, GDCA I8 A1 iE 3 1E 15 F i U

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. KCFEIEF HERIR B Time to Process Certificate Applications

GDCA NLAE £ FE IR A e il ik H i AL 2

GDCA should finish processing certification applications in a reasonable period.

4.2.4. NIEHLFFZRL (CAA) Certification Authority Authorization (CAA)

XFT- GDCA A& I3 /2 CAN Y %8 3% EV Guidelines. Baseline Requirements Z3k
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HIAFEAEAER) SSLAEF, M 2017 47 A 1 Hit2, GDCA Kt KL+ M5 429 i
T )4 — dNSName i CAA ic k2, 7E 2 i, GDCA X} SSL ilE+5 H i AN CAA
WA

GDCA #24 RFC6844 fy#H & AT “issue”. “issuewild” Kz “iodef” Ff)J@ AR
“issue”. “issuewild” FRZEF A S “gdca.com.en”, N GDCA AN R X M FIAIE S
CAA LFEH BN “iodef” #5725, W GDCA 5 Hi & Vil J5 vk g & 15 A HA R IE+S .

GDCA LA %1 CAA Tk A H R B/ NI 25 R E 260 1) 7E9F GDCA i
FeAb vt A i) CAA TESRRIG: 2) S —IREHT &4k CAA i3k 3) A4 FTTE
DIRAAFAETE ] ICNNA R X 35 iK) DNSSEC %iiF 5 -

A
A

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, from July 1, 2017, GDCA will check the CAA
records for each dNSName in the subjectAltName extension of the certificate to be issued, and
GDCA will not perform the CAA check for the SSL certificate requests before July 1, 2017.

GDCA will process "issue", "issuewild", and “iodef” property tags according to RFC6844: GDCA will
not issue corresponding certificates if the ‘"issue", ‘“issuewild"property tags do not
contain“‘gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will
determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. EPHKR Certificate Issuance

431. HEFANERSHH (CA) BT R CA Actions

R CA HIE-F%E % th GDCA AU AT E N R A AT HRHR %, IR CA T
PR RAE

CA NEAEUEAS BB S A E J5 AR B AR RAEFS . CA SR N AR BURNAE K HRE 5 45 T
HAEUEB B h b5 B . BRIEHRIER & CAN & i04x (CA/Browser
Forum) i&id www.cabforum.org KA 36 F 12 #550 HIE K .

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CAto perform a certificate signing operation.

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
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published by CA/Browser Forum at www.cabforum.org.

43.2. CA BHITFIEHEKL R Notifications to Subscriber of Issuing the

Certificate

GDCA HIEPBER R KL A, RE@ERAT L O, IR SE4EnaT
PAFUEAS 3, OB E . P2 RS, B EE e 5T 2 iUy U
KA P W R AR S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.

4.4. EFEESZ Certificate Acceptance
44.1. MRERESZIERRIITN Conduct Constituting Certificate Acceptance

L TP ATV T T GDCA SR S A4HIE 15 F 4, 15 F e S MR 2T P
% THEP.

2. GDCA FEMHUIZELT P ARV R, AREAT S FHGET, JEAEE Mm% i
AT, BREAT PR T

3. TP RIS R EE 1 A RO BRI

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

442. HFNEREZSVMEIHERK & Publication of the Certificate by the

CA

W PRS2 AUETS 5, GDCA 1E 24 /NI PRRFZAT P IE A AT 21 GDCA B H ik 55 R 4t
GDCA KM M H SRS 2 G5 R A P 2 AIE S o« 28 e i A ELA 5 AT 2
T H SRS AT, ARE I AR, R 3 F SRR S5 AR A B SRS B H Sk 55 4%
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After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. HFIAIEARS AL X H AR S24R K38 45 Notification of Certificate Issuance

by the CA to Other Entities

GDCA W Axt Hofh sk it 4738 15 o o siny Ls it I B SR %5 %3 o A1) 2 GDCA
DA R MR

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

4.5, FHMANERKIEH Key Pair and Certificate Usage
45.1. ITPRFVARER K Subscriber Private Key and Certificate Usage

WPTEIRZE TUER G52 7 GDCA i KIETG, BN C AR EE TS
GDCA. KT IR LS 4K T 32 BBl 1, BOREUA B it 2235
ARAZ FLAIE T3 5% 7 ) FA B 18 o R 2 A (A

VP RLORA H AL S RS BB, I BLAS B A I S 8 e+ . AL
ARHEAT AR

T EV AR LZAE T, AFELE—MIEFA B2 AN R

St EV SSLAETS, 1T 745 ST A S ES ARAE SAEUE 5 P 80 H 1 32 R 31 46 oF I (1 R 45
B IET
After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall properly take appropriate
measures to keep the corresponding private key to the certificate from unauthorized use.

Subscriber should protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate should not be related to multi-software at the same
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time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

452. KB AHREBKER Relying Party Public Key and Certificate

Usage

MK BB BB A MG RE, A ST LA RIE:

1. FRAFECTE N RLRIE S R A5 AT s

2. BHAIZZE AL N6 L IFIE -3 A5 (5 AT (1

3. JEIL AW CRL B OCSP Hfiih\ %25 44 % R E 5 /2 A 44 i 4

4. AIEF I 38E F 6 R 2 4

5. fEAER BRI AHIRUERE A

A B SRR AN I, KRBT A ST A A S B

KA TT T B RIE MBS B HSZ T I, AUIE I IE 2 R AR 3R A4 2 7 IR I Ik
5, ARG FIEH B APHRHE BINE AR T RORE N IE - [N 2515 B — i Rk
07 o

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFHEH Certificate Renewal

46.1. IEPHEHHIEIE Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. TERIEHFEHKISLZ/E Who May Request Renewal

AEH

Not applicable.

4.6.3. EPEFEHIERKARE Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. SFRIUEBEXHT P R4 Notification of New Certificate Issuance to

Subscriber

AEH .

Not applicable.

465 MR EHIEFHKATN Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

4.6.6. HEFINERSIAXTEFIED K KA Publication of the Renewal

Certificate by the CA

AEH] .

40



Il ssmrememnmmnss

GDCA

GDCA EV FPH-FIAIFNL S (V1. 6) iR

Not applicable.

4.6.7. HTFAIERS P X H AR SZ4R )38 45 Notification of Certificate Issuance

by the CA to Other Entities

AEH .

Not applicable.

47. ERHFHHAEF Certificate Rekey
471, EHBHEFKIER Circumstances for Certificate Rekey

GDCA HJEP 3 P HFr B EANR T DL R -

1. EHE.

2. UEPEEIY.

3. ETHOR, B4R K, GDCA ERIEHH LR .
GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.

2. The certificate key expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

472. ERIEPBHEFKILZEK Who May Request Certification of a New

Public Key

R UE S TR T S P 3T

The entity who requests re-key is the certificate subscriber.

473. ERBHEIERAILLEE Processing Certificate Rekeying Requests

CPS %7 3.3 11 (R WIE 3 A SEFTEAT F ™ B 43 3 i AR o
& CPS 5 4.3 I E X IEH TR

W

&
AR

W

Authentication and identification of subscriber identity are done for re-key according to CPS

section 3.3.
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Certificates are issued according to CPS section 4.3.

4.7.4. MERIERERXT P BES Notification of New Certificate Issuance to

Subscriber

[ 4~ CPS 2 4.3.2 15

See CPS section 4.3.2.

475. HREZFHEIERMITHN Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CPS 2 4.4.1 5,

See CPS section 4.4.1.

47.6. HTFIMNERSHN HHEFUERB R R Publication of the Rekeyed

Certificate by the CA

[F] 4~ CPS %f 4.4.2 i,

See CPS section 4.4.2.

4.7.7. HFIAERRSHL T HAD SR K8 45 Notification of Certificate Issuance

by the CA to Other Entities

[F] 4~ CPS %% 4.4.3 i,

See CPS section 4.4.3.

4.8. iFFHZFE Certificate Modification

GDCA At EV IEPATEARS, WHEHHEE8ME B R A A ER N A CPS
4.9 THIE BAZIED, T NIZIEA CPS 4.1, 4.2, 4.3, 4.4 TN E B HG
2 Y AE T

GDCA does not provide EV certificates modification service. A certificate in which the information
has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the
certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4.
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48.1. IEPHTHEFIEE Circumstances for Certificate Modification

AEHT

Not applicable.

4.82. TERIEHZAFE KSR Who May Request Certificate Modification

AEH .

Not applicable.

483. IFHREIHFRKAIE Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. SRIUEBEXHT P % Notification of New Certificate Issuance to

Subscriber

AEH .

Not applicable.

485, HIREESZEEIEFRIFTHN Conduct Constituting Acceptance of Modified

Certificate

ANEH

Not applicable.

486. HFINERFZHVAAXZEIEFR KA Publication of the Modified

Certificate by the CA

AEH

Not applicable.
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4.8.7. HTFINERS VMY H AL LR8BS Notification of Certificate Issuance

by the CA to Other Entities

AEH

Not applicable.

4.9. EHmEMER

Certificate Revocation and Suspension

E PR ARESERNEERS CAN A ILIE (CA/Browser Forum) i i
www.cabforum.org KATHIFER 13 #AIEK.

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. EPRENEE

Circumstances for Revocation
49.1.1. ITPEE R4 R R Reasons for Revoking a Subscriber Certificate

MORBLLA R BB, UE T A

Lo 3 DA R 208 SRR e

2. AT FEA GDCA B HIE 1 SR ARAT BIBA H ARG W BIF AT A

3. GDCA 313 TiEHE, EW SiEB AP BT AABE S 7%, SAERE
Baseline Requirements & 6.1.5 %5 J2 % 6.1.6 ¥1;

4. GDCA 345 T k318 31z FH 1 ik

5. GDCA BRI JE KR 71l P ¥l CP/ICPS H1f)— B £ Wi H K 54T

6. GDCA 3KZ& 7T W] FQDN X IP Hhuhik (s FH AP vE A v (Bdn, Fevkpesk
ik 7 2 A T IR T AL R AL D), S T N R AR VR T &
ARG P 25 1k, B T N R B T4 ) s

7. GDCA FRZBF@NCAFIE 1% A T2 0 B R Y i S T34

8. GDCA FREIEH T pir & {5 Bt I H R AL

9. GDCA FERILEBMIZ R AKAEST A Baseline Requirements R, 5 GDCA [f) CP &%
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10.
11.
12.

13.
14.
15.

16.

17.

CPS;

GDCA I\ AEAT H BAEUE - 45 A UHER . AN E e A 1= S

GDCA HI FAEMIJERIFILZE, HALE N —% CA BB LAHRAEIESS A5 %
GDCA f{#fi Baseline Requirements 25 & iE T AL J1 R 3%, BB bk 261k, BRaE
Hoks4Ed CRL/IOCSP 15 B

GDCA B TR % CA ALVHIE 2 1 AT Be 43

GDCA [f] CP = CPS ZLR 51T FilE 135

TEF AR P 25 B0k 2 PR B R BRI 77 (312, CA/Browser i3z AT REIA
S B AL B K S BT AN 0 R T e A, ELUGIE N TR R B
[ 9 FH GDCA S S B ) 5ok 1 AN AT 1252 (1 AU o

CPS HEA B B AT AL IR BUZ AN vl HU A BT s FIAR 9 THRNLEOE(E RN 75
L MR BBV ISR BURAT A SO B A A 0 R R R Hoe b A
S BB I

GDCA C&JBAT MBS )G, T RIS .

Certificates must be revoked if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;
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10.

11.

12.

13.

14.

15.

16.

17.

GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

Revocation is required by GDCA's CP and/or CPS;

The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay..

49.1.2. FZ CAEPH FH4ERK Reasons for Revoking a Subordinate CA Certificate

RIS A i — M Z Fh, GDCA NAE 7 RZ W8T 4% CA E+:

1.

GDCA 343 TiEdfs, WESUEB A R CA RHE R 7 #1FE, SAHMNS
Baseline Requirements 2f 6.1.5 %1 J2 5 6.1.6 1 FRIAH IS K 5

GDCA A3 1 iEA518 3% H A IESE

GDCA R RIF % K K BERT& Baseline Requirements 3k, 5id14% CA REEFF&
CP/CPS;

GDCA I\ AEAT I BLAEUE T (5 A UHER . AFE LB R A RS

GDCA M TAEMEREIE ILIZE, HARS 55— CA B LR BEIE S 44 iRk 55 -
GDCA {4} Baseline Requirements %5 A& iE 15 IR T k3%, B B 21k, BRaE
Hgk 244 CRLIOCSP {5 B/

GDCA 1) CP/CPS ZLK fif i 4 CA IE+;

UEAS AR A A B O B AR B 2 7y By (492, CA/Browser 1327 fEIA
DTN B 4 S B I B S BT AN B R T FE A HLAIE 15 S AR R E I

46



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FI;' %%-U\iiﬂ%%m}n\u (Vl. 6) ﬁ}i

(] N H1 GDCA 4 S ) vk 1 ANAT 432 1) XU
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by GDCA’'s CP and/or CPS;

8. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time).

4.9.2. ERIEP BHASHISL4E Who Can Request Revocation

TRIE M SEANIT . GDCA, LrliENUEBI REN Lo AN, 0T
R AR BE RS, B R LA BCH A R 55 =0 v] DUSRSCUE S 1)l 7%, 750 GDCA
A BB A IE .

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

493. REHERKRFE Procedure for Revocation Request

493.1. TP X F A5 The subscriber actively proposed to revocation application.

1. 7717 GDCA $222 i F i A S uE B AL R, RIS 35 B i 4 L A
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o g A~ w DN

GDCA [ CPS 55 3.4 FT IR REATIEFS 4 17 SR (1 431

GDCA TE£ 3 M85 R G 1 2 A TAE H P 5 BOE S 4

GDCA ¢ Ji T 8 Jo B B HL R A EIRIE 5 A 91 3% 5

GDCA I FL & MEAFSIE 2 77 20, BANTT e o i At m s i 2 e
GDCA #ifit 7%24 /N HRIEP A G R SS, 1 7 Aladad LR 7 U g AN
® Hifi'5fid: 95105813

® E-mail: webtrustreport@gdca.com.cn

Subscriber submits application form of revocation and documents of identity confirmation to
GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CPS section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® (Call: 95105813

® E-mail to: webtrustreport@gdca.com.cn

4.9.3.2. T PSR B4A5IEF The subscriber is forced to revoke the certificate

4.

1 GDCA f 74 B il (5 H BLA CPS 58 4.9.1 AT 1B IR, 41%5d GDCA %
A MRS L I J5 T W AT

7E GDCAEV Root iF 18 EV H1 2% CA TIE T AHXS R AL B I 22 4 KU B, 48 [ 5%
FL AR AR 25 25 8 350 M S5 T B A T T4 5

FEUE S M4 5, GDCA B AHHLM KB & i 7 30, EHRIRIE. fiEss, @i
VPET OB A S M B . R AEIEER AT P, EDAEEAREBL R, GDCA
St B PR UE o St st AT A 5

GDCA $&AIE 724 /NI 1) EV AIE S 1) #R o A A B R

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in CPS

section 4.9.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
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Root certificate or EV Subordinate CA certificate after the approval of state’s electronic authenticate
service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and suspended
certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.

49.33. HBHFNERFZVHAEZIERK B4 Revocation of electronic certification service

organization certificate

GDCA A S EF A, WbANA A o M R T 18 7€ Ja 4 v] LLEAT .

GDCA's certificates will be revoked only after the approval from the regulatory authorities
concerned.

49.4. B EFARELENLH Processing Mechanism of Problems and Reports

VTP RLEE 5068 B2 1 AL HH Bl B ARG 4 e sl agi il LI, RSZ. B 5 %0 GDCA,
KT 24 /M. GDCA TEHEEIT PR JF RAE 24 /NEF, S &S24 5 IHE
FHHEAT U A0 L A2 TR BRI A& 24 PR AT B AL BEATLA -

GDCA FESLIORFE 7%24 /NS BV UEFS i @l 15 A1 32 BEALA, AFATT /7 A7
IS FH A AL 8 7 B A 5 = 77 R IRAIE 3 T REAEAE Il R AL HH Bl tH MU ETS
WH S B BV UETARSCH SRR IR I BN IE 24T R, 57T GDCA i
ATl BT, E s

® Hiifi'5fid: 95105813

® E-mail: webtrustreport@gdca.com.cn

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® Telephone number: 95105813
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® E-mail: webtrustreport@gdca.com.cn

GDCA WS EIHk& /5, 1£ 24 /NI ARHZIES @R 5 A AT A, JEETRU TR
HERPUE 15 A AE

(1) Pk A o

(2) LI R B R A

(3) I AR A B R S

(4)  FH%E EV CPICPS FITT P in 805 A 5 HITE O 1476 175 10

(5)  BUTIEEERIEE.

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

495 RH#HERTERI Revocation Request Grace Period

G0 R B T e A R B SR, B SR L AU S T AT i 5 8
/NI BB Y o SELA 17 4 i AL 0 7 4 SR A AR AR BT I) 48 /N R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. HEFINERSVAERHERPINFR Time Within Which CA Must

Process the Revocation Request

GDCA AbH 81 =K 11 B /AR 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.
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49.7. BT EIEP REHER

Revocation Checking Requirements for Relying Parties

GDCA R HEAE L ARSI W, K77 nI7E GDCA 1M sk #4721,

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

49.8. CRL XAi#i= CRL Issuance Frequency

XTI P ESS, GDCA ) CRL RATJE A 24 /N, BIAE 24 /NS 9 R AT BT CRL,
H. nextUpdate Bt FIMEASER H thisUpdate B[ 10 KPL L.

XFFr g CAAEFS, GDCA ) CRL KA AN 12 M H o iR M2 CAE,
GDCA 7£ 44 )5 24 /N2 N EE ¥ CRL, H. nextUpdate B iE AN H thisUpdate 1/ [
12 AL

CRL %R AMFFT & CAIN 5 281815 (CA/Browser Forum)i@ i www.cabforum.org &
TAHIFE R 58 13 ¥ I EK .

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the value
of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate field.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

499. CRL XAiWH KA JERE Maximum Latency for CRLs

GDCA 1] CRL A e K Je i 18] AT B BH 2 J5 1 24 /NEF Y o

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.10. FELLRESEWHIT AP Online Revocation/Status Checking Availability

GDCA A E 51T J7 A1 AR 35 7 $2 fHE 76 2R F PR & &5 ) B 45 . OCSP i B L #F &
RFC6960 fJZR, Jf HAk OCSP R45 282544 . OCSP AR5 23 HOAIE 5 1FAE A HHPIR &S HAE
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P FE—4 CA &Kk, OCSP Ak #iE & — 14 RFC6960 & X KA A
id-pkix-ocsp-nocheck {13 E 17 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.11. FELRESEWESR Online Revocation Checking Requirements

AP AT LA E TR T ), GDCA BA 1 B ATAT AR .

GDCA it Get Al Post #7477 7] OCSP & #Ik55 -

ST FET, GDCA F/h UK 5 H OCSP {5 .. OCSP Wi b ff) KA B 10
Ko

X H 2 CAAEF, GDCA #4412 AN B8 OCSP f5 5. A+ 4k CAIEH
F, f£ 24 /NP BEHT OCSP {5 2.

KT REREB PRSI R, GDCA AR “good” RE .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.12. BHEBRMEMRAER

Other Forms of Revocation Advertisements Available

GDCA AEAL 15 B H A R AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.
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4.9.13. FHRREFRRHIER

Special Requirements related to Key Compromise

FRA CPS 2R 4.9.1 TRUEITE AL, 21T 7 s E LA IR 2 4 O 42 Ok B
A REC AR, WU ] GDCA e HiEH masiE K. WA CA MEH (R CA 5
g CA B R aPEnFH B EERER F, NA% AR & B A 18] AR 5 2K 7 30 R i i
ENAT ARG TT

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
have been certificate revocation request must be made to GDCA immediately. If security of CA's
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

4.9.14. IFEHERKIFERE Circumstances for Suspension

AEH

Not applicable.

4.9.15. ERIEFERK LS Who Can Request Suspension

AEH] .

Not applicable.

4.9.16. EHEIERKWFE Procedure for Suspension Request

ANEH

Not applicable.

4.9.17. #EHEABIFRFRES] Limits on Suspension Period

AEHT .

Not applicable.
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4.10. IEFIRZ RS Certificate Status Services

4.10.1. EAEHFME Operational Characteristics

AT BAdE CRL. LDAP. OCSP #HIERAS, BRIy MEDIRAS M55 B 1%
X B WU SR AT TR e 2 N ) R - b P g

X AR AIUETS, GDCA FEIE T BRI AR HAE CRL F I M4 idk. GDCA
AMIEE CRL A ARAD 2 44 TEF5 () T e 5% o

GDCA Ml gk OCSP ik 45 %8 1 it B 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2. AR T]FH Service Availability

GDCA 24t 7*24 /N AL SRS B W R S5, LR A ANE 10 #0 . BIE RIS 58
VFIOESL R, 1T 7 BE88 SERT SRASIE RS B AR S

E FIR 2 R 55 0 T A7 & CAYII N 4% 18 3= ( CA/Browser Forum ) i i
www.cabforum.org & AR IR 25 13 # A E K .

GDCA provides 7X24 Certificate Status query Services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.

4.10.3. WIEFFME Operational Features

UEFRRES B H A ATk ik 5577 91T A M) GDCA fi3 %€ 1) CRL Hiuhik, lid H k5%
PR A RS, AW T E CRL B4, HATIEFARASHI A ]

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.
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4.11. iTMLH End of Subscription

NGEEY SORA VN e

Lo R RS A AT SR

2. R BRI

— B PEIE A O &1L GDCA HIIEHINIERR %S, GDCA fEftEL 241k
WEoRJE, K SEEZAT P IUE Y, IR CRL R A M AT R Ai: GDCA TH4lid
SR DA TETS IR b R I o K LT I 45 SRS (E 15 B AR RZ LT 7 s AT VT RS o

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. FHAFE 5K E Key Escrow and Recovery

412.1. BHALEESWEREK 51T A Key Escrow and Recovery Policy and

Practices

GDCA ARFLEAEN EV IEFIT P A, BRI ARACE KR RS -

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.

4.122. SiEFEHANEESKE R KIEFITHN Session Key Encapsulation and

Recovery Policy and Practices

AEHT .

Not applicable.
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5 INUENL A &t - B B MBEA/E#EH| Facilityy, Management, and

Operational Controls

5.1. #E$EH] Physical Controls
5.1.1. Hufr B 584 Site Location and Construction

GDCA (¥ SUIAIHL GG g A% IR R B b S -

GBI/T 25056-2010 ({5 R %24 EFIAIE R G i M HAH R 22 BRI )
% J5[201017 H (LTS5 H IR BEAtl 1 g 1 23R
GB50174-2008 {HL 115 5B RGEHL 55 BT RHITE)
GB6650-1986: {1+ GBI HAREA KA
GB2887-2011 (it HAL A7 i FH A VE )

GB30003-93 { H - THARAUNL b3 it T A B ot v )
GB50222-95 {3 N FB AL K ANTE)

GB50116-98 (ki Hzhik & R Gt it MiE)

GB50057-94 (3B E it AL )

GB5054-95 ({1 e FiL e it HL Ve )

. GB/J19-87 CRBEIE K52 M it e )
SJ/T10796-1996 (itSHANLYS FH G AR A % AF)

. YD/T754-95 Ci# vHAL b5 & LBy s i )

© © N o o > w N P

e e e =
w N P O

1. GBJ/T 25056-2010 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

2. State Cryptography Administration [2010] July “Construction Requirements for electronic
Authentication Infrastructure of E-government”.

3. GBb50174-2008 “Code for design of electronic information System Room”.
4. GB6650-1986 “Specification for raised floor of computer room”.
5. GB2887-2011 “Specification for computer field”

6. GB30003-93 “Construction and acceptance test code for electronic computer room”.
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7. GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
8. GB50116-98 “Code for design of automatic fire alarm system”

9. GB50057-94 “Design code for protection of Structures against lightning”

10. GB5054-95 “Code for design of low voltage electrical installations”

11. GB/J19-87 “Code for design Of heating ventilation and air conditioning”

12. SJ/T10796-1996 “Specification for raised floor of computer rooms”

13. YD/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA BB AL T L i R i X Wil L 45, & — I SZ iR 5, Rl Bk, Bi
K B ESEDIRE, BEANL @R A A ME RN D ALER, GDCA HbilL 52 B Ihfe
BN IX L s XL BHX, BIEX, ARKIA Xk, RAAEE BN 4 b
BEASZAL XI5

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

51.1.1. /AIEXIE Public Area

RNIXBEFEAD . KEE, REE, HESAEEREA R RS, AN I AR

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.1.2. #4ERX Operation Area

BAE DR RABRIEAN L. RN AR AR, 75 ZE R B 43 00 R A S0 )
AFTLAEEN, A DU M E X BT H Bl WZJEHIG, B (R8s i3 SR F ok
B3 45 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.
Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.
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5.1.1.3. #H X Management Area

EHX 25 RA BHEHIG, CAEHE, &k, HitEhla, WSS, sy
B, & RAM CAEH I, HiF MM RN TAEX, RAavrE X e e A
SABEN, 75 EEPNE 2 O3[R IS B 60 AR R AR S ) A AT BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. A% X Service Area

ARG IX FE 22 M LDAP RS 25, OCSP AR5578. RA EMIRSS 845k %, R Al
AR X E A H N RN, 75 B AN 3 B R A P 5 0 AR S R AR S0 % i A mT DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area needs two administrators to use identification card and fingerprint identification at the
same time.

51.15 #OX Core Area

O IX BRI, Inemnm AN GIBT # ], E2%de CA 4S54, CA ¥l
PEMRSS 25 KM B HIRSS 35 I (A BIR 5 28 552 0 e &, R Vi XKRLE
NGUHEN, 1 75N 03 RIS B 0 R R R S R A T BLEN o A0 AE A
BIRAEAL L X, FETRE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

5.1.2. #Y)#Yiia Physical Access

GDCA WL N AT 9 BT 12 il T I TAE R G 1 M BIR NSRS, X4 R Gt
TSR, SERFEEHU AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
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WRL JFATDRENIRE . TR ST SR R e G180 Rek, JF Hit
H B — T8 [ TR AT I (B SR ANAR A5 B AR, 55 X S A% 00 X 7 22 793 A B % ) I P
AR R AR SUCE R AT ABEN, WL AR S IEHLDs B ARG, B A X 1450
ST RN, RN
Py ERLYT IA) P A AE A0 LA 5 T
a) [1EERG: EHISEITEE . TR G768 B0 R R Bi4s & 11 2 B e
A RERE Y, B8 TN I R LD SR ANE B
b) RERG: HRAAEMAREEA . AFIER FBHITT T KIS RIS T4 57 1 1
DLHR DR IR R GL. B ARG LR B E .
c) WERSG: SIIENYEEARERGEMEHNEAREEERS, Mxs
DXCIAERAE DRIEAT 7424 /DIF AR . T B BR 2R 6 M,
Pleg A,

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous recording
the restricted area and operation area within 7*24 hours. All video records will be retained for at
least 6 months in order to future inquiry.

5.1.3. ZB5¥#E Security Monitoring

WAL B IR IR 2 % R EOR, AV RGBT 2504 B
R &40, UPS Il 7 R 48, MBI R4 B WU 7 248, nRER
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My #2498 WAKRENTRE. BT 2%, 12T RS KERET RS NG
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According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. H /3525 Power and Air Conditioning

AHLG5 R P P T VR b . — A SR L, BCEA L IIMRCENLE, AL
P e B A AL G L A BEHUBEER R G WL AR T ORI FL R S8 UPS, ml it
KT8 /NI TT o ML X PR T B i, SEDNLAE . RS 38, ML &S5
PR AR

WU 25 R F XA A AR HLZE, = AR s BEE WL ELAE TR .« ML # R
300kcal/h m2 #fifar it 5. BEFEEIRIHRE: 35°C: AF=IMIHEE: 0C: Wi
HNBATHIRE: 2241°C, MXHEE: 5535%/Mh o [FRF, HLE2HE THXASG, WLk
ATH, RAEHLGS A P 25 A TR 1Rt AU 1 A BB e 25 i 2B R 45 ) L

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. JKEBHVE Water Exposures

NBTIR K FRHLGS B, GDCA FENLp: 14 = N i B AKIRE RS TRk E

60



[] BSFtRIEIRARREE
Tom e GDCA EV A5 FEF-AUENL S HEI (V1. 6) Fix

R 2 e 2 A B e B, — BORAEK AL RIS, @A RN RN, S it . R A2
W AN VY SHE K8 Stk R, — EURARKE, JKBESZEDHRE S 25, JEX AT A AN E B
ikt P AL

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and a
drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. ‘kRPF$P Fire Prevention and Protection

GDCA B35 A 2% X I IAR A T HREARLIE K R ARG 5 I 223 1 Kok B sl R 48
LARBERKKARG,  ZRGEAHZ. T3 IS 2E =R 83077 5.

EEIRE T, BAPPXRAEJCER, KRIRE TR 253 BB X PIIRAL KOR AR
GRS MBS 5. 0L 30 MRS IAERY, KRR ER IR E S, HEIK KR
gt R, RERG SRR IS S R EUE S, BT XTI R, BRARA.

AP X A N TAER, aTLGER B X T4 T30/ B s #oT o5, fi
2 H AR B) TR, BB DR A KB, B H] 8 AR R EE S
Ag AR S o BEYEN RRRIAKCE, $2 N 2 AR B BB 37 X A K 2R 3l
7, RIVSZRIE B RS, W K K.

HEHY . TR EESER RN, ATHEAERIA A SSRGS R 3 .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

61



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘LIE%%%W‘)I_IU (Vl. 6) ﬁ}i

5.1.7. 4B Media Storage

GDCA XEEA J5t (A7 ORI AE A a2 Bl K Bk Biiee Bl BJii. B
g B AR AN SR R AR . SR T A AR B E M AT R 1 e A
SR ISEIL T XA A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. E¥4LFE Waste Disposal

= GDCA A HIARSK SCAF AR AL CAS i i 2 A7 A BT BR LI, A ZBR i i 4
8, MG R IIEIRE . B A RS 2 A A A A IR A B ATAR G i i 42
BEIR TSR AT A I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.9. SHi&H) Off-Site Backup

GDCA &AL T St Bl &y hoe, AEFI LTI So i AR Ge it . o T H S A
AN AR EURRAS AT S S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH] Procedural Controls
5.2.1. HE[{Eff Trusted Roles

£ GDCA At FIMERS SR, GEMAR FmiEBrmik . . &8
B 500 N B H A E TR 7  GDCA MUNRIE A, XA EREFEEANRT: &

PR S RE BN G REEHAR. ZaWit NG A SEHE AR Sk S #IEA
D15, BRI ALAAFRANER L GDCA 1 b A 5t B i
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In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.

522. BIMEFFENME

Number of Persons Required per Task

GDCA £ AV 55 JVE hoes SC AR 55 BEAT P A%, BUBRAT R EZ 2 DA et
Al 5E e i
& EPIRIE B HR A E AR T2 5 D AE N 3 3L (R e Rk
& I HERRGNEGHE: FE 3 NRGEHANAPE 2 DAE AN RILFE
ek
& HRZMESAET: FHE 2 ADAE N I 5E R

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

€ For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

€ For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

€ For review and issuance of the certificate, it requires two trusted persons to operate.

52.3. HNMAEKRE5X5) Identification and Authentication for Each Role

GDCA Jirf A& H T {5 M L OFEHR N AR 285 — @ R P I 48 HIE « %5 UERE 772 GDCA
RN 5 3 Y B2 B v L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.24. BERFSHIM AR Roles Requiring Separation of Duties

FRIE R G %4, WIS A G EREL, Bl GDCA KIn {5 Mt AN F i A48
{T. GDCA HHATIR G/ B A, BIEEART R MH .
a) WPk

63



[ LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV )LIE:FBEE‘%_U\)LIE%%%W‘D_IU (Vl. 6) ﬁ}i

b) iEFEL CRL 2k
o) ARG LHEHYEY
d) CAHHEM
e) wARHI
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to:

The acceptance of the certificate businesses
The issuance of certificates or CRLs
System Engineering and Maintenance

CA key management

* 6 o o

Security auditing

5.3. A R¥EH#H| Personnel Controls

N B EHIFF A CANYE#i81E (CA/Browser Forum) il www.cabforum.org & fi
Fife e 14.1 350 1 EKR .

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

53.1. &E¥. LML RER Qualifications, Experience, and Clearance

Requirements

GDCA X A FH ATE Mt i) TAE N A B ZR AT
HA& RIFHAE 2 TR 5.
AT E SR B, IR GDCA HI4E— 2 J g B,
S GDCA H R ZAEHLIIRE . FE i B
HA RIFHAN AR BF7 LRGN T AR A R 4F Mk
Ha% RAFHIBIBA & 1R
TEEILIRIE
REE AL TAEN UL R ORI TR, sl GDCA AHSG I RE IR %
JaJrfie b . GDCA R X AIE M N 01 A JUR 25 - IS AR AR A
WL JER CA BT R E M TR, JERAT ML E KRR IC RS

© a >~ w bh o

64


http://www.cabforum.org/

[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘LIE%%%W‘)I_IU (Vl. 6) ﬁ}i

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. BRFEAEMER Background Check Procedures

GDCA 547 KMBUFE I AT BN &1E, SEon vl {5 R LIH SR E.

FITAT (1 Rl 45 53 TANEE RN Bl 45 3 AR 245 1 (R o AT i i & Wt
BT EEREI R, AN AT A FEE RN RASH I RIEENE
MIAT N WRIEENMEHEGETER, RATfetuEd A HA . T AR T REL
% SE o

GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRIFED N EARFEMEMAE.

A AN T2, PR, #E, XA miHEE.

S A R S A A H AN BRI IE R, AR I8 R 2 22 4275 T 4
. HERE A

a) NZEERTT SR RSN GRS NBERET LA . $REBLI R 50k BT femise
PrYeMVIESS . ZEALAETS . B IE X B UESEAH A RGIE R

b) NHEIE G . Mg, U 20 HAR SRR B S MR AT 3
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Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social

relation.

Full review includes reviewing criminal records, social relation and social security apart from the

basic review.

The review procedure includes:

a)

b)

d)

e)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

In the background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
review period, extra inspection must be required. Appropriate arrangement is made according
to the investigation result.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
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role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3.  ®YIZER Training Requirements

GDCA M4BT 5 M LT R, 44 AR R ATER I, LR AR IIN AT
GDCA iz B %

GDCA AR R

GDCA 224>/ B SR W AL

(AL HR Bt 40— ZEK

PKI LRl 1

S B b A o AL S AR T

GRS AN 25 2 PR B

CP. CPS BUK MAHRARHEFIREFF

GDCA & HBUR . il KI5,

B Z T MR S5 vk . VR bR . F27
Fopth 75 2T R I 254%

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism

® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS policies and related standards and procedures
® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

®  Other needs of training
UEAh, X TR AR RAH % 51, GDCA & M e TAEURTT o ZME I, A 46 X
ALHRTT . SRR IR RO i AR BRSO B AL 55 S PR AR S . fEBT RS L
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In addition, for certificate operator and auditor, GDCA carries out required training for working duties
regularly, including job duties, events and damage report process, disaster recovery and business
continuity management process. In online of new system or significant updates or upgrades of
certification system, GDCA should carry out corresponding training for operator and auditor.

5.3.4. FEIIIFARFMER Retraining Frequency and Requirements

X 7E S AE M s AL A N G, AR R D52 GDCA AT — K.
M FNERGUISE RN R, GRF 2 DIAT— M RS REMFIRENI. B4, GDCA
RARTEHU RGTT . SRS RS EOR, AN E N ZR N AT 4R 8551

For persons acting as trusted roles or other important roles, they should be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAERNIEE A AT Job Rotation Frequency and Sequence

GDCA FEIUN 573 A AR i A7 e o o ST 43 -t A B AAD ) 2 4 7 BB S v ) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FEER AR K TIE%%Z The Working Observation of Serving Officer

GDCA 17 BGRB8 Z AL TAE N G 2588 1 T AT TARC AR EAEIR N R GT3K
%, RN EG SSRGS 2B s, Rl 2 BT SO0 .

GDCA administrative department will carry out work records check and performance appraisal for
the various departments in each quarter. All in-service staff shall fill out the performance
improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.

5.3.7. RIFHUTRNHEIAT

Sanctions for Unauthorized Actions

PRI R EGH AR GDCA R4t BRAFVAENL 555G B,
GDCA —& ik, ¥LHMAIZ N SR E SRS RN £ R G U7 RARR, JFizA
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When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. FILELANRIER Independent Contractor Requirements

XFF A& T GDCA B A ES TAE N 51, (HME GDCA M. 554 5k TARRI Al 5570 32
DU LS N B BN ST 28297, GDCA 4 — 2K T
L IRNIAYEESiE o S 2T
o FH 14U MRS AR,
® GDCA #&Atg— 1 bd B B Il T A ERFIZEKR, Bl N RS EAR T GDCA
A5 52 UL U AT EE A TIE N 55 RN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.9. AR T AR Documentation Supplied to Personnel

FERFYI BT IE], GDCA F24H4s 1 TRYEF I SO AR EA R T LR LK

GDCA 51 TFH;
GDCA UEFHEME AL I UEME 55 KU A0 SR BRI
GDCA AR M R 30H4;

GDCA KA ER 574t B 5
N BRSO, B b 55 3 S 1 5 RN e HE K A T R
GDCA %45 | fE 5%,

During the training or retraining, GDCA provides training materials including but not limited to the
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following categories:

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

5.4. ®itHERER Audit Logging Procedures

5.4.1. EXEHHEE Types of Events Recorded

PIA R AE GDCA K A STl & B St 4T _E I 8] BT & I 0 SR AE T ER B

FErp, Xeidsk, AR TINEREE ARG ENENR, MM ZUE T ER:

1 FfERAMH BRI E);
2. WEMFPIG;

3. ILRMIEA;

4. ALIRMIRIR;

5. CRFHIFHIA.

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1.

2.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity

REEHA O EAR T

1 =P N E B, RS HA R & A IKE. L M.
VAR B AL ER S,

2. B Aa N E B, ORI, R EERL BaE. .
PR
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3. EBHIEHEM, QAT M, BZHIEH R, FE SR KL
FE A JIE BRI DR A7 555

4. ERAEMmFAMARE RS, GREBRRE. e . M RER
HEM, OHE RIIEA IV CA REMES), T CA RGMEIIER
BT ) e s T A, 3§ R G AR B U5 9] R U7 T A1, 224 BRUR
MAFEGE TR HEUMER, RGUE, AR AN A R

5. B KEGAEG a0 R 1 2 A F AT

6. RGR(EFI, WHARGHIMKH, RGBREIE. MER, BEE S
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7. CA WMV, GHRAN Rt CA Bt JERBUN Rt CA Bt J i [F)
N2 A ) V5 17 5

8. WE NSVEBILK, BAEMSBIRIIKS FiFidx, REGEMRIETE. 22HE,
QI HRIEILS, A RIEHAAL.

These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

Security events recorded via firewalls and routers.

System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.
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5.4.2. 43 HEKIAB Frequency of Processing Log

GDCA f Ak 47 — i H S ERERACHE, A6 203 S BOR S B R A, 4 ] #:4T KR
ARG HET. Fra s o H S E M e NBAT R A A B, DR A B 2 2 R
VR, SIS SRR S R it i AT A R

GDCA carries out log tracking process on a weekly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. i HERRARR Retention Period for Audit Log

GDCA ¥ RAFH TIMIER S H &, R ERAF T EEDWAH, R
ARV T BB VAER A 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. i HERIERP Protection of Audit Log

GDCA (i i H B AR B, JF HSeBlas b, Hh ia orih i thE
SEAIFEAHES,, GDCA PUAT™ i M BRI B ) il Pl f i, AR OR A SR 524 g
PO S ALK, PREERIBUNTI ) B B ORI R SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.4.5. i HE&®WFER Audit Log Backup Procedures

GDCA (18 TR ER SO Rl 558 1 53 AT e TF N B3 Ak A BEAT 9 1 H S AN T SO 1
VRS A4 o T SO B 355 5T B0 B T R BB SRS I i A7 A AL PP A7 JIULE 2 2 ) SO I
Mo

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.
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5.4.6. FH{HEE RS Audit Collection System (Internal vs. External)

GDCA W HHZNHZAGUHZIL KSR, Balfa RN RER G E % H
G

B H SRR G L

1) IERHEBERSL:

2) EBBRRG:

3) EHHRXARS

4) EFRIETE RS

5) IUEHRZEARS

6) VilRlEd RS

7)WL Bl L e E ARG

8) HAhTHEH MRS

GDCA it Ji i T L H i e 0 3R S 08 T &% THUEK

GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system involves in:
1) Certificate management system
2) Certificate issuing system
3) Certificate directory system
4) Remote communication system
5) Certificate accepted and approval system
6) Access and control systems
7) Security system of website, database
8) Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.47. XS EFEHLMARES Notification to Event-Causing Subject

GDCA KM BC L, Kl e Bl & AT, ARV VR Al i) v B 9 G B0 3
R B SR IBUAH ST SR Tt AU o R ALy 2 PR AT DR B DI WS B il 2 2 28T TR Al
55 IR FEINAERI AL B A I
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When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. MEFMEIHE Vulnerability Assessments

CA HATEFRERER . HORRIATE A (L SN (I S ER 00, T T LA
HITGSSERY, BN ERA, B TR TSR G55, GDCA R4 REGHEATIGE PEAL
L WEI RSB AT 1 W«

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be remedied immediately. If some
weaknesses can’t be remedied, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.

5.5. iC3JF8% Records Archival

55.1. JARGEFAIZRE Types of Records Archived

GDCA Xf LA T LR AT FRE S, AR EART
1 R RGBT 0k

E S ARE 15 9122
S SR SOR, IR R AR L TP D
#HHLR:

TR T AL SR
RLYOR, QIREART IR, R, HISG0R,
BAINH YRRV,

GDCA archives the following events, including but not limited to:

N o g &~ DN

1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.
3. Certificate application for information, information about approval and rejection of certificate

service, the certificate subscriber agreement.
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4.  Audit record

5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring, training,
etc.

7. Various external, internal documents of the review and assessment.

552. JARCFEEIRFERFR Retention Period for Archive

PR ARG, R HIBGEA R X T RGEREFIM RS 7 F D
3, FLYTR R R B 2 58 i A g VE VP A B B O
L AT UEB A R A B B HEA R TR, R 10 F£R L.
2. X CAEF A A o A (0 E BRI TR, AR HIIRA DT CAEF AN
P A A
3. WMUEF R AR OR B IR AN D FHIEAS R RUR 10 4
4. CAUEFFIEHR RS CA LA A ar I 41, BSMREE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives should be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle should be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle should be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates should not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving should be kept for 10 more years after the end of life cycle.

55.3. ARSI Protection of Archive

GDCA ¥4 FEH GDCA T 23T a3 F{R4 . o i BRI SRS AR 3P £E DL R &1
FRVEVELITE R . AR A TR W 22 4 07 sCIEAT AR, R B — AN A BRI N
M, W4 GDCA HMk &5 #E N Gn] LT i) .

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.
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5.5.4. JARERIEHRFERF Archive Backup Procedures

XHFRGUERI T IAIE R, BTG, R0 SCFREAT A A

XA AR TUR, AR AT, (H R ORI R AR Tt R IE 2 A

T VRS B8 - SO AN B 1 ORAFAE GDCA HIAFAk 2, IEAE LR HL 2 4 o
FAR IR 12— R U B B AR R B I T 3, SN R AR B H . AP
TAEN AR B G OL S, A REXT RS R AT iR . GDCA fE 22 &t b ARIEZE
IEXP RS 5 R HL A O AT IR« AE SRR

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

55.5. EFRNEERER Requirements for Time-Stamping of Records

GDCA HIRISAE QN IR AU #5717 H GDCA H 725 44 I [a) 8K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JHEWE RS Archive Collection System (Internal or External)

GDCA I THEREF R R GAEAR CPS 5 5.4 TR /ETEL U] .
I3 B IR HE A7l AL LA 22 A7 ) AR AN )& T GDCA &%t

GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

55.7. FREBAKIIHRSE BHIFER Procedures to Obtain and Verify Archive

Information

GDCA )24t i UL 3548 B 010 73l fr B GDCA BESRAE R 2 M5 L. 23RS
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FERER RGBT, JI0IX 2 95 DUEAT F .

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HTFINERSHMIRIEFA IR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCAMRIE A RO i KA I 304E, ALl HEE R IUET, AIECAIE AT -
UES, FLARRUN (RIS ARE T e Rt 18], AR FHCA UE BRI FE+, HRRK
IS TRIAS A G CA FE 35 1) 2 %) 1] &

HRAEA S CA TR (1 R 8], AL A IR R

Maximum validity of GDCA root certificate is limited to 30 years, and the expiration time of the
certificates including the subordinate CA certificates and subscriber certificates issued by root
certificate are not more than the time of the root. Also the expiration time of each subscriber
certificate issued by the subordinate CA are not more than the time of subordinate CA.

The expiration time of root certificate and Subordinate CA certificate must be stated clearly.

5.7. HFIMERFZVHWZEHKEE Key Changeover

TEUEF I LLAT, GDCA H442 HELIE 5 SRS 11 10 2 WP AR 25 BHREAT B 46, A BB AEOAIE Fi
TERHAT B AR E BT, M 4% 8 GDCA X T H A FLIIMNE . CA H T & L AUEAE L
TR
Lo TE NOEF A A A SR A 5 LB R (0 N SRS, BRARTE CA IET 21, 3l B

AR AR A E A
2. TEASIRZEROBI R SOIET 5 2 E EIWIRT, 462 (EH CA A% K CRL, H ARG

— 5K~ Zk e B
3. AR EE CA BEAXTI, FEAIE SN
Fe B RATHI CA EH.

PR FE 2 4 IR, ASH ISR E S .

GDCA I H FE- P A et KM S B R H HiE . %P HET, GDCA
BB R = AN HIE T

WRLVEAZE A A& B A 8% GDCA IIE;

FIRVAZ L A IHA A GDCA IET:;

AN
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o [HRAZA M B EH 281 GDCA L.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;

5.8. MELRMEPKE Compromise and Disaster Recovery

5.8.1. FEHMHELERERF Incident and Compromise Handling Procedures

T T B o AR Ak B S ORI A5 T R AR (L, GDCA AL T — R N b B TR S A
FRAE LT %, Bl

1. GDCA Z %4t fa b3

2. GDCA H KM @iz

3. GDCA ARG & S5IKETT %

2R AL AR N K42 8 DA 5 SRR DGl B2 (R, AR St da A8 0k S T R R
B, TR FEREAT R 9K SRS, AT — I KN AR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.

2. GDCA major accident emergency scheme.
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3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

582. TEBIE. HMAMI/EHHEF K Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 e A B E R G BIR . B BBt AT 1 &0y, JFlE 7 AR
IR SR BRRE . 2R A AR SRR SBOR . T ML B AN RESR B IR 3 I 55« AR A
IR B PR B O 5 I B R AN AT 8 038 F K HE , GDCA A% IR MR B2 1R SE TR 2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3. SZAEFAHMEMEFERF Entity Private Key Compromise Procedures

FEHUGE I NAMEGR AR R AERIE DL T, GDCA FERELUT FI P IR DA E 22 4 0 55«

1. GDCANIERZH O LS E O WS . ROUE B T T,

2. ARYEIRAERINERT, 87 B AL 5 7 2 A B EBAE .

3. WRHFVAMEH ECE A ALiiee, HBdE, A CRL 2
BATRE

4. R UiIA) 2 A R AT R B K R R

5. WURFEREM S E M AR E A, Ml RS R PITIRE .

6. WIRTFTEWE GDCA M55 RBCE SCHF, W 734 —4 GDCA 4k 5%
AR Dl 558 PR GO0 AT I

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably
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5. While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

M CAMRBH I . B, BB, GDCA Ja 3l E K E R S BT,
H 22 4 SRHE 28 A S FAR G I 4 AT VRAS, e AT, SRR CAIER, ¥
S RHLUA T 17
1. SERP] EFIAE RS B EE A B R BUR BT TVEHR, @I Pt A A 2
SEREARKIT PO AT S, SR it S R i 8 52 B KR
2. SLELE IR AT 5% S E B E RS AR R I R G
3. LRI ATA CAEE K RIUES, BEH CRL Al OCSP {58, fAEHIT Ak
HOH A, AR GDCA 37 B AR BT 25 80
4. HRIERZE KRG, #%1& GDCA CPS X TiE PRI, HHA K FIIET
R gAEh 2% CA TEF
5. GDCABEB&KR)G, Korililil GDCA 5 BE. HIMEE. HTTP &7
LWz i

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

gy CA AP W Bk, B, MEEE Rl ss = DI FI RO BERE I, $RAF
CA J¥i:
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If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by
unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by

unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.
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5.8.4. RMEJFHINZELSMAE S Business Continuity Capabilities After a

Disaster

GDCA fEi#i& A5 5.8.1, 5.8.2 fl 5.8.3 iR AMEfG, 8T HAMHLE], HAE
24 /NI 2 PRI % T 55 I IEHIEAT
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www.cabforum.org & A7 IFE RS 16 &5 1K

TERAE AR EBHAM AL, ST IEE 24 /NS IR SIEAIRES RSB, B S
F S & O WL s et 9108 UG 24 /N RS SR BEIEFRIR SRS .

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.

5.9. HTANEREZVABIEMYIHIIZ L CA or RA Termination

GDCA Z& 1A 10 IR DR AT LA 43 g 6 B 52 408 S5 DR R85 AR S i R R, 25 H S 43 i DR ]
et 4G GDCA REFAE K, ARBHZHR R T it 5 N 3 K
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12. 75F: GDCA FE MR,

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:
(1) Arrange the business to undertake
(2) Draft GDCA termination statement
(3) Notify the entities that are related to GDCA termination.
(4) Shut down subordinate LDAP
(5) Certificate revocation
(6) Treatment of archive file record
(7) Termination of certificate authority service.
(8) Archive main LDAP
(9) Shutdown main LDAP.
(10) Process GDCA business administrator and GDCA business operator.
(11) Process and store sensitive documents.
(12) Remove GDCA mainframe hardware
i T 25 2 A AR B A 2 0 R 26 1k GDCA, LT 256 ot R R4, i — 1)
ANTFAIFE GDCA Z 1B ARIE A [a] R A, T2 4 32 45 I K 6 1E GDCA, ZE5k GDCA
WFT R AR R e BT AR PR A2 0E GDCA, {£ GDCA ERIFATiT )™
Ja, KRBUE P BRI GDCA Z1EXS 1T 40 .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.10. ##E &4 Data Security

s 254 CANTE8ts (CA/Browser Forum) @it www.cabforum.org % i
(4R TE 16 4 F K

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.
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6. INIERZHIA ZZ 25 Technical Security Controls

6.1. FFHXHAERS %% Key Pair Generation and Installation

6.1.1. XN AR Key Pair Generation

CA ZEHXT H B 5% 0 B IHAE RV o] B e AR ) o BRI AR BB, A7
fifiv & MRS RIS FIPS140-2 FRERIAHRHE . i FIPS140-2 FRifJF R 2 F X %
T VAT RS RERORRAE, [ SO0 T80 oA i i R, Rl FIPS140-2
PRUEI S IRIAT, R AEE R D B BCR Y AT RTEE N IR S, RS R%) &
PRALIBORE. T LR A A U B A R I0E I [ SRS AR T S L IS

VTP AN AT P B B 1RSS5 B B R % Y BN A P L i A . GDCA W] 5
SZORAT PR BRI R CSR, AAEHINZE (R il SSL N EHARIR AT . AT
B A ks RS A TR T A I R B AL AR A R B B AL AR R S A B
FIPS 140-2 5 00| BRI 2 B e h A E . %K EE 2200 RSA 2048 {751 ECC 256
fir. 7£ GDCA W uifsi FHAFAEH A il T B i AR B XU E AT P k. GDCA ANCRAFATAT AL
FHAERY, P IR E BAEAL IR 4 P TS IR .

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

Subscriber’s key pair is generated by the key generation mechanisms embedded in his/her own
server or other devices. GDCA accepts the generation of keys and certificate signing requests for
the subscribers, and the private keys are delivered encrypted and protected via SSL secured
connection to the subscribers. Subscriber key generation is performed by personnel in trusted roles
within a secure cryptographic device that uses a suitable random number generator (RNG) or
pseudo random number generator (PRNG) and meets or exceeds the requirements of FIPS 140
level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key generation
utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any private
keys or passwords, and all such information is deleted after delivered to the subscribers.
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6.1.2. FEAEIRLAIT P Private Key Delivery to Subscriber

AT P BAT A, AT EER AL IBLIT 7 . GDCA RIHESZ T AL e B R
A1 CSR, AAEAIN= R 5l SSL NS ERALIRLAIT /.

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber. GDCA accepts the generation of key pairs and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscriber.

6.1.3. AMEIRAERZ R Public Key Delivery to Certificate Issuer

B&VT R RA BT PKCS#10 # RAIEH 242 1 K5 B v E 754 1 k£
¥, DL TR OB A HIR A 45 GDCA 25K .

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate.

6.1.4. HTFINERSHMAHEIEA KB CA Public Key Delivery to Relying

Parties

GDCA )AL & 1E GDCA B2 R IR CAIEBANYSS CAIEH Y, #id GDCA &
T Wkt AT KA. GDCA CHEM GDCA 1M N 7 KL A8, CUEIE T 7 Al
R TT A AE

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via GDCA’s website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. FHEEH AR Key Sizes

GDCA SCHFH) RSA B P B2 /0L 2048 iz, SCRFH) ECC P AL 2 /by 256 fir.
EHKER S CANYEAets (CA/Browser Forum) it www.cabforum.org & A
(MRS 9.5 o MIER,
The key size of RSA s at least 2048 bits. The key size of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at
www.cabforum.org.
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6.1.6. AHSBHWAERMFEKE Public Key Parameters Generation and

Quiality Checking

NHZ LS ] 5K B A PR R H0 oV mT PR 085 50 £ AN A B A 1, 51 hn 25
Bl %R USB Key. IC RS RUFIEEL, FFI8 M IX 615 28 (1) A2 Ve FbR #E . GDCA
IWHX SR Z NN B FIEECE AR T SN T %R ER.

St T SHUR R R AT, [RIRE P 3o [ 5 2 R v VT f Jon 2 8 4 R F A
AT, Blann#pl. K. USB Key. IC £% . GDCA A iX £ & F4 i 3 B
W HEECARRE T BB RER,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. 4 B K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA %K H) X.509v3 iEH & 7 H P A I, HVES RFC 5280 #rif
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) #H%F. 40
R GDCA fEHAERAE B HHEY BN 7 ik, e Lz 48 9l
FH A %55

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.
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6.2. FAARI AFE LR THEZEH) Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. FROEBRFIPFHERESH] Cryptographic Module Standards and Controls

GDCA Jt FH )2 B % S 40 1 SR B A B R A Rl R 77 o R BHIRAE G BB A7
fifi o AR AR BB FIPS140-2 ARt RIAHRAE . |11 FIPS140-2 At IR 2 E 5%
B T TN AR SR AR, [ SO0 T35 0 7= A P (R BEEESKR, (A, GDCA #£
WEREINE AN, XS] FIPS140-2 ARaERg2ok, 27EH %08 BBURVF AT AT T
HIE R, BASIRE) MR TR T B P ) gl L
FEMEETEE . NE.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
refers to part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the

product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

6.2.2. REAZ AFEH (mi&k n) Private Key (n out of m) Multi-Person Control

GDCA AN E R TH . M. & AR S R P 2 AR BB, ISR
EEIT R, AR R 4] 5 B R o, E b e = AR T
WL F, ENEE AR PIN TS, A B R B HEAT B 1

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHILE Private Key Escrow

GDCA HIRVAA RVFIEE, WANAT P SRR EFEE I 55 -

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.
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6.2.4. FH&A Private Key Backup

FAEHREAR 7 N =FPRAL) &A: BIER AL (RS IR R AR GRS AT %40
FEAEN CEMIN R RVHESIER DD, RS0 TERGMAT KNS E, M
AR &)

PR A7 72 2R SRR A A I BEAT A AL B 2 1

AR R AR L TR & A AT e By, AR IR
TR AR B A R L T R A FREAT I 4y, BER— IR

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.

6.2.5. FAEHHHY Private Key Archival

AR B AL BT A S S BT IS ORAT . ORAF (05 SO S IR 2 il =y
399 PR R RN 8 SRR AT TN 8 O ORA A 5 9 B v R B0l e R MR AR 7 o
PG, GDCA 1E 10 RN 58U R AF

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.26. R FH. AT Private Key Transfer Into or From a

Cryptographic Module

AE B R LB EE S, APIE BT A Z0UEE St BIRIE A5 3 1) 3 S i X
Ho TG B3 M ATE R RGBT =20, JEXHEAR 2 HIRA MG B AT X Fon
A Be At BNE B EARRIAA M X P, SR DA MERERARRN S, W% &4 6
T

Private keys are significant. The private key information must export to the cipher storage area of
certificate carrier. The export of private key is as follows: GDCA must split the key into three parts,
encrypt them using symmetric encryption algorithm respectively and store them in storage area of

88



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘LIE%%%W‘)I_IU (Vl. 6) ﬁ}i

certificate carrier. The import of private key is as follows: GDCA must decrypt three parts described
in export process, combine them into one and import the key.

6.2.7. FAATESRLELELITEME Private Key Storage on Cryptographic Module

CA FRGIIFAEH L 25T LA ST A7 TP P 532 50 3 A 0 1 DA AV ] (R R A R
P, BRI /D A FIPS 140-2 = R bnik ok [ S5 2% %2 47K .

T 2244 EV ARREREZIEHIT P A HI R B 2 /0575 FIPS 140-2 —
HRAE B[R S5 22 K

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. EIEFAEHKI A Method of Activating Private Key

CA WIRVHAF I T i ps e b, oG B %18 CPS 26 6.2.2 WilkAT /0], I
HARGAE IC REMEEN T, Wi 3 ZEFRER Y, WAEHEREHFmA PIN
i, 7 GEWE FAE o

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

6.2.9. MEBRAHEBGEIREK ¥ Method of Deactivating Private Key

EIE B A AT H QR B R RS SRR S AV, TR IR, &
BB R FEN Y

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

6.2.10. HHBFAHKIH ¥ Method of Destroying Private Key

RIS, B0 S AP R A SR s B A e, A R AR TR
PEIRSEREEL PN, 22 B I A b U B i 7 3R B s R TR AR I A Y
I BB 1C REEBABIFETAE. [, FraHTHERHK PIN 4. 1IC R
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2 AT S

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11. FERLBLEAPRAE Cryptographic Module Rating

GDCA it JH | 5 i A8 2L =) b vHE AN VF 7 F 2 A0 7

GDCA uses the cryptogrammic products approved and permitted by OSCCA.

6.3. BHXNEFHK H b F W Other Aspects of Key Pair

Management
6.3.1. A%HERS Public Key Archival

Xt ARG A B~ B EEE HEAT S I (R VARS ORAF, R ORAF IO 2~ S S HEAT AR s,
TRAEIRI 2 2 2 B A E B
HHEI WS, GDCA 1E 10 KA 58 A .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. TP ICEFH B ML Archival and Destruction of Subscribers

Trusteeship Key

A&

Not applicable.

6.3.3. IEFERIEBAMBE LA B BIRR Certificate Operational Periods and Key

Pair Usage Periods

EBABIARE CAINE24i81s (CA/Browser Forum) @it www.cabforum.org &
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ATHIAER 9.4 HB 2 A ZRA — 2o

NAPRALH A YRR S P A AWM G, EFFA e R — 2.

XL HBIES, KA R RIS AR N A T T84, RrAE
FIIBR AN L UL A RAYIR - (B, N T PRIEAEIEFS A RAW N 2844 145 12 AT ASREE,
S AE P I RR W] BLEEIE S PR RO R LA

XTI B IESS, KA R REIEBA BN A AT T nEE e, A8
FIIBR AN L UE S A RAYIRR » (ERE, N T PRAEAEIEFS A AU PR 145 2 AT AT
AN A P YT BR ol AEGIESS (194 OYIRR BASE o

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

WANEIER AR PIEBIEE CAER, IEBRIWE, 4 FHEL&MHBN T,
FOVFASE 25 N X IE T AT . (HE B AN Re TG BRI A

SHFARIESS,  FCA N o S8 U - 5 ) fec KA i BABR 2 F

XFF RSA4096 fi7 CA iE+:, HEFX MK AR VFE AR Z 30 F

X1 RSA2048 {7 CA UEFS, BN K R AR Z 27 4

X} ECC384 it CA iE+:, H B i Vi AR R 2 30 4%

X} ECC256 iz CA iE+:, HE X R vl AR 2 27 4

Xf T RSA2048 i EV A4 EH, HEYIN KR v 4ER 2 39 M H

Xf T RSA2048 iz EV SSL fIR%5 #RiE+s, HS XS YK SR VFE IR 2 27 A

Xf ¥ ECC256 fi. EV SSL k%5 asiE+s, X A o vl F4ERR 2 27 1 H

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

For RSA 4096-hit CA certificate, the maximum usage period of the key pair is 30 years.

For RSA 2048-hit CA certificate, the maximum usage period of the key pair is 27 years.
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For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 2048-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27 months.

6.4. BIEEIE Activation Data

6.4.1. BUEBIEK =S4 RZEE Activation Data Generation and Installation

TR RVE I A, TEFSUT P A7 A 2 B SO B D ORI 2 A mT A, AT Je 4
AR . Wt er . R A . BB AR

CA FNH MBS B, D25 H B S A0S B o SR s B A I Bk, ™
AT AR 0 RAVER . 3T PRV R EOE & s, BFEH T T EOEBRE4 (DI E{E
BELAIRHBE) . USB Key. IC R fli F1455, #J0FE 2245 AT SERIAEE T BEHL™ A

GDCA F=AMus s, BFH T FMEIEBM D4 ((UEEEHEFE R,
USB Key. IC RI{JBfE 4%, #BRRIESR A T SEMIEE FRNL™ 4. X Bein 5, #6
FEIEIT AT AR T S, BIRES L S R AT . MR A AT e KT AR U
A8 FH 0S50, GDCA U ' B ATRET 1B L.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

> T RPN 1% e A7 5 W B
> EB 12 MR

92



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-u\iiik%%mmu (Vl. 6) ﬁ}i

G DA

ANBEAL SR 2 AR TR I 745
ANBEFIERAE A (142 T AH )
REEMEAAH. BHIESH T

£/0 90 RIBH— X E Y

ANBE -5 HTPY K 1 A AH [

90 KA —IRIK 7 44 A

FER 90 R N AR ER K

EP RGBT 240 5 RIUE BNBE K

YV V VYV ¥V V V V V V

A\

All the protection passwords should not be guessed easily
»  Contain at least twelve characters

»  Contain one number and one letter at least

» Not contain many same characters

»  Not be the same as operator’s name

» Not use birthdays, telephone numbers

»  Modify the password in at least 90 days.

»  Cannot be the same as the four passwords before.

»  Check username and password every 90 days.

» Remove inactive account within 90 days.

»  After failed 5 times login attempt of certificate system, the account is locked.

6.4.2. BIEEIEKIEI Activation Data Protection

Xt CA RV RIS HdE 00 s s 12 vy e (1 5 3001 A R Al
i, MHEE N RISt B E K.

VI A B R 22 v SRS R A, AT 2B R, B ILE LR
BEAT A, AR AR . A RAEASIT A 1 B PIN RS GR AL TLRE, 1T 77 Ni%
HORE I LB PIN 5, By 1B FR B ey B . W RAE T 7 8 A AR AL R AL B, 3T
JUH R R B AR A N AR G RN Dy 1A R Z TR, NMiZ4
HON S B AT 2 2

\an

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.
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Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BUEEIEHIHABITTE Other Aspects of Activation Data

MAHIRE B AT AR, AR AE R R e T R R gl Bk
FEEZAGHEFE . S AR RUE A .

AL IROE B AN T 2  BOZAE R, IERIEA RS R e T B A e ik ER AL
FERRRUE R, BB AE R VR B AR S B A B B R R AT RS R 1) 40 B
HAER, HANC SR 1A I TEAR UL U«

BIEP|ZAHE, T REUEBET P EGESER R A A, MR

1. TP HFEEIEBR A4, BRI E R

2. TR FLVHEL IC R USB Key 114, BT AR IR ML 55 N FH 1) 75 2B I
TR, AR 3 N H G N TS

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some or
all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

94



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘LIE%%%W‘)I_IU (Vl. 6) ﬁ}i

6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. BRI ENZEFHARER Specific Computer Security Technical

Requirements

GDCA R%iMMfs B, HRE GFBIEREHN &ML L EFHAM
Tud DAAE BB A (R INEIRSSE B M), SR 1S017799 15 B 2 4axhriE
B DL B FABA G (15 B Abert, e H AT e B M A8 BRI R, EI8 s
P DA B RRNE . EE SR AR GO SRR RIE. B
A AR RS N RS AU B S Il A

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA,; "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology,
standards of information security in ISO17799 and security standards of other relevant information.
GDCA draws up comprehensive and perfect security management strategies and standards, which
have been implemented, reviewed and recorded within operation. The main security technologies
and control measures include: Identification and authentication, logic access control, physical
access control, management of personnel's responsibilities decentralization, network access
control, etc.

SEAT PR R E R BSAEN L], N EALIE RS (B CA 5. RA R40) ViHL
BRI N B3 70 BCE—FROT P K P FR U7 TR AL R BR A1) AR AT AR HR 53 25K i e SRR o U7 7]
IR R 44 14 BLRBCFAE B R BRI

AL AR ) 22 e B WIR CA AR SO R G e LA P )
ARG, AZBIREHEBTI
Dual-factor authentication mechanism shall be utilized in the login process to validate the digital

certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization..

b RGNS HAM R G HE D &, LRGSR G R E . KR B R
BHLE B A6 5E (0 B2 FHRE > o0t R 28 1) U5 1) o A FH 917 B3 BELLE AN AT I AR AN AR A2 77 22 190
2, REIDT AP RGES . A CA RGHERESEHATN . ALETHTE. U
EERS-OIE VNI Gl B ] OV -/ ¢/

ARG 7 EFA CAIN Y 2$LIE (CA/Browser Forum) B www.cabforum.org & i
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ff1fE7g 16.5 HB/rAIZEK.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser
Forum at www.cabforum.org.

6.5.2. HEHLZ4LTFME Computer Security Rating

GDCA MRHVEBERA E I IIRE, IR E KA 2 EHM TR, L%
LEEHIFE

GDCA HINIF &%, @I T H K E R M 2 w1,

GDCA FIWNIERSGE . THENL I 2% 22 4x, REAF t I SO %8 BER 2 8 3T IRHAE R
iy PENL WS ZARAT R H A, PRI ST R LT FEN, MRS
RG AT T i

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.

6.6. A=A AREH Life Cycle Technical Controls

6.6.1. ARG KIEH| System Development Controls

GDCA A B vt AT A i eI LA JE 0 -

1 il AF NSRS B S RE, FREOR TAE N R A % IR R AT
T T A ) A S SR R B A B 1

TERREF S IAETE RIS BEAT PR R 5, T F IR 08 1A P e
AR B AT AT A B TE LR & s

5 = 5 IR N A

o c w D
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6. 224 R BT AT SRR

[Fli, GDCA HIMUIT RIERAEMNE, 2% 15015408 HIbRAE, HATAHSE A HLRIAITT
R
Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. HEEHEH|

Security Management Controls

GDCA MIE R G HIME B 22 A BE, RS A5 [H 2 85 A0 B Js) (KA ORIs AT A BV F
ATHRAE,

GDCA AUE £ Gt iAE A BAT PR R I8 T, P 1) R G 25 7™ A BRI =
A AT ZAFUE R, ARFE SO G2 e FAE R I AT AR S DR IR AIE 3% .
GDCA & X I\ IE R GEREAT & HIAAS & 1 e 2 APt o

GDCA R Fi — P RIS B BEAA SR I R AE L RGMBCE, AR LR BERUIE L.

T AV 4 BRI BT, AT 2 MR, AR & R EWMAR,
FAAE 22 A RTR S o IS VA SR AN 22 2 B A AE SN b (K 2 IR R, AT R4
RIS . 2B IR

GDCA \UE R G PIAT R e TH R LS, IR IR A FEREAT AR BRI, S 0 23T
WHR B A 5 224 (15 BAFTE

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
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after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent
unauthorized modification.

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. AR Z4%] Life Cycle Security Controls

GDCA NIER G I A e g B v REEERI TG R, FLrp g 7R, BEHE
i A I 2

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKIZ4EFEH] Network Security Controls

GDCA AIIE F 5K FH 22 257 K B AN W 45 B e A RGO IRA, - HL S 52 35 1
Vil FEH A

WIER G RIFCS REIES . BB AR SR E DAY, (R Pl 25 iR T
R GDCA #HU 51 TRt it N GDCA iE-i/lR%5 45 . GDCA iE+5 H %% #%. GDCA
BAETOERET RS

N T HRIN % 224, GDCA MRS RGN EH T NI, 24w e
TR RS0, JFH I TR K AR, A i, B s f N R,
AR AT B A BEAR SR T 09286 (1 R o

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.
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6.8. [IFIAIER Time-Stamping

WIERGM &P R G HE #AE H BHSZA AR RN AR R XL (i AR IR AN TR
R BT S A BT I TR B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. iEH. P BT RMIELRIE PRSI Certificate, CRL, and

OCSP Profiles

7.1. iF3 Certificate Profile

GDCA IE 15384 ITU-T X.509v3 (1997): {5 BRI AL Hik-Hk: WIFHEL
(1997 4 6 A) #a#EA RFC 5280: Internet X.509 /A FH%:AE it iE 15 A CRL 4544 (1999
1),
EV iEF &/ 5 3 A ) X500 v 45k, HLH e B AR 1 PR R R T IR .
GDCA @il CSPRNG EfiK T 0 HAK Ry 64 AL SIMERIIEBF 515

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

RK-EV UE PG5 1 A3,
ik B B AE 1 PR )
FAS & W] X.509 EH R A, fH 9 V3
P55 TEAS I ME— bR R4
A48 B RAE TN A 24 500 (L CPS 58 7.1.3 1)
%k DN BRI EL ) 44
FROERGHI | 2T EFrE AR UTC), MAbsefa[E2, % RFC 5280 R ZwmhD
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Globed Dligital Cut
GDCA
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AR IEHS | T EPRE R E(UTC), Fdbati R, 4% RFC 5280 ZR4wmAY .
A5 ABR 1 1 B A A% CPS B R i«

/5 DN UEFSREA BSR4

N HR¥E RFC 5280 4ihd, A CPS g &, #HKERE CPS
578 R

Basic domain of EV Certificate structure

domain

Value or value limitation

Version

Format version of X.509 certificate, the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CPS section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity

Public key Using algorithm specified in this CPS and according to the encode of RFC

5280, key size meets specified requirements of this CPS.

7.1.1.

hz4s Version Number(s)

GDCA iEFif54 X.509 V3 Wil Fitg =, AAAS BAF AR UE TS RRA RS A= Y

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed

in the version field of the certificate.

7.1.2.

MEHEH B IR Certificate Extensions

GDCA [ 7 X. 509 V3 FEBAR AR Y FRITCLAL, I fEH T B & X3 I,
WEBY EIHESE IETF RFC 5280 #rifE, JE4#F4& Guidelines For The lIssuance And

Management Of Extended Validation Certificates ffJ %K .
1. UEFARAED
® IETBiRA T (Version)

100




[ LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV )LIE:FBEE‘%_U\)LIE%%%W‘D_IU (Vl. 6) ﬁ}i

] X.509 IEAS A% A, fE V3.

® iF1ifF%5 (SerialNumber)

Hl i1 GDCA 73 Fo 45 iEA5 iR ME— I 807 UFR IR T

® A BHRRFAF (Signature)

R7E H1 GDCA 22 Kk i 25 44 i

o KM (lssuer)

FASRFRIRZE R UE-Fi ) CA ff) X.500 DN 4 7. Bl GDCA &A@, AiEEE. &,
. WU, AT, REAH 4 .

CN = GDCA Guangdong Certificate Authority

OU = Guangdong Certificate Authority

O = GDCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

® EHAXEY (Validity)

FSRAR S UE T G ROH,  AHGIE P IR aG A 2800 H AN 18] DL A 2R 250 H AT [6) .
RO HIUET I, 5 EA B UE T2 S AEA RO A -

® {FPH/4 (Subject)

o UE B E I X.500 ME— 2 7. GWIFEK. 4. W, Wi, BAETIAEAH 4,
AL email HitkSEAN NS B4

® FPEFAEE AT EAMGE (subjectPublicKeylnfo)

IERRFE & AT EAE B E S WA EEGEE: BB EN QI EHNE: AT
PR SEEARRTT . AR IR & AT P HEIEA hash Fik.

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and
conform to the requirements of the Guidelines for The Issuance And Management Of Extended
Validation Certificates.

1. certificate standard items
® \Version

This field describes the version of X.509 certificate.
® Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.
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® Signature Algorithm Identifier
The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
® |Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
® \Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

® Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

® Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. UEFY R

®  MURHIMIZ AR INTF (Issuer Unique Identifier)

I FITE 24 [F]—A~ X.500 4 7 H T 2/ MAUENURT, F— LURE = 75 B kM — bR iR %
R4 K X500 47

® T EEHIFRRFAT (Subject Unique Identifier)

PRIk LE 2 A — AN X.500 47 HF 2 /MEBRFE &I, FH— R R/ ok — bR iR
UEFSRFAT & 1 X.500 445

® ML (key usage)

TESMEPINME: B8, AT, seine, Bdenes, SHmisl 56
IEIER%4, ik CRL %4, R, Rg#E, R4,
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® CRL KAk
i1 GDCA f87E 1] CRL KA /5.

2. Certificate extensions
®  Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

® Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

® Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

® CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA

3. HEXY I

EEXEAN R HIE 58 I 2% 7 oK, GDCA W] R i 8 L —Seg JR I, A4FHAMR T
e

o RIS HTERRI LR 5.
MW F T Rom A H LA AR
TR S HTRs ek TR s
FEEEIdiE S H TRk E 5
BAEMRSS S UERMURBUR ™2 T AR RIS B — g 5
WA EIUE T T RoR AR 5.
MANEUE TS HTRRE RS0 eSS .

3. Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

® |nsurance number: It is used to indicate the subscriber's insurance number.
® Organization Code: It is used to indicate the Organization code.

® |C registration number: It is used to indicate enterprise IC registration number.
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® Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

® Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

® Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

® Resident identity card number: It is used to indicate unique number of resident’s identity
card.

7.1.3. HBEXZFRRAF Algorithm Object Identifiers

GDCA 25K HIEr, B HEIEHIFRIRRT N sha256RSA H1 sha256ECDSA.

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4. I Name Forms

GDCA %5k HIE A R XA R0 Y 258456 X.501 Distinguished Name(DN) )%
5l 4 2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. Z#PFR#| Name Constraints

TERE -

No stipulation.

7.1.6. IEFRIEXTRIFIRAF Certificate Policy Object Identifier

GDCA I EV L3R AL 55 Ik 5 SRS IO SARIRAT o

IE-PFRRFFRF & CAMNI 2381 (CA/Browser Forum) it www.cabforum.org &%
HITERS 9.3 #hAIIEER,
EV certificate issued by GDCA shall contain certificate policy object identifier.

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.
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7.1.7. SRESRRHIY R INA A ¥E Usage of Policy Constraints Extension

AEHT

No provisions.

7.1.8. SREGRR BAFHIEVEFIE X Policy Qualifiers Syntax and Semantics

AEH .

No provisions.

7.19. REFPEMET RIAIABIE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Al PKIX ¥l —F,

Conform to X509 and PKIX.

7.2. IEPFmAEFIR CRL Profile

GDCA EHI% % CRL, f:H & iffEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1.  KRA Version Number(s)

GDCA HUE T maH 513 K X.509 v2 fix FIE 5% .

CRL issued by GDCA is formatted in accordance withX.509 V2.

7.2.2. CRL Ml CRL 4% H¥ JBI CRL and CRL Entry Extensions

GDCA HJIEH 8417 (CRL) & —ANir A i [ 80F H & 24 1 & m A iE 15
%% . CRL 2K %& /& CA, GDCA iliid KA CRL #&4tE s & AT IEF RS
=0

® CRL [MhiA'S: Hk4RE CRL MIRAME S, GDCA K12 A X.509 V3 i+

XF M) CRL V2 FiAS

o 4%y, GDCA ¥ sha256RSA Fl sha256ECDSA %544 &1,
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® UKE: FREZKNMNIDN 4, HEXR. A, . Y. BAETIAE A A
N

® ERIE: FRE AN HWYREME, FHRARBIA CRL A (A .

® SURTINE: FEE AN H G, HBARE R —R CRL 4 ZER AR KN H] (4
PR s 158 P %480 .

& MEIEHAIR: FHECKMHIERIIER. RIRSEFUERTFHSFIES
TR 1) LRI 1]

®  MRHNIFIEARIRST (Issuer Unique Identifier): IR iR I RIGIEAE CRL L
B ATTEH . ERednlF— CA R AR,

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELIEFIRETMI OCSP Profile

GDCA XH IETF PKIX TAEHIF KK —MELIEFIRAHL (Online Certificate

Status Protocol, OCSP, RFC6960), %W E X 1 — FibntE B8 KA R A5 5 k% =X LA
WIEF S B HARES 1. 72 GDCA B J7 Pt T4 OCSP 2 iy % /7 ¥ J- 4% i GDCA B J7 M
i KA OCSP #AE U I BEATRCE, BRI {1 H GDCA HIELIEFHIRAS A IS5 . GDCA
2R 1) OCSP M B 2 /55 LR i i) OCSP AL AT Py 25«

® \Version: 7/ {# H] ) OCSP WMXHIRA 5 GDCA HIELIEFIRZE I v1
o
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® signatureAlgorithm: %5% OCSP 5323

® responderID: %%k OCSP SEAgk . %k AFHIN SHAL Eds i ZAE Ak 5
4

® producedAt: OCSP i i A= i (1 H 3 AT 8] 5

® Signature: OCSP I %y 2 B 7254

®  Nonce(—RPERALEL): TEIRZSIE R B AR —1 requestExtensions 7% & Fl 1
3 S H 1) responseExtension A8 & H AL A — R MEREHLEL, B ik E S

® ERIRES: IEPIRHCIRES, BEER. mEAAR.

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderlD: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message

® Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

® Certificate status: The latest status of certificate, including effective, revocation and unknown.

7.3.1.  hRAE Version Number(s)

RFC2560 & X ] OCSP V1 A,

The field conforms to OCSP V1 defined in RFC2560.

7.3.2. OCSP #" I OCSP Extensions

TEAE -

No provisions.
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7.3.3.  OCSP &R A R4 FE Processing of OCSP Request and Response

—/> OCSP iR B & LA N Eudl: PhBUiAS . IRSSER HAREBAR IR AR Ry

FEARS— MR 5, OCSP J 55 i Wil S i 1EAT I A «

o (5 IEME 1L

® i IR 55 A AT B4R LF SRR 55

® IERAE TSRS ST EREE, MR AN 2, B4 OCSP
R 55 SR A AR AR R AR, R BN E [T R

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PR KR 2 AR GDCA IERZE A& STy &4, EEPIEPRS 0.
WERAR OREE. RE1. IR R H BURNE 4Hk:
® [HEIRIEMIIRA
M 7l 55 4% 44
Xof 17 SR SAIE A5 1 [
Y
BLF IR R RS
xRl A5 B LA JE 2844

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
® Optional extensions

® Signature Algorithm object identifier
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® The signature after the response information is hashed
GRS, OCSP RS i ol —MEEEE R, XEHREEBCA GDCA %
RBEEHRZE S B R R A,
K IEAARE AALHE R (malformedRequest)
R4S R CinternalError)
WM AR (trylater)
TEL Y (sigRequired)
AFZHL Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized

8. NiE ML # 5 i+ 0 H /b 3¢ f5 Compliance Audit and Other

Assessments

8.1 45 B M R EE H Frequency and Circumstances of

Assessment

GDCA FREXPIE iz B AEEH] . B PAT R ST — IRE# i, YA
B e SEPR R A NG DU B S T0E bR . R —E, JFIRAE S B4 AR BUTS); BFEA
FRHEAT — BV B TR E AL, IR A E D> 3% HR 1 EV SSL IS5 SRIE AN
EV AR A UE AT VPG, DMRIEIE R RS AT SEME . 22 AT 2t

B 7 A ERH TEAPEAL AN, GDCA JEBSTE ML o T g 55, #% WebTrust X
CA IR AT 1 & o AT P A -

1. MR (R NRSEFIE B2 AE) . (BT ERSEHINEG) FMHER,
B — IREE S B M TV AL G 2
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2. GDCA LR E R EE I TN ESR . E S RAREANA CPS 1HILE S fitiis & A ik
55, RN TR A TR RE, R DIPTSR fE H %, EHEXS GDCA
M BE SR (RAL 3 A5 IV # .

3. GDCA S MALI) B T 55, 4% WebTrust xf CA Fs i, fEef ik
AT — IR ANER H THFIPRAG o

4. GDCA HHEHAT — IR VFAG AR, R5 NHR S5 /NI g, VEAh B S K
AR AT RETE MG BRI, JFVEA H AT AR S . BOR . R G UL SRR 2 15 2
JREXF RS, AR AR VAL, B SEMEFAERRR TR 22 AR . TR A i ) TR

HTHERAE N H B IC R AE CPS 1, JF HEEA CA/NI %4813z (CA/Browser Forum)
JExt www.cabforum.org AAGIFEES 17 30 R AH — 3.

GDCA audits physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly to
ensure the reliability, security and controllability of certification services. And should extract at least
3% of the EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.
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8.2. VHEEMIE B Identity/Qualifications of Assessor

T TR PR N

%

GDCA MM & 71, M GDCA %A HNEZE i1 2= 1
BH ETHIPAS /N AT I I T A

GDCA P& MBI T, RLZ R DL A B -

1 BAREVFAT . AP FRSIVE LR, e RIS

2. THTHEIGERLAKRR, BEMSRAER, PKI HA, FrlERERE

3. A&KE RGBT RN L AR T A

4. BEAMSIH IR

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. M E S EME ZHEKIKLER Assessor’s Relationship to

Assessed Entity

1. GDCA 81t R G5 ANIM B RGE B 51 M5 3 0L S5 HRAE 5 i) CAE R AL ANRE

=
Ho

2. ANETPALE (E B T ML T S5 B DA H AR ALRY) AT GDCA 2 1) 2
MSLIRAR, BAAEMENES . WAk, B e R R F o & L LA A
BN, AL E RN LIS, AR BN GDCA #HT 1P .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.
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8.4. L2 Topics Covered by Assessment

GDCA Hta (i TAEIE L P2
A N A5 45 3 70 4 1 S i«
2 3B TAERARAG L R 545 3 ™ A8 5
T A% CPS. K25 BUVE I 22 4 BERIF AR 55
4, FMHE. ER2ETE, REMFENRE,
5. R AFIEIA AT REAFLEN 22 4 X .
5 =07 T IT %55 i WebTrust For CA FIVEIIZIR, X%F GDCA HHAT UL & it

s

1\

w
M
/

/

GDCA's audit contents include:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHEBEASAREXBKIER Actions Taken as a Result of

Deficiency

XF ARG B TG R P i), p e VA N 2H A BT B X L e g ) ST AT HR RE R T
AT Vb 55 SO R 58 35 B L o S8 RO B TS5 RIS 5, A HRBEHR ] 75 170 B 1 PPl /N
PR 45 ik T AR e R A

X1 GDCA BBUEMMLA M T 255K, WnZ AU E/EE T3 R 4 CPS 2 GDCA il
5T [ HABNE 5 BTG 147, GDCA K4 LARIIE, FARL5T 4 H A R X 2647y, [Fli
R GDCA MIZERIHAT A5 Rk VS5-I AT 15 7 S IRV E LA, GDCA K21k
XTAZA U 1) AR 5547 B AL

S =5 AT S SS BT Al e S, GDCA %M TR T 80, FF e Fk
AL .

Audit assessment group monitors responsible departments for improvements and complete status
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of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. ML RKIEIESE KA Communications of Results

GDCA 18 T 25 SR [m) A LG & HARE B 1T LA B P18 A FRIE 5 LG AT 1E 208
e, XTATREIE AT AR R, GDCA B B [T F s o

=M BT e RS, AT R TR EE R, R www.gdea.com.en ik
BEAT AR o ARART S =07 MR VP Ak S N 0P 25 SR e SRAURME B, AT 2502 5 B 1 1)
GDCA FKHAANH H A7 3%, H1EAF GDCA KIH &, 48 5 A MU 4k GDCA {4
B AEIX T3 TH VAR«

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. VR H AL S22 Other Business and Legal Matters

9.1. %% H Fees

9.1.1. FBPXKRMEH Certificate Issuance or Renewal Fees

GDCA AR LA L I AEAH AR 55 AU P30 P et Y, AR Bebs
HERRIEAT W T I BB DL E o FEUS SRARUEVE B Y, B AL IS SRR HERI 1 L » GDCA
ABURAE T IZIRDL,  FTXEASFIT P R AHE AN R] (i 2 S i pe A 7t

R GDCA 22 & B4R BN kS AT GDCA A AT AE A —80, LAV I
% it

113



Il semrnnnammas

T GDCA EV FPH-FIAIFNL S (V1. 6) iR

GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper
limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. FHE#IZR A Certificate Access Fees

FEAEBARAAN, SZIEBE ST AW, HAT GDCA AR E A, RIEH
FHRHIRIFR TR K, 752 GDCA SCATESMI e, GDCA K5 F = ik s W 2 iU
e

W SRR R I R B A E 281k, GDCA ¥4 Kk 7E W www.gdca.com.cn
BT R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

0.13. IEFBHEBRBEENE MBI Revocation or Status Information

Access Fees

GDCA X FE+: i S ALRES A, H AT AU 3% F o BRIEFT 32 H BOHFIR 7 5K
% 22 GDCA SLATEAM 2 A, GDCA #4-5 FH P 0 ms WU EURE 122 AU 11 9 FH

an S A AR 15 B A I 2 BUR A AT 2216, GDCA K 23 B I 78 [ i
www.gdca.com.cn b F LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).
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9.1.4. HABARS %% Fees for Other Services

1. WA GDCA AR CPS B A S IME ML SRR, GDCA 75 2k
HI R 0h 7 A P I 38 R A P T A B

2. GDCA M1 Fi PR IEBAEAE N B A G S5, GDCA 1 51T 7 5 Hoft s
IR B WM P FE B I 4

3. Jifth GDCA ## el rlaedR kS H, GDCA K& S A, HEH
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBERME Refund Policy

GDCA XHiT P KB 97, Bk 7 15 B 17 A0 53 2 ) DR R s Bl T DGR SR A
GDCA ¥JARIE I FATAT 3 F o

FESEE PR E S ZAE BT FE s, GDCA 57 M™% AR FE P RS ms . Wi
GDCA & T 4 CPS ATl e I ST B & B K 55, T ] LAZEESk GDCA M iE 5 9%

IB#K. /£ GDCA M4 7l P HIET G, GDCA K437 BPFELT oA HE % UE 15 B 2 A ) 9

FAURIE AT P

ISR R W AN BR AT 7 45 31 e R

SERGRFE, 1T RS FZIE TS, GDCA Kb 7t Hk i it

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.
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9.2. M%3AE Financial Responsibility
9.2.1. fREETERE Insurance Coverage

I TG IE 34 GDCA #il G, BT, Wiy & seiAay L GDCA 7&4H
W2 T (V28 B8 S TR A1)
® GDCA MEPH I KA P LAMYSE =77, SEOT 7 BUE A7 8 281 1
o TR T RRMIENME Bl Rk, GDCA RIS TIRELR TUET, S8UKHT
T SZ AR
® GDCA ARFEUEE R FHEH Bid (5 BT M2 K T HFIES, S80T 78
AT 2RI
® i GDCA IR SECE BAHRE RS, G, BT 7 B0 o 77 8 241k 1«
® GDCA AKAE I MAIET

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® [f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

9.2.2. HABIFE Other Assets

AEH

No stipulation.
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923 XWEBRAXLEKMHEKEHE MR Insurance or Warranty Coverage for

End-Entities

GDCA UiiE )z 74 CPS e MIER ST, WEFIT /' 4Ky & sk nl LL i GDCA
RIS TT QR A e Tt RIN . fE4 GDCA HiIAG, B LA AR AT G 4%
T A2 PR A 0 T

1. GDCA Firf5 I LSS A AT 9.2.1 FflE I IREG T L, W2 &A1

TS EIR, e FRRTT LA GDCA HRAETS OLEFilE, GDCA
S BT JS A B R R AR DG S
2. GDCA RETEIE5 BOUPR P AR 2R 8 43 54T

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FfEHRE Liability Exemption

1. A FIERZ—I, 4%k GDCA Z 5iT:

1) ITPFERTENEH GDCA #FiE 5, A an ™ X552 —H:

2) TR XSRS, SR, WEFRIOMELRIE B, ASHRALEMR . TR RIS

3) PN HZERE GDCA Frr KB IE BEAAM CRY PIN 5, A73MtK PIN 5
SR IR E AR B A AR

4y AT FTEN E ORISR Bl R, NS AR 1A R G

5) AT HIBHRFELENERIE DA RERE TR O KRERN, N4 & %A GDCA
FAHRAETT, H 2 LA 2 A1 2 4 R

6) VTP AR F B U A A 0 S SR R A VR RURAT O S . AR
F51Ey GDCA HL 5 {5 FH ¥ Bl 41 10 A AT AT FH e 456 FH «

7) AT FAENE AT R A A ZAE T R SR BT Rk Bl
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Wi BERES . B AR ECTIES
8) I A U HRE R E Fa it ] GDCA B ihlh 5552 B ri s2 IR 55 9%

1. If one of the circumstances below has occurred, the responsibilities of GDCA shall be
exempted:

1) If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

2) The subscriber has the obligation to provide real, complete, accurate material and information,
and forbid to provide fake, invalid materials and information;

3) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at discretion;

4) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

5) If the subscriber has known data used for making electronic signature (private key) has been
compromised or may have been compromised, he/she should inform GDCA and related
parties promptly, and terminate the use of data used for making electronic signature;

6) Subscribers shall abide by national laws, regulations and administrative rules and regulations
during the use of certificate. Subscribers are prohibited to use the certificates out of the scope
which specified by GDCA.

7) Subscribers must use the certificate within the period of validity. Subscribers are prohibited to
use certificates that have compromised or may have been compromised, expired, frozen or
revoked.

8) Subscribers have obligations to pay the service fees to GDCA and local service acceptance
points promptly.

2. HFAHHUERT SEECTUE R R R . IR Tl AR, BEE. &
1L B M E IR S5 s AT MEZ “AATHi 7, RIEARTUL. ARl %
FARETE IR A NG OL, AR EAR T
1) ERUREFEARKE, QR KR, B, A, S, duk.

o, B XEBERIR,
2) MR, MR FFMFBEBUFTN, BRBUFTUOH B R HATE
P, R BT BEELSA SR .

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure. "Force
Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances, including
but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
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2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. GDCA 11 £ Bl WX 265 e b S5 AR R 1 3 BB e B R R SEIR . k. .
R R, o Kb eI EERE BRI ATFTIUE 2 “ BRI 5] &R
R FEEAN R T

1) ARHLI7;
2) SREERALLENE 7. HAE . EIRERITmEL
3) MRt

4) GDCA 15 #% Bl Y 45 i % .

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLEHMENE 1 SGEE . ERE B IE T GIESE 55 RN, A7 45 2%
A

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. %15 BRE Confidentiality of Business Information
9.3.1. fRE{3 BJEE Scope of Confidential Information

7£ GDCA it LIRSS, LU E BN IR E(E B

1. GDCA I T 2544 S 5 5 5 o

2. WO AMHE. REBHE. BRMBHENEE, X85 EH GDCA
MAREGER, RAZEH T AN EE AT UEE . BRIEHESR, AT
/,

ATANBRAG
3. Fiftah GDCA A RA (RAFH A ARIA T (5 BSHUIRE, BRIEHTR, Fili
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In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ABTHFHEER Information Not Within the Scope of Confidential

Information

GDCA K LA M&E B AR E R
® 1 GDCA KATHIUEFH CRL H 15 &
® 11 GDCA Hf. CPS iR [KIE-Fi 5 PRI R
® GDCA ¥n], HA3 GDCA I " Jifiifl, 1£ GDCA sl A JF R AT HIE S o
® Hfih: GDCA {5 /S AR R E R TR0 Ik (0 30 AT FH S
GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. RPEFES E KT Responsibility to Protect Confidential Information
GDCA H ZEH R 5P AT 9.3.1 e MAREE BN TTS X5.

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.
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9.4, MABRFRE Privacy of Personal Information

9.4.1. FRRRE R Privacy Plan

GDCA % HUEA T AN NBURHI B, PRIIE 5 28 8 SO0 N BURIBEAA DRI (1
FRIE KA. AN, GDCA Kef bR 2 PRI B3 7™ 4% 8 A 22 s AR AR HEXT D N B AL Ze
TIRE

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. fEARNRERAEREE Information Treated as Private

GDCA & A M & BNIEA T T HIERALE B -
o I HIAEBAEM SIS IR TS, AN AR
® I JHIERARHL.
® ]I AE MR b
o i[JHIRATIK S
GDCA defines the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
®  Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. A NEFKLE R Information Not Deemed Private

GDCA & X AFFHAIR T LU E BRABASUE T 7 (RS S
LIRSS CE AN W

® iTER. BALIE A

® T IE EHhE K MR E G .

® T THIHLTHEAE.

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:
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®  Subscriber’'s name, organization name
® Subscriber’s gender, organization nature
®  Subscriber’s postal code of mailing address

® Subscriber’'s email address

9.4.4. R REFAHITTE Responsibility to Protect Private Information

GDCA A Z & R SR AT 9.4.2 FHUE IIEF HIEE D AR THES X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

945 (EHEAXREBEBK%S A 5B & Notice and Consent to Use Private

Information

GDCA Hf R HUE 4 P RO IE T 7 AN NBSAL, JERERECT 521 22 4 T BUR Y
CAFHR N NS B o BRAFMRIEZ R BEUR 1 sm I vERUE , RS ENEHIT T VFn]
Z Tl » GDCA FRAEASACIES T 7 IBR B A IEB N N BRSNS N B B e fitea
KIHE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

04.6. RERBITHESFKEEIEE Disclosure Pursuant to Judicial or

Administrative Process

AT E GDCA SEHEARR. (k50 HI ARG BN, GDCA & #2fitan T

WPRERER.

WP A NI 34 2 (i 4s 2

1T % GDCA 3k 18 5 15 1 o

GDCA R ER Pk N R AR AE B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:
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®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAbfEEHEEM Other Information Disclosure Circumstances

UARAEASIT 2R GDCA SRR ISR 2 7 SRR S5 BRIl =5, GDCA I 5
FHEAE AT P I R 44 AR 27 bk 4505 SR A28 = i 25 A v

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFEAL Intellectual Property Rights

® GDCA = IR XHIEFLL K& GDCA $E 4 1 B A AR 1) A5 AR = B

® GDCA XM THET RGP BAFTER LA FlE 5 AL

® GDCA 1ALk R AR R G

® GDCA W LA —YI1E 548 GDCA 7%, K% GDCA HiftiF, A
ABEFEH T AT .

® GDCA KATHIEFFI CRL ¥45% GDCA SCHECHIIM 7.

® HNEEEHAS ALy GDCA 7.
® JHRFKIR H 3t GDCA srh [F SR B 44 (BLRfRIFR DND - BL A AZ sk A Al
95 2 0 SEARIIE S, ¥ GDCA [ 7.

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.

® External operation management strategy and specification are GDCA properties.
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® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.

9.6. [FRE5TH{R Representations and Warranties

9.6.1. HETINERSH AR 5HHE CA Representations and Warranties

GDCA TEF AL I T IAEIR S5 & B AR o T 7 (KR v G T

®  ZRZGIT P MIET R4 GDCA If) CPS AT A L PEEEKR .

® K EEFT FUERAE AT T AN, REFEA T LSNP EIE S A RO A ] S
E

® CKLARHE CPS IR KBS MBS IET

® RS UETI S, K SR UE S R A BT A (A 2

& AEREHENFIEIEBEE TR R LML B (B, EEams, #15
TR A A BB RN L B0 Hrifeda K 1P ik 40 18 A AL R
AL 5

® IOUEHIEF AL TUE T R AR i ARR ARG TR AL, DARR Hhil 3 i
WEA

® INiFUE AT AL A I A ERE B IERYE (organizationalUnitName 15 2. F&4M);

®  RHUIGIE R it LU /NIE T3 18 “organizationalUnitName” d1 i 615 [R5 B AFEAE
DR REE

® fiRYE CPS 3.2 (Y ZR I IE B A I B 4735

® 7 GDCA 5il P B XL, W GDCA il PR AEA S H AT HuAT IIT P B
T I P A CARN Y2818 15 K AT 1Y) Baseline Requirements S5 253K; #7
GDCA 5T PP N[Rl—SEAREAT ORI, ) H i AR S A al A H 26

o XA AR MIIER A ARSE R CHRECE M) BoL L4 2RI

(24x7) RIFHIE B .
IER AT KA fG, GDCA SRIERRAZIGUERITT FHE B AN, UETH AR P15 EAT
SEHER 1) o
GDCA AT P IE 5 /& 75 L1 2 BTG A A T, 3T 7 MO 7 AR BT P B SORIAR
ST W ORAE T Fo VA FH I H B9

During the process of providing electronic certification service activities, GDCA makes following
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commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

® Verifies the identity of the applicant according to section 3.2 of this CPS;

® Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates;

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. VEMPMIKIKIR 5 RA Representations and Warranties

GDCA [WHEMHUAAES 5 BT I IERR 55 LR A ARV B
® RULLIEFSIT T RE ML R 5E 245 & GDCA 1) CPS I SR PEZEK
® {f GDCA L RGIE I, A2 BIOEMH UK R M0 3 BOES A5 B SIS
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BHEREEA 2.
® EIHIIIKE CPS IRLE, AT GDCA A2 Mmsd . T TSRS B il o

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CPS.

® When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

® Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. TP HIBRR 54 Subscriber Representations and Warranties

W —Hi%5 GDCA 2R MESS, gL uE GDCAL JEMHLIG L AG BUIEFS K147

R FNAEH AR A&
® CUKIZBANHESR GDCA 1 “Hr i+ il sHES” MA CPS Hi A 231 2%
G

® (EIEBMARBIIA BT B r 24 .

® i )EHIF LRI FIEMY U SRR B AR Hk. se BRI R, JERUKIE
AR AL D& 5[5 B AR TE.

o WUIRAAEIN, AT AREA M DA A DT 1A SRR AREEA
PR AR AN SERRIR 5388, 18 %1 GDCA B AIIE R RS .

® ST A S o~ BT N B T HEAT MR IRRE A, AT H EEE
&, JFBAESATEAR, AEBRAAERGES GEREAEH. M), IEHrIR
BT A G U5 R AL A

®  ERARLIT AU UEN LR ) A5 P RLE , 1 PRUE A SR AEN LR (B8
AR T AL 55

® LEALTS, BERANIT PRI AR A CPS H T Sk A 26, IFHIZE A
S I DANNE

® LA, TN AT SUE: IR ORRE AL AR, (R AT
BRIARGE, KBCEBR TP A R DT eI Ra Jc hEe . e LR 4%
UL 5

o NRIELEMIRE GDCA AR A, e B, T, SR EART
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SR I [ AE ESORIIE TS R 55 1) 1 o R D 25

® EFFEA CPS HH A FIVE I P Akl A, FOKEIET T4l BAU sl fh
A E

® CRIUZA, GHLMHE MR (IE T AAH IR R MR S

® i EV SSLiEFS, 1T/ SrARAN LS5 ORIE R AEIEFS b 81 th ) 3 8 42 00 B2
JIR 25 2 B BHIE

® X T EV AL IERII 7, & RN 5L, BRI A GDCA HiE ASIE
oo D AEF ARG BB SOV SR HERIIE B 2 IEBHRE A X
IFAEA B R SRR . 3) FIFHRERM, 124D & UE 154 F T2 8 n] 84K
i,

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility” and CPS.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.
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The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

Subscribers of EV code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate is
or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the subscriber’s
private key associated with the public key included in the certificate; 3) there is evidence that
such code signing certificates are used to sign suspicious codes.

9.6.4. K HIFRR 5HHELR Relying Party Representations and Warranties

WSFA CPS WA FUE -

B AIE P 7E 15 19 08 R R340 B A PR A

FEAEBOUET AT, XHE B IS R RE AT I0AE .

EAERGET AT, B A CRL 5k OCSP #iiAE 52 54k 4 .

— Bl T B 28 H AR RLEE 7 G A A AR, OB T IS R T 25
GDCA i R R HATAME, FF HAR IR [H k3 s B & slfth A 481k

o AHEZAAE(TKH GDCA A/ WA, A& . A5, BfFEART
TS RO RS ESORIIE 5 R 55 P 164 0 0 9 55

® Abide by all provisions of this CPS.
® Ensure that the certificate is used in prescribed scope and duration.
® \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.
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9.65. HisEHZMEERSH{R Representations and Warranties of Other

Participants

GDCA MF i FIMIEH S Hofh 2 5 8 4 i dn R K -
BESF A CPS KT FLE .«

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. F{R%.3FF Disclaimers of Warranties

BrA CPS9.6.1 H IR A& %41, GDCA A& HH HAAT AR 2 (0 ARAE AN 355

AEEFIT P E#07. HhS5H5RE A 2.

A%t B AR ) A AT AR BBl R DRAEE

ASKHIEFLE H R H 0 LAAM G R AR AT AT B4 T

SEEFAEHU, WS, B AR 5 FH I U IS5 R T R b B Ak

R T

® i) HixA CPS9.6.3 Z Kif, BUMKIG LA CPS9.6.4 Z /kial, 73LL%
¥k GDCA 2 51T

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. APFRITE Limitations of Liability

EFAT T KA GDCA SRR F T IAE R 55 N F IS SHEShIE Z %%, GDCA
KRNI A CPS9.9 LE A BRI 51 4E
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If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

9.9. I£Z Indemnities

9.9.1. GDCA KIEfF4E Indemnification by GDCA

41 GDCA i /% T 4% CPS9.6.1 HKIRA, HEFIT /. WKM7 554k nf LI i GDCA
ARG DT (8 BLE TR . WL N IE, GDCA A&IHA BRI 2 54T

1. GDCA M IEBHIRMA KA P AN =07, SEAT sk 7 8 2 51 %
iip

2. TEIT RS BB RN . JBSERUIESL T, GDCA 2K HIUEH H L T HE R ME
B, SBAT ko 2 85

3. 7E GDCA HHRIIT F A (5 BB BHEE M B e R I 15, AR AR 1m0 1T 1 28 KIE
B, SRR EZ R

4. T GDCA KRN SFEGE BRI . SiEG MR, SEOT 83Uk E =
TR

5. GDCA Kae i mAHiESs, FEUKBUT EZ KN .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA ssues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with
error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA
still issues certificate, which leads to relying party suffering losses.

4. |If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

7314h, GDCA IEAFRHI 1T

1. GDCA Frf BIIEZ L& AF =T GDCA P $H 1 b FRAEE , iX Fpoks4z ERR AT LA
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2.

3.

F GDCA R¥ENEGLE B2, GDCA 2 5 & J5 11/ It 37 2 388 A AH ¢ 24
FAN.

ST ET P BT 1 SR R A 2k, GDCA ARIH BT, BT 7 sk 7y
HAT A

GDCA RATEUEFA R A 2K 451 R W 2 5T 4E

In addition, GDCA’'s compensation limitations are as follow:

1.

9.9.2.

All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying partyy, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

TP RIMEALFRAE Indemnification by Subscribers

WA RS M 3 50 GDCA BT B Rk, 1T )7 N R H I 2 DA E -

1.

© © N o o

WP BEEMHE R, s ks BRI A e ok, 38R GDCA
B BRI P IR SR B 3 =0 2 5

WP R MoR B T S AR . 8e, WIANRVE Ci . I8 0T AT
H 1 GDCA N HAZAHIUE B IR SSHUA, BA AN A A At N i GDCA K&
HBBUEB RS 58 =07 #5240 5

WP FIERBIT A, AERA CPS FARKIEIEMIE, B KiE T4
CPS #HE H)k 55 i [

UEFT B HE A AR H R A R 1 SEA R H I B1E SRS, 21 GDCA KX iiE
T mAE BT LURA AN, anSZIE B DT IR 5, BE TR 5
= A AN, R GDCA 1%IRA CPS UMISERET T4 I3k, A ZIED
VI 2B AE AT 451 3 I % T AT

EAS RS SR AR AR SR A LA IR 5 9 ST 3 N GDCA AR Iy s

B AREUE BN R i, SRR R KRB E . ST EE S
FEAFHIRAEH T R BRATAESERG I, A 1A FHAIE 45 3 K i) 3 %0 GDCA R 5
UEF BB LA FIE 5,

TP IE RS BARAL T 58 =7 M AR = AL
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10. FERLSE HOYE FEIAME HIESS, NS0 RS 305

If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

6. The private key is lost, compromised, stolen, disclosed, and etc. due to not taking effective
protection measures.

7. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

8. The certificate has expired but is still in use.

9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KHHHIMEETTIE Indemnification by Relying Parties

GNP IR E T 2 GDCA BT B SRR, T B AR PE A S A

1. A BT GDCA SHMU5 PRI CPS HrlE ) 555

2. REEMKIEA CPS MUV T S EL s 1%, T2 GDCA S AU UES: il 55 HLAL
=T R E

3. EAGEMIEE MMEMUE, W I RNES A IR S
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TEEGE P B4 8 mT e N ST BRI T, (BAR{E BE
4, ARG SR B A AR BE AT 30 AIE s
5. &M T i A ) CRL B OCSP #fiiAIE 2 B4 /4 o

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. HRIAR 52 IE Term and Termination

9.10.1. AR Term

A CPS AR HINZ I IR ARG, E—hA R CPS A k3% A CPS 1E T — A
CPS A%z HEAE GDCA Z& 1k Hi T IAIE IR 55 I 2R

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2. #& ]k Termination

1E GDCA £ 1E /L TIFRS I, A CPS & 1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. A& 1L 57 Effect of Termination and Survival

A CPS Zubfm, HAJpK RS20k, CPS Wil N AR AT BAEA, EXZ& L2
H AR AERVE R SE, CPS A 25 U7 TR MU E S TR bR U3 ARIE Y -

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
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be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA H it SCRE R A S F IUE HI 2 5 AW U BT IS 3 (1
BHRKAHFN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. &I Amendments
9.12.1. MBI Procedure for Amendment

2 GDCA #Z& K% R, CPS 45 /NARF R/ DH A KA CPS, HifrH
P B R BHE AN 2 AT TR EOR ARG E Brbrdtt, £56 CP HIEDR, JFAT&INIEL
S IT R SE PR 7R 2

A% CPS MBS EE B, H1 CPS % 5 /NIRRT, 48 GDCA %4 SRME & A 2> ik
#EJ, h CPS 4 5 /N STHLUEIT, BT JE 1 CPS £23d GDCA 2 4= 5 2% b1 it it Jm
AEFR A AT -

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

0.12.2. JBHENHLEIFHIFRE Notification Mechanism and Period

BT JG 1) CPS &Mtk j5¥4 7RI 7E GDCA ¥k www.gdca.com.cn F R A, X1/
FLE I AR E0E SRy BRI IE L, GDCA M7E A B B[] P JE A R %
Jis A BRI ] RLAREA OC )5 52 252 5/ o

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
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immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

0.12.3. BFEHOLEIN B Circumstances Under Which CPS Must be

Changed

GDCA IAZ /K CPS AT Ik HUM L ALEE : CPS vk iy 2 5 B Ik IR — 5%,
FEL 5 D AW UAGE Wb 554 0 0 Tl e B 5

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.12.4. M HFFIRFFATE Object Identifier Modification

A CPS AT, AN L AIUE S SR RARIRFTA AT AL, (U hcAS
AT

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

90.13. i 4hFE Dispute Resolution Provisions

GDCA. TEFT /' AR 45 S AR LE H T AETS 8 = A e UnT 12 LR S5 SR AR Uk -
1. R¥EAS CPS M, WIHA AT )7

1 GDCA FHIKHER I 1457 5 Hil A Wi

AR R, AT R T AT F R

475 GDCA SUZ B CPS i K AT 4+ AR IR VA, 2 GDCA
TR TR N R B i

> v N

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;

2. GDCA'’s related departments are responsible for coordinating with the applicants.

3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS

should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA ] CPS Z[EZCmiAmfy) (e NRILAE B 72275 A CEFINERS
BN VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5&ERERKZFE1E Compliance with Applicable Law

Tei& GDCA LT ™ MRS 5 SEARAE T 3t A AL AE fT AR s ) GDCA FRIIEAS,
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P03 B rp 0 N BRIE AN A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&% 3k Miscellaneous Provisions
9.16.1. S2EEWMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE TN, B2 Tl IO ELE GDCA [z
T LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing

9.16.2. #il Assignment

GDCA i, MRYEA CPS iR AL SRS I RIBURIAN 55, %07 83 Nl i%
FRVEAEE (R AF DRI AT AURIAN LS5 IS o IR LEAT Ry R AR I AN i B B Lk %o oy —
AT 5155 K ST AR IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
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in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 4+ &M Severability

UWAA CPS IR 55K B B FH BT 5 GDCA B e X AL = A= i S T 4 H1
TENTCREA BIAT /I, GDCA AJ AFE R IR B R L M BT %2k K, L 4k8
M, HRIBHAZEW, GDCA WM E THLERMEITINE

TEMRIAEAT J5 RS RUET Z BT, GDCA ¥4 K& B4 2 question@cabforum.org, &
*1 CAB 1z CPS H BT HIME B, FFRNIL Ol 2 A IR AF SR AAFAE T A SR
51155 (https://cabforum.org/pipermail/public/) .

A ERER], B0 CAB IR ZRYE I, 1 GDCA FNfFf CA/B WRIZM
Baseline Requirements VA EK, TIIAE 5 A0 GDCA V.55 R 1E 1R B4 AN 4%
IS . RS BT ARG %, X GDCA ¥ CPS [W1&1], JIa CA/B itix
[R)38 HIFFAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

0.16.4. B&E#H|FIT Enforcement

GDCA 7= H], FUEASIT 7 T35 SRR IAT GDCA 1) CPS FrRIMLE , A
IWNIZIMRE RA AT Z IR A E -

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.
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9.16.5. ANEJHi /1 Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE SRR DT MR I RBUTGIE AT 515t .

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ K Other Provisions

GDCA #t 7 CPS B A5 it & iR AL o

GDCA has final interpretation rights to this CPS.
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Mz 1: iEPER

Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity: November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity: April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= d5 6¢ 4f fb 6d ¢9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

B /8 R5 M CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name =% % {8 R5 IR CA

Serial Number = 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHA1 digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe 8 f2 f8 Oc aa €9

B R4 EV RS #5iEH CA

Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
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Common Name =${ X R4 EV IR%3IEH CA
Serial Number = 64 35 81 b4 22 f5 d1 06
Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 1f ae a7 ¢3 5e 84 b9 5a 55 f6 ¢7 d7 fd 2f e5 21 ea 77 72 59
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3% 2: GDCA EV iEFHEFINEMNEHMNMEITERE

Appendix 2: GDCA EV CPS Revision Records

o = BT & V15 V1.6 L
=2
3222. % Al

1 Vil % % “GDCA A IP Hitik25 &
Authentication EV SSL iE+57,
methods
325 & M = , "

2 ik Validation ﬁ?ﬁﬂﬁﬁy\%%ﬂt R0 RN L p%

. AN TE T o
of Authority
326. H #

3 YE#EN Criteria s “#iE HAl, GDCA K&
for RAEAIAE XAUEAS 7
Interoperation
327.

4 Sk VR (1) 1 T 7 B0k BORA RO AN R IR
Data  Source PR 27 M H .

Accuracy
4.2.1 $AT R
5 % j
R i BB Y LE VO RO A
FRERATR 27T M H .
and
Authentication
Functions
4222 iE P P %% GDCA H#A&ZE K& H
B ) 1E 4 ICANN ( The Internet

6 Rejection of Corporation ~ for  Assigned
Certificate Names and Numbers) % f& FH 1]
Applications ¥ gTLD (Tigedsi4) HhE+.
424. N ik
51RO S '

( CAA ) et
7 Certification XjL CAA TN W1 CAA R A I FE A
. AN Bk,
Authority
Authorization
(CAA)
431. iE P

8 2RI E PR UE BRI CA 1
WMHLR (RAD TN
AT HL 7 AR IR
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% HLK) (CA)

11 17 N CA
Actions During
Certificate
Issuance
45.1 1T P RAVEH
FHIE 5 1) A WEE “X%H SSLUEH, T/ E
9 Subscriber T U B AE BB | ST SRR R AEUE R A
Private Key and | &A% BH . HH R 2 1 42 508 I 1D R 45 s
Certificate IR,
Usage
4,9.8. CRL
TR S . .
10 BAi A CRL W B CRL R AR (3 -
Issuance
Frequency
49.10. f£ %
PR A B AT
g | /3 F Online 5 OCSP T FiHE O
Revocation/Stat
us Checking
Availability
4911. 7 %
PR AR R
p | Online 13 OCSP BER A1 .
Revocation
Checking
Requirements
Pede X T8 M I AUE S,
GDCA TEUES 21 HART A B H:
:;O‘l‘ B E £ CRL [ A4 . GDCA
13 | operational R CRL HhRTSE 4 iE P
Characteristics f) #4490 5% . GDCA A+ M Bk
OCSP AR5 a3 B gy i . ”
P
102 o ol 3% OCSP IS5 A 1 12
14 F £ Service 10
Availability =
71 iF B P4 7% “GDCA ik CSPRNG =
15 Certificate Mok T 0 HK A 64 A7 0 FE 7
Profile FIVERIERFSS” .
16 715 % | RS AR | AFBECh “EME.”
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PRl Name
Constraints

Ko

8.1. V¥ fili ) At
Fow B o

PRI AR ER .

17 Fr.equency and AR LT o
Circumstances
of Assessment
9.6.1. H T
WIE R 55 B 44
18 ?AW SR 75 CA BRid R (R 4K
Representations
and Warranties
Eflg;,ﬁ ;TTE ; % “XT EV SSLIER, 1T
19 Subscriber FUA ST SRR R AEE
Representations e 1) ) £ 2 L3 44 0 I 6 5 25
: R,
and Warranties
20 9.16.3. 7 #l 4 Baseline Requirements i
M Segmentation P75
BT — BRI SN R
21 HAmfziT

L AV Sk
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ntents ) )
Sections Revised V15 V1.6 Remarks
SEQ
3.222. %97 Disclosed “GDCA does not issue
1 ¥2: Authentication EV SSL certificate for an IP
methods address”.
3.25. AU
2 iA  Validation of Clearly described the validation of
Authority authority.
3.26. H#EME .
o o Disclosed “To date, GDCA has not
3 #E N Criteria for , .
. issued any cross certificates”.
Interoperation
Disclosed that the validity period
of the documents and data used
2.7 RURK to verify certificate information
4 W HERYE Data
does not exceed twenty-seven
Source Accuracy ) o
(27) months prior to issuing
certificates.
Disclosed that the validity period
421 PAFRA P
) of the documents and data used
% 5 Performing ) . . .
o to verify certificate information
5 Identification and
o does not exceed twenty-seven
Authentication ) o
. (27) months prior to issuing
Functions -
certificates.
4222, GEPH Disclosed that GDCA refuses to
WwOm O 4 issue certificates that contain a
6 Rejection of new gTLD under consideration by
Certificate ICANN (The Internet Corporation
Applications for  Assigned Names and
Numbers).
42.4.  NAEAL
FI# A (CAA) | Descripton on  the
Certification procedures of CAA .
7 ] ) . Clearly described CAA checks.
Authority checks is not sufficiently
Authorization clear.
(CAA)
431, EH%
o A L
¥ (RA) Fleg 1
R IR %% AL . .
8 Disclosed the root CA actions

(CA) 174 CA
Actions  During
Certificate

Issuance

during certificate issuance.
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4.5.1 i A

Disclosure on the usage

SSL
subscribers

Disclosed “For the
certificates, the

(1S R R , undertake an obligation and
] of the subscriber ) -
9 Subscriber . ) warranty to install the certificates
. certificates is not
Private Key and . only on servers that are
N sufficiently clear. )

Certificate Usage accessible at the
subjectAltName(s) listed in the
certificates”.

4.9.8. CRL &

10 fi #i % CRL Clearly described the CRL

Issuance issuance frequency.

Frequency

4.9.10. 1E 4R

A AW R R

1 Online Disclosed the details of the OCSP

Revocation/Statu availability.

s Checking

Availability

49.11. fEZIR

A&\ Ol K

12 Online Disclosed the details of the OCSP

Revocation requirements.

Checking

Requirements
Disclosed “For the revoked
certificates, GDCA does not
remove their revocation records
from CRL prior to expiration of
such certificates. GDCA does not

4.10.1. FAEHE .

, . remove the revocation records of

13 fit  Operational . .
. code signing certificates from the

Characteristics
CRL.

GDCA does not remove the
revocation records in the OCSP
responder”.

4.10.2 ]k %5 v H Disclosed that the OCSP

14 T Service response time is of ten seconds or

Availability less.

Disclosed “GDCA  generates
15 7.1 ik B non-sequential certificate serial

Certificate Profile

numbers greater than zero

containing at least 64 bits of
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output from a CSPRNG”.

715  H#AWR o o
Description is not related | Modified the content as “No
16 il Name . , _
) to Name Constraints. stipulation”.
Constraints
8.1. V¥l 1) 4 F Disclosed the requirements that
59 15 iz GDCA conforms to, including
17 Frequency and requirements from the laws and
Circumstances of regulations, and audits and risk
Assessment assessment requirements.
9.6.1. HTIA
IE R 55 AL A4 1) R
N Added clauses for the CA
18 w5 R CA _ .
_ representations and warranties.
Representations
and Warranties
Disclosed “For the SSL
certificates, the subscribers
9.6.3. T/ dertak bligati d
- undertake an obligation an
ok 5 48 & _ o
) warranty to install the certificates
19 Subscriber
) only on servers that are
Representations .
) accessible at the
and Warranties ) ) ]
subjectAltName(s) listed in the
certificates”.
Updated section 9.16.3 pursuant
0.16.3. 4hHI 1 g P
20 . to the CA/B Forum Baseline
Segmentation .
Requirements.
Corrected a few mistakes in
. section numbers, adjusted some
21 Other revisions

wording issues, and other parts
that may cause confusion.
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