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1. 5| = Introduction

1.1. iR Overview

1.1.1.  A7#EfE Company Profile

B R A A R A5 (Global Digital Cybersecurity Authority Co., Ltd., &k
GDCA & “Hrzif ") JFN I REFIERIIEF OERA R ", marT 2003 4 3 H
6 H.2005 4 9 JJ, GDCA {iZidad 1 [ o< 2 i e 3 Jay AN iR [ 545 S8 7 MV B ) B 4 o
s B E AR\ F R (IR S VERTIEY (VFATHIES . ECP4401021007) ¥ HL
IIEMRS AU 2 —; 2008 4= 12 F, SRAFE F IS B R MUK (%57 M &7
AIIEY: 2011 4F 4 H, il 7 E S0 ER BT B BT UG RSS RE P, k15 (R
TBES T VIERSHAY (Fis: A02L) ik, 2013 4, XTHTFWIEIRS RGudtiT
SM2 BETH G, i T E K ESE E R AN 7 g A, 2015 4F, GDCA @il T
WebTrust [E Br 2248 THAE, H& 7 EbrbsE s & 8 AR S KF, ol LR gt4ak
RS . RIERDI S KR TRE, 2016 45 H, “T REFIEBIAEF OA R
WN]” LR B RBHE R BR A 7

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{zF/fX”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed through the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial
Cryptography Products Sales License" issued by OSCCA. GDCA passed through the assessment
of E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016.

GDCA B4 5, J& “T" AREBFIEFHIMEF OHRAR " M5 5. MamMmaE
WS a i “ B AR R IR AR ” &4k, fEFEAETE GDCA LA “J" ZREFE
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FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI S5 “ B AR B i AT IR A ] 7 7RGk

R BB OFT RSy AME” HEZEEE, GDCA BT N TR % HTE%
Lot o5 BALEE B SR B0 B 1) F FATE AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-governance, and social informatization etc.

1.1.2.  HFAENESEHN (CPS) Certification Practice Statement (CPS)

A YRS HN (IR EV CPS) f#1A& T GDCA 28k EV iE 1l i a2y,
Tra CAIN 2818 1% (CA/Browser Forum, EPFRZHZR, XRREPRR CA WSS, &
€ CA [HFRFrAERINLI, www. cabforum. org) & AR Guidelines for the Issuance and

Management of Extended Validation Certificates ( f&j#%“EV Guidelines”) LA} Guidelines for
the Issuance and Management of Extended Validation Code Signing Certificates (f#ij#8 “EV
Code Signing Guidelines”), E¥™@IniFuE545F (Guidelines for Extended Validation
Certificates) %K

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA should follow for issuing EV certificate. It meets the requirements of Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV
Guidelines”), and Guidelines for the Issuance and Management of Extended Validation Code
Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”), namely the
Guidelines for Extended Validation Certificates published by CA/Browser Forum (an organization,
which is also called international CA browser alliance, lays down International Standard of CA) at
www.cabforum.org.

& CPS i@ [l T GDCA i EV ROOT CA. EV SSL CA. EV CodeSigning CA, PLKAHH
K AT W7 35524k . A CPS AEy— DB SO, ek TR ANE B EV IE
FkH S BAR B E A RAR

IR CPS k) EV IET, HXSRZM GDCA Hiiih JFiE i i A AH < 5 47 %5 3] 1Y
BN o

JIifi GDCA EV UE-F AT 7 KU Az A CPS MAHMN. CP HIHE, HhiE
XFUE P R FAEAE


http://www.cabforum.org/
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This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA 51§ WebTrust [EFrr#E (Trust Service Principles and Criteria for Certification
Authorities) & CA/M %i28181% (CA/Browser Forum) &A6 I B KEUEH 46 B I BoHT
FRAERHAT AR A E B EV Herib s, AR LRI, TR R 48 ok A i)
WA BEATAEIT CPS. A CPS Al CA/ MY 28184 (CA/Browser Forum) &ARFIAHICHE
T2 ATy, T RL CA/ 30 W 28 18 3 1E 20U AT ML T A 7

GDCA issue and manage the EV certificates based on the latest version of Guidelines for the
Issuance And Management of Extended Validation Certificates and Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates published by Trust Service
Principles and Criteria for Certification Authorities and CA/Browser Forum, GDCA regularly checks
the status on CA/Browser Forum’s website and continuously revise this CPS if there is any update.
In the event that a discrepancy arises between interpretations of this document and CA/Browser
Forum, the CA/Browser Forum shall govern.

1.2. GDCA Z#J GDCA Certificate Hierarchical Architecture

/% CPS %It GDCAEV CP ffil5z, GDCA %A CPS HEATUE TR 55 B %51, 1T
WHGTT B HAMAR DG SEARAZ A CPS K EV CP W@ SHEBIEH . S BTN
P&

A% BV CPS DL S SCXUE L AR AT, 45 S SCRRAR 5 A SO (BT 3, ERL A
SCHRAS AHE o
This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application
identification according to this CPS. Subscribers, relying parties and other relevant entities decide

the usage and trust of the certificate and perform the relevant obligations according to this CPS and
EV CP.

This document is the Chinese-English bilingual edition of GDCA EV CPS. If there is any
inconsistency or conflict between the Chinese and English versions, the Chinese version shall
prevail for all purposes.
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1.21. GDCA EV iEH ERHE M GDCA EV Certificate Hierarchical

Architecture

GDCA HHiH 34 EV tRiF+, 43515 GDCA TrustAUTH R5 ROOT iE-f5. #z i)
f£ R5 #2 CA iF 5. GDCA TrustAUTH E5 ROOT iF 1. &AME CA T+ CA, L&
KA TFE+H . GDCA RERAIMNET % CAUEP.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
4L R5 i CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5

ROOT
I
GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA
EV SSLAR 55 5 1iE 17 EVARIZZE ZAE 1
GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH R4 EV
CodeSigning CA

EV CodeSigning
Certificate
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GDCA TrustAUTH R5 ROOT ilE i ¥ 55 4K 2y 4096-bit, "~ 2 A4 CA Ik,
H: (1) GDCA TrustAUTH R4 EV SSL CAIE$5, ZHK A 2048-bit, 25K HH K
A 2048-bit 1] EV SSL AR 55 #3iE4: (2) GDCA TrustAUTH R4 EV CodeSigning CA iiE
Fi, WHHKE Ny 2048-bit, 2R FHKIE Ny 2048-bit 1) EV AARLLEAIET

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT k4544 T 2040 4 12 H 31 HEH.

GDCA TrustAUTH R4 EV SSL CA 1IE+5#47E 2030 4F 12 H 31 HF[#H, 2027 421 H 1
Hig, KA Z CAERZRIT il

GDCA TrustAUTH R4 EV CodeSigning CA iE 13445 7E 2030 4 12 A 31 HE#H, 2027
F1H1HE, BAFEHZ CAIERZRITFIES.
GDCA TrustAUTH R5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) HwhHLR5 M CA

H AR5 CA

\ 4
i fLR4 EV
AR5 284EH CA

\ 4

EV SSLARZS 28k 15
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HULFHACRSHCA

A 4
KR R4 EV
iR % BAEFS CA

h 4

EV SSL Server
Certificate

ez AQ RS AR CAIEF MR % 81K Bl 4096-bit, R 1 MRt CAIET: Bt
R R4 EV IR HIETS CA, HEHKE N 2048-bit, 25k % EHK A 2048-bit 1) EV SSL
55 FAES

ez AL RS AR CA UEFKT- 2040 4F 12 H 31 H F#.

ez RAEV IRFFAHIET CAUEFKEAE 2030 4 12 H 31 HEIH], 2027 1 A 1
H, B % CAE-PZKRIT HES

The length of %Z:Hf /L R5 R CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: % Zi14X R4 EV IR 45 #%1E 15 CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

¥ % R5 2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

EV SSL R& 23k
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GDCA TrustAUTH E5 ROOT

h 4

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT E B E S HLEAN ECC, MHHKE N 384-bit, T
W14 Hhg CAIEF: GDCATrustAUTH E4 EV SSL CA , 4K 256-bit, 25K %
EHHK S 256-bit ] EV SSL AR %5 #51E 15

GDCA TrustAUTH E5 ROOT iE 54T 2040 4 12 H 31 H 2},

GDCATrustAUTH E4 EV SSL CA iE-5#7E 2030 4 12 J] 31 H i, 2027 £ 1 H 1
Hie, HAEMHZ CAIERZERIT .

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.3. X4 RRE#RRIR Document Name and Identification

ASCREFRAE (B HARBHE B A PR A 7] BV AE-FAENL 45 HUU ) (i FX (GDCAEV
CPS)).

A CPS WXt RARRSF (OID) 5 (BRI A IR AR EV IETSEIE) (ff
Pk (GDCAEV CP)) X SFRIASF—5L.

A CPS LA SE OB TE ARAT , A5 S SCRA 5 i SCROA M BAT AT 5 S, RERA R SR
A

This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
8
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Practice Statement"(abbreviated as “GDCA EV CPS”).

The object identifier (OID) of this CPS is consistent with "Global Digital Cybersecurity Authority CO.,
LTD. EV Certificate Policy” (abbreviated as “GDCA EV CP”).

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.4. BFINIEFESIS 5% PKI Participants
1.4.1. HFIAERSZYH Certification Authorities

GDCA AR (rh NRILAE 724150 CRTIMEIRSEHINEGY HE, WK%
WL =77 BT UERSSHLA . GDCA @il 45 M L 138 5 i sl K 5 77 EARAUR EV
By b4 SRR ISR 5555 T B oy i FMIEE 311 2 5 E 4K

GDCA is a third-party electronic authentication service authority established by law pursuant to
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing EV certificates and providing certificate verification service to the parties who
engage in electronic transactions.

1.4.2. JEMHLH Registration Authorities

ML (Registration Authority, faifk RA) 8% CA @ riiEMidfE, #ik EV
WEPHIEE IS0, HESIEL EV iE PSS .
GDCA fEN EV iEFH] CA i@ N, BATHIEEV UEP RA, ANEARITRL RA.

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.4.3. 1T Subscribers

FEHRTEANMAT, PR T8N IEBRFA AN, & GDCA MUK UETS KT
ARAH
A CPS HHELHIIT P, P8 & EHIM . GDCA WX & MM KIH EV iEF, A

9
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A H AR NS EV AEF RS .

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

1.4.4. MK Relying Parties

GDCA L RHUT 252 1% GDCA $E It f TG 3l o728 44 (45 i A
HA RGN ZIARFTLLZ, W] DIAE GDCA i —MEA51T 7.

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.45. HAhZ 53 Other Participants

HAhZ 5% 489 GDCA [ H T IAIERG SR B IR 55 i Hofh Se 4

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. IEFHMA Certificate Usage
1.5.1. EEHKREPRH Appropriate Certificate Uses

GDCA %K1 EV IEBEZM TSm0,

ki A CPS 25K M EV SSLAIEFS, A FHSRIGUEIE b iR i34 1 &y, LARFFA
ZIA RN By KA CPS 254 1 EV CodeSigning iiF-13, AT FSRIGIEUE Firf
PR A ARSI T BURAT T M & . FLR G I IR 51 /& i GDCA 22K ¥ EV HiF
B, BRVPZERPIASIERESEAR, JFHCgmd 1 &E 24 T 52 S0 80 F%
J¥ o
EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodesSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is

10
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GDCA, it shows that the information contained in the certificate is true and effective, and has
the appropriate and reliable authentication procedure.

15.1.1. EVSSL RZ&ZIEF EV SSL Server Certificates

EV SSL AR5 a5 UE 5 56 UEE 5 Hh bR UL ) 9 25 2 LR 55 2 5l B3 X 4544 1) & 177
PLACFFE 2 25 Al 55 7 B EL IR P 3 42 1 AR B 47 o GDCA ANZEREICST EV SSL ik
KA UETs,  EV SSL MRE#RUE ARG A A2, ik . BUFE 4% .

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

15.1.2. EV RIG%4IE+H EV CodeSigning Certificates

EV A A E ] T 90 UEE 15 thAR R A A S (1 07 SR AR J7 I B 4

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. [R#HIHER ML Prohibited Certificate Uses

GDCA EV iEHikr T B FUE e A, At T AMTRAT . AR
TRERIAEE p 4, B T ZRE RIS 6, IR & IERE . R KL S
MBI R S, 25 P Al R s s hil KRG, RS AT T S vl /8- 5 30t
T2y NG 3 B PR BRI

EV iFF 48 IEPEAT (TS e B A IR B K 2 4 s T T, A W E ke
M A R P R

72

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,
personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

11
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1.6. SRR Policy Administration

GDCA ZARIEZL 4/t GDCA HL T INIEARSS IT A SR I e e i BEALA, S Bl
A CPS, JFAE N CPS Siitier & I & 1) fie e R E LA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. SEBESCRYEEHLM Organization Administering the Document

SR SCR A BENLF ) GDCA % 4 SKIK 22 A 2, AR NSRS BN UM 05T TS A
BB A CPS. GDCA ‘%A RIKR R~ HORE T AR EH)Z. TEAH L. B L. 80K
Hl s I8E RSSO E I SR A IE AR ALK

GDCA ‘% A HME 2 S 2 I A B AE i TE 5 SRS BEAT o8 BRANSL eI, 22— 2k
FERL, WIEARERSEME, 2 A2 EARAT A DR IERL

AR SR SO RS AR AR 555 H H AR AT BUE BT 00T

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.6.2. ERZ A Contact Person

GDCA Hgxf LT IIEME S5 FUNBEAT A% B Rl A, it GDCA $i3 7€ 1 THIHLIY
TR . ARTAC CPS By lal @, A Bem S, BT DA% DL 77 AT R

PRI ]: GDCA ATHUE B

KRN Fat

WX b Ak https://www.gdca.com.cn/

H TR ARl gdca@gdca.com.cn

PR A NRSEANE 288 ) M TS X 2R KU i 448 5 el KT 56 23 %
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M E % : 510030
HLi55 9. 020-83487228
L H 55: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control of
CPS. Any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::

Contact Department: GDCA Administrative Department

Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

Tel: 020-83487228

Fax: 020-83486610

1.6.3. WRE CPS fF&EMHIHLI Person Determining CPS Suitability for the

Policy

GDCA %4 RIEZ & &N 7] CPS SRS ] € Wi s BUBH LK, & e fitiE CPS, &
YL5E CPS T & M I o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS #it#:FEFF CPS Approval Procedures
AN ) CPS Hi GDCA %24 5Ms 23 il 2241 CPS 4 5 /INHH T SCRY, CPS %5 /)N

58 G TR AE GDCA 224 HRNg 2 5t o W AZ AL E -

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.

1.6.5. CPS{&iT CPS Revision

GDCA #2445 B oK B B A . FORZER L ML ARG B UL S CA/MI B8 &3 R i
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(CA/Browser Forum) KA 4 R4GIEIE5 48R (Guidelines for Extended Validation
Certificates) [FJ5HT 2K SN IEIT A CPS, CPS 4’5 /INHARYEAH KI5 L4 E CPS 11T 4
W, $-2Z GDCA 24 KM R i i, AigR bt )s, 1EUAE GDCA B 7 Pt L kA .

A CPS ZB/DRFAFABIT — IR WRTCAR S, WG S . EHRAI A, A2
I 1) R AZ 1T 5% o

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates published by the CA/Browser Forum. The proposed suggestion
of modification will be submitted by the team which is responsible for writing this CPS based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CPS on the official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

1.7. EBXHYEE Definitions and Acronyms

1.7.1. ARiEEX—WFR List of Term Definition

GDCA B AR A IR A A 465
GDCA % a5 2 i1 | GDCA WUEAR 5574 2 A IR fi ey S 8 BRI B AL AN CPS — 3
PR E B

BN IE AR 25 ML GDCA KB FHEAEh g CA Rk AR FIAMERS I
(Certificate Authority, CA), tHHLZUEFIAENA, EMKIE
Fo I S

ML TEMLM (Registration Authority, RA) 7157 4b FEIE i B 534 Al
EBT RIS ER, IR IRCEINEIRS I, iR
Fo IS LM AR A S AR, TR B AT S AR
AN, R EAL B UE BRI E R, AR IIERS I
S R UE A5 Bl S B A R R

A I 052 P R A Moy M A2 55 (Local Registration Authority) #2352 FHE+H ARk
Z I am AL, VEN GDCA YAAIE AR 4544 22 42440 Py B2 1H 17 F
MIARSS EAA, 45t CA 8 RA AU H & RS .

SN PO FNEBHIFERCHGEE, B B H

\an

14




Il zomnenosmas

GDCA

GDCA EV FP H PRSI (V1. 5) iR

RGN SR

B % 5 T IZAES S E S, B P BEBCTIET B . B
BT

HL P2 A IEIE S L DR AR 55 48 138 25 5 (1 BIIEIE P A NI LT 2544
Sy BERE RIHARA A5 B A s At

HeriEH il P07 25 4 AR IR 240 N B 0 AR WA 25 44 NN AT 28 44 50
Y ) — Rl T 2P YAEIE S .

24 FATRBIZE A4 N B 4 MR B 25 40 NN n] 2844 208 1) Th RE X 152
ARFBL

Moy I P AR AR A N RGeS BT IE SR AT I | i AR R
RS — P el 72544

LINECEZUN FEFRFFA FL TR 44 iV At IF LA B fy 5l DAL IHRER 1Y
2 SO T2 BN o

L2544 W7 FEAR T HL TR AEIE A B L 128 44 1 A5 Mt T A

ESLE PN

AH (R TR A4 AL
)

fER TR R, K724 5 R R4 A TSR
FRERIFR . ImiD S HE .

N QN Al
)

FEAR TP BRIk FL T 28 44 A

i M T UE MRS HURRIGE TS R SR, MgAoNIE B REA A,
ERTFZAR AT, 1TPHARFEA N

MR T AT UEFS LSRR SR . FERL TR N R, RO 2544
WHGTT o WAFTT AT AR AT A — DT P

GDCA Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RA) is responsible for processing service
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requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the electronic certification service

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the wuser handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification

Certificate authority to prove the electronic signature, identity, qualification and

other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the relying party on
electronic signature

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

Subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.
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relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
may, or may not be a Subscriber.

1.7.2.  YugiE R HA X —%F List of Abbreviations and their Meaning

CA Certificate Authority B AE RS ML

CpP Certification Policy HE P g

CPS Certification Practice Statement FE I E L 55 50

CRL Certificate Revoke List WEBHUE Y F
Global Digital Cybersecurity Authority

GDCA B AR B A IR 2 ]
CO,, LTD.

KM Key Management Center SR G A T

LDAP Lightweight Directory Access Protocol B H 15 I il

LRA Local Registration Authority A H Y A7 T

OCSP Online Certificate Status Protocol 1E LR E PR A X

PIN Personal Identification Number AN UFR B,

PKCS Public KEY Cryptography Standards N FEBREH R bR v

PKI Public Key Infrastructure N s I A i

RA Registration Authority VEM IR E WA

RFC Request For Comments T SR AT b T (— b E 356 o 4 DU bR 1)

2. 18 B KA 515 E B Publication and Repository Responsibilities

2.1. GDCA {g B £ Repositories

GDCA 5 B & — A AMATFIE B, S REVEIRAE . BUENE TS K SiE 145 K 15
5. GDCA 15 BN ERFEEARR T LUR A% : CP A CPS IUAT AN 82 flcA . iEF5+ CRL.
WA, A E | GDCA ARG . GDCA ¥ & KA tiEiE+s. CPS
BT T BRSNS, XEARDLARFFS CPS A EHEM 3. GDCA 158
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JE AT AE L RIHE:  hitps://Awww.gdca.com.cn 2], Bk GDCA iR 45 52 1 H & s il 7 2
ERGR

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain

consistent with the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn
or via any other communication methods specified by GDCA at any time.

2.2. \IEEBKIRAL Publication of Certification Information

GDCA 7£ B J5 Mk https://www. gdca. com. cn KAi{s B, %Mk GDCA Kk
MFTEE SR R RAUBRIE.

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6 /5 mT LA ik 17 7] GDCA
() H S 55 253 3R BGIE T A5 B AN AE F4%: [T, GDCA $RALELRIE IR A ik
S, AT PRI AT SE AP RS B

[F]ES, GDCA K AR 75 R U H Ath m] R 1 T 2UEA T 45 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can check the
current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIRS[EFISZR Time or Frequency of Publication

GDCA TEIT FHET R 5 A I, 3@ I H S IR 5525 8UR 7 3k F B HHIE F AT CRL
RAT, RAGFAYNAKT 24 /NiF, BIFE 24 /NI R ATEGHT CRL; EE 2B T,
GDCA FJ LA EAT L IE AT CRL HIA AT [A]. GDCA A KA — X HL T IAIE AR S LA
) CAEF#EHYIE (ARL).

R A P 2R R AT T R, B GDCA SRS e, X Fh & A7 % A2 B
IR ), I B A I A R Y

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.
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GDCA can independently choose the time and frequency of releasing other information of
repository. The release is immediate, efficient and consistent with the requirements of the laws.

2.4. {5 B RV =

Access Controls on Repositories

GDCA 15 B BIE AT A TF R AT ARFT NARRENS BB, T IXL(F S A1k
P71 AN SZAEATBR 1 o

GDCA @i M i Ryt g aieil 2Bk IE Ll RN 5
FREATE S ERIEIN. MIER. B KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. B4 riR5 % 5] Identification and Authentication

3.1. 4% Naming
3.1.1.  Z#HAKEA Type of Names

GDCA %1 BV BT 56 X509 hrifk, rECAUEBHREAA & A4, K
HI X.500 fir 44 77 2
EV SSL UEF5A EV AURSLE 44 IEA5 iy 44 KN AT EESR A AL R AE LI CP il A
CPS v, JIf HAF4& CAMIY #%it1% (CA/Browser Forum) i www.cabforum.org & i
MIFE RS ILER /B SK . EV SSL EHA EV AXRBEE 44 30E 15 (11 5 44 06 40 5 38 ) 44
(common name, CN=) N, iUk i A 44 rh B 285 3804 o LA FL 1 IS ko
DIRAJRERFRE Y i
X BV SSL IRSSaiE i, AT (g aa S n ) U 44 v, T e A 42 0 I
%, AR E AN LR 3 4 A A
EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject

conforms to X.500 standard
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Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL
certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization
legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

GDCA UEAS AR AU AR TR 3 42 i 40 KU 4 T -

JE& T (]

EZ (C) CN

(S UEPBAURE e Ehy, S A

HX (LD UEF MU e T, B AN

MLt (O) Global Digital Cybersecurity Authority Co., Ltd. &k

GDCA Certificate Authority

HLRIFEETT (OU)

GDCA ] REMHE T 2R B4R X3 A R R A [F
MUK R P AU AESS, BTEL GDCA HEFHa] BLEL & AN A
AR R

HWH4 (CND

gy CA 4

Naming rules of issuer’s DN in GDCA certificate are as follows:

Attribute

Value

Country (C)

CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(oW applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA {EF51T /7 1 AR SR ) 44 Ay 2 B a0

JEtE

1H
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EZx (O CN

% (S WP ETER r, BEE A

X (L WP ETESR T, BE A

Pk (O ST MNP, JELT P BTTERLAL 2 FK

HLRFETT (OU)

B U AR E A %
TP 0 BT
SO 5y RIS

BT IRPE (ED

2 LA L s o Y

A4 (CND

A (B&IET), B4 (WUSEREES), B ANk (>
NRAEAS), B Al TR 4% FK

Naming rules of Subject Distinguished Name in subscriber’s certificate of GDCA are as follows:

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;

Organization Unit
oW

One or more following options can be included:
OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;

Email (B Subscriber’s email address (if included)
Common Name | Domain name (equipment certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable

names

EV Root iiE 151 44 i 44 HL )

J Pk {21
[Hx (C) CN
WLt (O GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
@4 (CN) | GDCATrustAUTH R5 ROOT
Naming rules of Distinguished Name in EV Root certificate are as follows:
Attribute Value
Country (C) CN
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Organization (O)

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

Common Name

(CND

GDCA TrustAUTH R5 ROOT

EV SSL CA 15 % 51 44 i 44 #U)

JE 1 {21
% (C) CN
MLk (O) Global Digital Cybersecurity Authority Co., Ltd.
A% (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:
Attribute Value
Country (C) CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common  Name | GDCA TrustAUTH R4 EV SSL CA
(CN)
EV CodeSigning CA il 15 % Ji| 4 iy 42 K|
e 1t (]
E % (O CN
Wity (0D Global Digital Cybersecurity Authority Co., Ltd.
HWH% (CND GDCA TrustAUTH R4 EV CodeSigning CA
Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:
Attribute Value
Country (C) CN

3.1.2.

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name

(CND

GDCA TrustAUTH R4 EV CodeSigning CA

xR AL E SR Need for Names to be Meaningful

WP fd 44 MR 0 IARRYER S T IR RS f AR 4
PR, I BE S WA LT R AT B LS P SRR A R4 SRR 55 & FLIBRIR 4k 4 UK
PERATE By, FH AT DL AR IR 50 o S5 AR 44 B B 2 R B iR S5 A DGR e
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INEES

Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.

3.1.3. WTPHELEL4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT vk 45 FRF I AN RE 1 B 44 B D 44

Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.

3.1.4. BEFEAFELZRIFEAAIFN Rules for Interpreting Various Name Forms

GDCA 2 K& B IF BG4 X.500 V3 brif, B4 4% 008 X500 Frit. B4
() fir 44 L0 1 GDCA 7 X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZREIME—ME Uniqueness of Names

£ GDCA fEAESA, ANFENT T HEES 0 E AR B 2 A REAHIR, LAEME—). {2
XFFE 377, GDCA W] A FME— 1) AR B 42 9 HAE K 2 SKAEFS o 2HUE+ FR I i
DA FIT PAFAER R A BRI, TR0 55 FRg B DU se A, 5 s & 05 B naionl {5 23 B
DX 1l ) S

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FEHKIRA. £5 54 Recognition, Authentication, and Role of

Trademarks

GDCA 25K HIUEF I FARE ) 44 T AN S bR 4
Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. ¥IHEE A Initial 1dentity Validation
3.2.1. IEBAE R Method to Prove Possession of Private Key

RS HE B L AUIE IR 5 P 2 SR I RA S, IE B 1 75 9 A B AR TE A5 H
HHEP RS TS (PKCS#10). HE SIS E HIFRR %, B GDCA ER
FIFEEIE M 5 2, WIS IS B (R BE i B A7 il A JFURTGS LA PIN A5 25

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. P E4RI%ER] Authentication of Organization Identity

GDCA AL A iRt EV IEF BB IRS, HUTE FFIE I 7 4% i e
FNPEATHTFUE P HER . WU EBOL I SR B LS5 R BRI . 8N
LI N RS O U I S A BN DL R AR B SO A

XFHLAL 4y 1) 25 0 FAE % A5 & CAIRI UG 45 18 3= ( CA/Browser Forum) i i
www.cabforum.org & fi I8 B O E SR . AR, 4OE P HOE b A S BRI A

(internationalized domain names, IDNs) Ff, GDCA X384 F5 N 15 43 AT 0 AIE LA
M2 AFAE IDNs ¥ [FJE 7 U8B Chomographic spoofing) 174

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
operator’s resident identity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1.  %HFER Authentication requirements

EV IEB R A BUFHLR. b Ar, ST, w2 BR DAY SR, X
T HE N IEAT DL A AN S8 E -
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1 IURIFAFAE
2. UEFHE ARG SR IR A4 FR— 2
3. EBHIEL I NDLIERIFH IR AL

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.

2. The name of the applicant is in accordance with the name of valid registration
organization.

3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. KR Authentication methods

1. HUE S hiA
(1) SURHBNAIARIDIE . TRIEN PR (BUENM P . # o HA S ICIE. Flk
BB AT IR A A SR I SO
(2) I il s =07 Bod e AE U7 IR UEN LG 4 AR TEMHE B 58 5 s AR ZHIE R
e
(3) EEAMY L Mk BREE 17 P
(4) kG S AEHLR I 207
1. Organization identity confirmation
(1) \erify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.
(2) \erify the consistency of organization name, registration information and information submitted
by applicant by cross-checking third-party database, etc.
(3) \Verify institution’s operation address or place.
(4) Verify phone number or other contacts info of institution.
2. EBHIEZIPNF BN
(1) B P NFIE. RS NS iEI AR
(2) WAUEMRAT R TSR SRR AR
(3) HiEL I NI P FAIE B ST

25



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%U\iﬁj—k%%m)ﬂu (Vl. 5) ﬁ}i

(4) R ETE, BT S NEERT TR, BIAH IR 5 B4 A AL
2. Certificate application handling person identity confirmation

(1) Confirming identity of representative of applicant, passport and other individual identity
proof information.

(2) Verify bank card and telephone bill, etc.
(3) Verify handling authorized proof document of representative.

(4) Confirm the identity and authorization of relevant personnel from telephone or email, etc.

3. AN
XTI A4 IR IE, IR A SRR T LUR I I REA R, 1A w B R ALY,
GDCA RIR AT LA %25 75 20 ) —
(1) I8 AL VE R 55 AL BB 26 = 07 Bt e o i B A R
R R AT B R G5 i, DAACIE R T IR Bk 4T R 1l 5 A S A R R E LS
WA, W iR) FRIE AR B SR BAE BN AR (e FRE BIEAHE B 415 B A
BN LR A T A L. 45577 20/ Baseline Requirments v1.4.1 25 3.2.2.4.3
TR 3.2.2.4.4 75,
(2) R 5 A% T R 55 HUAL) PR 38044 E W SR AT A% S . %809) U5 SN Baseline
Requirments v1.4.1 & 3.2.2.4.5 i,
(3) 7EH % FODN (GEafREEA) 1 URI (Si—BTEFRIART) FELEIN TT EXT2)
7€ BIE B ATl a7 AL H 3 0 FQDN FSEFRAEHIAL . 2553077
AJET Baseline Requirments v1.4.1 5 3.2.2.4.6 7.
WERF, GDCA & BRI B ML B B i, LA i H s AL, il 2
KEIEF RPN B, ZHIEE SR LIXPE K .
3. Domain validation

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the
validation of domain names:

® Obtain the e-mail address or phone number of the domain name owner listed by the domain
name registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone
calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.4.1.

® Verify according to the domain authorization documents provided by the domain name
registrar. This way of validation conforms to section 3.2.2.4.5 of the Baseline Requirements
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® By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.4.1.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

4.  HRFEHLHELSE
I R 1% FL A 1) 7 A
(1) GDCA 3% M A 308 e A5 I8, SR A% MR A FH ™ MR A 0645 S8 7 — 5 O Rk i) pAy
[ea] 52 S A1
(2) GDCAWHIZMEMEG, HATH BN, SRR .
4. Confirmation of e-mail address
Email address can be confirmed via sending e-mail:

(1) GDCA sends the check information to e-mail account address and requires the user of
this account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

5. ML A FREE
AR E B DBA skl 4k, GDCA it LT 7 X i & 0 —Fh A% 52
IV & A RS 1% DBA BUR ML 44 7K -
(1) HRIE & BITE 5 X (R BURHLAG B AL (¥ R E B R 2 B IR . AR SN AT A ST
1, B IZBUN ALV ;
(2) TTEE R R UE
() S I DBA 4 HR i Ml 4 BRI BUR A LIVA I8 ;
(4) B SCRESCAFIAIIE B B 1
(5) Wik, HATKIMKE, FHRXKE, BUFERIBLT, S GDCA AN
CIE i AT v
5.  Verification of DBA/Tradename

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the
jurisdiction of the applicant’s legal creation, existence, or recognition;
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(2) A reliable data source;

(3) Communication with a government agency responsible for the management of such
DBAs or tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, government - issued tax document, or
other form of identification that GDCA determines to be reliable.

3.23. PMABHHIER] Authentication of Individual Identity

EV IEHAEZAN NI,

EV certificate is not applicable to individuals.

3.2.4. BHIFRT 15 B Non-Verified Subscriber Information

EV HIEFS A 60 0T P05 BB AT IR

All subscribers’ information in EV certificate should be verified.

3.25. HEHUAIA Validation of Authority

ABUIT P A TP N TP BEAE ML 55, BB EAT R 3

1 @S =07 SO I AR S5 B 2R RSB A B T2 R K SO A4 5 s
ZHUAAFAE

2. IR A RHRETHEBUE R RIS [ 4 TT ORI Z N R T Lk
B AR HARERAT A2 3L o

The following verification should be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her

behavior is authorized by these organization.
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3.2.6. H¥EMEHEN Criteria for Interoperation

St AR BT UGEIRS AL, ATLLS GDCA HEAT HARAE, (E/2i%H TIAERS
HUFIH) CPS L Zii & GDCA CP #3K, Jf H5 GDCA 252 HH B #h il

GDCA BHRAE LN ZE, #329E GDCA MIEIENM LI MEE, Az sk
FAREFRIUESS o

R EFVERVERA LA E, GDCA H47™ 45 T LAAAT o

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7.  ¥ERIEHIUERAE Data Source Accuracy

FEREAE AT B R AR O AR E I RIS F 2 BT, GDCA XHZRIR I AT« e
B R K D3 B e PEREAT DAL, IR BB LT AR
PR A5 S AR
ELSRRZEE HIbETE
HAu g, SRR H 1
HENT 2 AR AT FIE B T e
Dhy e B A PO M

o~ w bdpoRE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.
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3.3. FHAFHERPFIRE LS Identification and Authentication

for Rekey Requests

AT PHER BT, 1T A SRR AS LRI 43 6P 45 . GDCA — i
SLRIT PP MR R T RS, B TR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

331 HEIHBHARNEIFHIRRSX% Identification and Authentication for

Routine Rekey

XFFHEUE O R RS, £ EV IR RIIET, 1T N EEZ M CPS 5 3.2 97 K
TAEBIRLEHINAG 572 R RLRE SR 3 UE+ HE .

In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.

TR T 2 3 A DR A 0 B S B B R e R, TRk, 1T P E HE
FECHTAT » 05 AR A JER 2 5 0 28 A S B8 Bl i, bl i i 4 2 , GDCA
BAEIETAE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

332 REEFHEFHFIRELS Identification and Authentication for

Rekey After Revocation

EV LS 48 5 ASREREAT S B ST

Re-key/renewal after revocation of EV certificate is not permitted.

30



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FI;' %%-U\-‘L[E—\J-k%%mmu (Vl. 5) ﬁ&

3.4. BEHEBERPIRIREXT Identification and Authentication for
Revocation Request
24 GDCA EEMNIMIAE 78/ B M 1T P EBES, ARURE M IET, XF
T TCNEAT SEAE o W RAT P EBhE SR MAIE, WHZIEAS CPS 55 3.2 Wik 1T 51
25

GDCA or RA can revoke a certificate based on sufficient reason without authentication. Subscriber
who requests to revoke a certificate will follow CPS section 3.2.

3.5. FFAUREHAHIPRIRAES] Identification and Authentication

for Authorized Service Organization

GDCA HATIAE EV IET K RA, A 5T RA.

GDCA will serve as RA by itself, rather than will assign another RA.

a. it 4 v B B #1E E R Certificate Life Cycle Operational

Requirements

4.1. IEFHIE Certificate Application
4.1.1. VEPFHIEEAE Who Can Submit a Certificate Application

UE S HI 5 SO A SR N SR AN (BFEATENL R Sk fr . th4x ]
AN RBIESE).

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. PEHHEE5SFE Enrollment Process and Responsibilities

EV B EMHEIE RS CAMN 5281815 (CA/Browser Forum)idid www.cabforum.org
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RATHIFRRE IR
IR & RIS T T P . EV CP K AR CPS S5 SCH e T, Rl e piok
TAUEBIEFVERL AR SRR AR DG A 25
HIE# NI GDCA i#3Z EV R HE R AR RAE I SO, AT VB S s
2T R LR A
T P4 54 1] GDCA $RALESE . 58 BOMUER (- B % 5 BATROR
GDCA X IT P H AL ITESS F (5 B S 0 E B BRI — SR A TAE, (AR &
SEVEIVACE 73 Ag 6

EV certificate registration operation complies with requirements of guidelines published by CA/
browser Forum at www.cabforum.org.

Applicant should learn subscriber’s agreement, provisions agreed in EV CP and this CPS and other
files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.

GDA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. P HIELFE Certificate Application Processing
42.1. RHEERIThRE Performing ldentification and Authentication Functions

2 GDCA N HyE MR 2 20T KIEH HiE 5, B4 CPS3.2.2. 3.2.3. 3.24
e 3.2.5 WESR, WAT AT S0 iE o 5 500

GDCA UiE g &AM FRIEMEHE, IRIEIIESS RUE 2. R4 PG sE
SR HEHE AT AR . GDCA 18 ACBAE S g AR, K it A7 24T B e 5
5 RS BRI B S SARSE, JPRIE R R4 IR HE & .

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
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verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

422, FEHHIEMAERIEL Approval or Rejection of Certificate Applications

ek 4.2.1 FA S ERMPATE, IR AN ESR, WAHLNY GDCA B2t
HEZIUEER, FE#E NN GDCA 1) EVAERIT /7 &I SR L1 Fi .

N SRIE AR A A B, B0 GDCA A 1% HiE B A = KUK, GDCA
NAEZEIZHE, GDCA MRS Pk, B s i B SRR . 05T M4 2 555 1Y
BURHUR A5 =5 KA A 5 B IRBHA AT TP R 15 2, B0 GDCA Z Hif H
TRt I 255 4 # B EL A VR B 3 BB 1T 40 48 PR R SR B M AR MRS, S A gEdr
EV EPm K IS ASIZR, FERZIUED RGNS EizsIRE L. Mok ph il
IR N, GDCA K E#Ein4 L Hiig.

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus vendor
or related alliance, government agencies which are responsible for network security affairs and
other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

ORI EV RS, WS IIRIESIER T UER, — BERIUERHA AL
FEFIFR Y, GDCA A BUHEH ZAIE i BCR BUE AL H BT AR AL P

XFIERNE I [ KBUFERTT AT BT B BT B A 45 1 N F R Ml 5 3
HERATHES AP, GDCA ABPEEL R K EV iEH. MAh, WFAEHIEHK
N RS2 BNEANERL . B K B3 7 BUR A SR, GDCA Al FR2# LS 51 EV
EH R E.
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
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supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

4221, FHHFERHLAE Approval of Certificate Applications

GDCA JEMHLAE i Ty 56 Ji T HE 45 B s BT A 2 75 IO AP BRI 4R ACIE B K5,
GDCA i KAT IEUE R UEIEF 1, — FAERHORAT, CANGRA SN EE
PAAEIE RS B ER .

WRFFE TR, MBI (RA) AT AHLHETESS HHE

1 ZHIB B EA CPS 3.2 KT 1T B bR IR AT R »

2. WEEESZECE A RO ) A A AR

3. HIEHE CAR I E ST T AR 97

After GDCA's registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application. Once the certificate is issued, GDCA shall not have the
responsibility for inspecting the accuracy of the certificate information.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4222, EHHIBHRIEL Rejection of Certificate Applications

MR LA THIER, GDCA R LAFELHIE S H i
L AZHIEAFF G A CPS 3.2 L1117 S I b IR R4 7 i
F & S RE SR AL BT 7% 21 B O iE B AR
I SO B AN REHE 20T I R AR EER
FA 5V B A RS 4 R 8 SR L) 2
GDCA = 1 ML A L 12 F K 22 %) GDCA i SR 0 241 &y B 5 45
Ko

a c w N

GDCA may refuse the certificate application in case of the following situations:
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1. The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant objects or can’t accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.

5. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

TR UEF F 1, GDCA AN S #1UE -5 F i 2RI

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. KCHEIEF HE IR E Time to Process Certificate Applications

GDCA RNiAEA B HAPR P 58 BGUE 5 A g AbEE .

GDCA should finish processing certification applications in a reasonable period.

4.2.4. INIEHHIZA (CAA) Certification Authority Authorization (CAA)

M 2017 47 A 1 Hilt, GDCA KA £ CAA L%, MR RFC6844 [ HILE Kb #E“ issue ™
“issuewild” & “iodef” HIJEMFREE. TEULZHI, GDCA X} SSL ik 15 HiE Al CAA I
. SSLiEFis24E GDCA HRIEH4E T & CA/N 4518 4% EV Guidelines. Baseline
Requirements ZL3K 1 A JLATEAE T SSL #F-uE+

From 1 July 2017, GDCA will check the CAA records and will process "issue", “issuewild", and
“iodef” property tags according to RFC6844, as part of the authentication and verification
procedures for the SSL certificates. GDCA will not perform the CAA check for the SSL certificate
requests before 1 July 2017. SSL certificates refer to any publicly trusted SSL digital certificates
under the GDCA root certificates chain that conform to the EV Guidelines, and Baseline
Requirements of the CA/B forum.

4.3. FPHLZ%K Certificate Issuance

43.1. HPAERSHM (CA) KI47A CA Actions

CA AEUES: HE gtttk Jm AL BOF AR RAEAS . CA Dy HIIE N A BN S K HOE 154 T

HAEUE TS HiE Rt fE S 2 o BRIEH I BRAIETT & CANI #1815 (CA/Browser
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Forum) @i www.cabforum.org & AR KRR 12 #50(KER .

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
published by CA/Browser Forum at www.cabforum.org.

43.2. CA BHITFIEHEKLZ R Notifications to Subscriber of Issuing the

Certificate

GDCA HHEBER R KL G, RR@mIT B O A, FRAAT ST A
PR3, POE . P2 TR, e EE e 5T 2 107 U
KA P AT R AFUE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.

4.4. EHER Certificate Acceptance
44.1. MERESZIERRI4TN Conduct Constituting Certificate Acceptance

L TP ATV T T GDCA SR IS A4IE 15 F 4, 15 F e S MR 2T o
% THEP.

2. GDCA VEMMHUKILELT P (ALY T, AREHT P R 1S, JFAE T Im i s %
AT, BREAT PR T

3. TP RAHIE PSR EE 1 A RO BRI

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.
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442, HWTFAERSVIMIHERK AA Publication of the Certificate by the

CA

PR 5, GDCA FE 24 /N K% 1T FEF & A1 B GDCA 1 H sk IR R4t

GDCA K M H eI 5525 G A4k 43 A7 T4 RAIE T o 25 0 56 B A A L % A 31
FHFMRSGAE T, ARG 3 B, R 3 H SRS A B EERE B 3h F2D 2 H RS54
BT ORI T R R 2R

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. HFIAIEARS PR X AR S24k )38 45 Notification of Certificate Issuance

by the CA to Other Entities

GDCA Hg AKS HAt SEAR AT I8 1 o FAl SEARTT LI M H sk 55 4% h & i) 2] GDCA
BRI TIES.

GDCA and RA will not notice to other entities. Other entities can obtain GDCA's issued certificates
by querying the directory server.

4.5, FHMANERKEA Key Pair and Certificate Usage
45.1. ITPRFVERER KR Subscriber Private Key and Certificate Usage

WPHESEAS TIEFHIE %32 T GDCA P kbS5, #N & FREsSs S
GDCA. HKHTT A RHIBHIA L5255 T P BIHCAIETS, B35 /A7 e %
L FLEH o

VP R ORI AL B3 S R A A, 5 EAS A I ST sl e e 5 . A
AT VAR

X EV AR, AL MIEFR B2 DN R

After the subscribers have submitted certificate application and received certificates issued by

GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
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rights and obligations. The subscriber who receives the certificate shall properly keep the
corresponding private key to the certificate.

Subscriber should protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate should not be related to multi-software at the same

time.

452. REHFABAFNERK A Relying Party Public Key and Certificate

Usage

BRI B BRI T A IE R R, A 5T LU AR

1 SRAGH R A4 X B A A A AT s

2. BHNZEEA N N UE AR AU (F A IESS

3. @A CRL 5 OCSP Hiih %% 4 X N AT UEFS 2 75 4 17 485

4. UEAS RG] TR B 2R A 5

5. MHHEP ERMAHRIERES .

PLESEARANTG 2T, KRBT SRR A A E .

AR5 5 RGEINE AR B B2 T, S I 2 (IR AR PRATE 52 7 (RIN#HIE
A5, SRJE S FIIESS LA APIHE BN o HRM0T BOR N # A R # S B i kA
BRTT
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying
party.

3. Confirm whether the signature corresponding certificate has been revoked by querying
the CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
b. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

38



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FI;' %%-U\-L[E—\J-k%%m)rlu (Vl. 5) ﬁ&

4.6. WEPFEEH Certificate Renewal

4.6.1. IEHEHHIE Circumstances for Certificate Renewal

GDCA At EV IEHEHRS

GDCA does not provide EV certificate renewal service.

46.2. ERIEFBEHFHILE Who May Request Renewal

AEH

Not applicable.

46.3. EPEHIERIILI Processing Certificate Renewal Requests

ANE

Not applicable.

4.6.4. MERIERBRXHT P REES Notification of New Certificate Issuance to

Subscriber

ANEH

Not applicable.

465 T ESZEHIEDKIT AN Conduct Constituting Acceptance of a

Renewal Certificate

AEH] .

Not applicable.

46.6. HTIMNMERS VLN EFHIERK KA Publication of the Renewal

Certificate by the CA

AEH

39



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FI;' %%-U\-‘L[E—\J-k%%m)rlu (Vl. 5) ﬁ}i

Not applicable.

4.6.7. HTFINERS VLAY HAh 244k K8 45 Notification of Certificate Issuance

by the CA to Other Entities

AEH .

Not applicable.

4.7. IEPHEEAEH Certificate Rekey
471, IEHFHBEFRIE Circumstances for Certificate Rekey

GDCA HJES 3 P B B (EANR T L M T

IEA5 5.

2. AEPEHEIY.

3. ETHOR. BOR%&HK, GDCA ZERIEHH .

Lo

GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.
2. The certificate key expires.

3. GDCA requires certificate key update based on the security reasons of technology and

policy.

472. ERIEPBHEFKILZEK Who May Request Certification of a New

Public Key

RIS BRSO E 31T .

The entity who requests re-key is the certificate subscriber.

473. ERBHEIERAILLEE Processing Certificate Rekeying Requests

Z [ CPS %5 3.3 7 2 0 Ik 45 5 B SRt AT HI P B 2 9 AR il
Z [ CPS 45 4.3 F I ME X IEH TR

Authentication and identification of subscriber identity are done for re-key according to CPS

section 3.3.
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Certificates are issued according to CPS section 4.3.

4.7.4. SRIUEBEXHT P 4% Notification of New Certificate Issuance to

Subscriber

[A] A< CPS % 4.3.2 5.

See CPS section 4.3.2.

4.75. WMEBEZEHAEHIEFHAITA Conduct Constituting Acceptance of a

Rekeyed Certificate

[F] 4~ CPS %% 4.4.1 i,

See CPS section 4.4.1.

4.7.6. HFIMERZHIMNTEHESUEF K KA Publication of the Rekeyed

Certificate by the CA

[A] 4 CPS 2 4.4.2 5.,

See CPS section 4.4.2.

4.7.7. HEFNERS YIS HAD AR & Notification of Certificate Issuance

by the CA to Other Entities

[FAS CPS %5 4.4.3 7,

See CPS section 4.4.3.

4.8. {EFHZ T Certificate Modification

GDCA Aiffit EV IEBARE MRS, e haErfE B LA TR A CPS
4.9 WHIHUE MANZIES, 1T RAZIA CPS 4.1, 4.2, 4.3, 4.4 5 1IHE = il
ZERUEF

GDCA does not provide EV certificates modification service. A certificate in which the information

has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the

certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4.
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4.8.1. IEHTHEFIEE Circumstances for Certificate Modification

AEH .

Not applicable.

482. ERIEPZETEREAE Who May Request Certificate Modification

AEHT

Not applicable.

48.3. EHZREIHERAIAEREE Processing Certificate Modification Requests

AEH

Not applicable.

4.8.4. MERIERBRYHT P RS Notification of New Certificate Issuance to

Subscriber

ANE

Not applicable.

485. MIBEZZEIEHRITAN Conduct Constituting Acceptance of Modified

Certificate

AEH .

Not applicable.

486. HTNIERSHHXNZEIEFR KA Publication of the Modified

Certificate by the CA

AEHT .

Not applicable.

42



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘L[E—\J-k%%m)rlu (Vl. 5) ﬁ}i

4.8.7. HTFAIEARS P X H AR SZ4R )38 45 Notification of Certificate Issuance

by the CA to Other Entities

AEHT

Not applicable.

4.9. EPRENER

Certificate Revocation and Suspension

WP R AR S TR BIES S CA/M K 23181 (CA/Browser Forum) & i
www.cabforum.org EATHITER 13 HHE K.

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. iEFRENIBEE

Circumstances for Revocation

49.1.1. iTPEHRASHIER Reasons for Revoking a Subscriber Certificate

HRICA TGO, RS LA 2T 4 -

T DA TR 20 SRS IR

2. 1T IEF1 GDCA 4] HIUE 51 KRG B HA HABEB W BTy

3. GDCA 313 1 ilk#s, EMSUEHBAHM KT FARAHESR T HFE, SAHME
Baseline Requirements %5 6.1.5 15 /255 6.1.6 17 ;

4. GDCA 345 1 k538 21 H ks

5. GDCA BRI i 1T/ il CPICPS A i) —Tiiak 2 Tl 5 K 51 4E:

6. GDCA 3k 7T B FQDN =k IP Huhk i A TR VF ol (B, BEvkBr ek
i R 2 M 1AM AN P4 BT, A2 T NS R NI SV T &
MRS5S 2 1, IR AL T T N R B BE A2 D)

7.  GDCA FREFMECATIE T8 T 480 BAT 9w 1= Ve R 73445

8. GDCA FRBIUEFH {5 B I E KA

9. GDCA #HRIFTHHZ K KAER 4 Baseline Requirements %3k, B GDCA #J CP &

=
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10.
11.
12.

13.
14.
15.

16.

17.

CPS;

GDCA YCNAT T H BEE F5 - (45 BAHERf . Al A 17 S

GDCA M TR 112, HAR 55— %K CA BB LR HEIESS 45 IR 55
GDCA {4} Baseline Requirements 2 & AlE- T AL 2R3k, BB B & 1k, BRelE
Hakg: 485" CRLIOCSP {5 B/

GDCA 3R T2 RAEF -H 2 CA HIFAEHE B T o] RE AR

GDCA [fJ CP 5k CPS R M&51T F ik 13

TP AR Py 25 skt 20 L SRR L 75 sk 7 ({32, CAVBrowser i3z AJ RE A
N 8% 44 BB R A S BT AN ) R T e, ELAIE 3 N PR R B
[N FH GDCA M L B ) 53R 1 AN AT 1252 (1 AUk

CPS HER BT [ JEAT WAL IR B 2 AN vl FU BT FARTCH: THENLE0E(E RIK;
L MR B EVEER I SUE . BUMAT Y B A AN SR R 5 Bl S
JEL A P

GDCA T BTN )5, W/ VRGN IR 2.

Certificates must be revoked if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’'s CP or CPS;
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10.

11.

12.

13.

14.

15.

16.

17.

GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

Revocation is required by GDCA's CP and/or CPS;

The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay..

49.1.2. Hg CAEHRRAEERE Reasons for Revoking a Subordinate CA Certificate

A HILLL B —FE Z F, GDCA BAE 7 KZ N M+ CAET:

1.

GDCA 313 b, UEW SUEB AR MK CA RHER) 7%, SAHMSE
Baseline Requirements %% 6.1.5 %5 A2 %5 6.1.6 7 AUAHCE K,

GDCA 343 1 k4538 2| i FH O UES

GDCA R RIUFH K A BERT & Baseline Requirements 3k, mid 2k CA KEEFF&
CP/CPS;

GDCA VAR BAEIER S EAER . AELE ARG R

GDCA Hi TAEMRBEIFE ILIZE, HARS 55— CA B LR BEIE T 4 iRk 55 -
GDCA 14 Baseline Requirements %5 & iE T3 AL k3%, B A Elpk 241k, BRdE
H k844" CRLIOCSP {5 &

GDCA [J CP/CPS ZLK i i 4 CA IE+;

UEFS R HEAR A 25 5b X B FH A 7 7 AR 7 (49 4, CAVBrowser 1932 H] BEIA
DTN 8% A S R A B B BT AN ST A HLE A5 R AE R E I
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(] A FT GDCA i M B i) ik 7 AN AT 4252 1 XU o
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA's private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by GDCA's CP and/or CPS;

8. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time).

49.2. HERIEPBHILHA Who Can Request Revocation

TESRIEH ML oNIT . GDCA, S rliENUEALIN REN b BEAh, U7
LR AESEOERT, B S LA BCH A ) 58 =05 W] ASRASIE P 1)@l i, 5 %1 GDCA 1
A HE A IE.

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

493. MREFERBTWFE Procedure for Revocation Request

49.31. TP EhEMBBHE The subscriber actively proposed to revocation application.

1. AT77 1A GDCA 52 i F i R AN S A e IATRE, [R50 A B A
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o a »~ w D

GDCA #2187 CPS £ 3.4 5 (1 AT 1IE 1 7 B 17 oK 1 46 31

GDCA 7R3 MASIE R G 1 2 A TAE H A 52 il s

GDCA 58 18 i B J& B I e R A7 BINE S 48 4136 5

GDCA @It FiE . MRS 2 77 30, BRI P UE s f 4 B 7 5 1) 28
GDCA 2t 7*24 /NI HIEFS A FTE IR ST, 377 Aladad AR 7 U 4 -
® 5. 95105813

® E-mail: webtrustreport@gdca.com.cn

Subscriber submits application form of revocation and documents of identity confirmation to
GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CPS section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® (Call: 95105813

® E-mail to: webtrustreport@gdca.com.cn

4.9.3.2. TP ¥5EE B4AY%E$ The subscriber is forced to revoke the certificate

4.

1 GDCA H 784 B i i {5 B CPS 5 4.9.1 AT 5 IS, &L GDCA %
2 RIS S o e J5 77 AT

7£ GDCAEV Root iEHEL EV H14 CA UEFSAHNT B (1) FASH H B2 4 AR T, 28 [l 5%
FL VAR AR 45 58 3 I S5 ] 3 AT I T 4R 5

TEVEB A5, GDCA SUEMLMP KB E M 7 2, AIEIEAE, MRS, JBAIRA
WPIET OB A X M Bl . R AEIREE T I, TEQAEEATEBL R, GDCA
Kot B PO UE o S s AT A

GDCA #2435k 724 /N BV 3IE 5 [ 41 15 RAL BRI RS o

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in CPS

section 4.9.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
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Root certificate or EV Subordinate CA certificate after the approval of state’s electronic authenticate
service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and suspended
certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.

49.33. HTFINEREZVHAZIERK FH4 Revocation of electronic certification service

organization certificate

GDCA A EF ) MAH, AG I MR I E R 1852 J5 4 n] LAEEAT .

GDCA's certificates will be revoked only after the approval from the regulatory authorities
concerned.

4.9.4. A AR & EFHLH] Processing Mechanism of Problems and Reports

TP REFEUE 506F 07 (¥ FABH HH I B ABh TS 48k 8 At s i PR T, RSB 45 1 GDCA,
KA 24 /NBF . GDCA TEFZEN FRAS JG NAE 24 /NN, X D2 A5 iiiE
FEHEAT YA 2 R E A 75 Y R A& 4 47 B A B LA o

GDCA @SLIRRF 7%24 /NI BV UETS ) @i 15 A1 32 BEALA, ATATT 7 M0
S FH AL 7 7 B At 55 = 77 R BRAE 3 P REA77E v Ry A H RS MR 58t B  UE 15
W BHARS BV UERAHSCHFRER . M. I B IE 24T AT, 2Rl GDCA i
AT B R A5 7R

® Hiifi'5fid: 95105813

® E-mail: webtrustreport@gdca.com.cn

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® Telephone number: 95105813
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® E-mail: webtrustreport@gdca.com.cn

GDCA Wk Ja, 7£ 24 /NI AP AZIE S )@l i N AT PR 2, IR T BT A3
HERPUE & 5 ML

(1 Pk I p P ;

(2) NI R BRI 5

(3) IR s BRI SEAK

(4> HI" X4 EV CPICPS FITT P B S5 AR S HLTE S48 175 1t

(5)  BUTIEEREIIEDE

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

495. B ERER Revocation Request Grace Period

D SR L I A AT R R B S T, T R SR A R L AT i e 8
NI AP AR MY o LA 7 5 5 DAL 1Y 73 48 2SR L AS BEHIT (1 48 /NN R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. HTFNERFZVHAEREERKRFR Time Within Which CA Must

Process the Revocation Request

GDCA Ab 8 fry i 15 K 11 B Bk 24 /B o

The cycle of GDCA processes revocation request is 24 hours.
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4.9.7.  HBTREE RHEKER

Revocation Checking Requirements for Relying Parties

GDCA $Rf7E 4k MR W, MOl 77 nl 72 GDCA 1M it 47 28] .

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

49.8. CRL XAi#MiZE CRL Issuance Frequency

GDCA FU5E I R AT B (A P A FI 2 o XFF3T P, ETS A 1 2% 58 3 (i 1)
(I ANREE I 24 /BT o X T gl CA IEF, /04 3 MAZBKRMAA—IK, X TH CA
UEF, AR AAT— o

CRL % RAMFFT & CAIN % 281815 (CABrowser Forum)i@ i www.cabforum.org &
AAHIFEFE SR 13 # R

GDCA must release the latest CRL regularly. For subscriber certificates, the time to update
certificate revocation list is not more than 24 hours. For the sub-CA certificate, it should be issued
and published at least once every 3 months. For the root CA certificate, it must be published once
per year.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

499. CRL XAiWE KA JERE Maximum Latency for CRLs

GDCA 1] CRL & Aii tie K Ji B 18] R R AT B BA 2 5 # 24 /NEF Y .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.10. FELREEW R AP Online Revocation/Status Checking Availability

GDCA [FIEF5 3T P AU A 7 $& ARG IE TRIRAS A Ik %S (OCSP). OCSP (1 m] FE
5 CAI Y 2318 3% (CA/Browser Forum) Eid www.cabforum.org KAGHIFEET 13 #F
SrIER .,

The availability of OCSP meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.
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49.11. FELRESEWER Online Revocation Checking Requirements

X2 A R R v I HL 58 e OBIE A5 BEAT B 35501 5 B BURI R, ARASTT 2 M
—MEA AT AUE R E RS L AR AL P APIRES .

Relying party must confirm the state of certificate via OCSP before trusting the certificate for the
applications with high security requirement, authentication and authorization using this certificate.

49.12. BEERNHEMEMAER

Other Forms of Revocation Advertisements Available

GDCA ARAt (5 B H A A AT .

Currently GDCA does not provide other forms of announcement about the revoked certificates.

4.9.13. FHMEFRRHIER

Special Requirements related to Key Compromise

FRA CPS g 4.9.1 THUEKITEIRAL, 41T 7 BB LR HIE 2 3] © 28 K Bl
A REC R, I ZIUA I 1] GDCA g HHIE A iE K. R CA K% ] (IR CA L
4 CA EY) L EPIEBCE BRI, NAZAE & B A 8] A A & 20007 20k i il
RO AT o

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
have been certificate revocation request must be made to GDCA immediately. If security of CA's
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

4.9.14. EFHEEMERE Circumstances for Suspension

AEH] .

Not applicable.

4.9.15. ERIFHERII LA Who Can Request Suspension

AiEH
Not applicable.
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4.9.16. EHEIFERFIHFE Procedure for Suspension Request

AEH .

Not applicable.

4.9.17. =HRARFRFRS] Limits on Suspension Period

AEHT

Not applicable.

4.10. iEFIRE RS Certificate Status Services
4.10.1. BAEHFME Operational Characteristics

TP A LUE R CRL. LDAP. OCSP iR, i 7 AIE RS AR SS B %
o 2 V17 SR AT 6 14 e ]z s ) A 5 A AL FE R

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

4.10.2. BRSSTFHE Service Availability

GDCA 24t 7%24 /NN HIEFRS A MRS . BIFEMI 2% R VFROTE LN, 1T/ R A% Sk
I IRAFUE PR A RS

E FIR & Rk 55 0 T A7 & CAYII N 4% 18 3= ( CA/Browser Forum ) i i
www.cabforum.org KA HIFER 28 13 B0 I E K.

GDCA provides 7X24 Certificate Status query Services. If the network is permitted, the subscriber
can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.

4.10.3. WIEFFME Operational Features

UEFRES B H Al AT iR 5577 09T M ] GDCA fi3 %€ 1) CRL Hiuhik, il H k5%
AP E I RS, AW TR CRL B4, HATIE ARSI A ]
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Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
query system provided by the directory server.

4.11. iTMLH End of Subscription

WIS RS LN SO

1 R RIS BT BEAT ST

2. UL EIIRTHMAN .

— BRI RO N 4B GDCA FIEFIMIEMR S, GDCA fEftE 21k
ERJE, RS EZAT P ESES, JFE IR CRL AAT SIS HBEAT A Ali; GDCA HE4H
S A UETS R AR AR I 5 PR 1T A 25 3R BROAIE 5 S AR LT 7 B gt AT A o

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHILE 5IKE Key Escrow and Recovery

412.1. BHALEESWEREKS51T A Key Escrow and Recovery Policy and

Practices

GDCA ARFLEAENT EV IEFIT P A, DI A R IR 5 .

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.

4122, &EFEHNIESRE R KIEFIITN Session Key Encapsulation and

Recovery Policy and Practices
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Not applicable.
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5. INENL A i . B EMBAEFEH Facility, Management, and

Operational Controls

5.1. ¥)EE#EH] Physical Controls
5.1.1. HHufr B 585 Site Location and Construction

GDCA (¥ SUAIHL DS 2 A% IR N 41 b S -

GBI/T 25056-2010 ({52 %2 &HAR UEASIAIE R Gra i J HAH R 2% BRI )
% J&[2010]7 H €7 B05% LA E Rl 50t 2 15 225K )
GB50174-2008 (L 75 .8 RGLHL b5 Bt e
GB6650-1986: (1SS G Bl AR B S5 114
GB2887-2011 (it 5Ly AL )

GB30003-93 (FF-iHEHIAL DS it T S B H vi)
GB50222-95 (3N ERRAB WL T K ATE)

GB50116-98 (k% H Bl & R G ik it )

GB50057-94 (BB &R Wit AL )

GB5054-95 ({11 e L i it FEvE )

. GB/J19-87 (R Mgl W52 =5 it e )
SJ/T10796-1996 (itHHLHLES HIVE SR B AR SFAT)
YD/T754-95 L5 i Fit 17 4738 J01 )

© © N o g M w b =

i < e =
w NN o

1. GBJ/T 25056-2010 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

2.  State Cryptography Administration [2010] July “Construction Requirements for electronic
Authentication Infrastructure of E-government”.

3. GB50174-2008 “Code for design of electronic information System Room”.
4. GB6650-1986 “Specification for raised floor of computer room”.
5. GB2887-2011 “Specification for computer field”

6. GB30003-93 “Construction and acceptance test code for electronic computer room”.
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7. GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.

8. GB50116-98 “Code for design of automatic fire alarm system”

9. GB50057-94 “Design code for protection of Structures against lightning”

10. GB5054-95 “Code for design of low voltage electrical installations”

11. GB/J19-87 “Code for design Of heating ventilation and air conditioning”

12. SJ/T10796-1996 “Specification for raised floor of computer rooms”

13. YD/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA B AL T LT R g XL AR, & — S i, B&PiR. Bk, B
Ky BiTESEDIRE, #EANLG EHIX RAME— A D AER, GDCA HOiLp IR DhEe 1
BONZOIX RS, BHEIX, #EX, AKX TAXIER. AHLE RN R A b
BE NS X3

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

51.1.1. /AZEXIRK Public Area

AT, K, (R, WEERERIRYER R4, HEA A JER AL
A

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.12. #EKX Operation Area

BRI RABAEAN G EE R TARX, 75 2 A N8 B 3 VR R AR S04 03
ARTRABEN, N X A H &R WZETFME, Fra RS AR SR F o e
B9 4 o
Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.

Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.
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5.1.13. &I Management Area

EHX 2% RA BHEEN G, CAEH, R, HiHEH G, MEEE, i)
B, & RAM CAEHG, Wit mMME 24 R TAEX, R ARvrE i XHUE & B
SABEN, /5 ZEPAE O3[R A B iR R AR S0 ) A T BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. HRZIX Service Area

ARG IX FEE 223 M LDAP RS 75, OCSP k%575 . RA MRS Se4tik 4, H A
AR5 DX e A BN GRE N, 75 B AN L 6 [R) A P 5 0 AR S R AR S i A e DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area needs two administrators to use identification card and fingerprint identification at the
same time.

5115 %O Core Area

PO IR, I B ORI 5 1], £ 353 CA %4 IR%58. CA MR
PEIRZS58. KM M IR 528 I TIRUIR S B e e, RV K ML M R B
OCSRHEN, 1T EL 7 B AN B 5 R P 0 R AR S0 A T LN . A
ALK, RIS R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.
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5.1.2. Y j Physical Access
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In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs
to use identity card with a password or fingerprint to enter and exit. Entering or exiting
every door should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized
opening, long time opening and other abnormal situations. Alarm system can clearly
identify the alarm location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will
be retained for at least 6 months in order to future inquiry.
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5.1.3. ZPFM#E Security Monitoring
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According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status

within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. HJ}757%%f Power and Air Conditioning

AHLG R P 1 R . — S SRR L, BCEA LT IRCHALE, AL
J B A AT T PR A% BB R R GE. ML SR TR i R 4 UPS, AR
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The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.
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5.15. JKEPive Water Exposures
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In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and a
drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. ‘kRPF1P Fire Prevention and Protection

GDCA B3 A 2% X IAR A 7 HHIERRLIE K SR ARG » I 222 1 Kok B sl R 48
LRARBEIRKKARGE,  ZRGEA A T3 IS 2E =8 3077 5.
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The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the

protection area can be used to turn the system from automatic into manual. When the protection

area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
60



Il semrnnnammas

! GDCA BV HiF-F B T OAEME 3 (V1. 5) JiR

operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A% Media Storage

GDCA XA 5t (A7 BRI AE A a2 Bl K Bk Biiee Bl et B
g B AR AN SR R A TR . SR T A AR A E M A R 1 e £ S
SERE TSI T XA R A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. E¥4LFE Waste Disposal

= GDCA A5 HIARSK SCAF AR AL CA i i 2 A7 A BT BR LI, a6 ZBR i i 4
8 R BRI . SRS AN TRUBURAE B A A A BRAE AT PR AL B AT AR 1) i 32
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The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.9. SHi&H) Off-Site Backup

GDCA &AL T St Bl &y hoe, AEFI LTI Se i AR Ge it . o T H S A
AN A BEURRAS AT Sy S 2

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.
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5.2. FEFF¥EH| Procedural Controls

5.2.1. W[t Trusted Roles

7£ GDCA #REtHIHE T INEMR SR, BEMNA T ERMIER A . M. &R
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In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.

522. HIEFTENAG

Number of Persons Required per Task

GDCA 7E B AV 55 BTG v S S AT 55 HEAT T R 1], BURHRAE 7R 2 Al E M 3t
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GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles

should be required to jointly complete the sensitive operation. For example:
€ For operation and storage of the key cryptographic equipment, it requires at least three of
five trusted persons to operate.
€ For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.
€ For review and issuance of the certificate, it requires two trusted persons to operate.

52.3. BNMAEKRP5SX5 Identification and Authentication for Each Role

GDCA fTfg A& a5 A B EIR N AN 2858 — 2 2 7 B 45E . $EFE - 7E GDCA
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All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. BEIRFHHIM A Roles Requiring Separation of Duties

NOERG %4, MIEAE MO EEN, Bl GDCA RI{E Mt AN E 1) A 4H
f£. GDCA BEATHRDT/r B A o, BFR(EABR T 41 /1

a) UEIk gz

b) IEPE CRL 2%

c) RO LIESYEH

d) CAHHHEH

e) wAaHIT
In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to:
a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs
c) System Engineering and Maintenance

d) CA key management
e) Security auditing

5.3. ANR#E#]| Personnel Controls

N REHIFFA CAINIE 2815 (CA/Browser Forum) it www.cabforum.org & i
fife /e 14.1 3 MEKR .

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

53.1. B, ZHMELLER Qualifications, Experience, and Clearance

Requirements

GDCA Xt AR FH A5 M i) TAE N GRS R BR AR
1. A& RIS TEY 5.
2. ESPEZEE. L IR GDCA 14— ZHE LR,
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The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

w

Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5.  Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. EHRFEEMERF Background Check Procedures

GDCA 547 KINBUMERT TR BN EAE, Se ot vl {5 52 LI SR

FITAT (RT3 53 TN N Bl 45 3 AR 245 1 (R o gt AT i i & WA
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GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRHED N RSN EmAE.
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Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security apart from the
basic review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff
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® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
review period, extra inspection must be required. Appropriate arrangement is made according
to the investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3.  HFYIER Training Requirements

GDCA MR A5 A AL 7R, 8 TAHRIII R ATER I, LR AR IIN AT
GDCA iz Bk R
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
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® Disaster recovery and business continuity management
® CP. CPS policies and related standards and procedures
® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

® Other needs of training

BeAh, X TR #EAE AAIH A% 51, GDCA EWIT e AR ST o i E R I, AL B
FEHATT . FAFARIR RS AL PR . RAMEVR B AN 55 S B S . (RS L
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In addition, for certificate operator and auditor, GDCA carries out required training for working duties
regularly, including job duties, events and damage report process, disaster recovery and business
continuity management process. In online of new system or significant updates or upgrades of
certification system, GDCA should carry out corresponding training for operator and auditor.

5.3.4. FERIIFABMER Retraining Frequency and Requirements

X 7E H AE M B A E A RN G, AR R0 GDCA I — K.
M FNERGUISE RN R, B2 DIAT— M R BB M FIRE . B4, GDCA
FARIEN U R GTI I SRS R B EOR, A M SR AT 4RSI

For persons acting as trusted roles or other important roles, they should be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TL{ERArE#HEBFIRF Job Rotation Frequency and Sequence

GDCA FEHRN 5% 1) A b A e 0 o BRI GFy K A0 3 A B LA 10 2 27 BELSAES 1i f) 5E

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. fEER A R T{E%%E The Working Observation of Serving Officer

GDCA 17 BGHI 14 Z AL TAE N 1 2588 1 12T TARC AR EAEIR N RS
%, RN RAIRESUOER G AR B s, HEf 2 BT SO .
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GDCA administrative department will carry out work records check and performance appraisal for
the various departments in each quarter. All in-service staff shall fill out the performance
improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.

53.7. REBEBUTAHILLT]

Sanctions for Unauthorized Actions

I BEIRN R A EGH AR GDCA R48. BRAFVAENL 5555 DL,
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When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. MMMAZLANKZER Independent Contractor Requirements

X FAET GDCA WL N TAE A5, {E A GDCA k554 Kk TAF Ik 5570 32
MU LS5 N B A PN ST 25497, GDCA K4 — 2RI T
o AR M G REH;
o FH 1FU MRS TIEAR;
® GDCA {5 — [ i AT Il T A E R 25K, 55l AR A5 EAR T GDCA
LS 32 AT L7 AR 55 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.
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5.3.9.

At i T H3CR% Documentation Supplied to Personnel
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During the training or retraining, GDCA provides training materials including but not limited to the

following categories:

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

5.4. B HZERER Audit Logging Procedures

5.4.1.

CFREARIZE Types of Events Recorded
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All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in

the audit trail records automatically. Regardless of manual or automatic generation, these records

should contain the following information:
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1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity
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These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery,
usage, revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’s agreement,
the applied company, application data verification, application and validation data
preservation, etc.

Management events of certificate life cycle, including application, approval, update,

revocation, etc. System security events including: successful or unsuccessful access
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attempts for CA system, unauthorized access attempts for CA system network and files,
operation (read, write or delete, etc.) for restricted and sensitive documents or records,
system crash, hardware failures and other abnormal events.

5.  Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of
permission, configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account
application, system permission application, modification, and creation, and the changes
of personnel status.

5.4.2. kbE HZBEKERY Frequency of Processing Log
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GDCA carries out log tracking process on a weekly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. i HEREAHR Retention Period for Audit Log

GDCA 23 RAFH TIMERS T H &, AR ERAF TR E2DWAH, R
ARy T 2L VAER UG 4.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. ® i HEKEP Protection of Audit Log

GDCA K i+ H B A H i e B, I HSel e tny, Horh G5 o P o HE
SEAIHEAFHES, GDCA PUAT™ i M BRI 87 il Pl f i, AR OR A BN B2 4 g
PO SR ALK, PRV B B ORI ER SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
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access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.45. ®HitHEEBERF Audit Log Backup Procedures

GDCA [ T R ER SO Hi Mk 558 BE GURT 6 1 N G383 ) JEAT ¥ 1 H SR H T SRS Y
VARS8 A7 o T SORS B 375 5T 10 e T SR B SRS I8 A A A A PP O A TRULE 22 4 ) SR I
Mo

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. F{HEE RS Audit Collection System (Internal vs. External)

GDCA % B HZ)# R G LL# il 50k, AalAH RN RS R GRS L F
.

Bk HEWER R Y

1) EREHRS

2) IEBEKR RS

3) UEPBHZXARS:

4) EFEIEE RS

5) IEHRZIH RS

6) Vil RS

7) Wk, B A ARG

8) HAhFTEFH IR,

GDCA i FH i v+ T Hi @ h ik R G0 0 T ) 25 TEE K

GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system involves in:
1) Certificate management system
2) Certificate issuing system

3) Certificate directory system

4) Remote communication system
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5) Certificate accepted and approval system

6) Access and control systems

7) Security system of website, database

8) Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.47. XSBEFEHLARES Notification to Event-Causing Subject

GDCA KM LG G, R R BGE & AT, TEVEEVE Al yE F e Bt &
R B SR HURE R SR M BUR] o MRS Bk & 147 A R B )Wt Bt & L& TR IR0 i
R i R WP GEE T2y

GDCA AR E & 5 S ECHAF I SR BEAT il 5

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. MaFTETFE Vulnerability Assessments

CA ZATERRURECE. HOR RSB L R AT GRS 007, 8 T 07 DA
FOTESERAT, A OREN, B TR TSN ASEER Y, GDCA FR4E R RS HEAT A 35 HEVEA
DL R GRIE AT 1 U

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be remedied immediately. If some
weaknesses can’t be remedied, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.

5.5. g% Records Archival

55.1. JFRHEFEAISEEL Types of Records Archived

GDCA Xf AT LR FEAT PR IE S, AR EART
1 R RGBT
2. UERANES mAESIER;
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UEAS R SCRFOCR, IE R MRS ARG R, SIEBIT R
CR RS

UEFS M TR 55 R SRS 5

RLBRL WREARTERIFEE. X FHISERER
BRHMR BBV SR

GDCA archives the following events, including but not limited to:

N oo o~ W

1. Certificate system constructed and upgraded documents.

2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4. Audit record

5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. AR FHIRFERIFR Retention Period for Archive

PR AL, HOREIREAFK .. X+ R EEFAN RG22
336, FYAR R R B 2 58 i e S VE VP A B — B O
Lo T e A B A R BRI AR, PR 10 SE DAL
2. O CAUEF A G 2E d A I B0 B SR AE 04, AR B IIER A DT CA RS A
P A A
3. THEPB AR OR B IR A FHIE R AUE 10
4. CAUEF IR IR CA UEFAE A ar I 41, BSMREE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives should be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle should be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle should be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates should not be less than 10 years after the
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expiration of certificates.

4. CAkey and certificate archiving should be kept for 10 more years after the end of life cycle.

55.3. AR SCHERIEFED? Protection of Archive

GDCA ##5 % 1 GDCA T2 BT IS MRS o B IR B SCRY OR3P 7E LA N 24
FRAEEANTE I . HLrP RS A R W 22 4 5 NSk T RS, IF HAREE — AN TR BRI N
1, WA GDCA Fk4E#N GLn] AT .

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4. AN HRIEFERF Archive Backup Procedures

T RGUERB R T IASICR, BTG, S0 SRR T A A

XA A VAR BORE, AN BT, (R BRI R A Bt ORIE L 2 Ak

AT VAR ) B 5 SO RIS PERR 1 ORAFAE GDCA FIAFE# A, IEAE S 3 DRAT 48y
ARSI B 22— R U B BB AR R B 7 3, SN R AEE B E.. A AP
TARN AR B G OL S, A REXT R R AT R ME . GDCA £ 2 2 pL_EARIESE
XSRS R R A AT IR . B R AR

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

55.5. o3 EELESR Requirements for Time-Stamping of Records

GDCA I SAE AN & (I R AN #5117 GDCA Hr' 2544 I Al K.

The GDCA file must be created with time-stamped signed by GDCA digital signatures.
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5.5.6. JARSWEE RS Archive Collection System (Internal or External)

GDCA HH THIREF I SRR RGAEA CPS % 5.4 A TEL U .
7 B EAREAR AR A2 AR 2 A7 AR AN JE T GDCA R 5.
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

55.7. IREBARLKIFRE BRI Procedures to Obtain and Verify Archive

Information

GDCA 224 i1 m AL 45 & B i 43 7 e B GDCA B REER 2 MBI, 7E3k18
SRS RS B, AU 2 N DL3EAT EL AR

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HFINERSHMBIERAE IR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCAMARIE T A R0 B KA IE 305, B0 A R IIET, BHECAUERANET -
UES,  FLARAUN (R ARE T 30T Al AR FHCA UE BRI FE+, HRR
I ) AR CA IE T ) 2 20 i Ta] o

HRAEF R CA UEAS (R 8], AEIE - A A W KR

Maximum validity of GDCA root certificate is limited to 30 years, and the expiration time of the
certificates including the subordinate CA certificates and subscriber certificates issued by root
certificate are not more than the time of the root. Also the expiration time of each subscriber
certificate issued by the subordinate CA are not more than the time of subordinate CA.

The expiration time of root certificate and Subordinate CA certificate must be stated clearly.

5.7. HFINERFZVHMZEHKEE Key Changeover

FEUEF BT LAY, GDCA Hf 2 HEUIE A5 S I e AR B REAT B 8, A ol AOAIE
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FEEAT H AR AL RS, P45 1206 GDCA R T # P BLAOITE . CA 915 B LA R4 LA

VLR

1. AR NGOl A A WSS AT 5 IE 25500 AR SIE+S, B ORAE CA RS 29It pirfy
NRAUEF A BRI

2. {EFIERROETI N JOEF A EIEH RN, 4k H] CA AR K CRL, EF&JA
— 5K R

3. AR CA BEAXTIY, TR IHE S EHINE
4. JHPRATHT CA TET.
5. WifRE AL AR 2 A R, R BUE R,
GDCA B H GIEHHHE# KM LS E R R IRH HIE. HHE#E, GDCA
TR S ANERIE
o HIFAVEHZ A A E T A AN GDCA kS,
® HIRMVHIS A M IH AN GDCA IE-1i:
o ARV A M EH AH GDCA ik,

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
®  GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;
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5.8. MELRMEPKE Compromise and Disaster Recovery
5.8.1. F#HMHMELAEERF Incident and Compromise Handling Procedures

T B SR A 3 RN B R AE R 5, GDCA ENE T — ZR A1 B 2 A F i S A
FHAL TR, Bl

1. GDCA Z %S ib BRI

2. GDCA #HKHHMN AR

3. GDCA ARG & S5KETT %

2K AL AR N U422 B8 DL ZERIAE Gl B (e, BRI St A8 0k S T I
M, REEE AT B S R

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter.

5.82. WHE®BIE. BWHFI/HIE R I Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xhb 55 248 e HA B E R G BIR . Bl S Bt AT 1 800, Rl 7 AN
ISR PR . 2 A P 455 TR R SBOR L T RN BER A REIR BEIE 3 IS5 . BBk
SR 08 P e B el S LR B R AN RT 0 736 B A, GDCA K 42 IR S VSR T Rl St PR &2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3. EAFARELIEFEF Entity Private Key Compromise Procedures

TERUE I NAIER FR KRB LT , GDCA FERELUT F1 B 3R LA 22 4 30455 «
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R TR EWE GDCA ML AL E SO, Wi 7 7h—% GDCA %4l %
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In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified
later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it should be done by the
system administrator.

While restore the GDCA business operator’s configuration file, it should be done by
another GDCA security business operator or administrator.

2 CA MAVARS . Bk it s, GDCA Ja gl B KF N S AL BEREFE
12 I R AR I & K BT VP0G, €T shit i, WEoR2Z5EH CA LS, K
SARHBL T i it

1.

7 B a] A UE AR 55 45 B 0 A 3 A A IBURT 328030 1 DV, 3 I D A At 2
IR AT, RIS g S F P R i 1852 SRR

7 RIVIE FAH SR 7 PR S E B GIE IR 5 A G 0 R e

SERIRE T A K IES, B8 CRL A OCSP {58, fHEHIT Ak
W7 B, [RIN GDCA S7EN A SOHT i 3 0T

FIRIIEB2E K5, %I GDCA CPS K THIE-RZKIHE, HHZK FHIED
AT et rh 2% CA ETS,

GDCA HiHRE T K )G, i@ GDCA (58 %, HEMRSS 8. HTTP 2
X RAT
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When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office
and other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates
a new key pair.

4.  After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of
certificates issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published
by GDCA repository, LDAP, HTTP, etc.

g CA R PUER . L. BRAR. HEEE B 2R = 0T I BE IR, R E
CA ¥ :
1. LRI GDCA BEATICARIFA BT 1 B P ANE FiE R, FiE2 R H eSS .
2. GDCA SR BT IATE AR5 8 B o S A AR BORT A8 T VAR, 38 e o el A
ot A FLBARNIIT P AT I S SRICHE T8 G FH P ) 2 A2 T KA R
3. SLEMEEIAR AR 7 O ST UAIE AR S5 AH DG ) R G
4. SLRMHEPTA CAE R RIET, ¥ CRL A OCSP {58, fEHIT Ak

Tt 5 1] o

5. HfIhZ CAERA LG, %1% GDCACPS % TAE- BRI E, EHELIT
FHIES

6. GDCA BifiE kG, KArAli@id GDCA 584 HRMS 4. HTTP 507
AT KA -

UEFT P RO RAE AT RE IR B, R BB LD BRERCR =F BN, AT/
4% GDCACPS IRLE, E e WG IE Y, IR EE S8 B 1S .

If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by
unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.
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2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

3. GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.8.4. RMEJFHINFELMAEES Business Continuity Capabilities After a

Disaster

GDCA 7Ei#i& A5 5.8.1, 5.8.2 fil 5.8.3 Rk M5, I HAMILE], HAE
24 /NI 2 WA % IO 55 1) IE 838 AT

b 5% 3% 2 M SE i T S M CAY I S 4% 8 42 ( CA/Browser  Forum ) i 1
www.cabforum.org KA 4R FE 16 #5312 K .

TERA AR R FE AR KA, ST IVETE 24 /NS RREIE PR IR S BT, #)5
& WL R, 95T 58 B 24 /N PR SR HEIE RS IR S

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.

5.9. HFAERE VA EEMYIFIZ1E CA or RA Termination

GDCA 2 1= 1 JR DA AT LAy Dy i A1 S 458 S DR AT 35 B 52 A5 IR AL, 5 ] 245 S DR )
AEtLdl GDCA MREHPIER, AR P12 A ] e 5 i Mk R & A %

81


http://www.cabforum.org/

Il semnmennmmas

GDCA

GDCA EV FP H PRSI (V1. 5) iR

7F GDCA & Il-7T, %4

T 55 AR B4

{CH GDCA #1175 B ;

AN GDCA 15 IR G ) Sk
KM H RS %5

WEFSVESN:

A FRAFAS SCAF T 3R
EATRINTIR SN0 8

P EENER Ny
PNZEN=EIIE R T

10. #b¥E GDCA K2 & B 1Al GDCA MK 25 #:4F s
11, AbFANAF A USRS ;

12. iRk GDCA FEHUELE.

© N o g &~ w D

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to

commercial factors.

Before termination, GDCA must:

1)
)
®3)
(4)
(5)
(6)
()
(8)
9)

Arrange the business to undertake

Draft GDCA termination statement

Notify the entities that are related to GDCA termination.
Shut down subordinate LDAP

Certificate revocation

Treatment of archive file record

Termination of certificate authority service.

Archive main LDAP

Shutdown main LDAP.

(10) Process GDCA business administrator and GDCA business operator.

(11) Process and store sensitive documents.

(12) Remove GDCA mainframe hardware

H T3 B 2 AN AR 2 R R 2 1k GDCA, LT 2258 i 8] (B4 i — 1)

ANJFIFE GDCA # 1EARiE A [ R b, i T2 912 5 R K ¢ 1E GDCA, #5k GDCA
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With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.10. #¥#E %4 Data Security

G2 274 CAINIE#%i81% (CA/Browser Forum) it www.cabforum.org & i
RS 16 S K .

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.

6. INER G A 24235 # Technical Security Controls

6.1. FHIMKAERS %% Key Pair Generation and Installation

6.1.1. ZHHXTHIAER Key Pair Generation

CA AR B S80S 38 3 T e ANV Al & A B o B AR AR Rl B, 17
fiti . # AR RIS ROBAE FIPS140-2 ARUERIAHGHE . BT FIPS140-2 bt k& E K %
T AR T A AT A SCRF I ARvE, SO0 T 8505 7= i A P b (T BREESK, Rt FIPS140-2
FRUEI S IRIAT, SR A A0 B EOR VAT RTEE N B E A, RS R &
FROLEIBORE. F T LR A B A A e i 1 5K % A R R 1 4 . AIE.

VP BT B B RSS2 B T % P B AR L AR . GDCA I 3%
VT PV B EHRF CSR, AN CRAP R SSL I IEBARR ST P . T
B A ks B RS A TR T A I R B L AR A R s BB B L 2R AR S A i
FIPS 140-2 25 0 ER 1IN W & R e . %K A2 /2 RSA 2048 781 ECC 256
7. 7F GDCA st FHFAEH A i T HL T 7= 2B R XU FH AT P 7k 3. GDCA RERAFAT [ Fh
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Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

Subscriber’s key pair is generated by the key generation mechanisms embedded in his/her own
server or other devices. GDCA accepts the generation of keys and certificate signing requests for
the subscribers, and the private keys are delivered encrypted and protected via SSL secured
connection to the subscribers. Subscriber key generation is performed by personnel in trusted roles
within a secure cryptographic device that uses a suitable random number generator (RNG) or
pseudo random number generator (PRNG) and meets or exceeds the requirements of FIPS 140
level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key generation
utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any private
keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. FEAMEIRLAIT P Private Key Delivery to Subscriber

AT BATAER, AN EEAPEEATT ). GDCA R 52 1T A R A%
A1 CSR, AEHINZELRY 518 SSL I &AL IE LT o

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber. GDCA accepts the generation of key pairs and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscriber.

6.1.3. APMERAIEPZRILIH Public Key Delivery to Certificate Issuer

AT AT RA BT PKCS#10 & :RHIE P& 415 K5 BBl e 7E 40
¥, PLHE TR 2B AR % GDCA K .

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate.

6.1.4. HTFINERFVMEAHEIES KB CA Public Key Delivery to Relying

Parties

GDCA M A4 578 GDCA H2 K AR CAEPR NS CAUEHH, it GDCA &
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Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via GDCA's website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. EHEEEHARE Key Sizes

GDCA SR RSA H K /0 /2 2048 fir, SCHFH) ECC P %200y 256 fir.o
FHK R A CAIN S 28i83% (CA/Browser Forum) @it www.cabforum.org & Afi
HIfER 9.5 M AIEK .
The key length of RSA is at least 2048 bits. The key length of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at
www.cabforum.org.

6.1.6. AHSBWERFMFEEKE Public Key Parameters Generation and

Quality Checking

NSO 2o R 5% 2 e e B Sy bt v A T P 4 4% AR A B A s 497 o 2
Bl IR USB Key. IC REEAERUFIEEL, FEi8 N IX 615 25 (1) A e FbR . GDCA
IWHIX BRI R B BRSO S S T RN e &SR TR,

ST SHUR BRI A, [RIRE i i [ 52 S R0 A H R Lo V1T 10 0 25 15 46 R A ok
BEAT, BlannE L. fi# R, USB Key. IC 4% . GDCA A yix 515 % F4 i A & (17
W, HEEC2A& T BB 2 aSRER,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.
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6.1.7. 4 B K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA &A1) X.509v3 E-HE& T & PIHNEY BRI, LS RFC 5280 #rifk
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) 7. I
R GDCA fEHZ ALY N TR 1 i, W5 AL IR B
Fifs 8

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. RAHRPMFLELR TEZEH Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. FROELBFIPRHERIEH] Cryptographic Module Standards and Controls

GDCA it FH ¥ B B 45 02 22 [ SR S E BRI T 17 dh o BB, EEE A7
fili s O AR E NGRS FIPS140-2 ARAEMIAHSCHUE .t FIPS140-2 FrifEJfAF2 F 5%
B A BT AT AN SCHF AR AE, [ SO0 T3 A 7 o TR R BLEOR, [RIE, GDCA 1
WFINE B AR, NS FIPS140-2 ArAERIZR, AL B S8 69 BBCRVE Al AT 52 T
e FErEE N, BRSies) rsRtmsikl. T bR A s s A i B 2id i [
FKEMEERIEZE . L,

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
refers to part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

6.2.2. FhEHZ AEH] (mikn) Private Key (n out of m) Multi-Person Control

GDCA R M. M. & AR SR 2 AL, RIERBCIL
=772, KRV R AR 4 B 5 AL AL b, SR = NTE IR AT
THHT, FANEH RN PIN B, A GEXTRAEH R T4k o
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Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FHIFEE Private Key Escrow

GDCA WIRAA VTR, AT PR R PIFEE IS5 .

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.

6.2.4. FrEH%&40 Private Key Backup

FEHREAR 7> N =R R %A BIR A CAS— IR R ARG MR AT %40
FEAEN CEMIN RGFRVHESRIER VD, MRS TERGT KNS E, M
AR &)

HIsa e  f2 R GER IR AL BN HEAT I AL %47

ARG A R L TR &R A AT e By, R IER
T TR A I35 A R L TR AP REAT I e Ay, BER— K

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.

6.2.5. FAEHHR Private Key Archival

A B O BT AE B S AT IR ORAE . ORAF IO SO 3 X 7 B =
399 PR R RN 8 SRR AT TN O ORA A 5 9 B v R B0l e R MR AR 2 o
HFIWIE, GDCA fE 10 RN 58U R AF

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.
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626. RAHAFH. EAFEEMEL Private Key Transfer Into or From a

Cryptographic Module

AE B AL EEE R, APIE BT A U RIS 3R 1 3 SO i X
o AAPIE BT D AU R IE BT =00, TR REES S BORABIME B AT X AR OIn
A aeArtE BNE B EAR KA X, SR D= MERERAR RN S, %5 a4 6
T

Private keys are significant. The private key information must export to the cipher storage area of
certificate carrier. The export of private key is as follows: GDCA must split the key into three parts,
encrypt them using symmetric encryption algorithm respectively and store them in storage area of
certificate carrier. The import of private key is as follows: GDCA must decrypt three parts described
in export process, combine them into one and import the key.

6.2.7. FAEHEFILHEILHFEM# Private Key Storage on Cryptographic Module

CA F G 1AL EH W 250 DA S 1 T A7 TS 1R K ) 3 A 3 1 R R v R B 35 1
Mg, BEPFS IS DA FIPS 140-2 = 0 bniE ok A 25 4% 22 4K T

T %4480 EV AR LZIEHIT A AN B 2 /D54 FIPS 140-2 —
bR B R S5 R 2 47K

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. EIEFAHKI A Method of Activating Private Key

CA WIRVHAF I TR i b, HOBE B 1% 18 CPS 26 6.2.2 TWilkAT /0],
HARMELE IC RN, B2 3 KEH AR, HANEHEARIFHA PIN
i, 7 BEEFAEH

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

88



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:F; %%-U\-‘L[E—\J-k%%m)rlu (Vl. 5) ﬁ}i

6.2.9. fRBRFHEBIEIRAR ¥ Method of Deactivating Private Key

HHVE B A S A H CRE B R RS SRR S S, TR R, &
R E RN

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

6.2.10. IR E Method of Destroying Private Key

WRAH AR, B SRR B A SR s g MR e, iR LA T
PEIERLG N, 2L I R 7 7 I R R AL TR RN R A
W% v uiE 1C RELIWEE T NE. F, FraHTH0ERH PIN S, IC R
S A A B s W el

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11. FEROBLEFIPEE Cryptographic Module Rating

GDCA {5 I [ 5 % B R L HEAN V] (R 7 il

GDCA uses the cryptogrammic products approved and permitted by OSCCA.

63. HHXNEHEK HE M F T Other Aspects of Key Pair

Management
6.3.1. A%HHR Public Key Archival

X RGN R AT B RS ORAE , SHRTE ) A UE BTSRRI,
TREEIRE 2 T A HE B
SHIEIIE, GDCA 7E 10 F 1 5E IR ff

GDCA should carry out archiving and preservation timely for public key data generated by the
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system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. ITHIELEZHHANRAEE Archival and Destruction of Subscribers

Trusteeship Key

AEH

Not applicable.

6.3.3. IEFERIERAMEE LA E IR Certificate Operational Periods and Key

Pair Usage Periods

IEBA BN & CAINE2E8Ts (CA/Browser Forum) @it www.cabforum.org &
ARHIFERE 9.4 53 I ER A — 3.

PFHFIRVEH A8 FA IR SE B A RO, EIFA B IR — 3.

TR @ IES, HAH R BEE A ZOHAN A T UL THr% 4, RS
IR ASE I UER A B . B, A 7 PRIEFEIE A B0 N 254 145 AT BUSRE,
DN P SRR FT LLZEGIEA5 (1976 RIGHBR LA .

XTI e+, HAHNBAEEBARZENNA T L TInEE R, A8
FIIRRANE S UEH B A ROV . (B0, Dy 7 ORUEFEIE 56 RO A Ines 5045 BT LLARTT
AAEH AR A A SR T AAEGIE 5 A7 S80I BR BASE

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

RHNTER BRI IR AT FUEHIE & CA RS, uEBIE, ERIEZERTHELT,
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FOVFSE 52 B X UE AT S . (R B AR TG BRI A
ST AR AR TS, B PIX A0 V@ LI 5 53 (A A SRR 4 T
X T RSA4096 iz CA EFS, BN 1K i A2 30 4F
X RSA2048 7 CA IE-fS, XA VA R 2 27 4F
X} ECC384 it CA iE+:, H BN I v AR R 2 30 4
X} ECC256 fir CA iE+:, H P K v R 2 27 4
XFT RSA2048 i EV DA 4 E+:, HE PSR v e 4ER /2 39 M H
Xf T RSA2048 i EV SSL JIR55 #RiE+s, B B SR VFE A IR E 27 A
Xf 1 ECC256 i EV SSL k55 s iE+s, B HI I K e £ R 2 27 A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 2048-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27 months.

6.4. BIEEIE Activation Data

6.4.1. BUEEIERIFEAMZEE Activation Data Generation and Installation

N T RIPAIR 22 4, ARSI AL R 22 s B 6 AU RAIE 22 4 P 58, AT 38 4
MABOIR . Befmel. BAREEM . BB B BARESRA 3

CA R BE A, 2% A SC 8 BHROS Bl 70 BV P BINA R EOR, ™
WEAT AR 2 RAER . TP R EOE SR, SRR T T EIEBM S (U E
BB IRAD . USB Key. IC 18 fE 155, #AZILE 222 m] FE (AT T BENL™ £

GDCA FAERudEEdE, WA T FEIEBM NS ((RUESER B IR,
USB Key. IC KR H45%, #RRAE AR5 MMEETEEHLE . XEEEIEHdE, #6
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el 2 AR EE T A, I B A IR . WRECE 85 7 A G T e X TRk
oS 28, GDCA @M F BAT T IE k.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FITA HOARA 11 40 B 1% AN 25 5 i 4 1 1Y
Z/b 12 R A
Z LS — AN R — AN TR
ANBE AL AR 2 AH R 1 745
ASBERERAE 2104 -4 )
ANEEEFAH . HIEEHT
/0 90 RIEH— K& 1Y
ANRE S AT PY I 12 i A 1)
90 KA £ — IR 7 44 A i
F B 90 K A AETEER K F
WEF RG22k 5 RIS B8 e Ik P

/

V V. V ¥V ¥V ¥V V VYV VYV VY V

Y

All the protection passwords should not be guessed easily
» Contain at least twelve characters

»  Contain one number and one letter at least

»  Not contain many same characters

»  Not be the same as operator’s name

»  Not use birthdays, telephone numbers

»  Modify the password in at least 90 days.

»  Cannot be the same as the four passwords before.
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»  Check username and password every 90 days.
» Remove inactive account within 90 days.

»  After failed 5 times login attempt of certificate system, the account is locked.

6.4.2. BIEEIEKIED Activation Data Protection

Xt CA RV RS Bt 250K B K 12 e B 10 5 300 i s th AR RT A5 A
A, T H BN AR A IR ST BRI 2K

VTP B B I A 2 A AR A A, AT 2 R, BB e LS
BEATH S, ANATRAR A PTERE . WIAAEAAT P D2 B PIN RS ORI AAGIARL, 1T )7 N %
FORE UL LB PIN 5, By 1L FR Gy B . A AR T 7 48 AR AR RSP AL B, 3T
JUR R R B R YR E R NARE G NN TRCEL S RGN Z AT E, Mgk
HOW S BE AT 2 2

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. EiEEIERHALF T Other Aspects of Activation Data

MALHROE B AT AR, AR AE R T R e T Rk g, B
FEEAGHEFE . SR AR RUE A -

AL IS BEE AN T ROZAE R, R E A eSS R P e T B e . T ERER
FEEAUE, S8 aE R ORI AR E B A B B R R AT S B 1) 43 B
HAHR, LA SRAT A HITE AR DU AU B o

EIEP|ZARE, T REUEBRT P EGESEE A A, BUE W

1o WP A TFHIEIERR 4, ST E KA.

2. TR AHEGE IC . USB Key 14, BUTT PR BRI 55 87 FH 1) 75 2 Ff B
T UL, RS 3 A H G M T
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Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some or
all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. FFHMITEH ZLBFEARER Specific Computer Security Technical

Requirements

GDCA RGHMME B2 E R, #ZBEM GEBIERGH A R 2 B AR
Yud DAVAE B R A (R IEIRSSE B M%), S 1S017799 15 B 2 e hr i
FRVE LA S HAMAR OGS B 22 A bn e, )7 4Ty 5835 0 2248 PRI AR 2, 7RI
HyP ASERt . H S BRI ZEEORMEH RO S0P MBIE. B8R
KN /B I KIS AN A A = 2 N LS v DT E eI R
Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA; "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology,
standards of information security in ISO17799 and security standards of other relevant information.
GDCA draws up comprehensive and perfect security management strategies and standards, which
have been implemented, reviewed and recorded within operation. The main security technologies
and control measures include: Identification and authentication, logic access control, physical

access control, management of personnel's responsibilities decentralization, network access
control, etc.

SAT R DR R RIS ENL], VRO RS (45 CA R4t RA R0 Uil
BRFFIN 53 70 BEE— I, T B U7 TR0 AR PR 1 AT AR A ST ER K i MBURR o« 17 1]
I FEIRR A 44 4 BRI A R 8 5T e

I PR ) AR TG IR CA B SO B R Gt LA TR Y
R2YL, ARZBNRERBAITT I .

94



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:FB %%-U\-‘L[E—\J-k%%m)rlu (Vl. 5) ﬁ}i

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization..

ZORG LA S AL R GBI &, L R G S AL R GE IR E . XA
BEL 1E B 4i 7 A9 L AR A% X 28 1K) 5 T o A5 97 i BEL LB A P9 XL R A1 R NAR A 7 5 458 A
2, BR&IVIF A RGNS . A CA RGEFESERATK ., ALETIERE. U
A RGPS N G AT Dod s 415 ) CA $dE FE .

ARG ZAEFA CAINERELIE (CA/Browser Forum) jEid www.cabforum.org & i
ffifEFg 16.5 #BorAIEK.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser
Forum at www.cabforum.org.

6.5.2. THEHLLZEVHE Computer Security Rating

GDCA MRIFEFHIEMA BRI TIIME , G EZ R 2 2SR ER, L%
EEERHE

GDCA [MIE#RSE, i 1 E SO BRI % s A

GDCA MIIERSE THHENL M 2% 22 4, 347 i B 508 08 B R 8 8 T TRHAIE &
giv tHENL ML TEE G, SFREAC TR KT EL, SHMERG R
ARG EHAT IR E -

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.
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6.6. A=A AT ARFEH Life Cycle Technical Controls
6.6.1. BRI KiZH| System Development Controls

GDCA BB A Bt AT A AR g LT S5
8 A F NPT S R IR, PR AR N R A A R R AT
) R 2 ) A S SR U R B A B 1
TR AR FF b ALETF R A B AT AR TN 5, T FR S0 1A P 5%
AR B AT HEAT A B TE LR & s
=7 UL R A
22 A AR A0 AT RIS PR
A, GDCA MM KERAERTE, 27 1S015408 (1hriE, $ATAHIC BRI RIFI
KA

o &~ w b

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. REBEHIER

Security Management Controls

GDCA NIE R SR B2 4 B B, ™ A [ 25 0 2= AT s AT i B
1TERAES
GDCA \UEZ e KA A BAT 7™ M B2 il 157, A ) R Geal e 7™ 4% iR 6 I i
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A AT ZAREN, ARFE ST 2 e R AL GO BT A= ] DR AId k.
GDCA & XHAIE F GEEAT 5 HIRIAN & T Ao 2 At

GDCA SR — it 3% (1) BRAR R4 A L R G &, AR Ll R B 2.

PEPF B A ORI RIS, AT 2R, AR S R AHAR, &6
FAAE AT S o IR B0 35 PR SR I AN 22 2 L A8 A8 SN ™ A% 1) 22 LA, BT e
RIS A

GDCA MIER G A A T R L, IRIR A A BEAT AL B, 1 S J0f
IR R 2 4 (5 B AFE

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent
unauthorized modification.

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. MR ZE¥EH| Life Cycle Security Controls

GDCA L R SR A e B m] RREMERO T2 R, HLrp g 7R, 2R
i JA IR 2 o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKZ4EFEH Network Security Controls

GDCA I & Gi K FH 25 2577 36 0 W) 45 B Y5 22 Al R GE DR, I HL S 56 385 19
RIS N

WIE RS RS R IET . EWHE BRI ERE DR, BEA P sl 2% AT
R GDCA AL A TR #E N GDCA EP/Ik95 a5 GDCA iE1 H 3954 . GDCA
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GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. IFIAIE Time-Stamping

WIERGN &R G HE B H EHS A AR N A AR R o X e (AR TR A 7R
FOR BT B 0 A 207 I TR B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. iEH. IEHREFRMELREFIRES L Certificate, CRL, and

OCSP Profiles

7.1. EF Certificate Profile

GDCA ilE 5384 ITU-T X.509v3 (1997): {ZEHAR-TF N RS Hi%-H . IANIEHESE
(1997 4F 6 H) FriEA1 RFC 5280: Internet X.509 28Rl ¥ i IE 1571 CRL 45 (1999
F£1H).
EV iEP &S 5EAN X 509 v 35k, R e {8 ol (8 i PR i R R T

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
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RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the

following table described.

FR-EV PS5 1R AR

1k (B P BR ]

JERA & W] X.509 iEH A% URAS, N V3

7515 UF P M — AR R

ESE RPN B RAETI Br R 2544 % (L CPS 28 7.1.3 1)

%54 DN 25 R B 44

ARG HI | AT EERE AR EUTC), AR EE2E, $% RFC 5280 R gmhs

AR EHE | BT E bR AR [EUTC), FALseEF2, % RFC 5280 Z:K4mi4 .
A SO BRI B B AT A A CPS #E M BR il

8 DN UEF R & B AR B 44

YNE ¥ RFC 5280 %, i CPS e A%, #HKENW 2 CPS
R B R

Basic domain of EV Certificate structure

domain

Value or value limitation

Version

Format version of X.509 certificate, the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CPS section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity

Public key Using algorithm specified in this CPS and according to the encode of RFC

5280, key size meets specified requirements of this CPS.
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7.1.1.  BRA Version Number(s)

GDCA IEH 7 X.509 V3 FAEFkg 3, WAE BAFTBAEE P AR A

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed
in the version field of the certificate.

7.1.2. FFEY BRI Certificate Extensions

GDCA [ 751 X. 509 V3 JSCUE P FriE IR bR S FEITLASL, i 1 H € P eI,
WEH Y EIUEAE IETF RFC 5280 #rift, JF#F& Guidelines For The Issuance And
Management Of Extended Validation Certificates %K .

1. UEHARAET

® [ FikRA 5 (Version)

i8] X.509 TEF % A, E 4 V3.

® iE-i/F%5 (SerialNumber)

Bl i1 GDCA 73 Fo g iEA5 R ME— I8+ RUBR IR AT

® A BHARINFAF (Signature)

i %€ 1 GDCA 25 A E-F5 I s FH 25 4 i

® KM (lssuer)

FIRARIRZERAEF 17 CA 1) X.500 DN 457, HI GDCA &AM EME, OfEK. 4.
i B BALERTT. ALEA A

CN = GDCA Guangdong Certificate Authority

OU = Guangdong Certificate Authority

O = GDCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

o {EPBARI (Validity)

FSRAR EVEF A R0, AL GRS TT 4R AR 250 H SRS [R) DL A 2R 28010 H SRS [] o
RO RIEB, & E R EiE B GrEA R A .

® LM 4 (Subject)

e EUEBRFA E I X500 ME—42 5. AFEESK. & W, Pk, SBALETIAEH 4,
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AL email Mk M B2

® FPBFFEEATEHEE (subjectPublicKeyinfo)

IERFAH A THEAE BHO SR EEZEE: IEBrAHENATFEHNE: AT
HRME AN EERRIRTE . AR RAFEL & AT S hash 592,

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and
conform to the requirements of the Guidelines for The Issuance And Management Of Extended
Validation Certificates.

1. certificate standard items
® \ersion
This field describes the version of X.509 certificate.
® Serial Number
The serial number is a unique integer assigned by GDCA to each certificate.
® Signature Algorithm Identifier
The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
® |ssuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
® \Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

® Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.
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® Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. WERY R

® MURHIFEHARRST (Issuer Unique Identifier)

I AE 24 [ —A> X500 44 7 F T 2 M ENUIIET, FH— AR 155 5 SRk — AR 1R AR
K B X500 447

® T HEHFRRAT (Subject Unique Identifier)

BRI TE 2 A — AN X.500 4 7T 2 /MIEBREE &R, F—HoRE 5 5 R —FR iR
HET A & 1) X500 4 7.

® L (key usage)

fEE SRR AL A, ANATHRBL BN, HgEinE, S %
EIEH2E4, BiE CRL 2544, Hnw, R#E, HE4.

® CRL KAl s

Hi GDCA $i5€ 1] CRL iAfi i

2. Certificate extensions
® Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

® Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

® Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

® CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.

3. HENT R

EEXEAN R E 58 I 2% 75 5K, GDCA W] R i 8 L —Se4 R I, G4EHAMR a1
R
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Mo RS HTRRIT T SR 5.
AAPRIAAS: H TR HZW AR .

TREM S ATl TR 54

EBCEICUES : TRk ER 5

EAEMRSS 5 UEFMURHUA 2 FhR R A — G 5
WAREICIE S . H T RS 5.

MNERIE S HTRoRE R S AIERIME 2 5 o

3. Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some

extensions flexibly, including but not limited to the following extensions:

7.1.3.

Insurance number: It is used to indicate the subscriber's insurance number.
Organization Code: It is used to indicate the Organization code.
IC registration number: It is used to indicate enterprise IC registration number.

Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

Resident identity card number: It is used to indicate unique number of resident’s identity
card.

B S AR RAF Algorithm Object Identifiers

GDCA K WEF, S5 PR IR T A sha256RSA Fll sha256ECDSA..

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4.

£Z# IR Name Forms

GDCA % & HIE 45 4 FRIE R (ks 2T 2545 & X501 Distinguished Name(DN) %
VIE v

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.
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7.15. ZA#B#H| Name Constraints

GDCA ZE R ML+, HARRBIAIRA SV NE X BE 4, A i e & R
Ko

Name of certificate issued by GDCA must not be anonymous or pseudo. The name should be an
identifier with meaningful contents.

7.1.6. IEFEMITRAIFIREF Certificate Policy Object Identifier

GDCA 2K H) EV EA N AL S UE S SIS IR SR IRLT

IE-PFRRF A& CAMNI B #S81% (CA/Browser Forum) il www.cabforum.org &
AilFETE 9.3 HBArIER,
EV certificate issued by GDCA shall contain certificate policy object identifier.

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.

7.1.7.  SERETR$IH B IR A FYE Usage of Policy Constraints Extension

AEH

No provisions.

7.1.8. SEMEFR ERFHIEIEAIE X Policy Qualifiers Syntax and Semantics

AEH .

No provisions.

7.1.9. SREIEPEMRY BRI ALEETE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 1 PKIX #5E—%.

Conform to X509 and PKIX.
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7.2. UEPB MR CRL Profile

GDCA E %% CRL, ftH A,

GDCA issues CRL regularly for the subscribers to query.

7.2.1.  BRA Version Number(s)

GDCA IUET mas 512 K X.509 v2 fi FIIE % .

CRL issued by GDCA is formatted in accordance withX.509 V2.

7.2.2. CRL Ml CRL 4% H¥F I CRL and CRL Entry Extensions

GDCA HIET M52 (CRL) s&—ANir A i [ajE I i B 72 4 1) 2 masiE
[1%%. CRL W% k# & CA, GDCA il k4 CRL #Mte i & FIBUIE BRPIRES
=3=|

H o

® CRL A4S : Hk4EE CRL IRAME 5, GDCA KA1 =ZF X.509 V3 i+
XF M) CRL V2 FiAS

® 4%k GDCA K sha256RSA Fil sha256ECDSA %544 5k .

o kF: FREZKHMN DN &, HEK. &, i YU, BALETTREH 4
e

® EAEIl: FRE—ANHIIT AR, FHBASREAAR CRL KA B[] o

® HHESIRl: FRE— AN HIF M, FRASRET R —IRk CRL KR AN ] (A&
o Y 5 )45 P 23880

o MUHIETAIR: e CAMMBEERMIERSIR. RIIRPEH DT
SRIEFS B 7 B 1) E SRR ]

® UK HIAE IR IASRT (Issuer Unique Identifier): AIiAR iR REGIES CRL |
A AT EREF A — CA AR 2.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

® CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

® Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.
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® |ssuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

® Effective time: It refers to date/time which indicates CRL issuing time.

® Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

® Certificate Revocation List: It refers to a list of revoked or suspended certificates. The list
contains certificate serial number and certificate revocation date and time.

® Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELIEFRSEMI OCSP Profile

GDCA XH IETF PKIX TAEHIFKI—"NELIUEF IR (Online Certificate
Status Protocol, OCSP, RFC6960), iZ%WMSE 3T — Mbmite A1 SRAN M N A5 2% X AR
WIEH & S HREE 1. 72 GDCA B J7 Wl T 2 OCSP & i) % 1 in -4 GDCA B 77 M
ki KA OCSP #AF Ui BHBEATRC &, B ] {1 GDCA HIFELRIE T RS A H kST . GDCA

R I¥) OCSP i b 28 /b4 5 LAR FTdk (19 OCSP LA BE A AN A 75 -
® \Version: 7/ i fd I ) OCSP WX IR A 5 s GDCA HIFELIEFRZE TN vi
FiX o
® signatureAlgorithm: 25 OCSP f5i%;
® responderID: 25K OCSP SEfdk . 28K & A AN SHAL HHh 475 A5 AIE 5%k )
Ex

® producedAt: OCSP M 3 AE fi 1 H BT [H] 5

® Signature: OCSP Wiy B B 7254

® Nonce(— R MHEFENLED): EARZSIE RIE B H IR —> requestExtensions 2% & A1)

N3 S H ) responseExtension AR & L A — R MEREHLEL, B Ik E O

o ERE: IEBREFHURE, WAL MR .

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
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®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderID: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message

® Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

® Certificate status: The latest status of certificate, including effective, revocation and unknown.

7.3.1. KA Version Number(s)

RFC2560 5 X [] OCSP V1 4.

The field conforms to OCSP V1 defined in RFC2560.

7.3.2. OCSP # B OCSP Extensions

TERE -

No provisions.

7.3.3.  OCSP &R fmi i 4b 3 Processing of OCSP Request and Response

—/> OCSP iR & LA N Ed: PhBUBAS . IRSSESR . HARIEP IR AR iy g

TEHSZ— MR J5G, OCSP R 5 i Wi S B 14T 1 A -

o (5 k1L

® B R 55 A A B SR AHE SR AR 55

® IERAE VWS ST EREE, MR AN RF A, B4 OCSP
R S5 S e MRS S AT, R m AN E R R

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
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met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRA#E R R Z A H GDCA IERZE A E R TH TS, TERPIRSOIE.
IEBAR. . KA. IEAERE H LT S0 -
® [N GiEERIRA
M L 55 44 R
XV R e 45 1 5]
Y
B HIE GARIRTT S
xR R A5 B B A 125 4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed

ISR, OCSP iS5 B8 iR il — AN HUHHE B, IXSHHR S U GDCA IEH4E
REEPMEL . IS EE LR

® RIEk&4LAIIER (malformedRequest)
® NEEER CinternalError)

® iffH/EH (trylater)

® E4 (sigRequired)

® KFZAL (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® frylater

® sigRequired

® unauthorized
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8. I\ iE Ml # & i+t 1 H /b i¢ f5 Compliance Audit and Other

Assessments

8.1. VFAh M M & H 1F £ Frequency and Circumstances of

Assessment

GDCA N A A X Py 42 il EEL BRIEREN BUEPAT SR AT — IR
AR e SERR R ARG LR T 5 FUE bR . SR —20 TR o &g RRIUTS): HFE
WHIBHEAT —BUE TS E PR, IR Bl D> 3% ¥R EV SSL RS #HIET:
N EV ARG ZAE BT A,  CAERIEUE AR S5 I T Stk 2 A PR 45k

B ERAE R R iC R TE CPS R, JF HEZLRI CA/MI YR i tx (CA/Browser Forum)
JE I www.cabforum.org KA ITERT 17 #5545 ISR A —20.

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly to
ensure the reliability, security and controllability of certification services. And should extract at least
3% of the EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.

8.2. VRAEEMIEM Identity/Qualifications of Assessor

GDCA MR E 11, B GDCA %4 HME 2 i 2 71 Tn A A3 1 1A & 1 PPAd /N
B TPl N AT T A
GDCA FEEAMBE I, MiZE & LN 8.

1 RAGEZVFATH . AL TS RPN, A B A%

2. TRTHENUEE ZeE R BEMSKZEER. PKI R dRAENHERE
3. HA&EARGUSATIEREN TR TR

4. F ML TR

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
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1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VEfiEEHIEME ZHE KX HR Assessor’s Relationship to

Assessed Entity

1. GDCA #Hil REANMM RS EHE A WS EHE R WS EAE R TAE R A A RE

2. HNERVEALE (15 2 ME AR ] SRS IS5 i LK AR LR AT GDCA 2 [a] &
ALK ER, BAEMINLSS . WSAER, B L EAE MR E IR L LU IIEAL 1
FRNE, PEAEERLDSL. A IE. AN GDCA HEAT 1Al .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. T AZ Topics Covered by Assessment

GDCA Lo B v LA AR LR 2

1. RARNE R A5 3 7870 (1 St

2. 18E TARGUARANH] L 15 2™ kg 18 5T

3. ETRETZ CPS. k55 MVEAN 2 4 BORIF IR MK 55 5

4, BAHE. LR EEE, DAL R

5. AR ] BEAFAE A 2 4 R o

58 =7 BV IM S 55 i B WebTrust For CA BIVEIMEER, X GDCA BEAT L& 1.
GDCA's audit contents include:

1. Whether the security strategy is fully implemented
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2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XMNMHBEAEXIKIERE Actions Taken as a Result of

Deficiency

i)
g

St F AL B 5 e 1), pl o PR A /N 7 B A ) R ) B AT R R
AT MV 55 SO R 58 35 I Lo S8 RO B TS5 RISt J5 , A HRBEHR 1] 75 1) B T PPl /N
PR 45 ik T AR i R4

XtT GDCA FZAUEMBURA 45 5, Wiz EE#EAT i35 R A CPS J GDCA
SE A S BTG 14T, GDCA T LAHIIE, A B 5T 4 H AL B (L iX 247y, R
R4 GDCA HERBEATIL S5 B . M 553 RUAT Jo 5 = B AV E MM, GDCA M1k
SHZA LR B F IR 55 AL

5= AT S5 BT e S, GDCA % MR TR AT B0, JH 2 Kk
AL .

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. L% REKIfEEE KA Communications of Results

GDCA )8 T &5 R [ AL B WARE & 1 LA L o 18 K RIE R LR kA7 1 208
i, XSAIRRIE T T 224l i, GDCA X K [l 1] i ok o
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S =7 WM S Rl Se i, X T TS5 R, R ilid www.gdcea.com.cn (i
BEAT AT o ARAR 55 =7 [P A SR8 R P1Aly 5 R B SR A5 B, S0 03 58 B 1 )
GDCA LBl &N H A1 J7 3, FFEAF GDCA HI[F) &, 48 53 A L€ kR Sk : GDCA £
B AEIX T3 TH VAR T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. TR H A 552K Other Business and Legal Matters

9.1. %%FH Fees

9.1.1. FBREZEMEH Certificate Issuance or Renewal Fees

GDCA AJ R4 H A 1) L T~ IANUEAH SR S5 R A B LA FRIE AT P SO B HY, BRI S
HEARYEAT ML T I BB DL T € » FEWS B ArviE S Y, BDAN R W B bRtk 5 5L T, GDCA
ABURIETT PRI, BFXSASFLT AR A 5] RS B SR B A1 B4 it o

W GDCA ZEE i h Fa B 4 Al GDCA AARIIT A —3, DL 40
W it
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper

limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. FHE A Certificate Access Fees

FEAEBHRONA, SHZIERE ST AW, HAT GDCA A& Mz . BRI
PRI AR IR TR, 755 GDCA SUATEAM ST, GDCA H5 i  ip i e BB i AU
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2 H
SRR B A U R B A E 281k, GDCA ¥4 Kk 78 sk www.gdca.com.cn
ETLAT.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.13. EHRHEBRSEEMEMIEA Revocation or Status Information

Access Fees

GDCA Xf Tk MAH FPIRAS A, H BTAWSBUTEAT 2% H - BRARH 32 IR IR R 5K
i 22 GDCA CATEAMA T, GDCA 5 - i SOBUSiZ e i 9

R BEARESE BB WM R BORE M AL, GDCA R 2 K I 7 kY uf
www.gdca.com.cn b F LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HABARS 3% Fees for Other Services

1. WA GDCA REUALF I CPS s A AR S H/E L SCAFIT, GDCA 7R
A s 7= A P 328 L AL T AR 9

2. GDCA ¥ Jl 7 R BEE P A/ B X AH OGRS, GDCA AE 51T 7 5l Hofth S
PRZE B I b e BT A% o

3. HAth GDCA 4 Zali# IR bR % 9%, GDCA H#4x Jeit A, AL
i

1. If subscriber requests paper version of CPS or other related documents from GDCA,
GDCA will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA
declares the prices of above items in the agreements signed with subscribers or other

entities.
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3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IB#EKEME Refund Policy

GDCA AT FYSCHL B, 7 345 FR 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4,
GDCA ARk FAEAT 2 H

FE SR P E M RAE PR 2, GDCA 35y 4% (B E R 5 A SR . SR
GDCA 5% T4 CPS FiblE (0 stE s 3L & oK 5%, 1T/ Al LAZEk GDCA A5 iE-TiJf
IB#K. 7£ GDCA M4 TiT P IIETJE, GDCA ¥LBIHELT oA FEZAIE 15 T SO AT 1 5%
RS IBES N A

HH 3B SR AN BRI T P A5 3 L e R £

SERGR G, VTP WER kS E B ZIE TS, GDCA KB st Hyk i o/

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. WM455F4E Financial Responsibility
9.2.1. FREEYEHE Insurance Coverage

HILFHE 4 GDCA #iil G, UEBIT . MM 7 55 5244 1T DL GDCA 7&4H
TEEE T (V208 BT E R 5RO
® GDCA MIEBH I KA P UAMYE=T5, S80T 7 BUE Ay 8 241 1
o TSR T BRGNS BB %k, GDCA RIURVIREE TiEH, SEUKHT
2R
® GDCA RFEUEE SR FHEH Bid (5 BT AR T HFIES, 3808
AT E IR
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® 1T GDCA WA KN SECEBABMRE. STH, BT P Bl Wi 77 8 52 35 25 1 5
® GDCA KAe LB maiEBaT.

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

9.2.2. HABIAFE Other Assets

ANE

No stipulation.

923 XWHBRASLMAEKAKEIHE LR Insurance or Warranty Coverage for

End-Entities

GDCA UiE [ 74 CPS e FIER ST, WEFIT /' (ki &Sk mT LA i GDCA
ARG TT (e A E R TTBRAN) . 74 GDCA WM, T LAXHZSL R T I £ .
it % R A 4t °F

1. GDCA Fif IR XS A AT 9.2.1 FAlE R RIER, 881

T A R, A EIR AT LA H GDCA AR5 | €, GDCA
SR BT E S IS DU Z @ AR OGS .
2. GDCA RATEIE54 RO PR P AR A 5 2R 8 432 5T AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:
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1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. THEHBR Liability Exemption

1.
1)
2)

3)

4)
5)

6)

7)

8)

1)

2)

3)

4)

5)

B RIS Z—, 4%k GDCA Z 3i1T:

VTP E BRG] GDCA BB, A3 X452 —M:

WA AR, e, WERRMAIAIGE R, AR, TR ERIE
N %R GDCA BT K INAUFIE B EAF RS PIN 15, Af5HtRE PIN 4
B BUCTAIE AR B A A

VP ER B SR B B E T, NS AR A R G

WP N B2 44 R E RO 2 B s v RE D R B, B K45 1 GDCA
FAASRETT, FE A3 % i1 2 44 I E A

VTP RS R R T DA 2508 S [ IR R T IO 2 1) . ANTRK S iE
F51Ey GDCA FL5 {8 FH ¥ Bl 41 10 H A AT FH e 456 «

VP A ZRHEE T B A A L ZE 15 AHER R BT RE R . O
WAL BRES . WA BT

VTP U5 MR 52 $2F 1] GDCA B 24 ik 45 52 B4 5 A2 4l IR 45 3 A

If one of the circumstances below has occurred, the responsibilities of GDCA shall be
exempted:

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

The subscriber has the obligation to provide real, complete, accurate material and information,
and forbid to provide fake, invalid materials and information;

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

If the subscriber has known data used for making electronic signature (private key) has been
compromised or may have been compromised, he/she should inform GDCA and related
parties promptly, and terminate the use of data used for making electronic signature;
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6)

7

8)

2.

3.

Subscribers shall abide by national laws, regulations and administrative rules and regulations
during the use of certificate. Subscribers are prohibited to use the certificates out of the scope
which specified by GDCA.

Subscribers must use the certificate within the period of validity. Subscribers are prohibited to
use certificates that have compromised or may have been compromised, expired, frozen or
revoked.

Subscribers have obligations to pay the service fees to GDCA and local service acceptance
points promptly.

M ARG R T S B E B A R SEIR . . TR, BUEE. &

1B M EF IR 51 AT RLEZ “ARTHi7, RIGARTUL. AR %

FEARETEIR B NG DL, BLFEEAN R T

1) HERUREFEARKE, QR KR B, Tam. S, duk.
TN, B XEBEARIR,

2) HEBR. SR EFMFBEBUFTN, WREBUFTUCH B EHAITE
R, BURA . B BEALSEL R R .

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure. "Force
Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances, including
but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

[X] GDCA ) e £ Bl 19X 2% 4 o S5 R B 7 3 BB - IE A R B vt B3R L P, B
R, BT KRB ER RS 1 RTFTIE 2 “HORTE” SRR
Rl B FEAH AR T

1) AW

2) RERCELAIUNE Sy, A IR TR

3) HEUE;

4) GDCA 3 B 45t o

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:
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4.

9.3.

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4) Equipment or network failure of GDCA
GDCA CL#HHEAE 1 E S0 VEUAUE BB e AL 55 FUN, 75 45 2%
PR

If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

k5548 BAF 35 Confidentiality of Business Information

9.3.1. %5 B L Scope of Confidential Information

£ GDCA #RELH BT IUIER S S, LURE BN RS R

1. GDCA 1T T 2544 A5 5 5 o

2. WiHdRESSE: AHE, REBHE. PIMBERE R, XL&EEh GDCA
MAREGER, RAZERT AN SR AR . FRIEEER, AnlfE
N A AR R AT .

3. HAtht GDCA F1 RA RAEHIN NI A FME BB LR E, BRIEEER, AnTa
Ao

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated
by GDCA as confidential information. These records can only be accessed by security
auditors and business administrators. Unless for law requirements, this information
cannot be released outside of the company

3. Other individual and company information preserved by GDCA and RA and should be
treated as confidential. Unless for law requirements, this information cannot be released
to the public
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93.2. ABTHRZERER Information Not Within the Scope of Confidential

Information

GDCA R UL M5 BN A RELE B
® 1 GDCA KATHIUEFS A CRL H 15 &
® {1 GDCA 3 Ff. CPS 5 FIE P55 mg H {5 2
® GDCA #n], HA GDCA I Jrfiifl, 7£ GDCA sl A JF K AiHIfE S o
® Jffh: GDCA 15 5 PR MR ok 5 R O 200 TR F 75
GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. R {FE {5 B FE Responsibility to Protect Confidential Information

GDCA H %R 59 AT 9.3.1 U MR EE B TS L%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MABEBFAMEZ Privacy of Personal Information

9.4.1. FRRAREFR Privacy Plan

GDCA B THEFST P/ A FE R B ALK, (I 52 AR 5O A A BERH AL R R
MRS Bt FINT, GDCA H T (R4 (I 5P et M 22 A AR BERRIERT A N il
T

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.
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9.4.2. VEARBRRAFEEME B Information Treated as Private

GDCA JE X LA &5 BOMUEF T B AAE B

® I HIABOEM SN B I S B AN
® IIJTHIEKAR L.

® i HYIEAE AN AL

® I HIRATIKS .

GDCA defines the following information as certificate subscriber’s privacy information:
® Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
® Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. A MR KSR Information Not Deemed Private

GDCA & X AFE(HAR T LU E BABMNIE T 7 R AAME B -
o IjA. B PREE.

L IR ADAE ¢/ [N R A )i

® I UEAE HhE SRR .

® I T HEAE .

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:

®  Subscriber’s name, organization name
® Subscriber’s gender, organization nature
®  Subscriber’s postal code of mailing address

® Subscriber’s email address

9.4.4. {F¥EEFLKITT4E Responsibility to Protect Private Information

GDCA A %% R SR AT 9.4.2 FAUE FIES HFH DM AR TTHES X5 -

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.
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945 (EHENXREEK S A 5E & Notice and Consent to Use Private

Information

GDCA R R =4 128 BRORUE T 7 S AR AL, JRRE RIBOT SE 1) 22 2 T B R
CAFE N ANBSAME B o BRAFRIEE A BB i s PE LS, R RS BEAST 7 (I VF]
ZHiT» GDCA PRIEAZATUET 7 BR B AR IS KN AT RSN A NE S8Rk
RKHE=T7 (BFERAF AN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

04.6. WEBRERITHEEFR{EEHE Disclosure Pursuant to Judicial or

Administrative Process

MATEWLIC T 2 GDCA HR A BLIIE T4 F 2 (K AH OG5 R, GDCA 4 fitin F
fHE:
WP EAE R
WP A N s & 41 a1 15 2
T 5% GDCA [ ) 85 S A% 0L o
GDCA H4- 4 JR I HER i A R BEAH OGS B

When administrative organization requires GDCA to provide subscriber’s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the
law requirements.

0.4.7. HAfE B TERB Other Information Disclosure Circumstances

UARAEFSIT R GDCA SRR I 2 7 SCIR IR S5 BURE =5 Iy, GDCA I
THEAUEF T 2k 44 A a7 Hh bk 5545 B R A 28 = Wil 25 4 7]
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If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. %MRML Intellectual Property Rights

® GDCA ZH I XHIE T L& GDCA HE: 1 FTA T 1 A IR =R

® GDCA XMEFIEH RGBT BA AR LA F a7 =8

® GDCA A Bk E R AR A R 5

® GDCA Wl LA —1M5 B8 GDCA W7, £4 GDCA iy, fiA
AR T EAT .

® GDCA RATHIEFAI CRL ¥ % GDCA L HL T~

® ANEEEHAS ALy GDCA 7.
® JHRAKIR H 3 GDCA P SR E A 4% (BLURRIFR DND - BARAZ IR AU
YL SRIIEFS, 3529 GDCA [l r=.

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.

9.6. BFRR5HH{R Representations and Warranties

9.6.1. HTINERSHIHAIER 54 CA Representations and Warranties

GDCA 7EH& At B T IAIE AR 253G Bl R Fp ST P AR R
® GDCA KRV P HIEBRF & GDCA ) CPS W E s T E K,

122



Il semrnnnammas

! GDCA BV HiF-F B T OAEME 3 (V1. 5) JiR

® GDCA ¥ FUEF T FUBHRAT AT CLAnf, FAEAJT T F e A A
A SR

® GDCA ¥4 i e+

® GDCA fE4e25 kg, LB Rk i & I B B2 2 H

AT EAT)G, GDCA fRIUEFR AL AL P 5 B4, - AT P {5 B
FEUERA -

GDCA ANt 5T VAR UE 2 15 7E 1 4 (138 Bl ]9 A, 37 7 AR 7 Ak BT P BB
T DA CRAIE B T R Ve G E

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® GDCA revokes the certificate in time.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. VEMYLIAFIERIE S5HHER RA Representations and Warranties

GDCA MBI 1ES 5 i T IAE R S5 b 72w fR) 7V

o RULLIETIT T RVENE R 5E 445 & GDCA ) CPS AT St 2K

® £ GDCA *EHGIEFIIT, A2 BRI A ML 1 e R 1T 5 BOIE b A5 RS UE T
HHEMEEA I

® VEMMLMR 1% CPS BIRIE, L) GDCA $252 M4 BB A IRSs Hiik .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CPS.
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9.6.3.

When generating certificates, GDCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of registration
authority.

Registration authority will submit the applications of revocation, update and other
services to GDCA in time according to the provisions of CPS.

T P HIFRR 5484 Subscriber Representations and Warranties

W — B3 GDCA 2R IEFS, WA uIE GDCAL EMILR L A5 MiE -5 1A

e NAEH PLUT K
® IR GDCA 1) “HAIEHHETHE T AA CPS H 1A 23 Mk

.

TEUEB A RO N AT H T2 4

VTP TE B UE I m i LA SR L 15 B AR s Se AR, TR RRA
TR HERE B Phidh 545 B VR AT

WRAERIN, T2 AR GO ER 5T 1 H SHERAREEA
I AEAT AN Sz ik 538t 38281 GDCA B FZRUIIE AR S5 WK o

5T P & A SR R AL BT AT A — k84, AT P E B
%, FFEAEHTEAR, WEHRASET GEBEREEH. B, EBRR
BONAT A B 5 [ AT

BRARZAT FORUREN AL ) PR E , 1T P BRAEAS S RAER LA (B8
LD T A 55

— G, BFRRSIT R A CPS AT Sk R4, Ha& M
B M RLAILT P

—GAEZAET, VRS AT IR BT AR A REERT AR, A AT
fERS, RECAHL A TR ok B LRV S e, e . Bk s R 4%
UL ;

ARELLATEATR H GDCA A7nid A B8, 8. A5, AFRHEART
SR K PR SSORIIE 5 AR 45 385 IR e 25 5

UEFBTEA CPS e (ff FIVE I 9 A, FORHIE S I T A s At
A E

RHL A A PR R L E A I8 R . THEEE R BE 5 S i

XFT EV ARRSREAZUEBIAT Y, & K BL M &AL, RISZEIH GDCA HIE M AHE
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5 1 IEB T HE B OVECR SOVEHR BAAERKIE R 2) IERH S5 APE K
IR B s 3) IR, A A IEH g T2 8 nT 5
.

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility"” and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

® If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

® Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

® Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

® The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

® Subscribers of EV code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate is
or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the subscriber’s
private key associated with the public key included in the certificate; 3) there is evidence that
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such code signing certificates are used to sign suspicious codes.

9.6.4. I HIBRIR 5L Relying Party Representations and Warranties

HF A CPS WA FE .«

BAAIE S 7E R 5 1990 R AT BRASE R E 45

TEASHUET AT, XHEBMEAEEE T IRE .

FEASHOE AT, L7 CRL 5k OCSP W15 2 54k AN -

— BT 5 2 8l Hfh R B T A A A AR, R TR R T 4
GDCA 5 R BB R AT *M, 3 HARH R s i 1 B st N i 5k

& AHEZAEMTRE GDCA AR IAE . B HH. THREE, GHEART
TEWEG L RV RS CSORIIE 5 IR 55 100 38 I A0 9 5

® Abide by all provisions of this CPS.
® Ensure that the certificate is used in prescribed scope and duration.
® \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

9.65. HiMSEHWERSH{R Representations and Warranties of Other

Participants

GDCA MF HL TN IETE s HAth 2 5 3 4E H an T A& -
WP A CPS [T A FLE

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.
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9.7.

R4 3T Disclaimers of Warranties

KA CPS9.6.1 ¥ BHHf K AN, GDCA A48 HAt AT AT T 20 fRARIE AL X 55 -

® ALRIEIEFIT . F#T7. HihS 5HHKRIENE.

®  ANK LT IAETE Bl A A A AR T B AR A DRI

® AXFUEASTEE I ALRE H A LA R AR IEAE AT 5T4E

® UHITAEHIIL, Wb BRI SR A A S5 IR R R A R

R FAT .
® i jdifv A CPS9.6.3 2 AKARS, BAkHi T idi A CPS9.6.4 2 A&KERS, f4UL%
% GDCA Z 71T,

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. FAPBRFAE Limitations of Liability

EASIT S T A GDCA FR AL H T IAIEAR 55 I RFE S 32 ik, GDCA

e ARIEAN T A CPS9.9 FILE A BRIB 2 54T o

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to

electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

9.9.

B4 Indemnities

9.9.1. GDCA HIE#E54E Indemnification by GDCA

1 GDCA % T A CPS9.6.1 HHIFRIAR, ET1T . K# 7 %5 SR mT LA i GDCA
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A EETUE GREBLE R TTFRIM . I TAE Y, GDCA A&HA FRIEE: 5T

1.

5.

GDCA HFEPHIR ISR L1 P SN =07, 80T BT 32 45125
ibp

FEAT RS BB RHER . JRICIIE LT, GDCA SR IEFS B T 4R 1S
B FEOT BT I SRR

£ GDCA WIRIT 7 4R 55 B BB B AE MR (Bl K 5 0, (B PR 179T 7 28 A E
15, SRR E SRR

T GDCA R K S BUE BRI ST Wik, SEOT 7 Bk 18 %
BRI

GDCA RHEEMIT MAFIETS, T ERBOT E UK.

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA ssues certificates to a third-party instead of the subscriber by mistake, which leads to

losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with

error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA

still issues certificate, which leads to relying party suffering losses.

4. |If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads

to the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

734, GDCA JEELRRHIUA T -

1.

2.

3.

GDCA JJT A % L5 A5 i T GDCA Fizk 4R ¥ - BRAEE, 1X Fhi 2 _F Ry DA
H GDCA R¥ENH L E B E, GDCA 24 5 & J5 11k It 37 2388 AN AH 6 24

FHANo
X ¥ VT B AR 5 R SR DR B35 9%, GDCA ANARFETTAT, BT P sk as oy
H 47 & 4E,

GDCA RATLEUEF A7 RUYIPR A AR A5 R I B4 DA E

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
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9.9.2.

situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying partyy, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

TP HIEAE R AE Indemnification by Subscribers

WA ST 3 20 GDCA BRI I8 32400k, 1T /7 N 2 7 A I A DT AE -

1.

o N o v

VP BB EME B, N R s B R iR AR B vk, $80% % GDCA
e HBRUIE A AR 55 WA Bl 58 =77 18 2 41 5

P RS B T R IE R R . 3R, AR Calts. BRmkA
1 GDCA K HBAHIIET RS, LA 38 A A M5 i s GDCA
HABUIE B RS 58 =J7 2 51 5%

P FIEB TR, AERA CPS KARSKIRIEMIE, S iE A4
CPS Hi7E k55 Vi 5

UEFSIT P Bl HE A AR AN UE TS (1 SRR H 1 SR )5, 31 GDCA Kk
P AHME BT LUR AT AT, SAZAE P LU AT AR AL 5, s AT 5
i P2 E U231, NS GDCA HZIEA CPS IS BT 745 5CHlE, B AZIES
TP 0 U AT A 45 3 T A AT

UE 5 P A ROR A A SR AR R A5 A3 P R A3 9 2 i@ 0 GDCA RIS 77+

A TRV R BCE B R i, SR B RS AR E . BT MER A
TEAFHIRAGH T R BRATAESERG I, A 1A FHAIE 5 3 K ) 3 %0 GDCA RS 5
UE - S HHA AT E S P UEA

VP EFAE BRI T 58 =7 M AR = AL

10. 7ERLE KOV B AMEFIIES:, NGt U aRiE 8l

If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure
and loss of private keys deliberately and by mistake; due to not informing GDCA and its
authorized service agencies or third-party of the leakage and loss of private keys with
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10.

9.9.3.

knowing the facts; and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as
well as using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to
this information of certificate revocation published by GDCA, if GDCA operates in
accordance with the requirements of the CPS, subscribers must assume any
responsibility of losses according to this CPS.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is lost, compromised, stolen, disclosed, and etc. due to not taking
effective protection measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

T I 3 AE Indemnification by Relying Parties

WA RS 35 GDCA BT A2 400k, KA B AR FH I % DA E -

1.
2.

4,
5.

BUA IEAT GDCA 53807 K AN CPS AL (1 X555

REEMKIEA CPS MUV T A B 1%, T2 GDCA S HAAHIUE S A 55 HLAL
H=IT R E

FEAG BN T EROESS, QRBOs BIRRES A . R 1S
FEBGIESS S BT AT RER N BT UK G T, (BTSSR B IE S 5

WRATT AT UL S A (S AR BEREAT S8 5

WA A 18I A ) CRL B OCSP #iiAUE 52 54 4 o

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be

assumed

1.

2.

compensation responsibility:

Obligations defined in the CPS and agreements between GDCA and relying parties are
not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to
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inappropriate reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the
certificate has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or
OCSP.

9.10. AXHFREZ1E Term and Termination

9.10.1. AR Term

A CPS AR HIZ IR AERL, B WA CPS [FIIF k3 A CPS 1E R — A
CPS AE% 2 HEAE GDCA Z& 11 HiL T IAIE IR 55 I 2R 3

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2. #& Ik Termination

£ GDCA 2 1L ARSI, 4% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. A& 1L E5# Effect of Termination and Survival

A CPS Zubf5, HAJpK RN 21k, CPS Hif N AR A TLBAEA, EXf£& 12
FRT A AL RE RS, CPS Honf %07 TR AL E S ST S bR T3 AR IE Y

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

2.11. & 5FMW AN HE % 57 @& Individual Notices and

Communications with Participants

A CPS #1bJ5, GDCA H 5t SRR HIAT SR F HUE A 2 5 AN U L A 2 (1
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HHRAFN

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1. BEITFEFF Procedure for Amendment

% GDCA ZASRIEZE MM, CPS 4’5 /NAMF 2 /D H & — A CPS, HifRI
PG IR SRR R 850 1) 00 SR A DR I bt , 75 CPIEEKR, JERFAIAIENL
55 T J 1 S B T 22

A CPS MBS Hr, H CPS 4’5 /NHIRIHAZITIRY , £ GDCA 24 Hlg 23 il ot
#Ef5, W CPS w5 /NMAMTTHLUETT, EITJEH) CPS 4 GDCA %4 3RIK 23 A 2>tk f5
IERXFA R AR .

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

0.12.2. BHMLEIFIHRIFR Notification Mechanism and Period

BTG CPS it J5 ks 37 BN 7E GDCA FM %k www.gdca.com.cn kA, Xt 75
BUR I IR E R AL T OB R E L, GDCA K& BRI [A] P I8 1A 0 &
T3 BRI [R] SRS 575 52 B R IR /N o

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

132



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -‘LIE:F; %%-U\-‘L[E—\J-k%%m)rlu (Vl. 5) ﬁ}i

0.12.3. BFEHOLEIN B Circumstances Under Which CPS Must be

Changed

GDCA W20 4% CPS BEAT L HITE T (04 : CPS HhAH R N A 5 ERIERIA—EL
I 5 M S 1 IR A LA DA IR b 55 BT A 1) S X i e 4 R A

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.12.4. XEIFREFEFE Object Identifier Modification

A CPS RTINS, AR L (RIE S SR X SAR R AN AT AR, UG I RsAS
AT

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

9.13. 4U4b# Dispute Resolution Provisions

GDCA. TEFIT /' AR 45 SR E H T IAIES 8 e A U nT 3 LR S5 SR AR Uk -

1. MR4EA CPS i, B SAT )5

2. 11 GDCA MR T4 515 HiF N i

3. EUMURRIG FHIA RVEES T T E ke

4. ATT5 GDCA SHZHNAGA CPS At K ATAT 4+ AR YR VAT, 2 GDCA
T REM TR N R B R i

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA'’s related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this
CPS should be governed by the people's court in the place where GDCA is registered.
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0.14. BHEEA Governing Law

GDCA [ CPS ZHEZE AR (hae NIRILAE B T2E275) A (R ERS
BRI S

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

9.15. 5&RH RIS Compliance with Applicable Law

Toi GDCA FIUEATT ™ AR 7 55 S A4 A 3 J A LA K AE T A Y GDCA HJAIES
A% CPS AT« fFREAIRE 7 A RCME & T rp R N R AT B R . AT 5 GDCA Blif%
BOEMBU A CPS i I MAEAT L, #93& Brp fe N RAT 77

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

9.16. —fk% 3k Miscellaneous Provisions
9.16.1. S2EEWMY Entire Agreement

GDCA [ CPS e B R &E M . bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE TN, BB Tl IO ERE GDCA [z
H LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing

9.16.2. #il Assignment

GDCA i, MRYEA CPS FFiiR AL SR I RIBURIAN 55, 07 83 Nl i%
FRVEAEE (R AF DRI AT AURIAN LS5 IS o IR LEAT Ry R AR I AN i B B Lk %o oy —
AT 5155 K DA IR BT o
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GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 4+ &M Severability

UIERAS CPS AT AR 25 AR B b7 T8 368 2 24925 e B A L) 4 5 W 3 B 2 —
Skl 5 SR A B R AS AT i, R4 CPS HAx B 73l A7 13X — 26K
M ZREEIHAT

In case any clause or provision of this CPS is held to be unenforceable or invalid by a court of law
or other arbitration agencies, the remainder of the CPS can remain valid.

9.16.4. ZEHIFAT Enforcement

GDCA 7 H, FEASIT /" KT 35 SEARRIAT GDCA ) CPS FHREIRLE , A
WL IR RAAT Z I AL E -

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.

9.16.5. AH[Hi /] Force Majeure

GDCA AXHAIME S B ko HuUE R H AL 9 2R 7] 10 B Fi4 ridk iliAs CPS
WUE AR TERE . EiRECIR AT 7157

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

0.17. HAh%k K Other Provisions

GDCA i 4 CPS B A i &AL

GDCA has final interpretation rights to this CPS.
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1. iEBER

Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity: November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity: April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 f5 ff 59 2a

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=d5 6c¢ 4f fb 6d c9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

&8 R5 R CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name =#{ZIf{{ R5 R CA

Serial Number = 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAL digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

B R4 EV IRSS25IFT CA

Country =CN
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Organization= Global Digital Cybersecurity Authority Co., Ltd.
Common Name =#{ZIff{ R4 EV lR554siE1S CA

Serial Number = 64 35 81 b4 22 {5 d1 06

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 ¢5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = Oc 50 cc c1 d3 f7 14 7f

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 1f ae a7 c¢3 5e 84 b9 5a 55 f6 c¢7 d7 fd 2f e5 21 ea 77 72 59
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B3 2: GDCA EVAiEPHEFINEMNEZHMNMEITiERE

Appendix 2: GDCA EV CPS Revision Records

| T 1.4 15 15 5 HVERH

1.1.2. B3 7l ik
W % B

( CPS ik CAINEAR LI CA %K
Certification WE T AR AE ) B AR FR
Practice
Statement (CPS)
1.65.CP & iT 1. WIRGHLE CPS BB ;
CP Revision 2. MR ) AS 3B & SR ER
3.222. % W Jr 1. VREEIR AL Jaik 7 2 S
% b
Authentication 2. #i#= DBA/Tradename 3k
methods K
’;é;ﬁf AR 4 5 M P £
4.2.4 Certificati
on ~ Authority 15565 CAA JoiE S,
Authorization
(CAA)

# # T  Baseline

4.9.14F 5 7 Y
ST N
Circumstances
for Revocation

Requirements 4.9.1.1 /1
ff12&# 1. 2. 3. 5. 6.
7. 8. 9. 10. 11. 12.

13 i1 15,

1. %7 Baseline Requirements
4.9.1.1 W SEEK 4 F1 14;

2. PTG CA LB MATE
U2

4927 KUk T
A 1 s ik

PR RAEAS B S AA K

Who Can W7 N AR SR A R B A
Request =7 o

Revocation

49311 I &

B

5 The

subscriber g Tx24 /NIFRIES A
actively TE RSSO URIE

proposed to

revocation

application.
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6.1. 25 FH XS I A=
9 B %k Key & GDCA W32 AT Ak
Pair Generation XA CSR HIHIN
and Installation
6.2.7. FA B 15 %
Bt 55 P 1) A7 £k
10 Private Key P T AR AL 2 2 AR R AR B
Storage on A8t FH RO AE A S35 R ABE LR v
Cryptographic
Module
7348 R iﬁfwj‘cﬁ.ﬁci Bokh: 7EBRAE IR A
11 & Wi OCsP (Online  Certificate  Status
Profile Status Protocol, OCSP, Protocol, OCSP, RFC6960)
RFC2560)
9.6.3. i A
1) B ik 5 48 fr P T EV AL AR )
12 Subscriber VP, JR U R IIE S ) @ )
Representations Je B ) GDCA HHE MAHIE+
and Warranties
AT — 807, BTSN IR
13 HoAh T MI— L6255y 5] AR VRV B )
iR .
ontents Sections
SEQ Revised vl4 v1l.5 Remarks
Section  1.1.2. Specify the name of relevant
L Certification specifications published by the
Practice CA/Browser Forum for the
Statement (CPS) issuance of certificates.
1. Clearly define the frequency
of update for the CPS;
5 Section  1.6.5. 2. Delete the requirement on
CP Revision filing with the Ministry of
Industry and Information
Technology.
1. Amend the description on the
Section 3.2.2.2. Weys .U.SEd for the
L authentication of domain
3 Authentication
hods names;
met 2. Disclose rules for the
verification of
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DBA/Tradename.
Section  3.2.4. . .
Disclose the evaluation on the
4 Data Source
Data Source Accuracy.
Accuracy
Section  4.2.4.
Certification
. Disclose the rules for CAA
5 Authority .
- validation
Authorization
(CAA)
1. Disclose clause No. 4 and 14
. Clause No. 1,2, 3, 5,6, 7, 8, 9, . .
Section  4.9.1. of the Baseline Requirements
) 10, 11, 12, 13 and 15 of the .
6 Circumstances . . . section 4.9.1.1.
. Baseline Requirements section . .
for Revocation . 2. Disclose reasons for revoking
4.9.1.1 disclosed. . -
a subordinate CA certificate.
Section  4.9.2. Disclose relying parties,

. Who Can application software suppliers,
Request and other third parties as those
Revocation who can request revocation.
Section 4.9.3.1.

The subscriber

8 actively Disclose 24x7 certificate
proposed to revocation requests service and
revocation how to submit the requests.
application.

Section 6.1.

9 Key Pair Disclose the rules for GDCA to
Generation and create key pairs and CSR for the
Installation subscribers.

Section  6.2.7.
. Disclose the hardware
Private Key .
cryptographic module used to

10 Storage on .

. protect the private keys of the
Cryptographic code signing certificates
Module gning '
1 Section 7.3. | (Online  Certificate  Status | Changes as: (Online Certificate
OCSP Profile Protocol, OCSP, RFC2560) Status Protocol, OCSP, RFC6960)
Add an additional warranty
ibility for th .
Section 9.6.3. responsibi |ty_ o_r the subjc,(‘jrlbers
. of code signing certificates,
Subscriber
12 namely, they shall promptly

Representations
and Warranties

request for the revocation of their
certificates by GDCA in case they
identify certificate problems.
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13

Other revisions

Correct a few mistakes in section
numbers, adjust some wording
issues, and other parts that may
cause confusion.
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