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1. 8] & Introduction

1.1. AR Overview
1.1.1.  A7FfEr Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, J5A “I REFIERIEF O AR AR ", BaLT 2003 4 3 H
6 H.2005 4 9 f, GDCA fkiZidid 1 [ 58 % i 3= A i ) 5745 2 P M 0 B A o
R A EEHONFERS CRFUGERSFATIEY G AHIES . ECP4401021007) 1 HL
WIEIRSS IR Z —: 2008 4 12 F, 3RAFEF 0D B RMUL I (2500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% A B R HL B L UGIEIRSS RE 0 VEAl, k43 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 AT, JREN T E X ELE HERALS N 7 A A, 2015 £, GDCA @il T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
N HEN BB RBHR A R AF . 2017 4£ 8 H 11 H, GDCA FFUA7EHT —
WRAERRAE 5y, WS AR: Heni R, B Rid: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#Z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license number: ECP4401021007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “#{ZZ i {%” and stock code “871932” .
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GDCA B4 )5, J& “I ZREFIEBINEF OHERAR” T/, %, BGIMEE
A5 AR “HUR B ARRHE R A E IR AR &4k fEHEAHTE GDCA LL “T ZREUFIE
PANEF O RA T 2 BT IA R PR R R H T RECEIEB R O BR A
H) 7 A R RIS LS5 3 “ BB AR R B BR A =) Ak 4k

RE “BUE BIE RS A5 Wiz 5, GDCA BT NE TS BT
5 Bt o A5 B A A5 N RS AL 5T 4 FEL - UIE AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-government, and social informatization etc.

1.1.2. IEFKME Certificate Policy (CP)

AR GDCA /I EV AET5EES (EV CP), & GDCA EV U7 iiE 15 I 55 1 S s
P, & FT-HTE B GDCA %k RIS FE) EV UFAE B AR 2 5 k. ik, K.
EELL L R M EV IE TR S A MRS e s VEHERIEAR B R A
TR o IX L ELSR AN E AR GDCA EV UE 1 AR5 (122 A PE AN 52 1, 48 — B £ 7E GDCA
TEHE AN —SBO&E s — RN, [RI/EREA GDCA HEM P REBS AL FIFE BT H AR
A% CP JEAN 2 GDCA %2575 Z VAR ML, GDCA Fl-2 577 2 ] (AR L 55
R EEAMAT 2 1) 2528 1 25 2 B SUHE Ao

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity of
GDCA digital certificate services and includes a comprehensive set of consistently applicable single
rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee throughout
the GDCA architecture. The CP is not a legal agreement between GDCA and all participants;
contractual rights and obligations between GDCA and participants are established by other means
of agreements with such participants.

A% CP %1 WebTrust [E Bréx#fE (Trust Service Principles and Criteria for Certification
Authorities) % CA/Browser Forum i3 ] Guidelines For The Issuance And Management
Of Extended Validation Certificates ( {5 #%“ EV Guidelines”). Guidelines for the Issuance And

Management of Extended Validation Code Signing Certificates (f&i#% “EV Code Signing
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Guidelines™), EP¥ FRISHEIE 15487 (Guidelines for Extended Validation Certificates) [¥]
BOFTCAS ZER, Wil 2 (LB X509 24 JT 5 BH = At et i 5 & A0 IE 450k 55 HEZR )
( Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework) , B Fi B Fc W A v 2H 23 B B R T {F 2 ” CInternet Engineering Task Force)
il 72 ] RFC3647 FrifE IS5 AN A ER, [FIRH2 (GB 26855-2011-T {5 EZ4H
AR BB R B IE TS 58 ARV 55 75 BIHE L) HOZSH M9 E5KR, AR Y o B et
AHM GDCA Wiz 8 ZOR BT i A

This CP conforms to the latest version of WebTrust international standards (Trust Service Principles
and Criteria for Certification Authorities) and Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates
formulated by CA/Browser Forum. Meanwhile, this CP meets the requirements of structure and
content defined in Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework, RFC3647 from The Internet Engineering Task Force, and GB 26855-2011-T
Information Security Technology Public Key Infrastructure Certificate Policies and Certification
Practice Statement Framework, and would make appropriate changes in accordance with Chinese
laws and regulations together with operational requirements of GDCA.

GDCA fEN—MEFB RSN (CA), TEA CP LI T AR EV HRIEHF1 EV CA
WEAS, ZRATFUE . JEFARR RN G, AEIUE R A BT 7 ar LLE FIE
FbAT Mgl e Ry RIS 4. ORI B IAIESE AR .
AT ARIBAS CP & TR T (1 L Bk, g R BB —iKIET . GDCA I EV H
TAMEMES N (EV CPS) #3274 CP LR, 1F4HE R T GDCA 1E N T IAMIERSS
HUAGERALHESS . TSR AR TS LR AR RI R B HE . BRI ORIR S 3. T GDCA IET
(R3] P2 B M)y b A2 AR CP I AH G EV CPS [RIHILE , 1 SHIE TS (¥4 F S AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All certificate
subscribers and relying parties under GDCA must refer to the provisions of the CP and its relevant
CPS to determine the usage and reliability of the certificates.
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1.1.3. GDCA ZZ#J GDCA Architecture

A% CP /& GDCA N EV iF 1515 i i, GDCA HIEF & MM (CA) %A CP
i€ EV CPS, RA %A CP JKAHIK CPS #HATUEF R 55 BG4, T/ M7 A oA
FHR AR A CP S AHK EV CPS W EXUEH I AZAE I BAT AR 55 .

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along

with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
| |
E RA1
iy A

(Vi
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GDCAEV CP

GDCA EV CPS
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1.14. GDCA EV iE ¥ BEX % ¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HEif 34 EV HRIFE+H, 4r%]9 GDCA TrustAUTH R5 ROOT ilF . 2
& R5 # CAiEF5. GDCA TrustAUTH E5 ROOT k4. &R CA Ti%&4 CA, LI%
KFFAEH . GDCA A& KANFH L CAEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
i 4% R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE i ¥ B $HK By 4096-bit, N 2 M2 CA IR,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA iE+, #HIK N 2048-bit, 25Kk K
J5£ >N 2048-bit ] EV SSL R4S #3iE+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA ilF
Hi, EWHKEJy 2048-bit, 2K EPIIE Ny 2048-bit 1) EV AL A IET .

GDCA TrustAUTH R5 ROOT ilE+344 T 2040 4 12 H 31 HE#.

GDCA TrustAUTH R4 EV SSL CA i34 7E 2030 4 12 /] 31 HFH, 2027 41 7 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 34 7E 2030 4F 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAUEHERIT PRt .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) H@wtfX R5 MR CA
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K ARSHCA

Y
WL R AR4 EV
R&#/IUEH CA

4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE N 4096-bit, T 1% 1 A% CA E: izt
fR R4 EV RS EIET CA, HEHKEAN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

Kz AX R5 MR CAE-F44 T 2040 4 12 H 31 HEIH.

Mo RAEV RS #EH CAF7E 2030 4 12 H 31 HEIH, 2027 41 A 1
H, A% CATEB& R FiE.

The length of #1748 R5 18 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #2hT X R4 EV JIR% #%iE) CA is 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

¥ iR R5 #2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT
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GDCA TrustAUTH E5 ROOT

h 4

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT il Bk H #5558 ECC, WEHKE Ny 384-bit,
T 1A CAUE+H: GDCATrustAUTH E4 EV SSL CA , 81K & N 256-bit, 25K
AR FE N 256-bit [ EV SSL R %5 #5iE 1.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA ilE45:K7E 2030 4 12 H 31 H##], 2027 41 7 1
Hig, KA Z CAERZRIT il

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.2. XRZFKREFRIR Document Name and Identification

ARSCREFRAE (e mHARBHE M G BR A 7] EVAE TSRS V1.6 i) (##k (GDCAEV
CP V1.6). & CP). f1 KA A CP MEITERIESHM . A CP H yRERIUEBHIE
o HEWE IS — AN ME— I RARIRFF, BARTT S LA CP 23 1.4.1 715,

A% CP LA SCXUETE KA, A5 S SChRAR 5 o SO AT AT S, R RA A ST hie
A AU
This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy V

1.6" (abbreviated as “GDCA EV CP V1.6” or “this CP”). Please refer to Appendix for detailed
revisions of this version. Certificate policy for each kind of certificate is assigned a unique object
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identifier in this CP. The details can refer to CP section1.4.1.

This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI 53 PKI Participants

1.3.1. HFAERSZPL Certification Authorities

I IE AR 25 WL ( Certification Authority, fEiF% CA) 2k EV iE 51524k . GDCA
AR (RN RILAE B FELE) . (R INEIRSGE B IME) i, WIEBSLHIEE
=77 L FIAE RS HLAL - GDCA i 45 M 158 5 % 3l (11 4% 75 E AR ATUR EV U7 iEAS
PRAEUE I8 M55 55 T Bmil BOA B FIMIEE B 2 5 E 4k

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. JEMHLH Registration Authorities

ML (Registration Authority, faifk RA) 8% CA @ rigiEMidfE, #ik EV
WEBHEE Sy, HERSIEL EV IR RiEE .
GDCA fEy EV IETH CA iZEHIN, HATHAE EV iE+H RA, AN ST RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3.  1I ? Subscribers

AR EV AL AEH TR e e — sk, 045 %55 HAE P E— Xt B AL
AR VTP IEA CP B E WA EV iE+, FHE&AIEA CP Z15E ) X5

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
this case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;

9
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Organization contains all kinds of government organizations, enterprises and institutions and other
social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA RX#IENNMIKIR EV IEH, AR EARNGEME EV IEF R A M
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. HK#i77 Relying Parties

AT RAREAEIFE FREA (5L 44 HAT AT LLRAEFAT P, Al ISR IEASIT 7

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FABAT B (] —FKAETS, KA DU UEE I R A (5 2, B A WiET m s
# (CRL) 2iffi [} OCSP 77 s\A WEFIRAS . KA T A2 & B 4% 5 A4 RERS 15 1T
—5KIE45,

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAh=53 Other Participants

HAhZ 532489 GDCA K HL 7 IETE S FR R AR 55 (1 HAth s 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFHRA Certificate Usage
1.4.1. XEAHIMNHA Appropriate Certificate Uses

GDCA &KW EV IEPBEZEHT H 0. L2 il j5 e /& i GDCA &k
K EV iEH, BWERHZIEBTIAESHERESZGR, JFHEgEN 7i&E Y Hal5Em 5
1 %IRRT o

10
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EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL BRZ#EF EV SSL Server Certificates

EV SSL R 45 #5E 5 T 380E UE 5 - b 8 (0 100 26 32 AR 55 4% B ELIEK I 3542 1 1 47
AR5 12 0 465 i 55 4 BRCEL IR 33044 FRVE A LG 477

GDCA NERMELAT EV SSL IR5asiE1h, BRdEMrfEs44h, EV SSL RSTAHIET
BRI A R, g4 BURERSE %,

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV81E£&4iEH EV CodeSigning Certificates

EV A5 25 44 UE 5 T30 UEUE A5 T dn IR AR A 52 B 05 B AT T 1 B

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIUEBHNETREEXRIFIRRF  CP Object Identifiers of Certificates

TEA CP AR EV UETS AIIE 5 53R W& T 40 e — AN — B0 bR 1T, BARW R .
EV SSL K45 #81F F5 5 1m% : 1.2.156.112559.1.1.6.1
EV {URYZE 42 4F 5 55 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
is as follows:

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

EV Code signing certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR&IEERBN A Prohibited Certificate Uses

EV iEBERM T LA HUERVER AL, AT ATEAT . WARBH T ER
WESRREE R B, BN T ZRETRM I &, Wi e SR SR ST EGE

11
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WRG ., TR EH REBRBIER RS, FATKEARESRTRSEET. A
S BT E PR

EV IEBZE AR S B S0 iR BRI X 22 e I TR A, Ak ik re
AT IRVE S BE AR I AR SR 55 AT, 5 0 e & s R R P E E
Gz I8

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious
environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. $EREE T Policy Administration
15.1. SREECRYE BN Organization Administering the Document

GDCA %R i1/t GDCA HL T INIEAR S5 T SRS I e e i PR, S Dl
N HERIEREA CP.

GDCA ZaRIE& Rk A TARERHZ . TEHO. BTG, SoRHL, 12
B AR ST L BRI R Sl AR AL AR

GDCA %4 N2 A4 W I A B RE L E TS SRS HEAT A PLANSL v, 5 — T2k
SERL GIREZEMF, & 53 AR IR RAERL

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, operation and
service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

A SR SO RS AR AR 5555 H AR AT BUE B T 4158

GDCA administrative department is responsible for external consulting services of this policy
document and other related routines.

12
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1.5.2. BXZ&A Contact Person

BCAREF]: GDCA 4T BUSHLEE]

BRAN: it

HEEHhE: GDCA@gdca.com.cn

AT 020-83487228

fEH: 020-83486610

Hohl: e NERIERIE R M TR TS X 25 R b g 448 5 i K JE 25 23 1%
% : 510030

Contact Department: GDCA Administrative Department

Contact: Ms. Wang
E-mail: GDCA@gdca.com.cn
Tel: 020-83487228

Fax: 020-83486610

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

153. WE CP FFERKMEHIPLM Person Determining CP Suitability for the

Policy

7 CP 1 GDCA %4 &2 2 ik, 454 CP BT IR A AL 5 .
GDCA L4 EIgZ: 2> 17 37 1F{ GDCA ] CPS ZEAEA CP, EHtdtfivE
GDCA [f] CPS J& 5 5 4% CP #Hi& M. ML -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures

A CP t GDCA %2 4= RIS 2 1 2 FAT M T A 28 S5 Fh P A 4 URH e N R e SORY , 2
2T GDCA ‘%4 5B Z il > kv 8 4%
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After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP{&1i] CP Revision

GDCA R4 B K M BUREM . HIRE R W55 K EIE I LA & CAIRI Y 25 18 3%
(CA/Browser Forum) & AGi 4 4 EUE+i 45 (Guidelines for Extended Validation
Certificates) BT ER KEHMEITA CP, CP 4n'S /NAMRMEH LI HLIE CP AT
W, $23E GDCA ZaHIEZE i ditk, SuERaMitfs, EXN7E GDCA &5 M b
KAt

A CP 2/DRFBIT — IR WERTNENS), WIS S SR RATNE . 2%
I 18] R BT i 5%

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates published by the CA/Browser Forum. The proposed suggestion
of modification will be submitted by the team which is responsible for writing this CP based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. X HZEE Definitions and Acronyms

1.6.1. ARiEEX—WZR List of Term Definition

ARik X

B AE AR 55 0L M | MR R A A SERTIE RO BUBLA o
(CA)

A5 (CP) —Em ARG, H R UHIER— MR E R A
Al 22 AR AN SRR E I vE . Biltn, — MR CP AT EL
RIS RAE o T3 N AL B b2 B i sh 2 577,
T 28 5 W AR VL R A b A IR 55

INIER% 1S (Certification | —NME FIIET T (RS EAR T RREN R A, @it 4t
Path) PZ T 5 AT 345 K it i R A
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Z 53 (Participant)

£ E PRI e — MR ABEHZ, il . Rt
Jiv CA. RA. IEBHWENIMY . IEFERSTIRMEFE . SR lsE
&

& BE PR E 75 ( Policy

qualifier)

WA T SRR (5 R, PTRES CP ARiRFFIL A tH AL X.509 1iE+5
Hro ZAE ST RER S AT ] CPS BAKH T P URL Hidik,
] AE B IE S SRR ST

TEM d B (RAD

HA T — 02 BN RER e FRiR FSERNES g, [H
BEEEAIE HIE, RIS NIRRT A B, Ak
HAT P A eER R HAE BRI K, R EEE 41T S HAE
B PIIE K. B2, RA JFAZKIES (BRI RA 403K CA X%
AT,

WHJ5 (Relying party)

UEPS G, A T ZAIE A MNZAIE 5 P38 728 44

A 77 ¥ 1 CRelying

party agreement)

IEFSVAEN UL 5 U7 B 222 (A, 8 HUE T AERAE 7
264 B A ASE P IEAS (K3 RS A 07 BT AT IR BURIA 355

1T/ (subscriber)

WA 25— FKAE P HIE T E A

1T 77 #0 i (subscriber

agreement)

CA SiT P ZIHZEF W, ME 1T AR A% E BIEFS 1
IRE TR T BRI R LS5

WOE B3 CActivation
Data)

AT B E AR P b R I HL 7R B IR AR5 PR
(Bldn: PIN. FIA BN A2 6% P38 )

%5 (authentication)

e N AL E L A FREA N A E LR
£ PKI LR 3Cr, S48 AR IR S8 DL AN 52 44 Pk R 3
V7 1) B A N B A S0 FOR A N S A

WNaE Ak % oE B

( certification practice

UEFAENUIAERS K BB RO BCE eSS S RE A fr
KAWL 55 SR 7

statement)
Term definition
CA The authority is responsible for issuance, management,
revocation and update of certificate.
CP A set of naming rules, are used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a specific CP could indicate that certain
type of certificate is applied to verify the parties participating in
transaction activities, for a given price range of the product and
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service.

Certification Path

An ordered sequence of certificates (including the public key of
initial object in path), could obtain the public key of end-user
object by handling the sequence.

Participant

The individual or organization plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate-generation authority,
repository-service provider, or similar entity.

Policy qualifier

The information of relying on policy may be saved together with
the CP identifier in the certificate conforming to X.509 format.
The information may contain the URL of CPS or Relying Party
Agreement, the words of certificates usage clause.

RA

Entities with one or more functions as follows: identifying and
verifying certificate applicant, receiving or rejecting certificate
applicant, initial certificate revocation or suspension under
certain circumstances, handling request of certificate revocation
or suspension, receiving or rejecting the request of certificate
(in

renewal or re-key. However, RA does not issue certificate

other words, RA assumes some tasks in place of CA) .

Relying party

Certificate receipt relies on the certificate and the digital
signatures verified by the certificate.

Relying party agreement

The agreement between certification authority and relying party,
usually provides the rights and obligations of two sides during the
course of verifying digital signatures or in other ways.

Subscriber

Subscriber is the entity receiving the certificate from the
electronic certification authority.

subscriber agreement

The agreement between CA and subscriber provides the rights
and obligations of two sides during the course of issuing and
managing certificate.

Activation Data

It is data value that is necessary for operating cryptographic
module and needs to be protected. (For example, PIN, password,
or manual controlling key sharing part), rather than key data.

Authentication

The process of making sure the individual, organization or things
is the same as he/she claimed. In the context of PKI,
authentication is defined this process that make sure some
special name applies or tries to visit some things is the right

individual or organization.

certification practice
statement

The statement with respect to practices adopted during the

course of certificate issuance, management, revocation or

renewal.
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1.6.2. 4aliE R HE X — W3 List of Abbreviations and their Meaning

CA Certificate Authority BT AUE AR AL
CpP Certification Policy YE 5 K

CPS Certification Practice Statement EE e T o |5 |
CRL Certificate Revoke List IERRUEY R

Global Digital Cybersecurity Authority

GOCA SRR 4 IR A )
CO,, LTD.

KM Key Management Center SRR 0

LDAP Lightweight Directory Access Protocol T H S5 L

LRA Local Registration Authority A HB Y A2 T

OCSP Online Certificate Status Protocol 1ELRE RS T

PIN Personal Identification Number I NZ A

PKCS Public KEY Cryptography Standards

A R A A T A

PKI Public Key Infrastructure IN LB A R RV i
RA Registration Authority T PR A% IR S LK
RFC Request For Comments i%iﬁﬁi}:ﬁ??&(*ﬁ EH%WJ%M%‘{E)

2.k fi 5fE B E X &

Responsibilities

2.1. 18 E FE Repositories

GDCA ML FIEAE B E M AT AR : RS (CP). AT AR 55 MU

Publication and Repository

(CPS). iFP. iEPHFIER (CRL). IFPBAELIRSTEH (OCSP) 4%,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.
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2.2. 2B BIKA Publication of Information

GDCA 7£ ' J7 M3 https://www.gdca.com.cn & #ifs B %, %Ml /& GDCA KA i
fEEREE., BN RRURMRE.

GDCA Jiit H SR %5 88 R AT P HIE A1 CRL, 1T 7 S/ mT LAi@ i 1717 GDCA
(¥ H IR 5 28 SRBUIE B 5 S A A IE B R, GDCA SRAEELIE RS & R
55, AT BRI AT SER B HRE B RIS E R

[F]E, GDCA K M4 75 TR HUH A m] B i % EAT 15 B R AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is

the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEV] FEF 4 sl vE A I, 3@ i H 7% IR 45 #5 BUR 77 93t 1 SlkiE FiF CRL
KA, RAGHEINAKRT 24 /ANGE, BILE 24 /N9 R A BBt CRL; 7EE &5 T,
GDCA mJ LA FAT Y& uE 51 CRL R AT [A]. GDCA R4 R AT — X HL - IAUE AR S5 L
) CAIE RS (ARL).

S L P AR R AT AT R, T GDCA BT A kg, SR R AR % A2 P
IR ), I BRI R R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every
year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 B EEViH#H] Access Controls on Repositories

GDCA 15 2 i BIE BAEXF I A TER AT ART NARRENS BB, I IX L5 S0
T AN SEAE AT PR o
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GDCA @M% i Rgigaieit LBk IE Ll RN 5
A REATE B ERIE I, MR, Bo. KATERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. B3R5 %5 Identification and Authentication

3.1. 4% Naming
3.11. #y&IA Type of Names

GDCA 25K 1) BV #UFUE B A7 & X.509 brif, /MCarib-BRea & a4, X
F X.500 #4475 e

EV SSL LA EV AURDRE A2 IE A5 i 42 B A EL SR ZRA T SRAEAZ IR A CP 52 1Y
CPS v, JfHER CAN %288t (CA/Browser Forum) i www.cabforum.org & i
(I T 58 LB 70 SR — 8. EV SSL IEF A BV ARRGAE 42 1IE45 ¥ B 44 06 26 25 i
4 (common name, CN=) W%, ZidIGukfdH &N a4 HU BT ieE
k. HUMHEEA RS

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFF EV SSL M55 A iE45,  FIrAT (4 A% AR TS I 2 28U 42 r, 1 2 AU FH 44 D 23
H, IR A IR T RO 44 R A A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.
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3.1.2. XA B XHER Need for Names to be Meaningful

WPEPB TR s 44 MR — € ARERNER S T IR 1 AR5 4
PR, I BE 6 B B A 8 IE T R A LA DAL P AR IR A R 2 EMLAR 55 2 TLIRI 444 BUER
PERATER G0y, I H AT DA AR R . AR50 48 FR B4 7 S A R S e
RIZEK

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. WTPRELELS4 Anonymity or Pseudonymity of Subscribers

WPARMMEA . (A HIEIES, EBhBAREHES. i,

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. fEBAEAZKIN Rules for Interpreting Various Name Forms

1 X.500 i 551 44 i 44 200U R

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. A KIME—HE Uniqueness of Names

GDCA MARUEZE KA FAT P HAET, HEARERH, £ GDCA AL N ZrE—
o (H—ANVT PRl DA 9 9k Bl DA B Ao R TR)— S 32 B 50 44 R E 15

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. R4 HIAE Naming Dispute Processing

GDCA AR RAEF HiEH X T i B UL Tt RAEMSGN, 1T 51T
FHEN U B 152 D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.
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3.17. FWHKARA. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25K HIIES 1) AR EL) 44 h A SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. #IEEHHHIA Initial 1dentity Validation
3.2.1. EBAHAEFER I Method to Prove Possession of Private Key

EV E1 G & AR FE A 5 BT B M A SR BV, E B T VR R R R E
PHIFGHE PSR TEY (PKCS#I0). HE 5 HRR T, 8% GDCA
TR EUE 7 2, B WIS B Gl 20 e 1 35 S A A JRRIGES2 FE) PIN A
%,

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. HIHE4HI%H] Authentication of Organization Identity

TEXS UL B 3 BEAT S, 250 A B A Gk AE EV CPS 1, Jf HEAM CA/
W ER181s (CA/Browser Forum) it www.cabforum.org & #ii 46 55 58 1 — &840 (1) B
R —#. MiEH a4 E R4 (internationalized domain names, IDNs) i, RfH
1E [ bRk 3844 16 [R5 O3B (homographic spoofing ).

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.23. PMABHHI%R] Authentication of Individual Identity

GDCA Nz M NH P EV iE B HE.

EV certificate does not accept individual application.
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3.2.4. WHBAERT S B Non-Verified Subscriber Information

EV 5t A 4 T (5 B TR

All information in EV certificate should be verified.

3.25. HEHUWAIA Validation of Authority

HUIT P IR IP NI PBAE AV S5 I, N2 BEAT 20N Y -
1 @IS =07 B OriE B AR SS BOBE R . BURF 1188 R 1 S U7 UL
FAEAE s
2. IR A RHRETHEEBUE R R ST [ 4T AORIIEZ N R T Bk
B AR HAREAT A2 U AL
GDCA N fCVF BB # 15 E AL A AR FITBIESS - 35 HE & DA i (g2 1 n] LUk
TR R RIHOZAN, U GDCA AMGFHESZAEIZARE N 51 LASN AR ATIES FHF 1 K o
FEYCE FiE 3 OAZ S0 PIHE RIS, GDCA R[] HIiE # Fe i O AU L35 B

The following verification processes should be taken when agents authorized by subscribers apply
for certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. EIE{EHEN Criteria for Interoperation

ST AR B FUGER S, ATLLlS GDCA HEAT H#:1E, (H2% 8 FUGERS:
HUFIIY) CPS W2l & GDCA CP #3K, I H 5 GDCA % E AH R H

GDCA ¥HRIE VML IN A, $5%23F GDCA MIKIENM LR ER, AR
R RLFRIAIE TS o

#AEHRT, GDCA RZERATMAZ XAET.

USRI HE AT A #E , GDCA 7™ 4% T LARAT
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Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7.  BERIRHIHERM Data Source Accuracy

TERHAE AT B4 UG AE A AR RGBS VR A3 P 2 1T, GDCA X iU iyl et ,
ke, ROy sCE A B BT VAL, IR LR R
AT L5 B AR RR
5 RS UE T AT
HARpERIR, MR B 1
B X A AR AR T PR S AT ) 1
Dy e 55 OB PR A
A PFAL A T AR RS 48 Sk U SR A5 B B SO AN B IE A T 825 K, U
GDCA A f§f iz 8 S St

o ~ w bdpoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate.

3.3. FHEHERBRFRES XS] Identification and Authentication

for Rekey Requests

FEREAT CP 55 4.7 TR (U UEAS B P SOFTHT, 750 S (1 S EAT %20 Ao DR % 91
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SEHTE SRR B R A &

Before rekey operation described in CP section 4.7, GDCA should authenticate the key to confirm
that the request of rekey is from the original key owner.

331 EHEFHEIHHRIEES XA Identification and Authentication for

Routine Rekey

XU OU N RS PEERT, (R BV IEBRIAT, 1T M EFHZ I CP 5 3.2 Tk
THAEBAARLGIINA T3 AR e SR SRS H i .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

TR T i 2 3 A ) DR A S 0 B S B B R e R, TRk, 1T P E S
FECHTAT , 05 AR A P J5R 3 B 5o 0 1 S A B 3 il i, bl i 4 2k , GDCA
BAAITE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 MEEEHEHRANHBIRSE XL H ldentification and

Authentication for Rekey After Revocation

EV UETS 8 5 A RE AT 2 B BT
Re-key/renewal after revocation is not permitted.
35. REERBIRIREX5] Identification and Authentication for
Revocation Request
MET PR EV O IERRESIE R, GDCA ¥ LAKIGATEM: B iE NS AL A IBE2% 7 30

BIEHAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. EFHHEIESEAE Who Can Submit a Certificate Application

RS FRE SRR BT LR N B I H SN (BT EL G Sl f . M
AN RPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. EMEEESFE Enrollment Process and Responsibilities

EV IIE 5 vE M AE N 2 B id Sk E EV CPS v, I HEBEA CA/MIYE 25 18 I
(CA/Browser Forum) i www.cabforum.org & A5 45 5518870 (B SR A — 5. H
THE N TR N A CP AR CPS 25U I, 4l i 6 Tk
Fo@HTEE L BRI, SCEAHRLR A SC A2

FITE# M ] GDCA #8752 EV IE HIER A NAEM SO, AT Y B RS FE
C& T ERNA . RIEEN BT EAREHX, 74 PKCS#10 1EHiE R
1 IFi# 524 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. P HIEAFE Certificate Application Processing
4.2.1. ATRHE X5 Performing Identification and Authentication Functions

2 GDCA 2 2T 1) EV I KA, NA%ZA CP 5 3.2 [ ESR, X7
SRS %

FEAEFS A1, 47 GDCA MRYE CP 5 3.2 1 45 i VSR AT i) B 5l B S AN
il 825 K HAZAE BAR KA AL, W GDCA Wl FI iz sl B S, B SHEH &
B

/N o

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days months prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

422, FHHIEMAERIEL Approval or Rejection of Certificate Applications

GDCA NAESUERIHEA b, HEHEBEELE . WoRIEE R, W BOZE & 2 s
o ES B[] A IE A EV IE G .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.2.2.1. EFHFER#LAE Approval of Certificate Applications

WRFFE TR, GDCA AT LUHLHEIE 15 H i -
L AZHIE S AR A CP 5 3.2 19k 1T 7 Sy UBR IR A S 5 B E
2. WHEH RS ECE B RO PSR A AT EER
3. HHEH ORI E SIS TR 2R o
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
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subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. WEHHTERITEL Rejection of Certificate Applications

WERKAETHIEIE, GDCA NAELAIE HiF:

1 ZHIEAFFEA CP & 3.2 Tk 1T 7 B BIAR IR 5 €

HIE# A BETR BEPT 5 1 S U AR R

HIE & SO BB ANRERESZ AT P MU R N AR EEK

FA & VA B AN B 8 1 HRL E SIS AR PG 2

FIEMUE & A ICANN (The Internet Corporation for Assigned Names and
Numbers) 2 [EH #1387 gTLD (TiZ8 4 );

6. GDCA W Atz HiE ¥4 hf GDCA R G+l VA Syl Bk .

o > w D

If the following circumstances happened, GDCA should refuse the certificate application:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. KCFEIEF HE IR E Time to Process Certificate Applications

GDCA ] EV HLFAENSHN] (CPS) M E & B AF 5 i A BN 3] . GDCA
NAE CPS ML IE AR ] Y AL FEIE T R i, T b In e a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.
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4.2.4. NENHEFEI (CAA) Certification Authority Authorization (CAA)

XFF- GDCA M & i & CA/NI Y2318 1% EV Guidelines. Baseline Requirements %3k
I AFERTEAER SSLUESS, M 2017 47 H 1 Hi2, GDCA Rixf 2K IE+ F @ 49
T ) aF—1 dNSName i CAA itk d, JFEEEMBINIER, fEILZHT, GDCA
XF SSLAIEFS HiTE Al CAA K.

GDCA Nifii#i RFC6844 (ZHiRsE 5065 1211) MIRIE LB “issue”. “issuewild”
Ko “iodef” B PEARZE: #5 “issue”. “issuewild” PR H AL 2 “gdca.com.cn”, NIl GDCA
ARSI E ;s # CAA L HIL “iodef” 4725, M| GDCA N5 HiE#HIiE 5
RIE fe 15 N HAMURAE S .

GDCA AR5 CAA L% R ARG DL N B AEH )26 1D 7E4F GDCA
(A R AT ) CAA BRI 2) B350l —IREHT A0 CAA i3k 3) A4 FT
FE X IAAEAESR 7] ICNNA R X 35(F¥) DNSSEC Jiik it «

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, from July 1, 2017, GDCA should check the CAA
records and follow the processing instructions found for each dNSName in the subjectAltName
extension of the certificate to be issued, and GDCA will not perform the CAA check for the SSL
certificate requests before July 1, 2017.

GDCA should process "issue", "issuewild", and “iodef’ property tags according to RFC6844 as
amended by Errata 5065: GDCA should not issue corresponding certificates if the "issue",
"issuewild" property tags do not contain “gdca.com.cn”. In case the property tag “iodef” is present in
the CAA records, GDCA should determine whether or not to issue certificates after communicating
with the applicant.

GDCA should treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's
zone does not have a DNSSEC validation chain to the ICANN root.

4.3. EPHKR Certificate Issuance

43.1. EFEZKRF CA KIFTA CA Actions During Certificate Issuance

MR CA FHIEF 2% N i GDCA ALY W A5 N £ T R AT EHR 2, AR CA $UT
IEP A AR

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.
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CA WGAEIE TS B L e JF A I RAETS . CA A HIE N A A2 R IIE 1538 T
FLAEUES FE R AR (E S o 28R UE I HRAE B 2 BRI S /E EV CPS 1, Jf HZEAN
CA/IYE 2841817 (CA/Browser Forum) i id www.cabforum.org KA IF6EG 12 #5712
SRAH—ELo

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

43.2. CA BHITPIEHRZ R Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA HE BB R RGB KIEP )G, B@EAT FEH ek, HEmiT R atar bl
FRFEPR 7, @I, W% N7, siEiEd e 51T P 2Er 77
EEVT P U SRAHIE TS

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFEES Certificate Acceptance
4.4.1. FIBFEZIERRIATA Conduct Constituting Certificate Acceptance

L AT ATV T T GDCA EA3 IR 4 IS A 15 T 48, AE 4 F4k5s SRR AT
PR T

2. GDCA FEMWIMLETT ARV T, AT FEOET, FFuEHaid msar oy =
RIEAT P, R PR T,

3. AT ROMHIE TS B E 1S 1 B OB L.

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA's RA can download certificates for subscribers with the permission of subscriber.
Then RA sends the certificates to subscriber through e-mail. It means the fact that
subscriber has accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content
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4.42. CA XHEFHH KA Publication of the Certificate by the CA

WPHRSAEA 5, GDCA RAZIT JHIEAS AT B Al L 2 JF V5 [ ) H SR 55 R 5t

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system.

4.43. CABHIHAhSAEFHRZ R Notification of Certificate Issuance by the

CA to Other Entities

FRUEFSIT 1Ak, GDCA AN 2 i HAt SEARIIE F 28 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FEHEXNFUEHFIER Key Pair and Certificate Usage
45.1. ITPRHREFRKER Subscriber Private Key and Certificate Usage

SR R B 0 A SIS B AL A A L R80T 7 DR SO 32 IR Ja 7 al A
Mo MRREBRFEIT . A CP AIAISE CPS HIMLE, I HAAZU St # $ g
IR T R SR I AH — 2

VTP ORI HALGTIE S R A AL, I HAS P A I ST e e e 15 . A
AFFHEAT VAR

X BV AR, AR —MEFX R 2 MR R

X EV SSLAEFS, T/ STAEA LS5 PRAE R AEUE 5 o 41 L ) 32 U 44 08 2 PR IR 5%
L.

Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber should protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multiple software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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452. KB APHREBKER Relying Party Public Key and Certificate

Usage

MK BRI BB A MG RE, A ST LR HARIE:
SRAFEF 544 068 L HE T B AT B
BN 2 44 0 7 OAIE 3 2 B GDCA i
i A CRL 5 OCSP i\ 1% %5 44 X0 N [ IE F5 42 15 1% 11 4«
T3 1) PR IE F T L (125 44
8 FHUE I A FHEIERE 4
L AT — NIRRT SRR 428 4415 B
MRS T LRI N A BB T U IE Y IR AR SR AT 2 T I EIE
5, SRS FIES LI ARG BN o RIS BRI UE & RN &5 B — iR %%
B T7 o

o > w poE

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. EFEH Certificate Renewal

46.1. WFHEHHIEIE Circumstances for Certificate Renewal

GDCA Nt EV IEPHEHARS .

GDCA does not provide EV certificate renewal service.
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462, ERIEFBEHFHILE Who May Request Renewal

AEHT

Not applicable.

4.6.3. AFEIFHFEHER Processing Certificate Renewal Requests

AEH .

Not applicable.

4.6.4. BT P INEB AR Notification of New Certificate Issuance to

Subscriber

ANE

Not applicable.

465 FREESZEHIEFKAT N Conduct Constituting Acceptance of a

Renewal Certificate

ANEH

Not applicable.

46.6. CA XEIHEPHIKA Publication of the Renewal Certificate by the CA

ANEH

Not applicable.

4.6.7. CABEHEHAAEHKA R Notification of Certificate Issuance by the

CA to Other Entities

AEH

Not applicable.
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47. ERHFHHAEF Certificate Rekey
471, EHFHEBRER Circumstances for Certificate Rekey

GDCA [FHIEA5 % 1 S H AR E AR UM 5«
GDCA certificate Re-key including but not limited to the following circumstances:
1 UEFEI;
2. EFEHRI;
3. FEETHEAR. BURZAK, GDCA ZRIEF & EH .

1. The certificate expires.
2. The certificate key expires.

3. GDCA- equires certificate key update based on the security reasons of technology and policy.

472. BRIEPHHEF LA Who May Request Certification of a New

Public Key

RS BT I ST 53T

The entity who requests re-key is the certificate subscriber.

473. KHEEPRZFHFEHIER Processing Certificate Rekeying Requests

Z AR CP 25 3.3 I HIA CP 25 4.3 5 R X UE 15 % B0 ST AT F 7 S A S ) A
AL SAIE 2K

The authentication and identification of subscriber for certificate rekey and the certificate issuance
should conform to CP section 3.3 and CP section 4.3.

47.4. BET P IHER KR Notification of New Certificate Issuance to

Subscriber

[FAs CP 2% 4.3.2 5.

See CP section 4.3.2.
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475. HREZFHEIERMITHN Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CP 25 4.4.1 7.

See CP section 4.4.1.

47.6. CAXTEAHAEREF R KA Publication of the Rekeyed Certificate by the

CA

[Fl A CP 25 4.4.2 75,

See CP section 4.4.2.

4.77. CABEFFHALREHRZ K Notification of Certificate Issuance by the

CA to Other Entities

[Fl A CP 25 4.4.3 715,

See CP section 4.4.3.

4.8. IEHEFE Certificate Modification

48.1. ERTEHE Circumstances for Certificate Modification

GDCA Afflt EV IEHA MRS, Wk a8 115 B AL I NAZ IR A CP 58
4.9 THIRUE MAZIET, 17 RAZ AR CP 28 4.1, 4.2, 4.3, 4.4 1iHLUE BB HE A
RIUET
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

482. FERIEHZHEKSLZ/E Who May Request Certificate Modification

AEH

Not applicable.
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483. KHEIEHZHEER Processing Certificate Modification Requests

AEHT

Not applicable.

484, BT FIERRZ R Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

485. MIRREZZEIEFRIFTH Conduct Constituting Acceptance of Modified

Certificate

AEH

Not applicable.

486. CA XZEIEPRHI KA Publication of the Modified Certificate by the CA

AEH
Not applicable.

487. CA BEIHASEAIERRZR Notification of Certificate Issuance by the

CA to Other Entities

AEH] .

Not applicable.

49. IEPREYFERR Certificate Revocation and Suspension

UEF MAALRSE W ERAE R Y BRI RAE EV CPS 1, JF HER CAMIZH IR
(CA/Browser Forum) @it www.cabforum.org & AR 48RS 55 13 #8201 E R A — 5L

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.
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49.1. IEFHRYRETE Circumstances for Revocation

49.1.1. ITPEHRBKIER Reasons for Revoking a Subscriber

HRILCA N RSO, U 20 i -

=

10.
11.
12.

13.
14.

15.

16.

17.

VTP CAAS T 28 SR A IE 15

1T i A1 GDCA S IFIE il SR A B H A BEE 25 AT

GDCA 3RfF T4, iF B S IEH AN AT A HE R THE, SRS
Baseline Requirements 2% 6.1.5 7 J2 £ 6.1.6 1;

GDCA A 1 k58 2 v H AR

GDCA 3KBIT 13/ 7T Y. CPICPS Hi ) — Bk £ T & A Ti4E

GDCA 3kZ& T AR B FQDN 5% IP btk (¥ i FH AN FE gl it vr o] (i, JEydpe sk
hk 7 2 A T I T AL RIS AL D), S T N R AR G VF AT &
MR8 Dl 44 1k, BOIEAG T N AR I BE R A 44 )«

GDCA FR I FLAFIEF 4 F T %0 B i i F R 73844

GDCA AR T & 15 B H I K34k

GDCA #hBIF %K K BERT & Baseline Requirements %3k, B¢ GDCA K CP &}
CPS;

GDCA WAL BIIEIER (S EAMER . A LB AA RS

GDCA t TAEfJE 5 118, HAR S5 — %K CA BRI LR HLIESS 45 IR 55
GDCA fk# Baseline Requirements %5 & LE T AL IR 280, Bl sl 21k, Bk
H a4k 8485 CRLIOCSP {5 B

GDCA 3RZE M T2 RIE TR CA MAVSE R T I REMH15 5

GDCA [fJ CP 8 CPS ZLR i #51T F ilE 13

TEF AR P 25 B0k 2R B R4 L R RS 7 (431l CAVBrowser i3z AT REIA
NN B4 B A K B S B T AT 2 A A, ELUGE S RLAE R E I
[ P9 1 GDCA R S 4 ik 17 AN T2 52 [ KUK

CPS TSI I JEAT WE IR B AT HL U FHAS . BARH: THENLBOE(E R, &
L BB EVEERN SR BUGAT R BOLE A NS 0 R B I Bl A5
SR BB P

GDCA C&EATHE NG, W/ RGNk 2 .

Certificates must be revoked if one or more of the following occurs:
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1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4., GDCA obtains evidence that the certificate was misused;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

14. Revocation is required by GDCA's CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
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subscribers to pay.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 7% CA iEH K B4R H

FHBLLL NS — Rk £ Fh, GDCA NfE 7 K2 W M2 CAEH:

1. GDCA 3kf3 TUEHE, IEHSIUE B AP % CA RIS 7 %815, SiAH
FE& 2K A S HohR e ) R 5

2. GDCA 153 7 ilF 15l 2135 F i iE 48

3. GDCA HANEBMZ R AREER A, B CA REERFAIE FH 1 IE T 5 s AE 55

H

GDCA YA AT H BLZEE F5 o (¥ 45 B oA RS B a3 S s

HiZ CA B4 J R 1B 8

HiZ CA I, SR A B 24 1

GDCA [fJE+5 S 1 K /S b 55 000 3R e

TP AR P 25 50k 2 i 7 50 L FE A 3 7 R 7 AN T 4 52 1 JRU o

© N o g &

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCAis made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate or
misleading;

5. The subordinate CA ceases operations for any reasons;
6. The subordinate CA expires or is revoked or terminated,
7. Revocation is required by GDCA’'s CP and/or CPS;

8. The technical content or format of the Certificate presents an unacceptable risk to application
software suppliers or relying parties.

492. FERIEHRHEHISLAE Who Can Request Revocation

PAR ST DA SR A8 — N0 P e
1. GDCA;
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T

bt BURN BT A AR TR

PRAGTT  JSLFH A SR AR 770 LA B A P B =77 T USRS A3 [ R o5
%0 GDCA A & HH B A IE .

The following entities can request revocation of a subscriber certificate:

1. GDCA

2. Subscriber

3. Court, government departments and other public power department

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the

certificates.
49.3. P REERKAAEER Procedure for Revocation Request
4.93.1. T PR MBBIETS The subscriber actively proposed to revocation application.
1. 1T 1) GDCA #7588 FRIE A1 5t ik BIATRL, TR 356 B 4 S I«
2. GDCA A CP 25 3.4 F5 HIHUEREATIETS 4T R 4500
3. GDCA fE#ZF|mATE R M 2 A TAE H P 5 RIUETS
4. GDCA 58 B85 i SR H R A BIIE+ 8 51 3%
5. GDCA L iiih. MEPFEFE 27530, RIIT - UES 4 48 KA i B R B
6. GDCA $it 7*24 /NI FAIIIE F 1 A 11 IR 55 o
1. Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.
2. GDCA makes authentication of certificate revocation request according to CP section 3.4.
3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.
4. After the completeness of revocation, GDCA releases it to CRL promptly.
5. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.
6. GDCA offers 24x7 certificate revocation requests service.
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4.9.3.2.

4.9.4.

T P ¥R R AYUEF The subscriber is forced to revoke the certificate

24 GDCA 5 7873 I B i Aff {5 tH B A CP 25 4.9.1 sy (it ity , Al o #
SE MR A IE S 5

GDCA $2fit 7*24 /NI FRAIEAS ] i 75 A0 A B A

AT FENUE S NP R AR« B B AL S5 58 =7 SRR IR S
T, GDCA N2 S 2 I MR8 1 0 £ ROR Y e A& 15 i IR 15

GDCA M e e, &M, Wi Ik, BihsE, &Hxir
UEF C AR A A ML .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 after the approval of GDCA Security Policy Committee.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

BASTE R KRR B Revocation Request Grace Period

G0 R B T e A R B SR, B U SR U S T AT i 5 8
/NI PR o H At B JER TR 4 P S SR A ZBAE AR TG 48 /NI AR

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.

Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5.

CA ¥ B4 ERBIBFR Time Within Which CA Must Process the

Revocation Request

GDCA H 3 iy 815 K 258 il i 8 Z [T Te] B JUIRR, AN 24 AN/t

The cycle of GDCA processes revocation request is 24 hours.
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496. BB EIEDHHERER Revocation Checking Requirements for

Relying Parties

W7 TEAR I — AN UE T T 4 20 A 1) GDCA KA 1) CRL M I BT (S A E 502 75
W o
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL KAi#i= CRL Issuance Frequency

XFFATFIETS, GDCA 1 CRL & A A 1K 24 /NiE, RITE 24 /N& P4 & A Ff CRL,
H. nextUpdate 7B [FI{E A5 H thisUpdate {E 1) 10 KA F.

T2 CAIEF:, GDCA K CRL AT 12 M H . tnR miH % CAES,
GDCA 7£ 445 24 /NP2 A SE 8 CRL, H. nextUpdate =7 B f{E AN 1548 H! thisUpdate &
12 ™AL E.

TERFIR S 2B 0L R AT LME CRL STEIAE L (B M 48 A3 4 - RERE (R3IE ), CRL (5T
RIZEZS i GDCA il 52 [ 5 AT SRS TR 5E o

For the subscriber certificates, GDCA should update and publish certificate revocation list (CRL)
every 24 hours, and the value of the nextUpdate field should be no more than ten days beyond the
value of the thisUpdate field.

For the subordinate CA certificates, GDCA should update and publish certificate revocation list
(CRL) every 12 months. In case the subordinate CA certificates are revoked, GDCA should update
and publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value
of the nextUpdate field should be no more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

49.8. CRL XAl K#E &8 B Maximum Latency for CRLs

—N EVIEB TR MBI R] CRL _F I3 f5 I Al AN Re ki 24 /N,

CRL is effective after revocation request approved within 24 hours.
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4909. ELRESEWRIF AP Online Revocation/Status Checking Availability

GDCA N [l HE 53T F HUK 7 R A TE ZE TR S A W R 55 . OCSP i B 20 7 45
RFC6960 (MK, H Hk OCSP x4 #5254 . OCSP k58 i 1 5 IEAE B RS I IE
FiH A —A CA %K, OCSP JIg 55 #% ik 5 B A & — 4~ RFC6960 & X KA K
id-pkix-ocsp-nocheck 4™ i 1 .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP
responses should conform to RFC6960, and signed by an OCSP Responder whose Certificate is
signed by the CA that issued the Certificate whose revocation status is being checked. The OCSP
signing certificates should contain an extension of type id-pkix-ocsp-nocheck, as defined by
RFC6960.

4.9.10. FELRIRAEWER Online Revocation Checking Requirements

M LA E BT AEZORS B, GDCA A3 B ATAT I UL .

GDCA #4}t Get Fil Post Py #77 it OCSP £ ifl 55 -

XIS, GDCA N2 A AEVYR BHr OCSP {5 /2. OCSP i b i B K AT 21
10 K.

XA CAEF, GDCA RiZE/DHE 12 M HHEH OCSP 5. maih g CA ik
50, NIAE 24 /N A BEET OCSP {5 2. o

X AR KR PIEBHPREE MG K, GDCA AFiR[E “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

4.9.11. BEEBHKHEMEAIER, Other Forms of Revocation Advertisements

Available

&7 CRL. OCSP 4, GDCA ] UAHRAE: (5 B R HoA AT 20, (HIXAS S D520
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GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4.9.12. FHMEAFREHER Special Requirements related to Key Compromise

FRA CP 55 4.9.1 WRUE RIS AL, 3T 7 BREE MU HOIE 2 4 32 21 2 P
JiSZHI ) GDCA ik MasTERK. Wk CA W% (i CA mirhZt CA HiH) %4
AR BE PR BRI, NAZAE & BRI 8] A A & 3 D5 SR S8 AT AR 7

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

4.9.13. IFHEEKIFEE Circumstances for Suspension

GDCA ASCFHE

Not applicable.

4.9.14. ERIEPEERRK L/ Who Can Request Suspension

GDCA A SZFHIE T

Not applicable.

4.9.15. EHEIERKFEF Procedure for Suspension Request

GDCA A SZFHIE T

Not applicable.

4.9.16. HEARFRFRE%] Limits on Suspension Period

GDCA A FRIE T

Not applicable.
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4.10. EFIRESIRS Certificate Status Services
4.10.1. EAEHFME Operational Characteristics

T A LLERE CRL. LDAP H R4 OCSP ZfIEIRES, ik sRAIE IR
IR 55 7 22 5% 2 017 SR AT - T A4 e 2 R )R 9 % Ab B

XF T AR AIETS, GDCA ASBLLEE+ 2 TR AN R HAE CRL H )85 1d 3¢ . GDCA
AR CRL HRARAS % 2 1IE 3 i) B i

GDCA Ak OCSP HH 1) 4810 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2. AR T]F M Service Availability

UE IR A IR SS D AUGRAE 7X24 /N e, ELW 9z s TR A A 10 7
EFIRAS RS el PN M R iC 4 EV CPS o, JFHEM CA/NE I
(CA/Browser Forum) ifid www.cabforum.org & A IFE G55 13 #5530 BB SR AH — 2.

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3. WIEFFME Operational Features

ZIEA CP %5 4.9.9. 49117 MIIE.

See CP section 4.9.9, section 4.9.11.

4.11. ITMLETR End of Subscription

VTP A I T SRR FE T P AT IAT 9 IE SRR
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1o RSB R AT AT ST
2. UEPRIIRTH M .

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. BHIEE 5K E Key Escrow and Recovery

4121, BHTESKERE ST A Key Escrow and Recovery Policy and

Practices

GDCA NMHEEALA EV IETIT P IAEH, Hb AR AR E IR %S .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

4122, SEFEHNBESKE R KIESITR Session Key Encapsulation and

Recovery Policy and Practices

TERE -

No provisions.

5. WENM R B EAEMEESH] Facility, Management, and

Operational Controls

5.1. #pEEI=EH| Physical Controls
5.1.1. ZHHufr B 58 % Site Location and Construction

GDCA HuL AL Z DI BE R E ) iz XL IR IX . ERLX . HEX . AKX T
Xk o0 X AR mPERE R . TR NI A FUANR, AT, SR
MRS 2mm (v FLANR,  HUBCR B RE Dy 3mm v ALANIR . 74 T 208 CO2 fRe
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1o BEERIME A SR A B Bkl 12 T BUR Bk . 18 X524 57 i
RN TC B 0 R0 X 3 o R A A A e PR REAR R e e A o A7 T DR DR
R R A 6 ZBUR B AEAZ L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. WEYj =] Physical Access

BEH AR 4 R BAT R A AT S BT, AT ORIERE B — M)
W RN RIS FALT) . GDCA [¥] CPS AZUN 4y BEj rl 42 i) AT ELERVE 4RI
iE o
The activities of accessing to each physical security layer shall be recorded, audited and controlled

in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. H 7525 Power and Air Conditioning

GDCA ML R 224 WAL R G S % I R G, A TR R AN (8] T 1
HLJEERL. S 46, N AN TSRS B R GR G hia 8 vt o 1 i AR .

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. PBh/K Water Exposures

GDCA HLp3 NiAT F [ THIBORTE I, Biik . AR KHI I, I BeU8 72 th IR /K I £
R P 950/ N s /K RHAUE 2R Ge R 5

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.
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5.1.5. ‘KRB Fire Prevention and Protection

GDCA ML NLR IR, i) 52 FH S AR e AR BR AT BT LE R A A, 3K K
DRy DK e b Mk 2 S Uk oe o

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A Media Storage

PN BT AF TBORASE FH NE 2 Bk s Bk BT Bl BiJEd. Brdess. B
WLy B L RERR SN S ) 22 A oK, R LR SL ™A% (0 DR3P T BL AR L XS A R AL 4
A5 i .
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. KA Waste Disposal

2 GDCA A HIARSK SO AR AL CA i i 2 A7 A BT BR Ui, b ZBR A i 4
8, AEEEICVEIRE . B A MAE UBURME 2 A i BAE AR I Ak B ATAR AR 136 42
BT RS H AT A I AT P B B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. SHi&H) Off-Site Backup

GDCA &AL T il &y hote, AL T ot Rt . o 1 H S A
AN A SRS AT St B R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.
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5.2. FEFF##H] Procedural Controls

52.1. W{Eff Trusted Roles

f£ GDCA RALH A FIMEAR S IERE T, BEMAT _ERCMEP AT . (R
FNT A S0 B B BB RO #R 1 GDCA PTG A . I A (0 B A4

1 P RS I BN R

2. ARGUEHAN;

3. #&EHIAR;

4. MEFEBN R RO ERAEAN R

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. HIESFER AL Number of Persons Required per Task

GDCA RLAEH AR 55 FUVE Ao ST 55 AT M 422, iR 2 Dl E M ItRZ 5
e U5

1 HPIRERS R A ERAE AR 2 5 N RE AN AT 3 MR SE R

2. IEBBREARGNE G TEINMARGEHN AT 2 D AEN GRS

3. WRZMZEAAESS: FE 2 AWE AN R F TR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.
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52.3. SMAEFRAE %5 Identification and Authentication for Each Role

XHFHTA RIS AN G, AT ™ AR AT S E, A DR L RENE T A2 TN
HLAEERTTIER . IR /7 7E GDCA (¥ G A 3 2% 451 j E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. BEIRFHHIM A Roles Requiring Separation of Duties

PBERST/-H], RARWR — A NIAE 7R —IRGEM A G, SRR — R eI
REM Mo, 5 R T 20 B M B HANBR T
1 AFElkgs sz
IEP3 8k CRL 2K
ARG TR 54
CA #HE
TAFIT

o > w D

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. ANR#E#]| Personnel Controls

N A HI RS AL A/E EV CPS w1, JEHZER CAINIYEESi8Ts (CA/Browser
Forum) @it www.cabforum.org & A TR 14.1 #4192 R AH—5k.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.
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53.1. ®#. LBFMEAZER Qualifications, Experience, and Clearance

Requirements

GDCA X 7K H I {5 F () TAE N S B BEA 2R T

HA& RUFRAE 2 AR 5

WAy E SR M, IR GDCA 1948 — 2B 2E

5y GDCA AR A BT U IR ;

HA REHNAR . B77 LN ST ARSI

R Ay ol INER (R R

TR L .

GDCA ZR7e 2 m 5 M iy N 5 2D b JiUE 4 B IS SO0 AR A e

o a >~ w Db

M) CA Iz AT I E M TAE . RAT ML B KRR R IC K5

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1.

2.

5.

6.

Good social and working background.

Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

Complying with the GDCA related security management norms, regulations and specifications.
Having good personalities and working attitudes, with good working experience.
A good team player.

No illegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and

dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. BRIAEER Background Check Procedures

GDCA 547 KMIBUFE I IR ENA & 1E, SEon {5 R T SHE.
B A B RIS 53 A0 HR R YN B RT3 53 A 6 250 T [) R kAT R A

HREED N EAFEEN AR,

SR E R T2, BAbHErE, #aE, XA/ mrRE.
S ERRE S EAE T H NS ORRIRL S, A2 R AN 2247

TR
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GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review.

AR PR

a)  ANFERII ST RS A G NBORET DLl . SR R B0k BRI, &
IS AT DI S VATIES DI vig STTDNE= NS EP R SR ST RE

b) AZEESIEL ARG GRS EDTTTEE AT SR AR AT R ST 4
iE o

¢) HMASITELISE. HEWE. BRSO HEE.

d) %%, GDCA 5 7 TR IRE VML, AL R TAVFMlEE CA LTRSS HIpT
AREMBURME R . R, GDCA AL AN AN 538 BEAH AR Pl Ay
AAHATE A ORI AT AR 58, DM REUSHF SLI0 IR I 28 N B3 (R AT (5 72
JERITAERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and
social relation.

Full review includes reviews about criminal records, social relation and social security besides
basic review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.
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5.3.3.  FHJIZER Training Requirements

GDCA Ml vl 5 M AL TR, 8 TR R AT ER I, SR AR AW T
GDCA 2Bk R

GDCA AR R

GDCA “Z 4 & FEHLH;

MIATER BT 48— K

GDCA & HUBRE . il S I pidias

& EZEKT T INERS ik B bR F27 2%,

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA gives the corresponding pre-job training.
The comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

* & 6 6 o o

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. HEEIIFHERMER Retraining Frequency and Requirements

GDCA MR 5 E 22 HE AR I, DAORAIE 52 B 37 1) 53 T SEINA & B0 7 3K IR 3
FERH TAFIST

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA.

5.3.5. TAERAMIEHKIEMKF Job Rotation Frequency and Sequence

GDCA N8 % 4 L HEME ] A2 U K A A7 58 45 8 A o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FFAUTANBIATT Sanctions for Unauthorized Actions

GDCA NS I — BRI ME, XRRBUT ABEATE AT, AR R
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EFFE R WE TAEMAL, 13K, HPPAE . RAQFNANU AL BT 30 XA 14T
NN T EVEAE I 2K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. FILEZ ANFIZER Independent Contractor Requirements

XFFAET GDCA WU E LAEA G, {H M GDCA N5 K LAER Wk 4573 3¢
UL S N 51y B BN REESSIE2) N, GDCA 14— 2R
1 N AR & R,
2. HA VD EMRS TIESR,
3. GDCA #4EG— i R AT RE IR TAE ) H B, £85I A BFF AR T GDCA
F 15 52 BRI T ER - DR 45 B0 o

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

€ Record management of personnel profiles

€ With more than 1 year relevant work experience
€ GDCA provides unified training and retraining, includes but not limited to the GDCA

certificate acceptance rules and electronic certification business rules.

5.3.8. #HH4LA N RKISCH Documentation Supplied to Personnel

GDCA 245 P78 51 L 1 SO B AL FE B RRTS 51 T T AFA SR .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HiHEFRER Audit Logging Procedures
5.4.1. EREHHRE Types of Events Recorded

GDCA Mt & i FF L FEEH AR T
Lo AT/ HE . VERY. BT, HRIUETS & GDCA il Rgs ke P E s

RE
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2. GDCA HuBAMaESr, AW, Gk, EHEBEATE N4, MR, gk, =
ORI %5 ¢

3. ERERM

4. 1 GDCA BT 5 #:1E;

5. FrH RECEAEWIEF B, ZeBCRIESLL LA BER, GDCA/Authority %k
PHiRtR 5% 1k, FIER G REEA S, IR R, BRI, DN AZH,
HOHE P B AT R B, UE AR A A S e A

GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. kEHEKIRE Frequency of Processing Log

GDCA Mg ke a e vt H &, DMEAILEER) 2 MR f I, W RBU Z et
SRR IS 4 it o

All the audit logs should be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. ®HiHEMFEHEIR Retention Period for Audit Log

GDCA W22z ¥ AR L UAER 5 1 d H H &, IRAFIIFRON B 7 2 2 MER B UR +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.
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5.4.4. i HERIEP Protection of Audit Log

A T 25 722 R B R 7 P, 7 1k R B
ek, MRS,

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. #HiHEKEMIERF Audit Log Backup Procedures

X o H S & BOZ B S ARAT AT R HIRE, IR T &4

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. F{HEE RS Audit Collection System (Internal vs. External)

TEAE -

No provisions.

5.47. X+ SZEFEMHEAEEE Notification to Event-Causing Subject

F IO AR A — N F R, ROE A GEZSE RN A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. HEFEHEIEE Vulnerability Assessments
FRAE B THid 5%, GDCA M€ WIHEAT 22 2 Wa 55 PR vPAS , AR YE PPAl A0 R IR R Tt

GDCA should conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

5.5. 3 IJHA% Records Archival

55.1. JFRHEFEAISEEL Types of Records Archived

B IARAIL R, B VA CP 55 5.4.1 TRHUE AL, 7R ER N il st AT AR,

55



Il semnmennmmas

== GDCA EV IE53EmE (V1.6 fR)

1
1L ERHIEER;
2. UERRRERE T SCRF O

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

552. JARCFEEIABEHFR Retention Period for Archive

GDCA ) EV HLTAUEME S H (CPS) Sl sE & B ) I A4 1 s O BR R

EV CPS of GDCA shall provide reasonable retention period for archive.

55.3.  JARSSCHERKIFED Protection of Archive

N385 3 = V) EATZ R A U R P iR R AR R, R R AE N B fevF
I RS, B IEREEBURRINE. EE. MHERE BB ST Y.

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. A& FERF Archive Backup Procedures

XHFRGUERB R T IAICSR, MR T A, & ST A AT
X A VAR TR, AN BT, (H R BRI R A HE it R IE L 2 Ak

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

55.5. ERNAIBRER Requirements for Time-Stamping of Records

GDCA VARG IC SR EARVER ], RGP A A0 T F2 B SR S st 1A) 8% .

The archived records of GDCA must be labeled with time, and the records generated by the system
are required to be added a time stamp.
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5.5.6. JAR4WEE RSt Archive Collection System (Internal or External)

 F SRR A B IS R 48, W 4E GDCA FEAM L .

All the entities including GDCA and RA should construct internal archive collection system.

55.7. ZREAKLIFRYS B IFEF Procedures to Obtain and Verify Archive

Information

GDCA (172 4 i T G A 558 B 53 70 Jall DR B VA4S 2 10 2 N8 DL FE RS Se A 6
52N, ZRHX 2 9% DT LU

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. Z4HA T Key Changeover

7E CAIE-B I, GDCA ¥xf CAUEBHATEH. HE CA BYIR I Rt A ik
A CP 4 6.3.2 T MUE I R AL ], T4 CA EFn] LA F J5 35 4 04T 53T
500 75 ZEP= AR R B 0, Br e DA W CA B EART . BIEZE 2 AR A= i 14, GDCA
AT DL A T S B 105 R BT CAE . 7 CA ERE 2 i, #8048
R E B, DMRBEIX A CA R RS CA TH S0 BT 2 B 1) P R U

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAE BUBTIY CA BN, DA™ ks 185 GDCA kT35 A8 BRI o B ) 25 A0
PR, GDCA KRR CAES, IR BEAT KA, AETT NI Re 6 b I SR EL
i) CAUEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA BB, D2 ERUEAEANIE B B MR 1 I
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Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. EHMFELIEFERF Incident and Compromise Handling Procedures

GDCA S il 1T & Fh S i A BE 7 ZE R0 S AL BRTRIZE A0 AH I 0 S ORI 45 T35 AL R
Fro

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. TFENERIE. HAEM/EREE KR Computing Resources, Software,

and/or Data Are Corrupted

R MBS A R AR 1 S, GDCA SLRIVS Zh S i A BERE Iy
WAL, TR SRR R TE R SR

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SAFAHHELEFERF Entity Private Key Compromise Procedures

FEMGE I NN B B AR R AE RSN » GDCA B4 RN 415 R LK K 2 4385

1. GDCAWIERSGM A4 SE RO WS EIER . REEEAIATALE,

2. ARG, oy B A HUE T R B R R B AL .

3. WA HFVEMHER HRAAAEEE, HREIE, MEEHM CRL H2
BEAT K -

4. ReBSUiI) 2 A IR TT R B K S B

5. WRFTFEWREN S E AR E S, M REE A PITIKE .

6. HWIRTEZEME GDCA N5 H#AE B ECE SCIF, Wd 514 —4 GDCA %4k 5%
e S0l 558 B O TR E

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.
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2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

Y CA MR S sl #%, GDCA JH 3 B K RS FRRE T, 22 4 K 23
SRR SR KT VPAL, S ATE0 TR QR @ 4 CAUES, #2 RILLL T i

L AT R K =0

2. RATUEPEHRERNE BE;

3. @i GDCA Muti s H el A5 5 sURAT < TIE RS CA IR AL FRIE R ;

4. FEABIARAAE, EHONIT P ARIES.

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4.  RMEJE RIS FELERE /7 Business Continuity Capabilities After a Disaster

GDCA fERA KA, NAA T JUAN 7 T Y5726 ) -
1. TERATREFE TR RS R GE, B2 NIt 48 /N
REBE K 2% 15 B s

e RAE VK 5 1038 B T & e A BR s
A RN ARSI M55 3 HANE IR 7 BRI EK

> wDn

GDCA should have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.

2. Recover information of customers.

59



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 6 )]-[&)

3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.
b 45 % S M IR SE S B B D Sk E EVCPS R, 9 HLEER AN CA/BI IR B8 18 s
(CA/Browser Forum) @it www.cabforum.org KA FIFEEG 16 #575 FE SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA B{ RA 41k CA or RA Termination

* GDCA Ky MyLi i Eas i Jlh 450, ™ %R (e N R E i1
BN CRTFVAFRSS B AP KA S i St AT LA £ 1 BT A R 55 1R e
ZORBEAT A K LAE,

fE GDCA & Il fif, A%

TV S AR A

L H GDCA #1575 B ;

AT GDCA % AR SL AR
NN =ESi S sy

RS RS

KL FRAFAS SCAFE 3% 5

12 L AE R O AR 55

RS H RSS2

KM F Hx MRS

10. 4b¥E GDCA V558 21 GUF1 GDCA 55454 s
11, AbFANAF Al USRS s

12. %5k GDCA FEAHLAEM:

© N o g > w Db P

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's
Republic of China”, “electronic certification service management method” and relevant laws and
regulations.

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.

4,  Shut down subordinate LDAP
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5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP

9. Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.

12. Remove GDCA mainframe hardware
2 RA R 1B IR %5 1), GDCA K485 H AT A S A B A ol S5 Ak e h |
A H A I,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

5.9. ¥¥E %4 Data Security

BlE 224 MY ARG SR AE EV CPS A, I H BRI CA/NYE 28181 (CA/Browser
Forum) @i www.cabforum.org & AGIFEES 16 F43 (B RAH — 2

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
16 released by CA/Browser Forum at www.cabforum.org.

6. IIE RS AR 2244 Technical Security Controls

6.1. FHIMKAERS % Key Pair Generation and Installation

6.1.1. ZHHXTHIER Key Pair Generation

CA ZEEHT e [ 5K 5 A S 3 I v ANV P A A AR B o BEEARAE R B3R, A7
filiv R MIKE RIS FIPS140-2 FRiERIAHCHUE . BT FIPS140-2 FrifJFF 2 5 %
AR T A AT RIS RF AR, SO0 T 8500 7= i A P (AT BRZESR,  [RIE FIPS140-2
PRUEI SIRIAT, RAEE R E AT EORVE A A ie N ieBerE i, RSB
FRULHIBORE. FH T LR A s A B 2t o [ 5K 3 G R AT 1488 . AIE.

VPR AT B S IR S5 25 B B % P B 2 A L A . GDCA I %
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SO PAERGEIXIA CSR, RAHTINE fRIP Rl SSL NS ERRAL R ST . T
AR O RS AR B LEAE TSI 0 BE LA R O BE BTSRRI I AL BRI
FIPS 140-2 5 — 0| BRI 025 B e h#AE . B K EE 2 /008 RSA 2048 {781 ECC 256
fii. 7E GDCA Il fif FH AL BH A i B i A XU B AT 7 7K 45 . GDCA AR A
PR, BTA XSG BIEAIRS F P SRR .

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the key generation
mechanisms embedded in his/her own server or other devices.

The key pair of subscriber is generated with built-in key generation mechanism using subscriber’s
server or other cryptographic device. GDCA accepts the generation of keys and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscribers. Subscriber key generation is performed by personnel in
trusted roles within a secure cryptographic device that uses a suitable random number generator
(RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements of
FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. FEAEIRLAIT P Private Key Delivery to Subscriber

AR P BT, ANEEBAPEERSGTT . GDCA R 452 T AR s x0T
1 CSR, AR jm il SSL N &AL 15451 7.

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.
GDCA accepts the generation of key pairs and certificate signing requests for the subscribers, and
the private keys are delivered encrypted and protected via SSL secured connection to the
subscriber.

6.1.3. AHEIEAEFZ R Public Key Delivery to Certificate Issuer

N T IRBECEIED, BT A RA BT PKCS#10 4% 2 MIIE B2 44 17 k15 BBl H
BHFEAR M ERER, DL 20K AR A4 GDCA &k, X EbifRal st
AR IE T B 2R, tinz &S8R ZE P (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
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GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

6.1.4. CA AHMEIELHKITT CA Public Key Delivery to Relying Parties

GDCA M iZiBit 2 4 n] SER I CA AMELKETT, AN 4l S E.
X T A2 2507 A
GDCA 175 3218 1d H % kA H CA ik,

GDCA should use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. FHHAMKE Key Length

GDCA SCHFIF) RSA B A L 28 /b J2 2048 £, RPN ECC KA 22/ 256 fir.
K E N G idskAE EV CPS th, JFHZR CA/MNIWE A1z (CA/Browser
Forum) @it www.cabforum.org KA 45 F4 9.5 #H4 AE KA —%.
The key size of RSA is no less than 2048 bits. The key size of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. AHSBHAEBRFFERME Public Key Parameters Generation and

Quality Checking

NEAZ RO 25U B 5% ) 3 A0 1 DRV T 0 o 8 4 R A B2 R, 51l
HEHL. NE R, USB Key. IC FEEA REEL, Fl X 2688 45 1 A o T AR v o
GDCA )\ XS &AL N BRI, FiES O S T RBH e 2EHERK,

St SRR B ROR A, TR RF b i ] % 0 A I AV T I 0 R % R A
JRIEAT, BanhnENL. %K. USB Key. IC K%,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.
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Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. 4 B K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA &K1 X.509v3 E-FE & T & PIHNEY BRI, LS RFC 5280 #rif
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. Ui
R GDCA FEHAE KL RV SRS EIUA F8 ] 1 Hlig, 51T % % 15 WA
M@ . Z 04 CP 25 7.1.2 %7,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. RAHRPAMFLELR TE#ZEH Private Key Protection and

Cryptographic Module Engineering Controls

WAENU L AGEE B, A R 45 & SCBURF Ok CA I 24, AT/
P2 BORAUE P IT R B Z R T iR IRV R Z % MhFR . S R 3B i
Ao

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. FRIELBFIAMEREH] Cryptographic Module Standards and Controls

GDCA 7 P 1] % 2 B B30 1 1A AT o L R RE P R A E A AR CAL B RIIE
Tl CA FEAth CA BEHXS, FEAZMEAHIE CA FAEH.

CA ZEEHT ph [ 5K 5 A S 3 I v ANV P A AR B o BB AE R R, 77
fifi o AR AR BB FIPS140-2 ARAERIAHRAE . H1T FIPS140-2 AR I AR [ X %
AT AR RISCRERORRAE, B 00 T2 7= A A i FEER, Rtk FIPS140-2
PRUEI SIRIAT, RIEE R E DBV A A ie N e BerE i, RSB
PROEMTORE. FH T L2 B A 2 A B e 5 [ 5K % A R A1 48 . AIE.

GDCA must use the hardware cryptographic module approved and permitted by State
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Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA.

Key pair of CA is generated by the equipment of state cryptography administration department
approving and licensing. The generation, management, storage, backup and recovery of key shall
comply with the relevant terms of FIPS140-2. FIPS140-2 standard is not accepted by the state
cryptography administration department. As strict state’s standards are defined for cryptographic
products, GDCA only takes FIPS140-2 as a reference under the permission of state’s rules.
Cryptography module used for key generation must be certified by state cryptography
administration.

6.2.2. FEAZ AIH] (mikn) Private Key (n out of m) Multi-Person Control

WU L AU B AR SRR B HIALER S 2 A4 0 5 N 3ERIZ 5 CA i
TR MR . SOR AR “RE o7 BOR, RIS —4 CA RN Fr
PRI e 20 it T80, 2093 B 22 4 RIS N SRR o WSROy — AN R S R AR (1
FHEIRECY m, AT n ASPTRIE N R BERGE ff A7 78 3 R (1) CA AL
e EIXE mANES5, n AST 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FAEHFLE Private Key Escrow

TERE -

No provisions.

6.2.4. FAEHE& Private Key Backup

N T RIENE S5 R EE0T i, GDCA A Z e CA R4, DLt RME R AL . A
Ay LU B AR R S A B . 774 CA RIS RSN AT & CP 2
6.2.1 T A ZER FFAF AL DRI AR - CAFARH S A 2146 o oL A1 R A B rp 2245 5 CP 2 6.2.6
THIZK.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
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associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FEHEY Private Key Archival

7E CA FEARIM)G , DAZ0fd FH3H /& CP 45 6.2.1 15 Bk 1 A1 25 R A e I R {47 28 />
5. ARHARLE KRG, X CA FAFARIE SN A& CP 55 6.2.10 T IHLE «

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key should meet the provision of CP section 6.2.10.

6.26. REHFH. FAFHLEL Private Key Transfer Into or From a

Cryptographic Module

CA [FLEH, GDCA ™ Hs 1 A % HE BAVE AT &4, BRI Z AN 2 N2
AR A ICVF . 2 CA S BIXT 240 21 53 AN BECF S AR B, DUB iy e sUre st
B2 fEE, I HAEARE AT 2347 S 4800), DABTIE CA R E R, #gr. 2ok 4k
BB EE . ARRBUHIAE ] o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

6.2.7. FAHEFIDEILE 7 Private Key Storage on Cryptographic Module

CA F G 1AL EH W 25T DA S 1 T A7 S 1R K ) 3 A 3 1t R R v R B 35
BB, BEfE SRR DR A FIPS 140-2 = R bnifk ki [ S5 4% 2 47K .

T 2244k EV AL UEHIT P AR B 2 /0555 FIPS 140-2 —
bR e BRR] 5 R 22 47K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. BIEREHAI ¥ Method of Activating Private Key

CA IRV T AE A F s i e, HBE S 12 18 CP 28 6.2.2 it AT 7o ifl, JFH
TRAFAE IC REEREAE N, A2 m ik n 1907 2 i N s EaE A e BaE AL

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HEREHRI T Method of Deactivating Private Key

T CARH, MEBRVARIBCE W, AR SS .

The private key will be deactivated when its storage device powers off.

6.2.10. HEBFAHKI A Method of Destroying Private Key

AAA T . AT ERAER, MIZKAAHE, AmE Xk, el ke
BRI -

When private key is no longer used and do not need to be saved, it should be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEA AL HIE, TR CA RN — B & HEAT AR, HAlY
CA RV AN 2 Af 8. AR CA RVAAE IR AT RN FHAEZ Ll E AR S
TGO T % 48 CA RPIAATBHERET TN R, CA RV I S JUE I K CA FL
MR R AT T B m0ks in R a4 X5 2N 58

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11. FRELHFIPEE Cryptographic Module Capabilities

GDCA i Fi ] 5% 2 i 3= 350 1 DR AE R VR AT (K0 26 65 7 i, B2 HOATUR (R #5 bofe . I
0. VPSSR VEPMIE AR SRER, S CNS 15135, 1SO 19790 5§ FIPS 140-2 %%
2 3 MIHE, GDCA TIARIES LS. TR, HLRE 7 % 51 257 T 1 41
PR BT B
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GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. XN EFHK H b F W Other Aspects of Key Pair

Management
6.3.1.  A%1HEY Public Key Archival

LIRS CA R ZEAT RS, VA RS Rl A7 A 2die e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. IEFERIERAFEELAXHE BB Certificate Operational Periods and Key

Pair Usage Periods

UEPAE ROHN Y B #id R AE EV CPS H, JFHER CAMEAR1LIs (CA/Browser
Forum) i#id www.cabforum.org &5 IFa T 9.4 B4 A E R AH—2K .

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

AR B YIRS e 5 A OIS, (B FF AN e S R FF— 2.

TR A @ e, HAHRBEAEESAE RSN A LR T84, APARIE
FHSIRRAN L UE S A ROIR o B, O 1 ORIEFEIE P53 BOU A 244 1045 S8 T BASSE,
SN AE A IR AT BAEEE P A ROV R BAAR

P @ e+, HAHRBAEBE RSN AT FInEELE, SR8
FHSIRRAN L UE S A ROYIR o B2, O 1 ORAIEAEIE P53 OU A e (1045 2 T BLg T
AL A TSI BR AT BALEIE 5 1A RO R LA b o

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.
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For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERRRTWR R T PIEIE R CAUES, IEBEIE, fERIEZ LT,
FCVFAE A B8 PR UEAS BEAT ST . BB B A RE TC PRI T o

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

S AR AR TS, FCBE PN A0 V@I 5 53 (A A SRR 4

X1 RSA4096 fi7 CA EF, BB 15k v AF R 2 30 4

X T RSA2048 fi7 CA IEFS, FEFIN 1 mAC SV FHAF PR 2 27 4F

Xf T ECC384 fir CAiE+:, HEHX HIRK RV Z 30 4

%itF ECC256 fir CA iIF13, Ha BN ek fu v FH 4R R 2 27 4

XF T RSA2048 i EV ISR ZUET:, B XS A B K SLVFE A AR R 2 39 4> H
XF T RSA2048 i EV SSL 55 E-15, B xS A B K SL VR I A IR 2 825 K
XfF ECC256 fir EV SSL iRk 55 as ik 4,  HZ X i 1< so Vil F AR IR 2 825 R

N oo g M v dhoE

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 825
days.

6.4. BEIEHFE Activation Data
6.4.1. BUEEIERIEAMZEE Activation Data Generation and Installation
CA FVHMIBE B, A% I8 ST 5 A0S B e 4 B S B B ME R R, ™
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WEREAT AR R A

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BIEEIEKIEFED Activation Data Protection

Xt CA R HGE S, W ATE R AR 73 FR 70 EJa f s 2l b AR R E A
R, MHEENRBIRF ST HIMER, 2 P AT R B a2 H EE

[

\an
Sk

¢
H

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. EEEIERHALF T Other Aspects of Activation Data

AHONE «

No provisions.

6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. R TENZEF ARER Specific Computer Security Technical

Requirements

GDCA Z4iMME B2 a8, HBEZHEEERR[HAMMN GEBIAMERGHE &H
R ZEFARIIE) . TAVAME B AT (T IIEARSS B B M%), S 18017799
7B 2 bR AETE DL AR SC HOME B 22 bl g AT 5835 B 22 48 PR G AT
HEE, R E TR, S AEAdR. FERZ ORI AR 5o iR
LT SO 7= L e AN /B2 6 s NS A8 ' = N -2 i 18 E e
Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main

security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
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network access control, etc.

LR ) 2 A T B TR CA B RIEHE X R AR e ER RS, A
RRBIRGHBIITT A o

b RGNS HAN R G HE D B, B ARG S LA R GE R XA B R
BEL L B AR R 1A ML FH A 3 A0 R4 B U7 0 o A5 P 75 K58 BELLE AP R AR 27 2R S A
2, REIDT AR RGIESN . A CA KRGS EHATN ., ALETHERE. U
A R GEHT A5 N G2 R PSR O U517 CA Hodiz %

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RPN M PABCRIE EV CPS W, JFHEAM CAMNIYEZS1ETs (CA/Browser
Forum) #id www.cabforum.org KARIMFEFE 16.5 353 (I ERAH—2 o

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. TFEHLZEIE Computer Security Rating

GDCA MRIFEFHIEMA BRI TIIME , G F R 2 2SR ER, L%
EEERHE
GDCA HJiMIEARSE, i | EZENERR N % el H .

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.
6.6. A EBIEAR$EH Life Cycle Technical Controls
6.6.1. ARG Kk#EH| System Development Controls

GDCA HJERAF Bt AT A R i A T BRI -
1 BB=T5 LA &
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2. AR M Ae] SRR
Ay, GDCA A IT RIRIERNE, 275 1S015408 bR, $ATAHREIFIRIAIIT
KA o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. ZAEIIFH| Security Management Controls

GDCA \IE R GG B2 2B B, ks 100G 5 %R0 £ B T A SSs AT 8 A
BEATHRAE

GDCA AIUE 2 e HIAE F BA P M R I35 T, T 1) 3R Se 205 7™ A iR B0 i
A RATRAFUE, TS SO T 2 e e R IFHHT ARSI TR IR AIE 3% .
GDCA & X I\ IE FR e AT & HIAAS & 1 e 2 At o

GDCA R —F 3G (& BAR ok I HI A ISR G MR &, DAB IR BB L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

A2 HERI BRI, AT ZatE i d, FRIRBIREREHMAR, 25
FAAE 2 AR A o TN 86 IR SR I AT 22 2 W ZBUAE SE AN T A Y 22 A A LR T, 2B AT e
RS, A

GDCA MIER G A A s T L, IR IH B AT A BRI, 15 S 20
IWHR AT R 2 4 (15 B AFAE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

72



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -LIE:']}%E% (Vl. 6 )]-[&)

6.6.3. IR 4 H Life Cycle Security Controls

GDCA NIE R G I A e 8 B T REEMERI TG R, FLrp g 7k, BEHE
i JE AR 2 e o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILHZ4e$EH] Network Security Controls

GDCA \IUEZ G R H 2 B K B AN WY 28 B 22 APt R AT IR, I LSt 52 3 1
IR

N TR LS 24, GDCA NIERGLHME T NRIGI . 24Tk BikaE A
ERG, JFH R K NRAI . A PR R RGRRAS, BUR
AT RE A FRAIRR BT R 46 10 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. K [EIER Time-Stamping

WIERGHIEM RS H G #AF 0 EAMBLZA MBI AR R XL R BRI A R
FER S HE T 0D A I TR B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.
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7. iEH. EPBRHTRAELIEFIRSTHY Certificate, CRL,

and OCSP Profiles

7.1. iEHHIR Certificate Profile

GDCA iFBiEAE ITU-T X.509v3 (1997): {5 BRI ARG H&E-H 3% AIFHESE
(1997 4F 6 A ) FryEFT RFC 5280: Internet X.509 A%HILALACHEUE T CRL 4544 (2008
5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA i#iid CSPRNG £ T 0 HACSE 64 fri) AR F 8P RE R 815 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV P2/ 5 SR X 509 v 45k, R e (BB ) BRI U R R TR

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

FR-EV UIEFS 45 (1 B A I
1 i B A PRI R ]
FRAS & W] X. 509 UEF % A, H 9 V3
RS A5 I ME— bR R4

BAF R AUEIN P 24 550 (L CP 55 7. 1.3 79)

KA DN 2R E L 4

HRukRisHE | FT EBRdE AR A (UTC) , AL EI[FE2E, #% RFC 5280 ERYmAY

AL | BT E R ) (UTC) , AEAtIS IR, % RFC 5280 ZEK %Y
A ROR M B4 CP 2 6. 3. 2 TR BRI

T8 DN UE A 3 SR I B 44
N F4 RFC 5280 Zwfid, f#ifH CP 45 7. 1. 3 vhig e B, K 2

CP %5 6. 1.5 #8E MER
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Table - Basic domain of Certificate structure

domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
Serial number Unique identifier of certificate
Sighature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid

period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1.  hRAS Version Number(s)

GDCA i '] EV iE PR E X509 V3 iEPI R, AE BAFAEIE B AAE B A
W

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. {EFEY B Certificate Extensions

GDCA 2R 11 EV IESS, HAEF§ R WUEAE IETF RFC 5280 #rifE, J#45 & Guidelines
For The Issuance And Management Of Extended Validation Certificates %K.

UEFS SRS N BB IC AL EV CPS o, Jf HEEAT CA/I i 4% 183 (CA/Browser
Forum) @i www.cabforum.org & AT RS 9.3 #7 AESRAH—E.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.
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7.1.3. EEXNZRIFIRFF Algorithm Object Identifiers

GDCA Z& R WEFs, B SHVE FIFR IR ST N sha256RSA Al sha256ECDSA .

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA JH i F I BN S AR IRET, RS 1SO X R AR (OID) & H (KHTE . .

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID)
management standards. For example:

1. Za5IE:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkes (1)
pkcs-1 (1) 5 }

2. FEEE:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. ARXIAREZE:

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. XFREE
A% CP iU A Y [ 5 5 8 PR T 1A AT AR R SR
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) us (840) rsadsi (113549) pkes (1)
pkes-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm
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rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. I Name Forms

GDCA %5k BRI 2N s R0 Y 25456 X501 Distinguished Name(DN) i) %
sl 4 g 2K

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.15. A#PR#H| Name Constraints

TERE -

No stipulation.

7.1.6. IEFEMENT S AFIREF Certificate Policy Object Identifier

GDCA ZER I EV UEF5 8 AL B iE 1 58 i B0 SAR AT o

TE SEIE AR AT R Y B IRAC SR AE EV CPS 1, JF HEM CAMN 2418 1%
(CA/Browser Forum) @it www.cabforum.org R AGIFERS 9.3 #7 FELSRAH—
.

EV certificate issued by GDCA shall contain certificate policy object identifier.

i

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.7. SREERR YRR I Ak Usage of Policy Constraints Extension

TEAE -

No stipulation.

7.1.8. SRERER BFFHIVEVEFIE X Policy Qualifiers Syntax and Semantics

TEAE -

No stipulation.
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7.1.9.

FEEHEIRY B AL HE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Fi1 PKIX #H5E—F.

Itis in accordance with X509 and PKIX regulations.

7.2. EPHHEFIFE CRL Profile

GDCA E %% CRL, ftH A H{HH .
KA CP &1 CRL £74& RFC3280 #nif. CRL /D& Un R EA

AN 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1 1B B E A R A

A V2

WK R CRLIYSEAAR, AR # B .

A= 2 H CRL %5k H I

IR/EE CRL FIRZERMEIA . AT IE R 24 /N EE 3T
A RS 2K CRL I Y B 2542 B0

A B A A s IR

7

H1 160 {7 FIATUAUE TS HLA 22 BEAT A3 550 (R A4 1k

NikVIES FIH AR HIET, BFE mAIEE R85 A A H
Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update

Next issuance date of CRL.CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed ofal60-bithashofthe value of CA’s public key.
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Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.  BRA Version Number(s)

GDCA H FiZ %k X.509 V2 A CRL, MHRASfEAE CRL iiAt& A2 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL Ml CRL 4% H¥ I CRL and CRL Entry Extensions

TEAE o

No provisions.

7.3. OCSP #ii& OCSP Profile

GDCA N #24t OCSP (FELRIF RS E W AR S ), OCSP /£ 4 CRL KA kb7t
JTAEUETS P A BRI S E R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. hRAE Version Number(s)

RFC6960 & X 1] OCSP V1 A,

The field conforms to OCSP V1 defined in RFC6960.

7.3.2. OCSP ¥ B OCSP Extensions

TERE -

No provisions.
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8. INMERL# &+ M H b A5 Compliance Audit and Other

Assessments

81 TEAM B M E MBE H Frequency and Circumstances of

Assessment

GDCA MAEFEXM B M) B BRAFEH) B AT S AT — K 1
PAB € S bR R AEAE LR 15 5 U AR . SR —30 JFRYE o &g BRI T8 HFE
W ERHEAT — B B TEAIZ E VA, R R s A R D 3% B E Y EV SSL RS AHIET
A EV RESZEZAUEBHEAT VAL, LAORUEUE PSR SS I Stk . 22 EAT A 4% 1

b 7 N TEAI PR Ah, GDCA SEIEE ML il 55 B, %I WebTrust X
CA RN BEAT S o T APl -

1. fR3E PR ANRILAIE B P40 CRTINERSEHING ERMER,
R — U BT IR VRAG A 7

2. GDCA {8 [H 5 TEHRI I ER . [ S KARAENI A CPS (R E Sz & A ik
55, AR ERTEAE AN T RE, B 2D HIPAT IO ERITEA %, AR GDCA
NHETE (RAL ZBE) FIVPE .

3. GDCA HSiEMALHHitHIiF 5 pr, %M WebTrust X CA I iHRLN, it
17— IRANER A TH APl o

4. GDCA HFFEHEAT — RIS VPG TAE, RBI NS SN, VPG B Sk
AR AT BEE SOE B E, JEVRAG H AT RN SRS . BOR . R G LA AR SRR A2 5 2
LXK, MRS R VAL, B, SEMEFAERR R o 22 AR . T A i ) 22 iRl

B HRAE NS IR IC R AE EV CPS w1, JF HEEM CA/NIBE AR 1835 (CA/Browser
Forum) @13 www.cabforum.org K AIIFRFE 17 #8701 ELRAH— 2L

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
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assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. THEEWB/EH# Identity/Qualifications of Assessor

GDCA N EH T, B GDCA 4 MK R i 2> T Dt AL 288 0 1 T o THPPAd N AL
BH B THPPAS /N AT LI T A

GDCA HEE I AMBH T, RZ A4 LT 3R

1. WIURAVEATI. AR EREPPE NG, 1 22T BP0 %
TR HENUS B Lk R, BEMKZ4SER, PKI FAR. bR fEE
HAERE RGBT IR T AR T T H
HLA ST H (RS A

> v N

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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8.3. M HEESHBIEME ZHE KK Assessor’s Relationship to

Assessed Entity
1. GDCA #it B 5ANMM ARG E R WSO b5 ERAE 52 A AR S A

2. AP (15 B R AL HT 9825 LA R LA HLRS) AT GDCA 2
FIRBOLIR R, WA RIS R, s HEfERE X R Y
WA, PR BIUAL. AT, HAASIEAT GDCA T VR

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. THAEHINZA Topics Covered by Assessment

GDCA AR T A A f :

1 AN S 27800 (1 S

B8 TARFEE NG A 545 2 e 5

FET AL CP Ml ST R AN 2 4 BERIT R NUE ML 55 5

BRI &, xR, AR,

T AFAE HA AT REAF LK) 2 A XU o

=TT W THIT R 55 T4 M WebTrust For CA FITEHIEEK, X GDCA #EAT ML H i1

o > w D

GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
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requirements of WebTrust.

85 XTHABEARNREXIEKITS) Actions Taken as a Result of

Deficiency

XIT GDCA W ERE TH&5 R e @,  H o TS /N A7 57 X 6 ] ) 51 A HR
BE T TREAT Y 25 SO RO SE R R I o SE RN BT T S5 SRR eSO 5, 85 BR B34 17106 200 i 7
PRGNS S 25 St TAE S il o

XF T GDCA #ZBUEMHUM R s v 45 53, Wz IEAE#E T8 ) A CP M GDCA il
FE AN S HE K4T ), GDCA ¥5-F LAIE, AR5 A A B (kX 24Ty, [mi
G GDCA I ERFATN S5 B o N S RAT IG5 P E IRV E LA, GDCA Rk
SHZH U I HLFIAE NV 5545 FAZ AL

=7 HAH RS S Al 52 S, GDCA #2 MBI TR S #7800k, FF i ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA N #5 o T 45 B RL ] A LG 2 BREEH0 1T LA B TH S BV E B k47 TE X
WA, WFRTREIE RG] P A FR R, GDCA UK T PR .

=M TS e RS, TR TR AE R, R T www.gdea.com.en i
BEAT QAR o ARAR 55 =07 RO VP Ak SR N PP A5 25 SR e AR5 B, AT 2502 S B 1 1)
GDCA KB EN1 H A7 3, HAES GDCA [[F R, 18 53 41 M [ Bk 4k s GDCA {2
B AEIX 7 TRV AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HiHfh Self-Audits

TERE o

No provisions.

9. R FAEMH ARV 2K Other Business and Legal Matters

9.1. %&H Fees

GDCA FIHRAE 2 A (K HL T IATIEAR 55 ) ASHUAE (R T USSR A, BRI S bR AR
FEATIL T U SRS DL E . GDCA AFHE B sl B pmite, 3 KW 3 e

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. FFEFHEMEH A Certificate Issuance or Renewal Fees

GDCA XTEH B H i 298, A7t GDCA M5 www.gdca.com.cn |, fit
P&,

4R GDCA 2% (It h #5 B I K% AT GDCA A IR AS—E, LAER S 4y
W NHE
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. iFHE M Certificate Access Fees

XFEH &R, HET GDCA AWHPAEM B BRAER 2 H R R T R, 2
GDCA SUAYERAMA 2], GDCA H4-5 Fl = W e S 12 AL H F) 2 T
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SRR B A U R B A E 281k, GDCA ¥4 K sk 78 sk www.gdca.com.cn
EFLIA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. BEARAEBEE W Revocation or Status Information Access Fees

M FRAE EW, HAT GDCA ANUWHUTMI 2R . BRIEFH 3 Rk 75
K, 5 GDCA ZAT&isMa R, GDCA K5/ th i WS Z S 27

MR BEARESE BB RN R BORAE M AL, GDCA R 2 K I 7£ kY
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HABARS 3% Fees for Other Services

1. WA GDCA AU CP s AAH IR SO, GDCA 752K
R b7 A S 33 Ak 2 T AR 9

2. GDCA ¥l Fl 4R HEIE B A A K AR G55, GDCA 7EH1T 8 HoAth sk
R P B Z TN A

3. HAth GDCA sl e bR % M9k, GDCA H#i4x Jeif A, fLFH
i,

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.
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9.1.5. IB#EKEME Refund Policy

GDCA AT FYCHL B, % 7 345 Hi 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4h,
GDCA ARG FH AR 9 H

FESEHAE B3R E A2 AL B0 FErf, GDCA 3457 ™K BRI ERL T AN Hems .t o
GDCA 7 T4 CP FTilE I ST s B K 45, T 7 [ AR GDCA A5 iETiF:
IB#K. 7£ GDCA M4 TiT P IIETJE, GDCA ¥LBIHELT oA FE 1ZAE 15 T SO AT 1 5%
F AR IR AT

HH 3B SR s AN PR AT P A5 L e I £

SERGR G, VTP WERGkSEE B ZIE TS, GDCA KB st Hvk & o/

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%34E Financial Responsibility
9.2.1. {REEFEE Insurance Coverage

DRBS Vo Rl £ AT XS CP 26 9.9 1 rh I RIUE I £2

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABAFZ other Assets

TEAE -

No stipulation.
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9.23. XWRALAEFRKFHEMRTERE Insurance or Warranty Coverage for
End-Entities

EFT 7 —EA%E% GDCA fIES:, = Ml Pl 58 O IE T I 55 1332, 84k
BWEIZIT 7 O T A CP R T ORBATHE R RLE AL

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W% BRE Confidentiality of Business Information
9.3.1. fR#%{5 EYEE Scope of Confidential Information

£ GDCA AL H H T UAER S, DU HE BN IREE R

1. GDCA I J" HIE 2544 M s 5

2. HiHdRASE: AMHE, REBHE. IRHERE R, XL B GDCA
MAGRHEEL, RAZEHE AN SEE AT AR, BEEER, Rk
YNGILIS Y ZiF

3. HAthHi GDCA Fil RA TRAZHI/N AR AlE BNAUNIRE, BRIEEER, AR

2t

)

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ABTHRZEREE Information Not Within the Scope of Confidential

Information

1. B GDCA RATHIRER. IEFHH A,
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2. EFHRT R

3. R MAEAIE;

4. AEFSEEE (CP). HLTAEME ISR (CPS).
1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPand CPS

9.3.3. RIS BB FE Responsibility to Protect Confidential Information

GDCA. JEMILE. 1T R SIMEN SRS 5755, #06 X5 1EIEA CP 1
U, AHAR R KR R3S B THE, D AUE I E AR T B B R R Xt kAT
R

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AR B PA & T R R, Bk GDCA A JF el #& it il A 1 O %5 S
I}, GDCA Mg HEK: AN, GDCA K ZERZIREAE S M A & X X h gt 4T
FHEIRE, URREE S AITEE SRR . R IR R (R (5 B AT 8 AT
i HoAth 5 (I A2 (5%, GDCA AN FEATAT 5 A 5 (K B A T DR S45 J2 T 3 il 19
Wk PR BRI PTAT 8RR 5 A R B+ A TP OR (S B SR I A 22 514

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

* GDCA fEAEMIEAE. B VAR LA AL AR B SRR P 2K T,
WA HEA CP HHILE IR 215 B0, GDCA RAZRRIEME . LA S kB HI R R,
I AAAR SRR R (S 2, GDCA EAUKIEAEM 53 4E . XA SR % T
TR R ZERAN 355

When facing any requirements of laws and regulations or any demands for undergoing legal
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process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MANBEFFREE Privacy of Personal Information

9.4.1. FRRARE TR Privacy Plan

GDCA R ffill 52 B FA PR T RIFS T P AN N B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. {EAREFMFEKLE B Information Treated as Private

YE NSRBI M5 B A4
1L P RARBOGE SIS eSS, BRI,
2. TR AR L
3. ATHgHbdLE
4. AT HIERATIK S
Information treated as private includes:
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. A#INHNEFEKLE R Information Not Deemed Private

WHAFFARIEPAEFERER, UAZIERRPIRESSE, £ LA, Al vk
AE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

89



[] BSFtRIEIRARREE
Foam GDCA EV iE55EHE (V1.6 fRD

9.4.4. RIREFARITAE Responsibility to Protect Private Information

GDCA. JEIMHIA 23S 55904 CP 45 9.4.2 W HlE (3T 7 FafufE B 5 /F
5%,

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

945 (EHENXREEK S & 5E & Notice and Consent to Use Private

Information

GDCA 7 HANEMY 255 Bl P9 A FH TSRS AT B S, R TITP S6Rm). &
FEAARSSAT P E . R IX L E BR, Twe B L BIEFs, GDCA #BA & 51T
RIS, WEHRARNT P FEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEAT AL AR BB VA B A AR T B AVE R I ESR T, 3B R
FT A & PRS0 T 45 2 X G F2 B AME B, sl 5 50T Pl L5, FEEA
TRENT PR,

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U SR 75 LR AT P FEAME B X005 29 5€ (0 a LA B 1, AT
ZE FAT U IFFATAT P R AR, 10 HAX A [ e AN BCE FH T VA4S (475 3K (A% 32
(DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).
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946, WERERITBEREEBEPE Disclosure Pursuant to Judicial or

Administrative Process

HI R PAT  EERBUAT BT I 7 22, GDCA RHIT 7 MR ALE B it f ok
PWIEHLI ATEIATHLGR R VF K. 4

1. BUMEEEERRLE I LA ET T Tl SETR P et H i

2. VEBELL R AR TR AL BE A A6 P IS 7 AR R A 3 I S i O B Y R

3. HAGEFNREFRU AR LS

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2.  The formal application by court and other agencies when dealing with the dispute of using
certificate

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAMEEHHEBF Other Information Disclosure Circumstances

GIARAT 1 ESR GDCA R AR € 2 SCHR AR 55 W BERHIRAF I, GDCA U 75 24T
VTP IR AR AR AN R S5 A5 S SR A4S 28 = F iR A A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. HHRFZAL Intellectual Property Rights

1. GDCA A AR MHIET L& GDCA $AE 1 FT A #4423 AR = AL

2. GDCA XUk RS T HAT AL LA F 70 AL

3. GDCA Mk EAARI—V)E 2358 GDCA M7=, K% GDCA BiftiFr, fttA
ABEFE T AT

4. GDCA KATHIEF A CRL 445 GDCA S HC I 77

5. X AhiEEE HRIR AFTE Ny GDCA W7

6. FHRERHZh GDCA I SR B4 (LR AR DND B AZs iR
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95 20 SEAREFS, ¥ GDCA (7.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&EIR5HELR Representations and Warranties
9.6.1. CA WIBriRE5FHER CA Representations and Warranties

GDCA XJEH 1T S 25U i R 4E LR -

1. RGP HREBFFAA CP T SR M2 K

2. RIFEAE R L A IAENRY", GDCA BT FIPAT 122 A WL 75 4 FE 5
REBGRIIFLE :

3. HHA CP e, MBS RAHIETS:

4. W EUERT IR CAE, CRAEA BT ERZIRIT IR HA RS A R FE
FAF

5. WU HIEEXFIEIED F B A ALY R (5, AR AT S, kA
TR A R EEE RN A R4 & 1P HuhkgE A R

AL 5
6. ISUEFIEE A T UE AR K UL B AR IR T AL, DAMREHITE 3 i
UEF55

7. AEUEP R T AA A ERE B AR PE  CorganizationalUnitName 15 2. 5&41);

8. SREUGUEHE i L /MIEH 8 “organizationalUnitName” H i & 015 BAELE
WA REE

9. R¥E CPS 3.2 [y ERIGE H i A M B 45
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10. # GDCA HiJ F'EKEK, T GDCA 51T P2 &vEA B H rI AT 1T F s 3L
T, &IPS CAIN 251812 K A ¥ Baseline Requirements 45 223K ;
GDCA 51T J7 IR —s Ak uliA oCHe, ) H i AR Sl a] (5 F 2%

11, BT A RS HIFAE B A EPRSE R CEREC M) @A L4 4 RIxH)
(24xT) ATFHIE B

GDCA must make the following warranties to subscriber:

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP.

2.  Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

3. Revokes certificate timely in accordance with this CP.

4. Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

5. Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

6. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

7. Verifies the accuracy of all of the information contained in the certificate(with the exception of
the organizationalUnitName information);

8. Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

9. Verifies the identity of the applicant according to section 3.2 of this CPS;

10. Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

11. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA XM 77 e Zi gl o #EL LR -

1 BRRGIAEMAT S BN, U AT P 5 B v s

2. GDCA 5E4-iEA CP Iz CPS KM E & KL+

3. fF GDCA {5 B R RATKRER O 4R E TITF, HHAT P B4 A CP
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HIFLE R T ZIEP .
GDCA must make the following warranties to relying party:

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2.  GDCA s in full compliance with the provisions of the CP and relevant CPS to issue certificate.

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA Al CA PR UEAITIAE N S BH#f1C X AE EV CPS H1, JFF H. 20 7 E A1 CA/N
W 2% 1815 (CA/Browser Forum) i@ it www.cabforum.org K AGITERS 18 A1 7.1 #B4 A E
KA.

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA WA EFHLE RA Representations and Warranties

1L SREESIERT P SRR e T S A CP I A SER IR EOK

2. ff GDCA RG-S, A2 BUMEMAIAAIN L 3R T T B0E- P 5 B S e
HHEBEREAE

3. TEMHURRAZA CP Ry, M) GDCA $RACIEF HiE . M. SRS
HIiE o

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP HIBRIAR 54 Subscriber Representations and Warranties
TP — B35 GDCA 2K HNIET, A yim GDCA. ML KA 7 1 Hi BA
T A

L I A RO BT 4
2. T PR HIE OO T ML O (3 AR 2. SRR, R R

94


http://www.cabforum.org/

Il semnmennmmas

GDCA

GDCA EV iE55EHE (V1.6 fRD

EATER AR . D %[5 B ANER DT

3. WRAERIN, AT PRI GUF &N THE. 1A SHUERARZEA
FITE AT R SRR 5 380, 381 GDCA S BUKE 13 IR 55 H LA s

4. HITPAEBFTE AN R AAH IR BEAT I — k%54, #RT P B OmE
4, JEEAERMTE AN, IERRAZOET GEREAEH. B4, IEBRHA
BT A s [ FIAE A

5. BRARZAT P AN UL A H T P A RUE , T ORIEA N R IENIR (B2
LR BT A5

6. —ZREZAES, BIFRRIT AR AEEZA CP T RIS, JEAZEA
B2 A RLT P B

7. BRSPS ACH U R B IRAOREE AR, AT
BIRS, RECEHN Rk DR, M. Wi R 4
UL ;

8. ARIEAAETRE GDCA ARt A8, 8T, JH5E, BFEEART
TEWG L RV HRAE CSORIIE 5 IR 55 100 38 I A0 9 5

9. EBTEA CP e M ANEE N AEM A, FIGESH Tad s s i &
ERIAE R H s

10. SRELZ A, G ERAH ISR B L UE P RAEF K8t 2 . TR R B B S A

11. Xf 3 EV SSLAEH:, 1774 SR LS5 TRtk R AEE i Hh 51 H i 32 U0 44 00 B2

R 55 o AL .
12. X+ EV AR ZUES, W AR T SIS ARE A SRR
B

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
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10.

11.

12.

revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. #KHEHTHIMRIR S5 Relying Party Representations and Warranties

AP CP HIHT HLE ;

FEARBOEFHT, BRUIE-FZE R E v FERT R A A

TEARHGAIETV T, XHIEF SRR HEAT 50 E

TEMGHIE O AT, JE I E5if) CRL 5k OCSP #iAE 52 5 4% 4

— Bl T o 28 oAb JE R T A AR A A5k, O T Rk T 4
GDCA iR AT 4ME, I H AR R i e B 5 s A i 2k s

6. AFHEAAE(TRE GDCA AR AEY ., B, 8. AR5, SR EART
SR I PRI CSORMIE 5 A 55 1 8 D R 25

o > w bdpoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.

Verify certificate’s trust chain before trust the certificate.
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4.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.65. HisEHZMEERSH{R Representations and Warranties of Other

Participants

ESFA CP BT MUE »

Abide by all provisions of this CP.

9.7.

R4 3 Disclaimers of Warranties

BRA CP9.6.1 H BRI AR %41, GDCA R HH AT A T 2Q A ARAIE A L 55

AAETERT P KT I35 5 1FRA P45

AN %ot B AR Bl A A AT AR 1Al DRAE

ANTHIE L H R H 0 LA AN G L FH AR AT A 24T

StEFAEHU, W, B AR 5 S U IR S5 R T Eh b B P Ak

AR TATS

5. iI)HiA CP9.6.3 ZyKiAl, B ERA CP.6.4 Z KLY, 13LAGER
GDCA 2 5ifE.

A w0 dpoE

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms

of guarantee and obligation:

1.

2.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIFAE Limitations of Liability

EASIT S MM A GDCA FRAE A HL T IAIE AR 55 M RRFE SE 32 ik, GDCA
UK CP9.9.1 HLE 1 PR 54T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. I£Z Indemnities

9.9.1. AENMIRIREETTAE Indemnification by GDCA

U1 GDCA % 1 4 CP % 9.6.1 JiHh iIRA, 177, #7545 S iA Al B GDCA 7K
PRAE ST (VR B H st bRAL), AHELL R

1. GDCA IEBHIRMA KA SN =07, SEAT sk 7 8 2 51 %
iip

2. TEIT RS BB RN . JBSERUIE LT, GDCA 2K HIUEH H L T HE M5
B, SBAT kT 2R

3. 1E GDCA WY P #2585 B B R E REAR AR A IR 00, (AT SR 11T 7 2K IE
o, SRR T Z R

4. 1T GDCA IR 38 CA R 2

5. GDCA Kae i maHiE+s, FEUKBUT EZ KN .

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA'’s fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. TP HIEEEFE Indemnification by Subscribers

FEUN NGB, 1T B & R I UK GDCAL MRIGTT 125, B4R FE IS4 53 4F -
Lo AT/ HIEENHES R, e, i RkeiE SRR AT SLBE, F8 GDCA K&
HAZB LA Bk 55 WL B 5 =5 2 s
2. T PRIHCE B R RV . 82k, WAV QMR . SRR
T GDCA K HBRBURIE AR SR, LA 52 At A fs T3 B GDCA K
HBBRE ARSI . 28 =07 32 450 3
3. MEAREBHIAT, AidRA CP A RERIEIE, B RHIE 144 CP
FLE 1)Lk 550 B
4. ARSI EGE HEA PR AR (0 SLR SR M1 KA 2 GDCA K%k
o RAE BT ARAT ], WERAZAE B LT ARE R 5, BB AT S
P A ¥, dniR GDCA %A CP IRIVEREAT T KHRAE, B 2ZIEF
VTP BRI AT 457 T W A DT AE
UEAS P 5 S8 A AR AR SRR A5 1A FIAIE 5 9 S Iy JE &N GDCA AR HS s 5
BOA X RVBIR A B R i, T SO E Rl F . Bl MERSE
FEAF RN T R B AR SERIN,  RAS LA R 5 JF S JE K1 GDCA MUK 5
U5 B MBS LA P UES
WP PR BRI 158 =05 BRI AL
10. 7ERLE AN VE R AME FIAE TS, IS0 ARG 30

© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
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10.

the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities

9.9.3. 4K IMELETAE Indemnification by Relying Parties

RSSO, RIS E & R RIS R GDCAL 1T PR, B 24 2K PH IR 2 5T -

1. WAJEIT GDCA ST IPMFIA CP i RILE (1 L 55+

2. RAEGKIEA CP MIVEHHT SR, S3 GDCA FHAFAUMIEF AR S5 HIA B
=T E 2 E

3. TEANEBMIEIY FKIIE, Wiy B aE BAAE T L R S
TEEGIEF CA BT 7T e N ST U T, (AT SRR IE 5

4. WIS EAA FHIE B IS AT REREA T I00F ;

5. kMA@ A CRL 8 OCSP e 152 54k 4N .

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BRI E52IE Term and Termination

9.10.1. BHXI Term

A CP R H IR IEVERL B R CP [ k&L A CP £ T —ilkA CP
A3z HElfE GDCA 2 1k FE T INIE IR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the effective date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. Z& 1k Termination

GDCA Z 1B FIMNIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. ZIEHIMEB S5H4EE Effect of Termination and Survival

A CP 28 1E, EREVAEN VAR 55 A28k, (HIAIEN 55 2B A F A AIE
U STAERI 28 1 o DUEBURIE M 55 28 1k 5 R IS B A F6 it RE DA IE AR 55 % 21 He Al DIE
BUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

90.11. S EHK AN B &S KE B E Individual Notices and

Communications with Participants

YAENUFE L ZIE AL T, I ESN AT eSS RIUT FORAEB T HUE 4 i
FAT P HARE AT P o IAT O, ERE T i . TR SR, Al
HHIT S AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. 1] Amendments

9.12.1. &ITHER? Procedure for Amendment

% GDCA %4 R &1, GDCA {THUEMISEFEE/DdH & —IRA CP, itk
HAFFA B FIFEE A E BT B R M ECHRAR) SSL JEHEER L, FFEa bk
5 R B SR 7 B

A% CP BT, H GDCA 1TEUE BLARSE T i, 3/1G GDCA ZAFMKE A2
HHES, W GDCA fTHUE B 3T HIUETT, B1T)5H CP &id GDCA %4 Ik ZE iy
Sttt Ja U0 Ah A .

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

9.12.2. JEHHLE|FIHIFR Notification Mechanism and Period

BT ) CP it ifE Jm R L RIFE GDCA [ 3t www.gdca.com.cn b 5cAfi o X7 2
I AR AE R SRS SR AN IZ I, GDCA REAE & BRI (8] P A1 A KA T7
BRI 1) S GRAEA 5577 32 B IR e/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3. WBIFBITHITE Circumstances Under Which CP Must be Changed

W I T ZI1ESL, GDCA W Zixf A4 CP #EAT &L
1 EEEORMIERRE, 2RI CP A Rk
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A RINENY 55 A S AR HHEREAT SE 0T

WIE R GENE A8 BN R A E KT R Bl e s
AR BT K

DA CP B A .

o c w DN

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. M HFFIRFFATE Object Identifier Modification

A CP ORAABITIS, A R FIEF SRR RAR AT AN BEAT AR5, S ISR
HAES .

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. FiUE R4 Dispute Resolution Provisions

2 GDCA. 1T AR5 2 18] B 43U, A 97 T I A 3 O i W r e ke,
FRAERAN T 10, s iR

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. BHEHAR Governing Law

GDCA i CP 2 E Z CmiAi ) (B A RIEANE i 7284205 (H T IEAR S5 & B
INEDS CRT IR SRS B B ANE) IREEIE T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
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and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE&EFER Compliance with Applicable Law

WAEHU I A WSS W63 S b A& o EOCRILAIE 5254435
CRFIMEAR S E B INED) (T IMERR S S E B ME) B e N RILAE
FERLAIHLE »

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f%%k X Miscellaneous Provisions
9.16.1. SN Entire Agreement

CP. CPS. 1T/ Fl, AKAFT FhsC e FoAh 78 B BCREHA B PKI 2 N3 Z TR 58 B R

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. ik Assignment

MRAEA CP IR A IESEAAR %5 FIBURIAN (5%, 807 293 AT $2 A A R
SE AT BRI LS5 Bl o R AT R AR I AN MR B 1L T 06 53— T AR AT 652 55 S Bt
CLIES S

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4r#IME Severability

WA CP HIAE AR 25 kB LS T £ T 55 GDCA FT7E 4% DX HVE ™ A ph RTT A H) 7
NTEREARIAT TS, GDCA NAEFHARL Z IR MBI, (EHAREA R, H
RHBIF BN, GDCA MAE M E T HEFRZIT N A
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TERRARABAT J5 BRZERAE 5 2 7T, GDCA B &I R4 22 question@cabforum.org, il
%N CAB i3z CPS th LMEITHIME S, FFIAIL OB B A LI FIFRAAAAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

HIFEAHEEN, B CAB WIZHE R BN, i GDCA R 7 & CA/B InH
Baseline Requirements Sy 2K, T A 15 AT 6T GDCA V.55 £ 1 118 H R AN Ff 4%
BIEH . RS BT AR DG EE, X GDCA ) CPS [&1], JIn CA/B itix
(O3B 0 RAE 90 RPN SE R

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4. ZRHIFIT Enforcement

TEAE -

Not applicable.

9.16.5. AH[Hi ] Force Majeure
WA A CP 52 1) CPS MALFEA T LSy 563K, LAMRIF & 5 Fl fi o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA XA CP HA &AL
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GDCA has final interpretation rights to this CP.
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f¥3%: GDCA EViEP RGBT IERE

Appendix: GDCA EV CP Revision Records

& BAT &1 V15 V1.6 P LA
FE
1.2. 3T ¥4 % B e g
1 i ; PR RAE B
xR
555. & X
I ) kSR . .
Rjeq'jrj];f GDCA I E/EQIEERY | A M “GDCA MRS iE
or I BTN 75 11745 GDCA | SRS 5 EEhnyE I 18], &R&i=4E
: . 254 1IN TR i AL ORI [ AR R . 7
Time-Stamping
of Records
BT — 848 5 fik 07 A
3 HAbAEAT R S H A — 225 B 5| R L
7.
ontents i
SRect.lonj V1.5 V1.6 Remarks
SEQ evise
1.2. 30 14 44 K
E n A -
N 2 k Added description on CP
1 Document .
version.
Name and
Identification
555 it X _ Changed to “The archived
NI . | “The GDCA file must
B [E) K SR © e gs records of GDCA are labeled
: be created with | .
Requirements ) ) with time, and the records
2 time-stamped signed
for - generated by the system are
. . by GDCA digital . .
Time-Stamping | y required to be added a time
signatures. ,
of Records stamp.
Corrected a few mistakes,
3 Other revisions adjusted some  wording

issues, and other parts that
may cause confusion.
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