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1. B] & Introduction

1.1. #EiR Overview
1.1.1.  A7#EfES Company Profile

B R A A R A5 (Global Digital Cybersecurity Authority Co., Ltd., &k
GDCA 5 “#ziH%”, ) JEA “T REFIEBIGEF O AR AR ", BALT 2003 4 3 H
6 H.2005 4 9 JJ, GDCA {iZdad 1 [ o 2 i e 34 Jay AN iR [ 545 2 7 L B ) B A o A
s B E AR\ F R (IR S VERTIEY (VFATHIES . ECP4401021007) ¥ HL
IIEMRS AU 2 —; 2008 4= 12 F, SRAFE F IS B R MUK (%57 M &7
AIIEY: 2011 4F 4 H, il 7 E S0 ER BT B BT UG RSS RE P, k15 (R
TBES T VIERSHAY (Fis: A02L) ik, 2013 4, XTHTFWIEIRS RGudtiT
SM2 BETH G, i T E K ESE E R AN 7 g A, 2015 4F, GDCA @il T
WebTrust [E Br 2248 THAE, H& 7 EbrbsE s & 8 AR S KF, ol LR gt4ak
RS . RIERD S KR TFE, 2016 45 H, “T REFIEBIAEF OA R
WN]” LR B RBHE R BR A 7

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “%(zF/fX”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed through the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP4401021007) in
China. In December 2008, GDCA obtained the "Commercial Cryptography Products Sales License"
issued by OSCCA. GDCA passed through the assessment of E-government and Electronic
Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority” (humber: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review
by OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust
with the international level of operation management and service to provide digital certification
service globally. For business development, GDCA changed its name from "Guangdong Digital
Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4, J& “T"AREBFAEFHIMET OHRAR " 5™, 6%, MaMmaE
W55 Al “ B RARHE R B IR AT 7 &4k, fEEAHETS GDCA LA “J ZREUFHE
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FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI S5 “ B AR B i AT IR A ] 7 7RGk

R BUS BIE W% AME” HZEHE, GDCA BTN TR%. BT
55 Bk A5 BACSE N AR AR K L T AIEAR 55 -

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-government, and social informatization etc.

1.1.2. IEFKME Certificate Policy (CP)

AR GDCA [ EV iEFiskEs (EV CP), #& GDCA EV U7l 1R 55 1) sk s
U, & T A GDCA 25 R FIEF LM EV Bl B AR S 5 4k it K.
B EH. R M BV IEBARE K AE RS LS AR B ER AN
G o X LLZRATE ORGP GDCA EV EH 55 1) 22 e Va5 864, 005 — B EAE GDCA
Yo N —FodE R — RN, /e GDCA Bk N Re g S it [ RE (B AR AE IR
7 CP JFANE GDCA %2 575 Z [ FEAE UMY, GDCA Fl1#%- 2 575 2Z 18] IABUR] L 55
PREEATAT T TA) 252 ) B 2R UK B
This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity of
GDCA digital certificate services and includes a comprehensive set of consistently applicable single
rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee throughout
the GDCA architecture. The CP is not a legal agreement between GDCA and all participants;

contractual rights and obligations between GDCA and participants are established by other means
of agreements with such participants.

7% CP B4 WebTrust [E FrFrvHE (Trust Service Principles and Criteria for Certification
Authorities) % CA/Browser Forum i3 [} Guidelines For The Issuance And Management
Of Extended Validation Certificates ( {&#%“ EV Guidelines”). Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates (f&#% “EV Code Signing
Guidelines”), EI¥" JEIGIEIE487 (Guidelines for Extended Validation Certificates) [
BORTIRASZE3K, 2 CHLIRM X509 2 %5 BH 25 it 1 it 11 5 SR g AIE 5 b 55 HE 22 )
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( Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework) , B Fi B Fc W A v 2H 23 B B R T 2 ” CInternet Engineering Task Force)
il 52 1) RFC3647 BRI N A ZOR, AN thigi 2 (GB 26855-2011-T 5 H %4ty
AR BB R B IE TS 5SS AENY 55 75 BIHE L) HOZSH M E5K, AR Y b B 24
AHA GDCA Wiz 8 ZOR BT i 4

This CP conforms to the latest version of WebTrust international standards (Trust Service Principles
and Criteria for Certification Authorities) and Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
to as “EV Code Signing Guidelines”) namely the Guidelines for Extended Validation Certificates
formulated by CA/Browser Forum. Meanwhile, this CP meets the requirements of structure and
content defined in Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework, RFC3647 from The Internet Engineering Task Force, and GB 26855-2011-T
Information Security Technology Public Key Infrastructure Certificate Policies and Certification
Practice Statement Framework, and would make appropriate changes in accordance with Chinese
laws and regulations together with operational requirements of GDCA.

GDCA 1EA—MIEF R A (CA), fEA CP LI NA /L EV HUEF5 41 EV CA
WEAS, ZRAT PR SRR R BFIR G, AEUE R A BT 7 al LAE FAIE
FbAT Mzl i Ry RIS B4 . ORI SRS AN FEI N A .
AT HRIBAS CP G T M USSR, g R EAE—TKiE+ . GDCA ¥ EV
TR (EV CPS) #3278 CP AR, TEAHIEIA | GDCA 1E LT INIEMRSS
HUAGERALHE TS . TSR AR TS LR AH BRI A HE . BRI RBR S . T GDCA IET
IAT P ARG T 6B A CP KA EV CPS HIMLAE, P RHIES (s FH AN AE

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
well as the corresponding managerial, operational and security measures. All certificate subscribers
and relying parties under GDCA must refer to the provisions of the CP and its relevant CPS to
determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

A CP /& GDCA W EV ilF B =5k i%, GDCA FIEH RS (CA) #ZIBA CP

#l5€ EV CPS, RA %A CP S A% CPS HEATUEF ST FRiE %0, 117 KMy S HeAth
3
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GDCA

MR EAASZ WA CP JM % EV CPS W IET I Ml (B AEIFIEATH SR 55 .

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other correlative entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
|
| |
E RA1
Wi il

(Vi
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1.1.4. GDCAEV iEHEkEEH

GDCA EV Certificate Hierarchical Architecture

GDCA HHIH 31 EV #RIE+H, 435N GDCA

TrustAUTH R5 ROOT iEf5. #rzemf

£ R5 R CAiE15. GDCA TrustAUTH E5 ROOT iF 1. &M CA T+ CA, D&

K FPET . GDCA A& KA CAET .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
I R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate

CAs to issue subscriber certificates. GDCA does not issue

1) GDCATrustAUTH R5 ROOT certificate

external Subordinate CA certificates.
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GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT ik i % BH K iy 4096-bit, Nk 2 414k CA IEH,
Hr: (1) GDCA TrustAUTH R4 EV SSL CAIE-15, KN 2048-bit, &K HHK
£ A 2048-bit 1] EV SSL AR %5 #$iE+: (2) GDCA TrustAUTH R4 EV CodeSigning CA il
o, WHKE N 2048-bit, 5K HHK LN 2048-bit 1) EV AL UEFS

GDCA TrustAUTH R5 ROOT ilE-544 T 2040 4 12 1 31 H##.

GDCA TrustAUTH R4 EV SSL CA 1IEH3¥4-7E 2030 4F 12 H 31 H#[#H, 2027 421 H 1
Hid, #BAEAEHZ CAIERERIT T ES,

GDCA TrustAUTH R4 EV CodeSigning CA ilE 1344 7E 2030 4 12 A 31 HEI#1, 2027
F1H1HE, BAFEHZ CAIERZRIT FIE.

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) it R5 AR CA certificate
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HeiemHRSIECA

Y
WU R AR4 EV
% 2849FH CA

h 4

EV SSL Server
Certificate

Hrez iR R5 MR CA IE PR 243K 8 4096-bit, N #t 1 AN CAET:: Hrwhf
R R4 EV MRZ#IETS CA, HEHKE N 2048-bit, 25K B EHK A 2048-bit 1] EV SSL
i & e

Hrz AL RS AR CAIEFKET 2040 4F 12 H 31 H 2.

Hez iR RAEV IRFF4HIET: CAIEFE7E 2030 4 12 H 31 HEIH], 2027 41 7 1
Hi2, KA % CAERE& LT FIES.

The length of % Hf 1% R5 i CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #Z /8 R4 EV iR %5 23IET5 CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

AR R5 1R CA certificate will expire on December 31, 2040.

Bz R4 EV IR & #31E 15 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT certificate
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GDCA TrustAUTH E5 ROOT

h 4

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT kil B & iS55 ECC, HEHKEEN 384-bit,
T 1A CAEF: GDCATrustAUTH E4 EV SSL CA , HIKF Ny 256-bit, 25K
ZAHKJE N 256-bit 19 EV SSL 45 #81E 15

GDCA TrustAUTH E5 ROOT iE 54T 2040 4 12 H 31 H 2},

GDCA TrustAUTH E4 EV SSL CA iE-5#7E 2030 4 12 J] 31 H i, 2027 £ 1 H 1
Hie, AR Z CAIERZERIT .

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.2. X4 RRE#RRIR Document Name and Identification

ASCRAFRIE (B ARBHE I3 A PRA =] EV UEH5mE ) (ffFX (GDCAEV CP)).
A CP N BEZEIE A 1 TIE 15 SRS T 43 E — P — 1 AR RS, BUR TS A CP 2R
1.4.1 %,

A% CP UL S SCXUE T AR AT, A S SCRUA 5 i SCRROA B AT 5 3, BB HR SR
AR
This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"

(abbreviated as “GDCA EV CP”). Certificate policy for each kind of certificate is assigned a unique
object identifier in this CP. The details can refer to CP section1.4.1.

8
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This document is the Chinese-English bilingual edition of GDCA CP. If there is any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI £&53% PKI Participants

1.3.1. HFIAMERRS YL Certification Authorities

HL 7 IE 45 HLI ( Certification Authority, f&FK CA) 2 MUK BV IE 1515544k . GDCA
FetiyE (R NRILAE B FELE) . (B IEIRSEHINE) M€, WL
=7 BT NIE RS WL - GDCA il 45 M HL T 38 Bl sl K 45 07 EARAIUR EV 2 FIESS
SRAEUE R0 UE IR 5555 T B O B MBS 2 5 T4

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. MM Registration Authorities

MR (Registration Authority, fF8 RA) U3 CA EIiEMfE, il EV
WP HIEER S0, HESFEL EV iE P HEE .
GDCA {EN EV IET/) CA BENM, BATH4E EV IET RA, A 51T% L RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. 1] Subscribers

PR BV AR AP0 E (FIME—SEAR, I 5 HE A5 — X B AL B (1
REEHIB THEAR CP VS A EV EFS, JF7&KIEAS CP 2952 /) 55

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other

9
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social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA R X%k AWM AL EV iE+H, AR EARANRMEE EV iEHHIEMZE KR
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. HK#i77 Relying Parties

AT TR G AR T UL A SR o ARKATT m] LURIEFSIT 7, o n] IASZAEAST

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FABAT B A —FKAETS, KA UG UEE B I R A5 2, B A WET m s
# (CRL) 2iffi ] OCSP 77 A\A WIEFIRAS o MR A2 & B 4% 5 A4 RERS 15 1T
—5KIE45,

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAh=53 Other Participants

HAhZ 532489 GDCA K HL 7 IETE S FR IR AR 55 1 HAth e 46

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EHMH Certificate Usage
1.4.1. TEEHIMHA Appropriate Certificate Uses

GDCA 28K EV AEFEEA T S iRnl. NogZid Ik /51 € 2 i GDCA 28K
HEV IET, HWRINZIER T Ira & mE R ESSA R, el 7y Ha 5 &
UESIE
EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified

10
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and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL fRZ#%iE+F EV SSL Server Certificates

EV SSL i85 SR+ H 58 UETE A5 Fhbm 1R A /4 4 T2 LA 55 4 BCEL IR W 3844 1) B 03
AR5 12 00 288 il 55 4 BCEL IR R 342 VA AL B4 i o

GDCA A2 AT EV SSL g5 ailb 4, BREACFF A4k, EV SSL k55 il 15
ANBREEAL RIS, AR . BUFIEA S

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV RRIB&4LIEH EV CodeSigning Certificates

EV A5 25 44 UE 5 T30 UEUE A5 T bn IR AR A 52 B 05 B AT 7 1 B i

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIUEBHNETHREEXRIFIRRF  CP Object Identifiers of Certificates

TEA CP AR EV UETS AAIE 5 53R W& T 40 e — AN — B0 bR 1T, BARW R .
EV SSL R4 28 iE 5 m%: 1.2.156.112559.1.1.6.1
EV {CAY 25 42 4F H 5508 : 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
as follows:

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

EV Code signing certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR&IEERBN A Prohibited Certificate Uses

EV iEBERM T LA HUERVER AL, AT ATEAT . WARBH T ER
MBI B, BUH T EZRTRIR &, i e SUR LI ST EGE
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MRS, 2P ZEEH RGBSR R G T, FOVER TSR R FBIET. A
G405 T B B BER .

EV EP 4R I AEAR A e [ S B [ K 22 (R T A, 75 T bt
&R A R B CAH

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious

environmental damage. . ) L .
EV certificate is prohibited to be used in the circumstances that in violation of national laws,

regulations or undermine national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

1.5. SEE&EFH Policy Administration
15.1. SREECRYE BN Organization Administering the Document

GDCA ZaHMEZ i1/ GDCA HL T INIEAR S5 T SRS e e i B, S Dl

YEFMIFREA CP.

GDCA Za&FIER N2 HRE TAREHE. TEHO. EihO. SoRPL., iz
IR S5 R RS R Sl AR AL AR

GDCA %4 HNEZ A4 W I A B RE L UE 15 SRS EAT A PRANSL v I, 5 — T2k
SERG IIRGEMF, 2032 BRI XIER RERL

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, operation and
service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

A Mg SO RS AR A AR 5555 H AR AT BUE B T 0158

GDCA administrative department is responsible for external consulting services of this policy
document and other related routines.

12
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1.5.2. EXZRA Contact Person

BEAARI]: GDCA AT BUE AL ]
RN £it
HE2EHu3E: GDCA@gdca.com.cn
Bk FRHE: 020-83487228
3. 020-83486610
Hohib: PR NRICATE 2R M T8 X AR X i 448 5 Refa KR 2R 23 %
fEZk: 510030
Contact Department: GDCA Administrative Department

Contact: Ms. Wang
E-mail: GDCA@gdca.com.cn
Tel: 020-83487228

Fax: 020-83486610
Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of

China
Postal Code: 510030

15.3. & CP R4 s vLi

Person Determining CP Suitability for the Policy

7 CP 1 GDCA %4 Mg 2 2k, 454 CP BT IR A AL 5 .
GDCA L4 EIgZ: 2> 17 371F{ GDCA ] CPS ZEAEA CP, EHtutflvhE
GDCA [f] CPS J& 5 5 4% CP #Hi& M. ML -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures

A CP t GDCA %2 4= TR M2 1 2 FAT M T 28 S5 R P AH 4 URH e N R e SORY , 2
2T GDCA ‘%4 5B Z il > kv 8 4%
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After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

155. CP{&iT CP Revision

GDCA R4 H KM BUREM . HIARER . W55 K RIEHL L CAIRI G 25 18 1%
(CA/Browser Forum) & Af K4 R EUEFi4E T (Guidelines for Extended Validation
Certificates) FIHGH ZR KIHMEITA CP, CP w5 /NI KL E CP 81T
W, $&% GDCA AR ER ik, B iaftit)s, £ GDCA &7 Mk I
RKAf

A CP Z/DRFEBIT — IR WERTHNENS), WSS HEH AR, AR
I 18] S BT I 3% o

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates published by the CA/Browser Forum. The proposed suggestion
of modification will be submitted by the team which is responsible for writing this CP based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. TBXHYEE Definitions and Acronyms

1.6.1. RIFELEN—YFE List of Term Definition

ARik KX

7 A iR 55 AL M | R R R A RIE S A AUB LAY .
(CA)

IE5EmE (CP) —Ear RN, H AR IR — MR E R s BAT AR
Al 22 A SR AN SRR G Ve . Biltn, — AR CP AT LL
TR U SEUE A 1E H T 20 N Al B Ak 22 5 s s 2 505
BT 28 58 ARV AR A AT R 55

WIERR4E (Certification | — M FFHHER 7 (B& BRI R AP, @il
Path) HHZ P Al SR A AR 3 B A9
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% 5% (Participant)

FE—a7E PRI e — MR NSRS, il . K
Jiv CAL RA. IEPHIENRY . IETEMRSHRHEE . BRPISE
A

Sms R %€ £ ( Policy

qualifier)

AT SRS M5 S, FTRES CP ARRFFIL A HIAE X.509 1E-F5
Ho 25 BT RER S AT ] CPS BT P URL Hidik,
AE B IR 156 26K ST

I

FER #AZHLE (RAD

HA T H— D2 B Rer) seik: bRl s e figs, [
BEIELIER G, 7ERLIREE N YIS M, &b
HAT P BRI MER, FREEEELLT SRR
BRI K. B2, RA JEAZKKIETR (R RA 3 CA 7K
FARELEAT ),

H#77 (Relying party)

UEF AFRICE , AR T IZAE S ANZAE P T RAE K 725 44

M5 J7 #1 (Relying

party agreement)

IEFSDAER U S5 05 P 28 2 1 s, I8 € 1 AERE Sy
26 A4 N CHARASE PR S 10 I RE oA ST B A B BURIAT 355

1T/ (subscriber)

WOMUR 25— SKAE i HOUE P 1K

1T J P (subscriber

agreement)

CA I 228 i, Mg 1 X057 FEMUA A% BAIE 5 1
LA B AT BRI LSS

s BE  CActivation
Data)

M T BRSSP R 1 I HL 7R ZA ORI I AR 3 PR (.
(Biltgr: PIN. FA BN LR HI AL =)

%5 (authentication)

BEAN N BB E AR N HRASHED LR
£ PKI BRI, B 5098 1R R S8 DL ANRR A€ 44 PR H 17 B
i i FE SIS N BB SN FCSR K N B R R

wWOaE Ak % A B

( certification practice

IEFAENUERE A B B BCEFHESS . P R P
RN 55 S B 5

statement)
Term definition
CA The authority is responsible for issuance, management,
revocation and update of certificate.
CcpP A set of naming rules, are used for indicating the applicability of a

specific body or application type with the same requirements of
security. For instance, a
specific CP could indicate that certain type of certificate is applied
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to verify the parties participating in transaction activities, for a
given price range of the product and service.

Certification Path

An ordered sequence of certificates (including the public key of
initial object in path), could obtain the public key of end-user
object by handling the sequence.

Participant

The individual or organization plays a role in given PKI, such as
subscriber, relying party, CA, RA, certificate-generation authority,
repository-service provider, or similar entity.

Policy qualifier

The information of relying on policy, may be saved together with
the CP identifier in the certificate conforming to X.509 format.
The information may contain the URL of CPS or Relying Party
Agreement, the words of certificates usage clause.

RA

Entities with one or more functions as follows: identifying and
verifying certificate applicant, receiving or rejecting certificate
applicant,
certain circumstances, handling request of certificate revocation

initial certificate revocation or suspension under

or suspension, receiving or rejecting the request of certificate

renewal or re-key. However, RA does not issue certificate (in

other words, RA assumes some tasks in place of CA) .

Relying party

Certificate receipt relies on the certificate and the digital
signatures
verified by the certificate.

Relying party agreement

The agreement between certification authority and relying party,
usually provides the rights and obligations of two sides during the
course of verifying digital signatures or in other ways.

Subscriber

Subscriber is the entity receiving the certificate from the
electronic
certification authority.

subscriber agreement

The agreement between CA and subscriber, provides the rights
and obligations of two sides during the course of issuing and
managing certificate.

Activation Data

It is data value that is necessary for operating cryptographic
module and needs to be protected. (For example, PIN, password,
or manual controlling key sharing part), rather than key data.

Authentication

The process of making sure the individual, organization or things
In the context of PKI,
authentication is defined this process that make sure some

is the same as he/she claimed.

special name applies or tries to visit some things is the right
individual or organization.

certification practice
statement

The statement with respect to practices adopted during the

course of certificate issuance, management, revocation or

renewal.
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1.6.2. YEHEiE R HA X —%F List of Abbreviations and their Meaning

CA Certificate Authority BT IAE RS ML

CP Certification Policy EP R

CPS Certification Practice Statement T MY 5 50 )

CRL Certificate Revoke List WEBROY ) %
Global Digital Cybersecurity Authority

GDCA e AR A A7 BR 22 =
CO., LTD.

KM Key Management Center SR G T s

LDAP Lightweight Directory Access Protocol 2R S35 ) Wi

LRA Local Registration Authority A HbE A2 T S

ocCsp Online Certificate Status Protocol 1EZE PR SN

PIN Personal Identification Number AN B AR B R,

PKCS Public KEY Cryptography Standards N B B B RO R

PKI Public Key Infrastructure NS ER LR A T

RA Registration Authority VEM AR S ML

RFC Request For Comments

TSR VP ARAE (— b LR i AR )
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2.k i 5 18 B FE % /£ Publication and Repository

Responsibilities

2.1. 18 B FE Repositories

GDCA [JHE-FIMEE B ENAFELL T A : IEPREE (CP). - IAE 5 M
(CPS). FP. IEPHREFIE (CRL). IFPELIRESTEH (OCSP) %,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. IE(E BIIKAR Publication of Certification Information

GDCA 7£ 5 J7 M3 https://www.gdca.com.cn & #ife5 B %, %Ml /& GDCA K Ai i
fE BB, BN BUR A IRIE.

GDCA it H s k45 4% R AT 1T 7 BUEF AT CRL, 11 7 BT AT i i 5 i1) GDCA
(¥ H R 55 28 SRBUIE B 5 S A M AIEBH1E: R, GDCA SRATELIE IR & R
5, AT BT AT SER B AE P APIRSE R .

[FIIf, GDCA K 2x L4 75 ZER MU A v B i kAT 15 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEI] JIEP 24 B A, i H s A 55 45 5B J7 Wk B 3R IE 15 A1 CRL
RAG, RAGAHINAKT 24 /NiF, BITE 24 /N R A folh CRL; TERAMIERT,
GDCA ] A BAT HREUEF AT CRL MR AT (8] . GDCA A AT — IR HL T IEAR S5 B
i1 CAE-FE 517 (ARLD.
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5 R H A AR IR AT RIS, GDCA BRSZA v, X R AT 1% 2 R
I R, IF BT & B SR 2R Y

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every
year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 B EEVs E#EH] Access Controls on Repositories

GDCA 15 2 iAE BAEXF A TF R AT AR NARRENS BB, XTI AT S A 1%
Vi AN SZAE AT PR o

GDCA M M 2P, Rgraaiit. s Hil iR AL AU A i
ZREATE B ERIE I, MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5% 5 I1dentification and Authentication

3.1. 4§44 Naming
3.1.1.  #r43kA Type of Names

GDCA 2K 1) BV BUFUE B & X.509 Frift, rMeeaib-BRia & m a4, K
HI X.500 fir 44 77 2

EV SSL iEF 1 EV AAD2E 44 10E 15 iy 44 BRI ZE R AL AT T KA AL A CP 1] %E 1Y
CPS w1, F HEAM CANYEL:18I: (CA/Browser Forum) J#id www.cabforum.org i
HIFR RS 58 LR B ER A — 3. EV SSL A EV AU RE A4 1E 15 1) B 44 00 206 25 3
4 (common name, CN=) W%, Zidiaikfyim M 4 R 9 &84 . MLk il i
Hudk . MU SRR
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EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFT EV SSL IS5 SIETS, P A Hs A% #R TR N 2 2R 44 v, i S AUE P 44 O I
B, W S B T A% P K A A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. XA HE B XHER Need for Names to be Meaningful

VP UEAS B85 i 44 N AT — 5 AR PR R S 3T e iR A 1 AR R 44
PR, I BE s W A A e IE S R AT LA LA S P AR IR A R 48 E MR 55 2% TLIBRI 4844 BUER
PERATE Sy, I H AT LIRS 7 1R 50 o S5 AR 42 B B 24 5 B iRV S5 AR DR
IR

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers, it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. WTPHELZEL4 Anonymity or Pseudonymity of Subscribers

WPARMAES . A2 HIEIER, IEPhRARERES. h4.
Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.
3.1.4. MERAFEMZRFN Rules for Interpreting Various Name Forms

1K X.500 7 44 iy 44 KU R o

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. #A&AHIME—E Uniqueness of Names

GDCA MARUERE R LG AT P eSS, HERE 44, 7£ GDCA SR EME—
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(K)o AB—/NT 7 ] DAAG Y 5 i DA L 458 FH ] — A = R 1 44 RS

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. wAAALHI4E Naming Dispute Processing

GDCA ASEIBMREYIEH i T L UL 3E, RAEMSE, T8 HATH
EIRR) IR A = Tty (RPN R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. HEHRRRAN ERS5HAE

Recognition, Authentication, and Role of Trademarks

GDCA 2 ) WIAE B EAREL ) 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIHEEHHIA Initial Identity Validation
3.2.1. EBAFE R I Method to Prove Possession of Private Key

EV E1 G E AR FE A 5 AT B M A SR BV, E B VR R R R
PHIFGHEPEEHTEYS (PKCS#I0) . HE 5IIHMEIZEHRR 7, 8% GDCA
FSRHH AT 2, WAL IR A B (R 20 BE 1 S8 B A A R RIS B2 FE) PIN A5
%,

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MW BE4EI%H] Authentication of Organization Identity

FERTHUR B Oy AT 000, SRR AR N 2 i % AE EV CPS 1, JFHEZM CA/
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2

W% i81n (CA/Browser Forum) Eid www.cabforum.org & A7 ()45 5 55— #5401 B
KA —3. 4iF-Brh & Eprikig 4 CGinternationalized domain names, IDNs) I, [ [FH
1F BRI 44 1 [\ % 7 SU% 3 - Chomographic spoofing) .

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.23. PMABHHIER] Authentication of Individual Identity

GDCA N2 NH 1) EV EF HiE .

EV certificate does not accept individual application.

3.2.4. BHIFRT 15 B Non-Verified Subscriber Information

EV HIEFS A 60 0T P05 BB AT IR

All information in EV certificate should be verified.

3.25. HEHUAIA Validation of Authority

BT A TP NI PR ML 55, B3 EAT 4 R 9 -

1 @S =07 S OrE I AR S5 B 2 AR AU A B T2 R SO A 5 sUA
ZHUAAFAE

2. GEMHTE. BRI EEEUE A R IR B B A [ 55T FORKHIEZ N8 T ik
B AR HARERAT A2 3L o

The following verification processes should be taken when agents authorized by subscribers apply
for certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.
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3.2.6. H¥EMEHEN Criteria for Interoperation

St AR BT UGEIRS AL, ATLLS GDCA HEAT HARAE, (E/2i%H TIAERS
HUFIH) CPS L Zii & GDCA CP #3K, Jf H5 GDCA 252 HH B #h il

GDCA BHRAE LN ZE, #329E GDCA MIEIENM LI MEE, Az sk
FAREFRIUESS o

R EFVERVERA LA E, GDCA H47™ 45 T LAAAT o

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7.  ¥ERIEHIUERAE Data Source Accuracy

FEREAE AT R SRR A T DA AT O AR AL 2 AT, GDCA X IZoR ) ml MR, R
L1t SR SO PUPEEAT VPG, IR B LR AR
PR A5 S AR
R YR ST R
HAu g, SRR H 1
HENT 2 AR AT FIE B T e
Dhy e B A PO M

o~ w bdpoRE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.
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3.3, EHEFIERKIRREEN

Identification and Authentication for Rekey Requests

FEREAT CP 5 4.7 11Tk (UEAS B SOFTHT, 7500 BB (V0 S BEAT 3 0] L DR 5 91
SR ROR H RUE S I 2

Before rekey operation described in CP section 4.7, GDCA should authenticate the key to confirm
that the request of rekey is from the original key owner.

331 HEHEAEFKIRELEH

Identification and Authentication for Routine Rekey

PR OU R, 1R EV IR R, 1T N EFHZE CP 5 3.2 Tk
TAE AR HINA THE R E SR ASIEFS Hi g .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

BT o 3 A P R S I ) S B TOVE AR, TR, AT RS
BB AU, 0 25U I P D B N (1 SO B A L i, b ik, GDCA
R A KA TES

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34. MEREEAEFHIRREER

Identification and Authentication for Rekey After Revocation

EV IEF 8 Ja ASREEAT # P B -

Re-key/renewal after revocation is not permitted.
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35 MEFERKIFIRE %7
Identification and Authentication for Revocation Request
AT PRI EV IR R RS, GDCA H5 LLAIAA A M H i A B AL e )7 =X

BrE HAR K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.
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4. IEPAEAEBIEER Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. {EFHESEE Who Can Submit a Certificate Application

RS FR S SRR BT AR N B I AH SN (BT EL OGSk if . [
(LIPNEHEf

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.12. FMEFESTE Enroliment Process and Responsibilities

EV IF 15 7 M # 4E B Y B i Sk 7E BV CPS o, JF HELRI CA/MI IR 38 i i
(CA/Browser Forum) @it www.cabforum.org A& AT HIFE R 55 360 B SR A — 5, H
T NFE THRT FNL. AR CP AR CPS S SCH295e IR I, il Heorp 2 FHiE
Fod HYEE L BOR. SO AR A C A2

FITE# M) GDCA #8752 EV IE- HIER A NAEM SO, AT VB RS FE
O T A2 RN . HIEHE N BT A XY, 774 PKCS#10 IEF51E K3
9382545 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. FFHIFEAREE Certificate Application Processing

421 PITRAELER]

Performing Identification and Authentication Functions

2 GDCA 2 2T 1) EV KA, NA%ZA CP 5 3.2 T ESR, XHT AT
SR 5 4 .

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2.

4.22. EFHHIEHAENEL

Approval or Rejection of Certificate Applications

GDCA NAESEE LAl b, fbAEsldhge g . B 4e i, Nz & 4 1 77
s FEA B (8] A IE A EV IEF TG .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4221 EFHIERHME

Approval of Certificate Applications

WERTF A Rk 2, GDCA mJ LAHEUEE 1 R i
1 ZHEBAW LA CP 2 3.2 TRk T 7 B HIAR AT 5 3 L E ;
2. WITEERRZEE A SO U N SR
3. HIEH R MHUE AT TN .
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.
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4222 WEPHHIBHES

Rejection of Certificate Applications

IR EETHEE, GDCA W LIELEIESS Hii .

1 ZHIEAFF G A CP & 3.2 W5 0TI 1 S AR A R0 %5 il B «

FAT & S RE SR L BT 7% 1) B O iF B A R

HE & SO0 B AN REFESZ 1T WU DR A 25 LR

PR 50 B A B 8 4% HEO 78 SO AR L 11 2

GDCA Y NHEAEZ R iF ¥ 20 GDCA # ki, A gyal k.

o w D

If the following circumstances happened, GDCA may refuse the certificate application:

1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3.  KCERUEFS HE I ]

Time to Process Certificate Applications

GDCA ] EV HL TN HN] (CPS) M E & B AIF 1 B i AL BN 3] . GDCA
NAE CPS M52 AR A] Y AL FEE H i, Toie AL 404 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. NEHHIZAL (CAA) Certification Authority Authorization (CAA)

M 2017 £ 7 H 1 HiZ, GDCA 42 CAA it 3, HRIE RFC6844 111 52 AbEE“issue .
“jssuewild” % “iodef” ()@ MEFREE. (EIZ I, GDCA F SSL ik F HiEA i CAA 15
. SSL iFH &fs GDCA #RiFHaE i CAMNZSi8Ts EV Guidelines. Baseline
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Requirements 3K (1) A LA E R/ SSL F-iE 15,

From July 1, 2017, GDCA will check the CAA records and will process "issue", "issuewild", and
“iodef” property tags according to RFC6844, as part of the authentication and verification
procedures for the SSL certificates. GDCA will not perform the CAA check for the SSL certificate
requests before July 1, 2017. SSL certificates refer to any publicly trusted SSL digital certificates
under the GDCA root certificates chain that conform to the EV Guidelines, and Baseline
Requirements of the CA/B forum.

4.3. FRZK Certificate Issuance

43.1. EFEZRF CA KIFTA CA Actions During Certificate Issuance

CA WGLEUE P HE ML AE J5 A B R IE . CA SN HIE N AE AN R E 1536 T
HAEUEF B 5 S o 22 RAE TR N Y B i Sk 7E EV CPS 1, JF HEM
CA/MNI Y 2%i81x (CA/Browser Forum) @i www.cabforum.org KA FEEE 12 #B45 1K) E
KA —2.

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

4.32. CABEHITPIEPHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA HIEFER KRG UEJa, Rl AT R SRk, IFET iRt nr e
PAFUEFRTr A, B EE . W2, s Ed e 5 A
TR P U SR IESS

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFHIESZ Certificate Acceptance
44.1. MBEZIEPBRIATA Conduct Constituting Certificate Acceptance

L AT ATV 1 TH GDCA E3 IR 4 I AL 15 T 48, AE 4 T 45e BB R AT
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SR T RS

2. GDCA FEMHUALET T RISCVE T, ARET ) NEOES, IFCIEHaEdmpsrJr
FIELEAT ™, BIMRERAT 32 Tk

3. W ROGIEAS B IS A B R A RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCAs RA can download certificates for subscribers with the permission of subscriber.
Then RA sends the certificates to subscriber through e-mail. It means the fact that
subscriber has accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content

4.42. CAXHEHRKI KA Publication of the Certificate by the CA

WAL R, GDCA RFZAT Il KA 2 Al g TF 05 IR H s 55 2 48

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system.

4.43. CABHMHEMSEAIERHER

Notification of Certificate Issuance by the CA to Other Entities

FRUEFSIT 14k, GDCA AN HH 1 HAt SEARIE F 28 A o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHMNANERKEH Key Pair and Certificate Usage

451. TPRAEERKER

Subscriber Private Key and Certificate Usage

SIEAS AR (2 BIAS BL AL A A P 28 80T 7 I BOF R S2AIE S Ja AT A
o ERREBFAFET I A CP AIHIE CPS MME, JF HasZi St s
I IR E SRR A — B

VTP RLOR HAL P38 S R BB, JF HAS A A o ST e e e 45 . A
AFFHEAT VAR
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T BV AR LRSS, AEAE—MIEFX R 2 AN AR G

Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the
certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber should protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multiple software at the same time.

45.2. BT AHMIERRFEH

Relying Party Public Key and Certificate Usage

AR BRI BRI T A IE R A, A 5T LU AR

1 SRIFEC 240 N IR R A5 A 8E

2. WINZEEA R R 2 tH GDCA T8 K s

3. @A CRL 3 OCSP Hiihi% % 4 X N AT UEAS 2 75 4 17 485

4. U ARG T R A 5

5. fHRER ERAHRIER4 .

CLEARAT— ARG, 0T A ST AR B

KRGS T B R IE NN AR B2 T, el 1 2 R AR SRS 32 07 Nk
5, SRJE A FIIES I A PXHE B« HO80 T RORE N IE - RN a5 2 — i kg S
BRTT
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1.  Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
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the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. MEFEEH Certificate Renewal

46.1. IEBHEHHIEIE Circumstances for Certificate Renewal

GDCA At EV IEHEHTRS

GDCA does not provide EV certificate renewal service.

4.6.2. TERIEHFEHKSL/E Who May Request Renewal

AEH

Not applicable.

46.3. KFEIEPBFEHFEK Processing Certificate Renewal Requests

ANE

Not applicable.

4.6.4. BRI FFIEBRER

Notification of New Certificate Issuance to Subscriber

AEH .

Not applicable.

465 MBEEZEFIEBRITHN

Conduct Constituting Acceptance of a Renewal Certificate

AEHT .

Not applicable.
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46.6. CAXEIERRIRAA

Publication of the Renewal Certificate by the CA

AEHT

Not applicable.

46.7. CABEMEMSMAIERRZER

Notification of Certificate Issuance by the CA to Other Entities

AEH

Not applicable.

4.7. EPHEHEF Certificate Rekey
471, IEHFHBFRIE Circumstances for Certificate Rekey

GDCA HJIE 3 P B B EANR T DL R
GDCA certificate Re-key including but not limited to the following circumstances:
1. R R,
2. RSB
3. ETHOR, B Z2RK, GDCA ZRIEHHHER.
1. The certificate expires.
2. The certificate key expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEPHHEFH LA

Who May Request Certification of a New Public Key

SR F3 3 8 R RO S 3T P

The entity who requests re-key is the certificate subscriber.
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47.3. EERBHFEHER Processing Certificate Rekeying Requests

Z AR CP 28 3.3 TIHIA CP 28 4.3 F5 R E X UE 15 3 B ST AT F 2 S A S ) A
WA BAE 2K

The authentication and identification of subscriber for certificate rekey and the certificate issuance
should conform to CP section 3.3 and CP section 4.3.

4.7.4. JBRITFPIFERRER

Notification of New Certificate Issuance to Subscriber

[Fl A CP 25 4.3.2 15,

See CP section 4.3.2.

4.75. MBEZEHEFERRITA

Conduct Constituting Acceptance of a Rekeyed Certificate

[Fl A CP 25 4.4.1 15,

See CP section 4.4.1.

4.7.6. CAXTEHEINERHK KA

Publication of the Rekeyed Certificate by the CA

[F]A CP %6 4.4.2 7,

See CP section 4.4.2.

4.7.7. CABHMHEMSEAIERHER

Notification of Certificate Issuance by the CA to Other Entities

[ 4 CP 2f 4.4.3 5.

See CP section 4.4.3.
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4.8. IEFEATE Certificate Modification

4.8.1. IFHTHEFIE Circumstances for Certificate Modification

GDCA Afflt EV IEHAEARSS, Wk 6 115 B LA E I NAZ IR A CP 28
4.9 FTIIRUE WA ZIE, 1T NAZIA CP 3 4.1, 4.2, 4.3, 4.4 TiIHUE HH HIELE
RAEH
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

48.2. FERIEFZFE KL Who May Request Certificate Modification

AEH

Not applicable.

483. KHEIEPHZHEER Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. JBRNTFPHFERHER

Notification of New Certificate Issuance to Subscriber

AEH .

Not applicable.

485 MBEEZZEIEBRITHN

Conduct Constituting Acceptance of Modified Certificate

AEH

Not applicable.
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48.6. CAXNEZFEIERRIARAA

Publication of the Modified Certificate by the CA

AEHT

Not applicable.

48.7. CABEMEMSMAIERHZER

Notification of Certificate Issuance by the CA to Other Entities

AEH

Not applicable.

49. EHRBEYFEFE Certificate Revocation and Suspension

UETS A FIR S B HHERAE RN M A IC X AE EV CPS 1, JFHZER CAR AR Is
(CA/Browser Forum) @it www.cabforum.org & ARHIFEE 5 13 #70 FE SR A — 5L

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. IEPFHRYETE Circumstances for Revocation

49.1.1. WTHEBR4AKERE Reasons for Revoking a Subscriber

MURBLLA R BB, E T A A

VTP CAAS T 28 SRS IE 15

2. iTFUEH GDCA B HIUET 1 R AT B A H ARG I BIF AT N

3. GDCA 313 TiE#e, EM SiE-BAS BT P AEE S T %, SAHAS
Baseline Requirements & 6.1.5 %5 J2 4 6.1.6 1;

4. GDCA K13 TIEBIE SR A ik ;

5. GDCA KRB FE KR 7l P ¥l CP/ICPS H1f)— B £ Wi H K 54T

6. GDCA 3KZ& TAT£ W] FQDN X IP ik FH AT vE A v (a0, FeyvkBsk
g 5 2 A T A T A A BT, AT N5 HR i N BAR SR VR AT %
HR S A 28 1k, B T N R B T4 ) s
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7. GDCA 3K 255538 Be A e 54 F T4 0 B IR O 1% 3 1R 1 138042

8. GDCA FRBIE T+ fir & {5 Bt I H KR AL

9. GDCA #HFBIEPHIZ KR AGERF & Baseline Requirements %3k, @ GDCA ] CP &%
CPS;

10. GDCA Y NAEAT HBUAEIE - A9 BARER . AR SLE R A 1R

11. GDCA I TEMEFEFIEIEE, HARS 5 —FK CA LRI LS AEES AR5

12. GDCA {4 Baseline Requirements %5 & AES IR R,  BRpliil sl 261k, Bk
H Ak a4 CRLIOCSP 15 B %

13. GDCA KB T2 RIEH M H 2 CA MAHIE R T I Re I Hi

14. GDCA [1J CP 8 CPS R M4 1T FilE 13

15. RS AIBOR A 2 Bk 20 B A B A 8L R AR 7 (5], CAVBrowser R IE T RETA
N B 44 B K B S BT AN I AR T R, ELGAE A3 R R B
[N B GDCA R S B ) 5ok T AN AT H2 52 (1 AU o

16. CPS WS I EATHAE B B2 AR HU I HIPEAS: HARKE: THENEGEE RN &
L MR BBV ISR BUNAT A SO E S A A 0 R R H AR
JEL A P

17. GDCA C&JBATHEG LS55, W VRGNS 2 .

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently

misleading subordinate fully-qualified domain name;
37



[] ﬁEIITftTHininﬁHEL._I
= GDCA EV iE-PoeHg (V1.4) hR

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

14. Revocation is required by GDCA's CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 7% CA IEH K R 45 R K

BN B A —FhEZ i, GDCA RTE 7 K2 A WA CAET:

1. GDCA K3 TUEHE, WEMSUE B AN R P CA A 3 T %A%, SAH
R s AR BRI A A SRR I R

2. GDCA 152 1 uk-+538 2% H 1 UuE 4

GDCA RAMIIE IR ARG, Sh g CA RAEFF &8 F IIIE T35k mE B L 55

HU

GDCA Y AT H BLAEE -+ (145 B oA RS BB A 3R 3k,

4 CA B TAEM R 5 1k ia

12 CA I, BB B 4 1k

GDCA [FIEF5 S m A/l E MY 55 K0 SR A 5

w

N o g &
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8. EFIIEOAR A A R 2 1 Xk I R B I e B 7 AN T 52 (R XU

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA's private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA s made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate or
misleading;

5. The subordinate CA ceases operations for any reasons;
6. The subordinate CA expires or is revoked or terminated;
7. Revocation is required by GDCA's CP and/or CPS;

8. The technical content or format of the Certificate presents an unacceptable risk to application
software suppliers or relying parties.

4.9.2. TEXRIEP RHAEHIL4E Who Can Request Revocation

PAR SEARTT LTS SR A8 — ST P e
1. GDCA;
2. AEHITF
3. kB, BUREEET AR AR
4. MHTT N BAFSRBERT B0 5 LA B A D 28 =05 TT DABR SIS Il AR A
1 GDCA A & BB 1 A5 IE S -
The following entities can request revocation of a subscriber certificate:
1. GDCA
2. Subscriber
3. Court, government departments and other public power department

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the
certificates.
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4.9.3.

4.9.3.1.

IEH B4 E R AL HEFE R Procedure for Revocation Request

THIERMEIES

The subscriber actively proposed to revocation application.

o a >~ w Db

4.9.3.2.

VT 7 1) GDCA $258 4 B A S O e BARRE, [ D6 I 5 S5 IR«
GDCA 7 CP 5 3.4 17 (L HEAT UET5 B 17 R 1) %5 5«

GDCA T3 MATE R G 10 2 A TAE H P 5E BGOIE S Y

GDCA 58 BT 8 Ja IR 6 A FINIE 3 1 A 513K

GDCA i il MR S&E 2 77 20, GBAITT P UE P i S f 4 ) 28 i
GDCA 2t 7%24 /N FRIIEAS 14 R i IR 55

Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

GDCA makes authentication of certificate revocation request according to CP section 3.4.

GDCA completes certificate revocation within 2 working days after receiving revocation
request.

After the completeness of revocation, GDCA releases it to CRL promptly.

GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

TP 5] A eSS

The subscriber is forced to revoke the certificate

2 GDCA A 784 FIEL {5 LA CP 55 4.9.1 Hh Bt , Al im it Py
ST AR BAIE T

GDCA #4tt 7%24 /NI FRIAIE 5 ] 4 75 FH AL BERAR ;

T FVENUA S R L B0 TERLL) S 5 = 7 R IR ) R AR
T, GDCA JZH 21 5 HAR 5 U 5 45 Skt g /2 75 AN IE TS

GDCA 4T FHER S, @&, aFEEFlier. mamss, SHr
EF Oy 2 A BT

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described

in CP section 4.9.1 after the approval of GDCA Security Policy Committee.
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2. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

3. GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

49.4. BEEERFI%ERA Revocation Request Grace Period

D SR L I T A T R R S T, T R SR I L AT i o 8
NI AR o HA A DT 1) P B T SR ZE AR T R) 48 /N YA H

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.95. CA O BRHTERKN IR

Time Within Which CA Must Process the Revocation Request

GDCA H#Z 2| A1 K B 58 i M 8 Z [ ] B IR, Ak 24 A4~/

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. KBHFREIEDREHER

Revocation Checking Requirements for Relying Parties
W7 FEHO — M IE S AT 22 ) GDCA KA1 (1) CRL AT 1T B AE HE 52 15
DGR

Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL RAi#iZE

CRL Issuance Frequency

GDCA Zii5E It K AT BB IE 1 A FIER o XTAT P EFS, UE-TS F 85 51 3R BE 8 (1 B 1]
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[EIRE AR T 24 /N o X T2 CA GIEFS, BAEE3 DAEKRMAA—IR, XTHR CA
UEF,  BAEEFE AT — .

CRL 2R AN I HIC SR TE EV CPS 1, Jf HZLFI CAIMI Y #8518 1x (CA/Browser
Forum) i@ id www.cabforum.org & A7 (136 56 55 13 3543 B BRAH — 2.

GDCA must release the latest CRL regularly. For subscriber certificates, the time to update
certificate revocation list is not more than 24 hours. For the sub-CA certificate, it should be issued
and published at least once every 3 months. For the root CA certificate, it must be published once
per year.

CRL Issuance frequency shall be stated clearly in GDCA EV CPS and be compliant with guidelines’
Section 13 published by CA/Browser Forum at www.cabforum.org.

49.8. CRL XAl KHF &R Maximum Latency for CRLs

—N EVIEB TR MBI AT R CRL 13 5 I Al ARk 24 /N,

CRL is effective after revocation request approved within 24 hours.

499 HELRESE WM

Online Revocation/Status Checking Availability

GDCA i HEE P RS AL L 25 1 I 55 (OCSP), LU 22 4 {2 5K w5y 1) 2 P A8 R o
OCSP 1 n] FHYER MBH#fc ke EV CPS i, F:HEF CAMNYEZS183x (CA/Browser
Forum) @i www.cabforum.org K Aii 45 FE 55 13 #84 A ESRAH —%.

GDCA must provide OCSP services for application with high security requirements. OCSP
availability shall be stated clearly in GDCA EV CPS and be compliant with guidelines’ Section 13
published by CA/Browser Forum at www.cabforum.org.

4.9.10. FELRAEWER Online Revocation Checking Requirements

X1 2 A PR R e S 58 e HOBIE TS BEAT S 40 5550 5 AU L » AT AE
—MIEFS AT AUE S IE RS L A R B IZAE-B AR

Relying party must confirm the status of certificate via OCSP before trusting the certificate for the
applications with high security requirement, authentication and authorization using this certificate.
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49.11. RHEBHHEMRAER

Other Forms of Revocation Advertisements Available

%7 CRL. OCSP #I, GDCA ] AL i (5 B R Hdth K AR T 20, (HIXAS S 520

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4.9.12. FHREFRRHIER

Special Requirements related to Key Compromise

FRA CP 55 4.9.1 WRLUE RIS AL, 41T 7 BREE UL HOIE 2 $ 32 21 2 P
JISZHI ) GDCA 2 tHiEH A ER . WA CA M%HH (M CA sirhZt CA HiH) %4
WA E BCE VBRI, NOZAE S BRI 18] Y 5 3CR0 07 3R I 38 T 7 MR T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

4.9.13. IFHEEKIFEE Circumstances for Suspension

GDCA A SCFHE 4L

Not applicable.

4.9.14. ERIEPEFARK /K Who Can Request Suspension

GDCA A SZFHIE T

Not applicable.

4.9.15. #HEFERKIFERF Procedure for Suspension Request

GDCA A >ZFRIE

Not applicable.
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4.9.16. H=HEABIFRFR%] Limits on Suspension Period

GDCA A SCFHE L

Not applicable.

4.10. IEFIRZ RS Certificate Status Services

4.10.1. #EHRRME Operational Characteristics

TP A LB CRL. LDAP H3E RS . OCSP BiE-BiRAS, FdrRIEBIRS
JIRSS 7 1Z50F 2 W SR A - T f i I B TR RN 9 2 db R

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

4.10.2. AR T]F M Service Availability

UEFSIRZS I 55 b ZRPRAIE 7X24 /NI ]
UEFRAS RS (AT F PR R 4 AL SRAE EV CPS v, JFHEEA CA/NIE AR 1%
(CA/Browser Forum) @it www.cabforum.org & ARHIFEE 5 13 #70 FE SR A — 5L
Certificate Status Services must be available 24 x 7 without scheduled interruption.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3. WJERHKHE Operational Features

ZHEAR CP 45 4.9.9. 4.9.11 7 [HE.

See CP section 4.9.9, section 4.9.11.

4.11. ITMYZ5 End of Subscription

VPEF LT FI S TR R BT 7 BT 47 O IE 3045 R
1 AR A AT W
2. UEBRIIRTH M.
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The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. FHRFLE 5P E Key Escrow and Recovery

4121 FHARESKERNRESITA

Key Escrow and Recovery Policy and Practices

GDCA MHEEAEM EV IEHIT IR, Bt AR B IR RS

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

4.12.2. SEEHARRRESRE KRB ST

Session Key Encapsulation and Recovery Policy and Practices

TEAE -

No provisions.
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5. INEHUMI B B ER AR AR

Facility, Management, and Operational Controls

5.1. #E$EH] Physical Controls

5.1.1. i B 58 Site Location and Construction

GDCA HuL AL #Z DI BE £ E iz XL RS IX . ERLIX . BEX . AKX T
DXk o0 XA mtERE ARl . TSGR NI T FUANER, R T BiCR
FJE I 2mm (97 SLAAAR,  HIBCR R EEDY 3mm (v FLANBR . 1745 T 208 CO2 fri
1o BEERMB A SR A Bkl 12 T BUR bRl . 18 X524 57 il
RN T B e O X o LRI A A A v PR REAR R e e A o A7 TUOR S TR
PR B 0 BB B A A L X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. WEV5 %] Physical Access

B AN A 2 AT AR T B S BRI, AT R A A
22 4 2 NS 242U . GDCA ) CPS WAZBUN W EE 17 1] 125 1 HEAT EL A VR4 X A
iE o
The activities of accessing to each physical security layer shall be recorded, audited and controlled

in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.
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5.1.3. HJ75%{f Power and Air Conditioning

GDCA HLp5 Wi 224 WIEERT L B R G0 S 0 TR S8, DA OR-Ar S AN 8] W
RN S 46, N EA NGRS AR G H R R G012 8 v b 1 i E g .

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA B RA F I THHOARSE I, Bk KK R B, JFRe a8 7E H Bl K N B
R EE - 930 /N IR /K RHAE 2R GE PR 5] o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. ‘kRPF1P Fire Prevention and Protection

GDCA ML BRI i, il 5 A L (L P R B A B L KR 8 A, 3X 28k
ST AT 2 L TR 2 A K

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AR Media Storage

XV ERA Y 5 R AE ORIV S 2 B oK s Bk BT RE S B, B, B, B
Ly B F AR S ) 22 A TR R, IR HE L™ M A OR 7 T BLEARIS LEX A R 518
A1) o
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.
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5.1.7. BER¥YAEE Waste Disposal

= GDCA AFHI4RsK SO AR AL CAN 7 BB A PR L), A ZBUR S i
8 R B IIERE . FRS % AN TRUBURAE B A A A BRAE AT IR AL B AT AR s 1) i e 32
BT3RS R H AT I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. SpHi&fy Off-Site Backup

GDCA &AL T St Bl &y poe, AEFI LTI et AR Gu it . o T H S A
AN A EEURAS S HEAT Sy S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF¥EH| Procedural Controls

5.2.1. TA{Eff Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT ERMIIES AT . (R &2
FNR A S0 B B E IR ZR 4 GDCA P T {E A . I B A (0 B 45

1 EPIMEM R B BN O

2. RGUEHNN;

3. wEHIFAR;

4. MEFEBN RO ERAEN R

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.

3. Security auditor.
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4. Business administrator and business operator.

5.2.2. WIS FEZERAE Number of Persons Required per Task

GDCA NBLAEE AR 55 M X AT 55 BEAT s 2], iR Dttt 2
SER— LE U S5«

L EPIRE R O BRAERATIG F5 2 5 Al AR ) 3 MR FSE G

2. IEBBREARGNGEGERIE: FEINRGEHEN AT 2 DAEN SRR

3. WRMZERUES: FHE 2 AAENAILFE TR,

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2.  For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

52.3. EMBKIRAHIELT

Identification and Authentication for Each Role

XHFHAA RS A ORI G, A ZRHEAT ™ 1 B TRB RIS, B DR L RS9 A2 T A
HLAEPRTTER . SRR /E GDCA [N D1 F & 3 2645 R

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. BEIRFIEIM A Roles Requiring Separation of Duties

PRSI B, RARAIR— DN NBAE 7R — IR M 8, AU BEEAE Sy — 4 g IR
REMA (. TREERTT IR0 A s B T
o8 NS g
UEP 8L CRL 25K
R TR Y
CA HHEH
LA

o c w DN
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In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CA key management

5.  Security auditing

5.3. A R$%H| Personnel Controls

N RSN Y A C SR AE EV CPS H, JRHZEAR CA/NY 23 181% (CA/Browser
Forum) @it www.cabforum.org KA IFEFE 14.1 #B40 FESRAH—5.

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

53.1. B, ZFAEAREXR

Qualifications, Experience, and Clearance Requirements

GDCA Xif A& HH 1] {5 1 €4 1 TAE N 52 I WERS ER W R
1 A& RIS TN R
WAy [E A B, IR GDCA 15— 2 Hk S B HE
W5F GDCA 7 K B TE . ML RE AN 5
HAT RIFIN NEBT BFR PO ST AR
B & RUFHI RN VERE 1
THE IR
GDCA R 78 M Al {5 f i N 53 £/ 0 R4 8. IS Ao TAE I #as. iR
i CABAT I B IR TAE. ERATIE R RICTR S

© g > w DN

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
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4. Having good personalities and working attitudes, with good working experience.
5. Agood team player.
6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. BERIEEERF Background Check Procedures

GDCA 5 KHBUMFE MR AN &1E, 7EB0 a5 i TR SR A

B (T A5 53 AN FRE N B AT {5 D% #0506 200 T [R) o) Fe kAT 75 Se i A
HHRWE N FEAREMEIHE,

EARA N TEZD, BIHEE, BE, XKL,

2SR S AR AT E SN EFEL RIS, #h 2 R A S22 TT
THI I 2

GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review.

WA O

a) AT T R R AN AN BORT UL . R AL R Bk BT et
PIEVIEAS . SEATUE TS EAAIE S B e S5 AH 5 BOIE .

b) AFEIEL EIE FR. % BV HAR BRI AR S AT 4
5 o

c) HAHITEL S EZL, HEWE. HRHRssy u L%,

d) &%, GDCA 5 T2 RE WML, DL B TAVREEE CA k- ik 1 B
FHIRERGURE R . [, GDCA K IBANUI I T B &% BTl
ARG M TE IR DUBEATER AL B 5, DAME RRISHF 200 TEIX 2 N A PT5 72
FERITAERE
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Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and
social relation.

Full review includes reviews about criminal records, social relation and social security besides
basic review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3.  FJIZER Training Requirements

GDCA MR A5 M IR R, 45 AR R ATE I, LR BRI A T
GDCA iz E 1K &

GDCA AR R

GDCA %4 B

AL — K

GDCA & HIBUR . il S I pidas

& EFLTHFWERSINERE. bt 7%,

* ¢ 6 0 o

Based on the position requirement of trusted role, GDCA gives the corresponding pre-job training.
The comprehensive training contents are as follows:

€ GDCA operation system
GDCA technology system
GDCA security management mechanism

Job responsibilities uniform requirement

* & o o

GDCA management policies, systems, measures, etc.

52



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -L[E:Fgﬁ“im% (Vl- 4) F[&

€ The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. FEIIIFMEFMER Retraining Frequency and Requirements

GDCA MR 5 E e HER R I, DAPRAIE 52 5 A7 (18 5% T SEINAT & b L 75 5K IR b
FERH TAFST.

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA.

535. TAENRARBEFEN KT

Job Rotation Frequency and Sequence

GDCA I AR HE 2 4= 8 B SRS i) 5 A2 AN 53 ) A Il o e 0 SUT RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FEFUTHNHIATT Sanctions for Unauthorized Actions

GDCA NS IFYES — BB BT, MRRBUT ARATE A AT, LR a4
IESFEN G R TAERAL, 150, #ITHE . RACFREN L EEETT . XA TIAT
NN AR AR 2K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. JIELANKIER Independent Contractor Requirements

SHFAET GDCA MU TAEANGL, (A GDCA M5 I TAERI Al 4543 3¢
BRI S N GL BN RSO A 2N, GDCA 48— 2R 0T
(NNAYEE Sk S=giiy
2. A LEL B TR,
3. GDCA #4tg— 1 B AT RE IR AT i F BRI, $5)Il A BFHEA R T GDCA
TIEFS 52 HEAI AT L DAl 55 R o
For persons who do not belong to the GDCA but participate in the relevant works for GDCA
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businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

€ Record management of personnel profiles

€ With more than 1 year relevant work experience

€ GDCA provides unified training and retraining, includes but not limited to the GDCA

certificate acceptance rules and electronic certification business rules.

5.3.8. #RHLA A R KISCH Documentation Supplied to Personnel

GDCA it 45 P9 53 SO B AR RS IR BRI B3 T TARAH SR .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. ®HiHEXFERF Audit Logging Procedures
5.4.1. EFEHHIZE Types of Events Recorded

GDCA Nt F A EEH AR T
Lo AT/ HE . VERS. ST HRIUETS & GDCA 4. kg FH P e e 7 i Ik

21
2. GDCA i, A28, Bk, HPREMZEOS, REEL g, E
BN R

3. TR
4. 1 GDCA BT 5 #:1E;
5. FTARECFAEUNER M, ZeBRES LA REH, GDCA/Authority %X
rigis 5 1k, IR JOEREEA M, JEIEIERAE L, BRI, DN ALHE,
B P R T R B, UE AR A B S e A
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. Allrelated events such as certificate revocation, security policy modification and effective use,
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start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

5.4.2. khEHZBERISE Frequency of Processing Log

GDCA Mg i a el th H &, DMERDLE ) 2 MR, X RPN 2t
SRR IS 48 Tt o

All the audit logs should be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. it HERFEHEIR Retention Period for Audit Log

GDCA W22 3 RAF L P IEAR 55 (0 # T H &, PRAF IR H 7 2 2 MR R BUR +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. i HERIERP Protection of Audit Log

AR 0 2, 72 SR s OB R R, 9711 K 2 B35
. M.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. i HEREMERF Audit Log Backup Procedures

X o H S B BOZ S AAT FTSE AT, 8 IR T %4

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. F{HEE RS Audit Collection System (Internal vs. External)

TERE -

No provisions.
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5.47. XS EFEHEMAEEE Notification to Event-Causing Subject

BTSRRI, REEE SR IZ IR AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. REFETREM Vulnerability Assessments

MR B THC 3K, GDCA NLE JREAT % Mg 5 PEVP G, FFARGE VAt 75 RICKN R g i o

GDCA should conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

5.5. iC3JF8% Records Archival

55.1. JARHCFAISRE Types of Records Archived

LA, BT A CP 58 5.4.1 TRUERISL, 7 EXH N Rl AT IR,
f:
1L EBHEEE:
2. UEBRARLRE P HI S .

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

55.2. JPAREFHIFE IR Retention Period for Archive

GDCA ] EV HLFIAIEMES N (CPS) NI AE & F 1 A RS 1 45 BE B FR

EV CPS of GDCA shall provide reasonable retention period for archive.

55.3.  JARSCHARIERP Protection of Archive

N 3E I 3 = (1 V) EATZ AR U R P R R AR R, A IR WIS N B fevF
VR AR, PR RN BX MEREE KR ST .
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All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. JARERIEHFERF Archive Backup Procedures

T RGBT ARG, N E BT &y, S SO REAT R A T
X AR TUR, AR AT, (H R R R AR Tt R IE L 2 A

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. iBFEEEVER Requirements for Time-Stamping of Records

GDCA {4 SAE AN (I AN #5717 GDCA Hr' 72544 [ TRl B .

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JARYWIEE R4 Archive Collection System (Internal or External)

B H SRR A B IS R 4, A4S GDCA FEAM AL .

All the entities including GDCA and RA should construct internal archive collection system.

55.7. RBMRLEBMEENER

Procedures to Obtain and Verify Archive Information

GDCA 172 4= i v G A 5587 2 53 73 3l DR B VA ASAE S0 2 98 DL FESRAS Se A 6
RN, AU 2 AP DT B

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. ZHA T Key Changeover

1E CAUEBEIHART, GDCA ¥XF CAUE AT Hr. HE CA ZHXT I Rt FH ik
HHIEA CP 2 6.3.2 Tl ri KA, A4 CA RS AT LA A R 235 g 47 5887
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0T A R A, B D2 W CA BN . B SR L A 1A, GDCA
A DU AR BT R B 1 7 S AT CAE . 72— CA TE-BIE WA, %83
A FEPUR B, LAOREEIXAS CA AR R AGSEAAR N CA T2 FXS 2 3 B0 1 P Faid

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

EAE BGHTHY CA BT, D520 ™ 4% 1857 GDCA % T3 18 BRI TS o B i35 5%
FEAERE, GDCA KRBT CAUET, FEME BT KA, 1EVT P AR 7 Be e A i $REL
HH CAEF .

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA F P &N, W ZRAEHE AN IE - BE A NTOR 1 I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #ELERMEPKE Compromise and Disaster Recovery

57.1. FHHMmELEER

Incident and Compromise Handling Procedures

GDCA ST & Fh St A B 7 S A0 N AL BRTRZE , A0 AH N 0 < R 45 T AL R
Fro

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

57.2. THENLEIE. BAN/EESEKHRE

Computing Resources, Software, and/or Data Are Corrupted

SR B SEALBE BPER EEE AR B B, GDCA SRS Zh S A FERE 7
WAL, TR SR R TR SE Y
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When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. AN ARELNEER

Entity Private Key Compromise Procedures

FEMURE I NONIER B ARG IE DL T, GDCA K REU N 515 B LR B 2 A 388

1. GDCAMERZM A HNM A EFH G B BIER . RAEE AT EHE,

2. ARG, oy Bl A R T R R A B A .

3. WRHFLEEHECE H A Ak, HREWE, MEIERA CRL FE
BATIRE .

4. RBSUiIn) 2 A IR AT R G B S R

5. WRFHEREN S EFE G E S, M RAEEAPITIKE

6. WIRTEWE GDCA LS HAE I E S fF, W 7 4h—%4 GDCA %45
A 0l 45 B B A AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

4 CA IRFAHBE B0 Bt 7% . GDCA JA Bl H K A RS BEAR /7, Hh 22 4 HEnE 25 1
SRR B K IAT VRS, HE T8 WR T8 CATES, B2 R UL T it -

1 SR T RIE K T

2. RAGUEFEAPRAS RIE B PE;

3. ik GDCA Wkl H el A5 77 AUk A % T4 CA UET I Ab FE 4R ;

4. FEABIARAAGH, EICAITFSRIET.

59



[] ﬁEIITftTHininﬁHEL._I
= GDCA EV iE-PoeHg (V1.4) hR

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RIEFHNLFZFELEET]

Business Continuity Capabilities After a Disaster

GDCA fERAERMESG, NA W JUAST7 547568 /7
1. fERATBERE IS T AR ML 55 R 48, % AN 48 /N s
2. BEWERIEER:
3. BEWIRIEWRE 5 K BT & L4 5K,
4. H RN RAZTF RS I HAGTE SR 77 FI 2K
GDCA should have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 55 3 S VE 0SS Y B I SR E BV CPS HR, R HLEER CAYHI Y ER i8 ix
(CA/Browser Forum) it www.cabforum.org KA FIFEEE 16 #575 (KE SR A — 5L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA 3% RA HJ2& ik CA or RA Termination

2 GDCA F MU 45 (EHO S50, U™ ks 4R (b e N RALANE 7
BN (T IIEIRSTE BLIME) SAHRIVER R YVAEN UG £ 1B BT UAIE IR S5 IR E
ZORBATA R T,
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7F GDCA & Il-7T, %4
1. ZHEk S5 R A s

2. S GDCA &1L,

3. JEAIE GDCA 2 1A SEk

4. KHIMHFIRSS

5. UEHEH:

6. SCHAER ORISR

7. AEIEAE O RS

8. FFRYNTF HRMSS A

9. KMFHFEMEH:

10. #b¥E GDCA K2 & B 1Al GDCA MK 25 #:4F s
11, AbFANAF A USRS ;

12. iRk GDCA FEHUELE.

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

” oo«

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9.  Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
4 RA BRI IE RS, GDCA K218 5 AT BUAH G I AL BAT SRl 5 AR e i
AN A I
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When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

5.9. ##E %4 Data Security

s 24 MY O SRE EV CPS o, 3 H BRI CA/NIYE 28181 (CA/Browser
Forum) J&1d www.cabforum.org K AGTIIFEFE 16 #5701 ZERAH—EL

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
16 released by CA/Browser Forum at www.cabforum.org.

6. INIER G A 244 Technical Security Controls

6.1. AN IR %3 Key Pair Generation and Installation

6.1.1. ZHHXTHIER Key Pair Generation

CA Z AT eh [ 5K B A R 3 I I ANV vl AR 2R B o B BAIZE R 3 A7
fiti . # AR ROEAE FIPS140-2 ARUERIAHGHE . BT FIPS140-2 bt I JE 2 E K %
AT AR RS RERObRAE, B 00 F 2517 W A 1 R, Rk FIPS140-2
PRUE S IRIAT, RAEE R E A BV T arie N kB rEE i, RS R
FROLEIBORE. F T LR A B A A e i 1 5K % G R R 1 4 . AIE.

VP BT B B RSS2 B T P9 B AR L AR . GDCA I 3%
SERAT PR A CSR, AN (R I 5T SSL N EHALIR AT P AT
B A ks B RS A U T A I R L A R s BB L AR R S AL B
FIPS 140-2 25 R 1IN % B & rh#E . SR 2 /2 RSA 2048 fi781 ECC 256
Az, 7£ GDCA Pl FH AL B AR B T B =28 (1) XU BT P 7 4H . GDCA AMRAFEATAT A
R, B XA BAERLS P R R .

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the key generation
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mechanisms embedded in his/her own server or other devices.

The key pair of subscriber is generated with built-in key generation mechanism using subscriber’s
server or other cryptographic device. GDCA accepts the generation of keys and certificate signing
requests for the subscribers, and the private keys are delivered encrypted and protected via SSL
secured connection to the subscribers. Subscriber key generation is performed by personnel in
trusted roles within a secure cryptographic device that uses a suitable random number generator
(RNG) or pseudo random number generator (PRNG) and meets or exceeds the requirements of
FIPS 140 level 2. The key sizes are at least RSA 2048 or ECC 256. The use of the private key
generation utility at the GDCA website is at the sole risk of the subscriber. GDCA does not keep any
private keys or passwords, and all such information is deleted after delivered to the subscribers.

6.1.2. FEAEIRLAIT P Private Key Delivery to Subscriber

AR P BT, ANEEEBAPEERSTT . GDCA R 8252 T AR s %t
1 CSR, AEAMNZARY ja il SSL Inas &AL ik451T .

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.
GDCA accepts the generation of key pairs and certificate signing requests for the subscribers, and
the private keys are delivered encrypted and protected via SSL secured connection to the
subscriber.

6.1.3. APEIEAIERZ RV Public Key Delivery to Certificate Issuer

N T IREBECEIED, &&ITA RA B PKCS#10 & :UHIEB2E 44 11 k{5 Bk H
BHFEARHERER, DLE TR 0B AR A% GDCA &k, X EbiF Rl ot
AL 2% R B 22 Ry, thin e & ZE M (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

6.1.4. CA AFULELKBIIT CA Public Key Delivery to Relying Parties

GDCA N iZiEit % 4] @ A% CA AEA R T, BN el ST, M|
PO E ey
GDCA 7 2ilid H sk kA CA k1.

GDCA should use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.
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GDCA also publishes CA certificate through server directory.

6.1.5. ZHKKE Key Length

GDCA S RSA H K /0 /2 2048 fir, SCHFH) ECC B P %2200y 256 firo
KN S B RAE BV CPS 1, JEHEA CAIJIEAs A (CA/Browser
Forum) j&id www.cabforum.org KA 45 FS 9.5 #4192 RAH—E.
The key length of RSA is no less than 2048 bits. The key length of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.1.6. AHSHENERNFERE

Public Key Parameters Generation and Quality Checking

ONEH 2 H0h ZAE R ) 5% R 3 A DV T 4 o 2 5 4% ARNRE P A B A A5
FEHL. R USB Key. IC REASOREEL, I8 AR L1 4 (14 B0 bR
GDCA I\ X e & A RN BT, HIRS O A% T RN e &5y EsR,

St SR B AR A, R R R s ] R 0 A I T I R % A A
JUEAT, BlanhnENL. @R, USB Key. IC %,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FEHEMHED

Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA K1) X.509v3 E-FE& 7 #PIHNEY I, HAES RFC 5280 #rifk
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H#. n
R GDCA fEHAERAEB I EHMEY RIBNTRY 7 ik, e P Lz i8I

HEMEH%H. 0K CP 5 7.1.2 7,
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X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. AR MBS TR K]
Private Key Protection and Cryptographic Module

Engineering Controls

WAL LGB AR R ] ) 20 5 SKBUOR B f CA AN =4z, AT/
PN ZORAUE T R B Z R T iR IRV R Z % MhFR . B R B i
Mo

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. BRI R AR

Cryptographic Module Standards and Controls

GDCA W52 il [l 5 S R A B T 1A AT o i PR B R A B A AR CAL 8 RAIE
Tl CA FtAth CA BT, FRAEAEAHIE CA RLEH.

CA ZBHXT eh [ % 8 3 1 I AE IV o] B B AR ) o BHI AR Rl BB, A7
fiti . # AR ROEAE FIPS140-2 ARUERIAHGHIE . BT FIPS140-2 brifE k& E 5K %
B AR T A AT A SCRF AR, SO0 T 8505 7= i A PR (T BRZESR, [RIE FIPS140-2
PRUE S IRIAT, RAEE R E A BV T arie N kB rEE i, RS R
FROLEIBORE. F T LR A B A A e i 1 5K % G R R 1 4 . AIE.

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA.

Key pair of CA is generated by the equipment of state cryptography administration department
approving and licensing. The generation, management, storage, backup and recovery of key shall
comply with the relevant terms of FIPS140-2. FIPS140-2 standard is not accepted by the state
cryptography administration department. As strict state’s standards are defined for cryptographic
products, GDCA only takes FIPS140-2 as a reference under the permission of state’s rules.
Cryptography module used for key generation must be certified by state cryptography

65



Il semnmennmmas

= GDCA BV iE5ms (V1.4) iR

administration.

6.2.2. RHAZAEH (mikn)

Private Key (n out of m) Multi-Person Control

VAN L AU B S R B fIA LG RSB 2 A4 w5 N A3ERIZ 5 CA i
TV IIERAE . BOR ERERHIRTAE A <Ak %7 SOk, BURHEH —4> CA R s
RIS e 70 i T80, 20 1 22 2 RTAE N AR o WSROy — MR S R AR (1 Bk
o FLSBON m, AL 0 ANIITATE N 5L BE SO il A AR SRS R T i) CA A
. EIXE mANES, n AhT 3,

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FEHFLE Private Key Escrow

TEAE -

No provisions.

6.2.4. FrEH%&1D Private Key Backup

N T PRIENE S FFEET i, GDCA i Zilfl e CA RV, DA RMEE M - A
A LU R A ORAF R R s AR B . 77 CA RIS RSN AT & CP 2
6.2.1 5 AR IF A7 DRI AR 7 o CARAGH S A 146 ol A1 S B S Bl rh B4 5 CP 27 6.2.6
TER.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.
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6.2.5. FAEHIEEY Private Key Archival

7E CA RVEHBIIN S, 6215 R /& CP 5 6.2.1 5 2K (1M E A1 25 i A H T A R A 28 /D
54, VIRIIBRAS S, X CA RPMAHBN AT & CP 5 6.2.10 19 URLE .«

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key should meet the provision of CP section 6.2.10.

6.2.6. RAFH. SANFEER

Private Key Transfer Into or From a Cryptographic Module

CA L4, GDCA R ™ i 14 R AR & P18 BB HEAT 84, BRILZAMAET S A7
HIRIEREABITVF . 29 CA E X &40 B 53 S AT AR I, DR )7 AR A
B2 fEE, I HAEARE AT 2347 S 4800), DABTIE CA R E R, #gr. 2ok 4k
BRI EE . ARRAIAE o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

6.2.7. ML TEREIRKIFAE

Private Key Storage on Cryptographic Module

CA F G 1AL EH W 250 DA SC 1 T A7 S 1R K ) 3 A 1 e R T R B 35 1
B, BEfE SRR /DR A FIPS 140-2 = R bnifk ki [ S5 4% %2 47K .

T 244k EV AL UEHIT P AR B 2 /0 £ FIPS 140-2 —
bR E ERR] 5 R 2 47K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.
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6.2.8. BUERFANIE Method of Activating Private Key

CA IRV TR T RE A F i e, HLsm B 12 10 CP 28 6.2.2 ik AT 70, JFH
TRAFLE IC REFERELE A B, 20 midk n (977 2050 Sl S N 05 25080 A4 REOE FL B o

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. IREIHFANITE Method of Deactivating Private Key

T CARY], ARV B Wr i, AR 4SS .

The private key will be deactivated when its storage device powers off.

6.2.10. £45FAEAKIT5 1% Method of Destroying Private Key

AHAFAE . AT BN, NAIZRAHHE, AWM RER. fed. MRk
BARUEH -

When private key is no longer used and do not need to be saved, it should be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA B, fEAMmAMLHIG, Tk CA RPN — e &7 A8, Al
CA RSN B 22 8. ARG CA RVAE AR RN FAEZ LT EA NS
It ol b 24, CA R BHEREPH N R, CA RN S 2@ I 1 CA A
M A ) B mRE I R AR A Ry U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11. FRIELBLFIIEE Cryptographic Module Rating

GDCA {if I ] 55 2 i 3= 0 1 AL AE R VP 1] (R R0 = i, 322 FLATUR [ 25 2R br i
. PSR PMIERSE & KER, S0 CNS 15135, 1SO 19790 B FIPS 140-2 %%
2% 3 MIXKHE, GDCA FIARIE ShPERE. TAERR. (LR 7 0 %8 5 25y Th 1 214
PR TR B AR
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GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. XN EHEK K fth & H Other Aspects of Key Pair

Management
6.3.1. A%HHES Public Key Archival

WZARE CA R AT RS, VRS (RS R A7 e Kot e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2.  EFHRAERIMI G S X AR

Certificate Operational Periods and Key Pair Usage Periods

WEA BOH N Y B ffIdsRAE EV CPS H, JFHEAR CAMIYE#s18Is (CA/Browser
Forum) i www.cabforum.org & AfIF6FE 9.4 #7 A ESRAH—E.

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

INEAARVER B BT RR S5 TE A5 AT IR O%, (B IR A e R FF— 2.

XHF R4 B BRSSOV R BEAEIE P RO A A 0] DU 302644, AR
FIIBR AN UE S A RAYIRR (B, N T ARIEAEIEFS A R N 2844 145 2 AT ASREE
OB IR AT LAZEIE S 8 ROYIRR EAS

Xt s RS, B BEAEIE A RO A A n] U N5 2, AFIRIAE
FIIBR AN UE S A RAYIRR (B, N T PRAEAEIEFS A RAYI PN 145 2T AT
AL A8 TS BR AT BALESIE 5 1A RO R DA S b

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.
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For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERMR TR P IEIEZ CAUES, IEREE, ERIEZEMELT,
FCVFAs YU PR X E AT S BT (B RS P AN RE T PRI E A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

XFPANE RS, FLE A o Vi a3k 4 58 () e KA IRR 2 °F

X T RSA4096 fi7 CA IEFS, BN 1K 8 A R A2 30 4F

XFF RSA2048 7 CA EF, HEEIN 1 v AR 2 27 4

XfT ECC384 fir CAiE+:, HE X RK RV R Z 30 4

XfF ECC256 fii CA L+, HZHN K v HER 2 27 4

XF 1 RSA2048 i EV AURHAE 2R+,  FHU S iR Fo VR AR R 2 39 > H
XFT RSA2048 fiz EV SSL g5 a5 iE45, JLa PN i K o VR FH AR RO 27 4>
H

7. X ECC256 fir EV SSL 9% asilE45, HAPIR fiR < AV AR R 2 27 > H

o g &~ w N

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.
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6.4. BIEEIE Activation Data

6.4.1. BUEHIERIFEENRE

Activation Data Generation and Installation

CA AP BE A, % IR O T 8 PHR0E Bl 0 B P BINE R EOR, ™
REBEAT ARG 7 KA

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BIEEIEHEP

Activation Data Protection

b p N O7 N N - [EiTE STl -4 €1 P AT b i Bu V% Sl N aa e  VEY R e €11 EERN TNV EIE PN
&, MHZEE N RBARF GBI ER, S i A B o 1 5

il
o E

¢
=

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BUEEERIFARTT H

Other Aspects of Activation Data

AMERE o

No provisions.

6.5. HEAMLZEFEH Computer Security Controls

651 HFERIKTFENRZEDARER

Specific Computer Security Technical Requirements

GDCA RLHME B2 G, M EZCHELEHR A E) GEBIERSE &I
R ZEFARIIE) . TAVAME BALFR AT (R FIIEARSS B B M%), S 18017799
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5 R A FRHERTE DA HAAE GG B 2 bn i, H1E AT 535 I 22 28 B S g A
W, fEizEh TR, AL, FENZEERME RS S0 iR
AR, EHYTREH] YBEYT RS N ARSI BUE B R4 7 R A

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access

control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

IR A T B BifR CA BRI S R SR LT HE RS, A
RRBIRGHBIITT A o

L RGNS HAM ARG HE D B, £ RS S AR GEERE . X B
BH LE BRAE A€ RN FH R PP A3 I 26 1R U5 7] o 138 P 97 i BELLE AN RIS RN AR 27 R Y
g, BREIVI R AT RGMNIES . R CA RGRESEHATN ., ALETERE. U
a] R GERT AT A5 N G2 AT PSR U517 CA il

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

RGN YWAMICEE EV CPS 1, FEHZEAR CANYEAREIE (CA/Browser
Forum) @it www.cabforum.org & ATIIFEFE 16.5 #B4r HERAH—5k.

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THENZEIE Computer Security Rating

GDCA HRUEVAHE AN A # I THIAE , 4 08 T SN 2 S U EOR, SEL#

SRR .
GDCA HINIER S, L [ [H 58 LR ) 22 A M o 2
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GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

6.6. A A RIFARFEH Life Cycle Technical Controls

6.6.1. ARG K#EH| System Development Controls

GDCA B8 At AF A i R A LA i 0
1. =T UEAI 2,
2. AR Aa] ST
[FIf, GDCA WA IF RIRIERNE, 275 1S015408 HbRAE, AT AHIR I FITT
KAz o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. ZAEFIEH| Security Management Controls

GDCA AIE R GG B2 B B, ks 180G [ 5 A0 £ B0 T A SBT3
BEATHBRAE

GDCA AUE 2 Gt HIAE F B P M R I35 T, T A 1) R Gu i 205 7™ A iR B0 i
A BAT R AFUEH, AT FS SO T 2 e AR I HHT AR IR S DR IR AE 3% .
GDCA & X I\ IE R GEEAT & HIAAS & 1 e 2 APt o

GDCA R —Ff 2 3% (8 BAA ok I HI A R SRR &, DAB IR BB 4

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
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unauthorized modification.

RO HERI BRI, AT ZatE i d, FRIRBIREREHAR, 25
FAAE LRI A5 o 003 5025 PSR AN 22 2B b 0 SE AN A% 1) 22 A LR, 3BT e
AL . 22N

GDCA LRSI A R PRE B TH R LUR SR IH B & AEREAT AL BRI, 1 55 AU
IWHR A R 2 4 (15 B AFAE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. Ay HIRZE#EH] Life Cycle Security Controls

GDCA NIE AR SR A et B ] RFEME RO T ), b 4 7R, fEfF2E
i Ji S 22k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKZ4EFEH] Network Security Controls

GDCA AL ZR Gk FH 2 4B K s AN R 28 B 22 P R AT DR, I HLS i 52 3 1
i HIEOR

N T RN 24, GDCA WIE ARG ZHAE T AR, 24 it P
EARG, JFH R K NRARI . e PR R E RS, BUR
F]BEF FRAIROR B T R 48 10 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. M EER Time-Stamping

WIERGN &P R G HE BAE 0 BHSLZATAH R N AR R o X e (i AR IR AN TR
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ORI T3 0 807 I TR AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. B B R HESIRAELIE SRS X

Certificate, CRL, and OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iFBiEE ITU-T X.509v3 (1997): {5 R AR ARG LE-H3%: AIFHESE
(1997 £ 6 A) krifE Al RFC 5280: Internet X.509 /A%AREAL & HiFE B CRL 4544 (2008
F£5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

EV iEF 2 /005 B A X509 v 3, HHE (B E R BR il an R PR .

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

R-EV UEF S NS AS

ik 1 B AR BR A1

fRAS 59 X. 509 HEF A% A, H 9 V3

3515 UEF (M — BRI

LA ST BRAETS I BT FI 2 42 HvE (L CP 35 7. 1.3 749D

KA DN ey SV

HRukieHE | BT EBRE AR A UTC) , AL EEEFEE, #% RFC 5280 ERYmAY

AR EE | BT Ebrd@ R (UTC) , ML HTIRE] R, 1% RFC 5280 K ZwAY .
A ROR M B4 CP 3 6. 3. 2 TR BRI

e DN UEFS 35 3 B AR 1 B 44
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AR MR RFC 5280 Fifih, 1] CP 27 7. 1. 3 FHRERIFIE, P L

CP %5 6. 1.5 5 EMER

Table - Basic domain of Certificate structure

domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
Serial number Unique identifier of certificate
Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid

period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. KR4S Version Number(s)

GDCA i] ' EV IEH S X509 V3 iEPER, WAME BAEREIEP A E B A2
W

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. EBEF B Certificate Extensions

GDCA 25K 1 EV iIE+, HAE- Y FE I IETF RFC 5280 A5k, 474 Guidelines
For The Issuance And Management Of Extended Validation Certificates F{JZE 3K .

UEF S e B B id s A2 EV CPS Ht, Jf HEZEAM CA/MI i a5 183n (CA/Browser
Forum) i#id www.cabforum.org & Af IFEFE 9.3 #7 FIESRAH—2L.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with

guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.
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7.1.3. HBEXZFRRAF Algorithm Object Identifiers

GDCA Z R WEH, B HE R IR IR TN sha256RSA Fil sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA /i FH IR B0 S FRIRE, 4 1SO MR ARREF (OID) & FEHIyE . 414n.

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID)
management standards. For example:

1. %a5k:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }

2. THESE:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. AR BRI

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. XIFREEE
A% CP iU Y [ 58 A8 RS T 1A AT B0 B R
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)
pkcs-1 (1) 5 }
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
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3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. Z#IEA Name Forms

GDCA %5 & IR 4 R U A% R Y 5845 & X.501 Distinguished Name(DN) )%
5ill 4 2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5.  Z®PR#| Name Constraints

W4 —EEAE L, NAAEH WA AIE S W] AR A IE$5 £
AN N BAAECE R S, 1T P IE B ARV NE A A

Naming of subscriber must be meaningful, and usually contains the semantics which could be
understood, and could confirm the identity of individuals, organizations or facilities in the certificate
subjects. Subscriber’s certificates are not allowed to use anonymous or pseudonyms.

7.1.6. IEFRIEXTRFFIRAF Certificate Policy Object Identifier

GDCA 25K EV UEF5 AL UEF5 SR BE IR0 RARIRFT

UE P RIS AR R AT N 2 B R0 Sk E EV CPS b, JF HELA CA/M I 88 1%
(CA/Browser Forum) @it www.cabforum.org RAGIFERS 9.3 #7 HESKRAH—
o

EV certificate issued by GDCA shall contain certificate policy object identifier.

ok

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.7.  SEEEPRHIY BRI A Usage of Policy Constraints Extension

TERE -

No stipulation.
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7.1.8. SRERR BAFHIEVEMIE X Policy Qualifiers Syntax and Semantics

THE -
No stipulation.

7.19.  REERRIRY BITAEE X

Processing Semantics for the Critical Certificate Policies Extension

5 X509 Fi1 PKIX #HsE—F.

It is in accordance with X509 and PKIX regulations.

7.2. IEPFmAFR CRL Profile

GDCA A% % CRL, fLH & #{dH .
WA CP 2K CRL 54 RFC3280 trtfE. CRL ZE/DAL&tn FEFrRIA
TR PN 25

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

12k 1B B E 1 R A

FRAS V2

UK & R CRLHJSAR, MUK B o

A= 2 H CRL %5k H I

IR/EE CRL FIRZERMEIA . AT UE R 24 /N EE T
A RS 2K CRL I Y B 2544 B0

WAL BB BRI | B 160 AR IE T A G T B2 B B A B
¥

REELIES FIH AT, B AR P 2105 A0 A H IR
Domain Value or value limitation

Version V2
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Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA’s public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.  BRA Version Number(s)

GDCA HHi% Kk X.509 V2 it A ] CRL, MHIRASAEMAE CRL A ks A2 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL Ml CRL 4% H¥F I CRL and CRL Entry Extensions

TEAE -

No provisions.

7.3. OCSP ##i OCSP Profile

GDCA N F$21t OCSP (FELIE IR S EWIRSS ), OCSP £~ CRL A Rk 78,
JIAEUE S P S BRI AR R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1.  hRAE Version Number(s)

RFC6960 & X ] OCSP V1 A,

The field conforms to OCSP V1 defined in RFC6960.
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7.3.2. OCSP F B OCSP Extensions

TERE o

No provisions.
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8. INIENL# # i+ A H A ¥R f5 Compliance Audit and Other

Assessments

81 TEAM B M E ME H Frequency and Circumstances of

Assessment

GDCA N AEAF % P B4 il L REES ST ST — ke T
AR g SERR R ARG LR T 5 FUE bR . SR —20 TR o &g RRIUTS): HFE
WESBEAT — B H T AE E VR, IR s 2 /> 3% R EV SSL kS5 ARk
N EV ARG ZAE BT AL, CARIEUE AR SS I T Stk 22 A 45 1k

TR AR N 2 B IC R AE EV CPS i, JF HEEAM CA/NIY #5183x (CA/Browser
Forum) @i www.cabforum.org & AGIFEEG 17 F53 (B RAH — 2

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. ML B/%#% 1dentity/Qualifications of Assessor

GDCA N EH T, B GDCA 4 IEZE i 2> S Dt 288 0 1 T o THPPAd N AL
B B A /N AT BT T A

GDCA P& MBI, RLZ A LT A B -

1 WBAUREVFAT. AP TP AL, T RAFr %
T ENUE Bk R, BEMS TR, PKI HAR bRt E
R RGUS AT HERE M Bl AR R TR
HLA ST T (RS A

> wDn
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Cross department audit assessment group organized by GDCA Security Policy Committee

performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:

1.

2.

8.3.

8.4.

=

Must be an authority which has been licensed and has a good reputation;

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

VA SO E Z IR

Assessor’s Relationship to Assessed Entity

1. GDCA #it R 5ANMMRGE MR WSS E B LS AE 5 TAE B A2 AS
REH

2. AMEVHALE (BB L I 55 B LR AR L) AT GDCA 2
[ARMSLII R FR, BOAAEMTRNE S W5k, B0 H BRI E R R 2 R
M PEAG 2 U, PRGBS, A IE. FAIZS X, GDCA AT IEA .

Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

PRAL BT 2 Topics Covered by Assessment

GDCA A HBH T A A6 :

1 AN AR 7870 (1 S

a8 TARRURE AN B A2 1545 21 ™ M 5

FET AL CP Ml SSREAN 2 4 BRIT R NE ML 555
BRI &, xR, AN,
R HA AT REAFAE IR 2 2 KU

7 IS 45 BT % 8 WebTrust For CA BEVE ) ESK, X GDCA AT AL & 11 o
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GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XtHBEARREFRBBIITE) Actions Taken as a Result of

Deficiency

XTT GDCA PR vH45 R el @,  HH o Th vPAd /N A7 57 B G ] R ) 5 AT HR
REFR I TREAT V55 SOt AN 8 3 MR Ol . S ROt B 45 R ek e, - HREE BRI ] 00 20 7] B 1
PEAS /N S0 55 St TAE S 24ty

X F GDCA HABLEMAI 45 Rtz I EAEEATIE R A CP J GDCA il
JE AR 55 FIFE AT, GDCA ¥ T LAl IE, FEA T4 H AL AME (EX ATy, R
RHE GDCA HIZRHEAT NS M S5 AT IG5 M B E LA, GDCA R 1k
XTAZATUAS ) L AR 55 AR AL

B =7 M S TR S S . GDCA 2 HEH TR BT 8 ek, FF2 R
AL .

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

84



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -L[E:Fgﬁ“im% (Vl- 4) F[&

8.6. VL4 RIIMEESE KA Communications of Results

GDCA [ P93 B T 45 S 7 1) A LA 25 BR B 5 1T LA B B V1 B R LA 347 1E X
Wk, XIAIREIE AT P 2 R R, GDCA A (Al 1] il ik o

5= TS A e R, T RIS R, i@k www.gdca.com.cn
BEAT AR o ATAR 55 =77 T PPy SR 8 0 £k 45 SR B AU ME 5., 500 200 2 B i 1)
GDCA K@ B IF 753, IHES GDCA HIRIE, V4 7 A MUE Ik 4h; GDCA £
B EIX 7 T AL

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HAhyREfL Other Assessments

TEAE -

No provisions.
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9. TRERFAEM AR 43K Other Business and Legal Matters

9.1. %%FH Fees

GDCA FTARIF AR {401 TN AR 55 A HUM IO 45T PSRBT, Bl ot bt iR
AT UCR IS, GDCA AR 1 SF BRI, Kt

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

90.1.1. UFHFHWMEH A Certificate Issuance or Renewal Fees

GDCA XHEFHr A 2 A, AAifE GDCA (13 www.gdca.com.cn |, i
M.

WS GDCA = I RN A& FI GDCA AT M A —E0, DA it
% i
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for
user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. FHE A Certificate Access Fees

XFFUERAE#, HAT GDCA ANEIUEM S BRIEH PRI R sk R, 2
GDCA A4 2 A, GDCA H45 F 7 B i wie S 12 SCHL I 2 FH

0 SRAIE 5 2 ) U B B A AR T A4k, GDCA K2 J I8 kA3 www.gdca.com.cn
BT AT,

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.13. MEMRTEEENREM

Revocation or Status Information Access Fees

T MEHAVRAE B &), HAT GDCA AUHUET SR H . BRIEF P32 H Rk &
3R, TE GDCA ZAT&sMAFEH, GDCA ¥ 5 H F b iU iZ I it 2 F

an R A FDIR A5 15 B A I 2 BUR A AT A 16, GDCA K 2 B I 18 9 i
www.gdca.com.cn _EF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HihR%%HH

Fees for Other Services

1. WA GDCA ZEAUR ) CP B HARAHGHIME L SRS, GDCA & EK
R A 7= A S 2 R A B T A 9

2. GDCA ¥ fl 7 R BEE B A/ T K AH ORIk DS, GDCA FE 51T )7 sl Hofth S
PRZE B PP BTN A o

3. HAth GDCA HZEE#H TR HEMIR S 2R H, GDCA ¥gox Kk A, fEH P
i

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.15. BEKERE

Refund Policy

GDCA ST B 2 T, B 7 3E - R R0 5 387 3% R O o2 74 ey mT LLB B 4,
GDCA AN B H AR 3R .
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FESEE P EAZS AR fE g, GDCA 857 P M HR AR FE 7 A HE . 2R
GDCA 15 A& CP Pl Mot EE e BN 55, 1T/ A LLER GDCA fdHiEfiIf
IB3K. 7E GDCA M T HIET 5, GDCA ¥ 3L BIHEAT 7 o F i 1A 15 B S A i 2
IR TRES N R AR

BEIR R A A R BT 43 B H B R £2

FERGRFE, T WRIREAE FZIEY, GDCA R 7L HikE 5T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. MEHT

Financial Responsibility

9.2.1. REEYERE Insurance Coverage

DRESVE B 2 226X CP 27 9.9 19 R T HLE M £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABAT= other Assets

TERE -

No stipulation.

9.2.3. XTHRASEFLRREHE ARG F

Insurance or Warranty Coverage for End-Entities

UEFT 7 — B %% GDCA HIIEH:, B I8 s sIE P k55 9232, 840t
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BWEZIT T CLE% T4 CP X TR AHH LR IR E LI .

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W%z BRE Confidentiality of Business Information

9.3.1. {R%/5 B L Scope of Confidential Information

£ GDCA At A T UER S, LU E B RERE R

1. GDCA I " I 2544 Mo 5

2. WIHCFESE: AHE, REFHE ARMBHENEL, XL%E S GDCA
MARERE R, RAReH I A SEH A AR, BRIFERER, AFHE

N E AN R A
3. HAthes GDCA F RA fRAFIIA NFI A FE B NAN RS, FRIEEREER, AnfA
i

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:
1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

932. AEFTREMEE

Information Not Within the Scope of Confidential Information

tH GDCA KATHIUEF . kA H:

HEF AT P15 R

UEF A AR

UEFS NS (CP). HFIAENSS RN (CPS).

> w0 dpoE

1. Certificate issued by GDCA and its public key.

89



[] ﬁEIITftTHininﬁHEL._I
= GDCA EV iE-PoeHg (V1.4) hR

2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.33. R HRERFEENTE

Responsibility to Protect Confidential Information

GDCA. JEMAHL. T/ B SR SRS 57555, #AH L5 HEA CP 1
FUE, ASHAH N ORI IR (S BRI DT, U8 A RN BOR T BOME BERE P x) k4T
Ry

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

MREE B MPTE & TN, 2R GDCA AJFok#li & fhArina i & 2
I, GDCA N HEEK: [FINf, GDCA R RIZ IR B 1 I A %X A B i k4T
PR, DRRH A S ATF sl PR R . S A 5 R % A5 RAT 08 AT
(Al JLAt 7 RIS 132 30 %%, GDCA AN HHAT ] 5 M G ) a8 bl - 2 TR AR 3545 JEL BTt B 1Y)
k. RE A5 B AT # AR 5 AR S K 8 b T A TF R 2 (S B BRI FTE £ 51T

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder's documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

2 GDCA TEARAEAE M VAR DA HAB AR R T il SV ERE P R T,
WRAEA CP il IR % (5 B, GDCA MAZ VL VM LA Ry e 1 v i 2R
[ HGETR T A A AR R % (E B, GDCA ToAURAFAT S 4F . IX PR HEA A NS T
TR B RN L5
When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to

requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
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confidential requirement and obligations.

9.4. MABRFREE Privacy of Personal Information

9.4.1. [BFAREETIRI Privacy Plan

GDCA R il 5 Fa A R THRIXS AT 7 A N5 B R

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. fEANRERAEREE Information Treated as Private

(]S N GEEN T ERSROR AR
1L WU ARGE SIS e 5. AN AR
2. ITHIHR AR HLE
3. ATTHIHbYL:
4. TP HHRATIKS .
Information treated as private includes:
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. AHIANBEREMEE Information Not Deemed Private

WP RAREPANAERERNEE, UOZEPRPRESSE, o LA, AR
AfE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. RIPFaFLKIFE Responsibility to Protect Private Information

GDCA. FEMHUA ZHRE SR A CP 2 9.4.2 TP HILE 13T F B FA 5 B 54T
555

GDCA has the responsibility and obligation for proper custody and protection of the certificate
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applicant personal privacy described in section 9.4.2.

945 [FRARBAEENEFAMSHE

Notice and Consent to Use Private Information

GDCA 7 HANEMY 555 8 A F BT3RS AT PE R, RIS, &
AR ST P H B . R X EE R, TR EW KEIEA,, GDCA #8%A & 51T
PRI, MERAERT P EE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEARfE AR B VERE AR A BB B AR P I ER R, B (5 8
FiTh & P AU SO0 T AR 2 0 AR R AME B, B3 SR 55, JEEA
it 3 2T MR

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U R 75 ZER AT 7 B AAE B X005 249 5€ 1A LM B 1, AT
IR RV IESRATAT 7 [F) S AERAL, iy ELIZ A [R] A 35 L2 w4 10 3K CanfE L

(EE DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. REBRBUTBIERFKESHE

Disclosure Pursuant to Judicial or Administrative Process

HI AT  EERRBUAT BT 2, GDCA KT AL E BIR At K
PWIEHLIG ATBIATHLIGRZ RV 4

1. BUREBHEIIEUE IF BT 1l A e e 3

2. VEBE AL ARSI TR BRRAE PR 7 AL A 2 Sy AR O S L FR O

3. HAGEFREFR AR UK RS
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Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAbfEEHEEM Other Information Disclosure Circumstances

URSRAT T EER GDCA SR IAESATE 2 7 SCHR MR 55 W BERHARAF Iy, GDCA U 75 24T
VTP IR AR FE AR AN IR S5 A5 S SR 4 28 = F iR A A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFEAL Intellectual Property Rights

1. GDCA ZA AR XHIEF L& GDCA HEA I FTA T 1 A i AR P2 KL

2. GDCA XM FER RGN BA AR LR FI7 50 FHL

3. GDCA Wik E A M—Y)(E 838 GDCA 7=, K% GDCA Hl iy, A

SRR T AT A

4. GDCA KATHIUEAI CRL #v% GDCA Bt it 7=;

5. AN EE RS ARG GDCA W=

6. FHRERHFh GDCA B SR MBI 4 (LR fEFR DND LA ZIs iR
Y SLATIUE S, 79 GDCA ™.

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.

5. External operation management strategy and specification are GDCA property.
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6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. [Fid5FHLR Representations and Warranties

9.6.1. CA KR 5#H{R CA Representations and Warranties

GDCA XIE-1T 7 A Zi il H Gt R 4H LR

1. GDCA ZEREZ5T P IUEFFF G A% CP [T A SEm 2K s

2. TEZIIETES, AL CA MRMAMAIER P HEES CA iR EEA—
Vg

3. GDCA fRilF HAVHE B2 4 (A7 BRI, GDCA ZE L AT K WL #F &
I SEAH RBUR HIRIE ;

4. GDCA #3%A CP MHlE, M A IE+s;

5. GDCA M FUEHT A AN, AR5 _ERZmT P BOIE -+ 1A RO
AR

GDCA must make the following warranties to subscriber:

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP.

2. The information in certificate should not be inconsistent with the information received by CA
because of CA’s fault when issuing the certificates.

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall
establish and implement security mechanism pursuant to the terms of national relevant
policies.

4. GDCA shall revoke certificate timely in accordance with this CP.

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

GDCA X i T7 e Zi gl o T 4ELR
1 BRRZIAEMIT 5 R4S, U AT P {5 AR 2w s
2. GDCA 5E4 @A CP [ CPS KM & KA1
3. 1F GDCA {5 B RATMIER S A R4 TITF, JEHIT P B4 A Cp
I E R T %IET
GDCA must make the following warranties to relying party:
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1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCAIs in full compliance with the provisions of the CP and relevant CPS to issue certificate.

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA H CA MIfRIER TUEN B HIC % AE EV CPS 1, JIf H 2 AIEA CA/NI
W 2% 18 1% (CA/Browser Forum) i@ it www.cabforum.org K AGITERS 18 A 7.1 #B A E
KA
The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be

in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA HIBRiR5#HIR RA Representations and Warranties

1 3RBEEIET T RE AR S AT & A CP I A SERTE 2K ;

2. {t GDCA ‘ERGUEARIS , A2 RUONEE ML 1 2% 0% 110 3 B0 A5 45 8 SRS H
HEMEEAE

3. EMHUKIRHZA CP HIHLE, S ] GDCA $RACIEF HiE . M. HHrERss
HIi o

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP.

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP KRR SR Subscriber Representations and Warranties

W —B4%5% GDCA 2R HIETS, ML NI GDCA. ML S AR I F i LA
AR
1 FEIEREA BN AT 8 2 44
2. AT EHEUE TSN [ LG SR AL (S SR HSE . e R, RS K
FEAHRALER . Dy S5 B A DT
3. WMRAFEAIN, AT ARENMH A IERSUE. 1T A T AREA
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PR AT A SEfRiR 51, 381 GDCA B HARZBUE A AR5 LI

4. HAT PR PTE APV B AP AT IR IR, BT B SR
%, JFHAEMATZ AN, IEBREERGET GEREALH. B4, EHRIH
BIRAT VA B 5 [ AN 5

5. BRARZAT AR UEN UL A) T P R AE 1T SRAEAS N R IEN LR (R
ABLRD D FT AL 55

6. —QHRARUEAS, BERORIT T RIEBAESZAR CP A 2SR, IFRIB A
e/ IVA IR A AN/ N

7. GRS, BN KT DU IR ORREXT AL, A8 AT
BRIRGE, KIBCEB TR & R DT (LR e . HhEE . BBt iR &2 1%
BUEF 5

8. MHELAEMTRE GDCA AR A8, S8, THEEE, BHREART
SRR RVE ARIAE CSORAIE 5 A 55 FA 18 A A s 45

9. EPEAR CP FHUE MM BN G, FRHEEH Al AU s b &
IR H 5

10. RECZ 4. SRR ERDT L IEB APk . R A S s A

11 X+ BV AR RIS, T AR A A SRS SRR B
B

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
96



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -L[E:Fgﬁ“im% (Vl- 4) F[&

terms and conditions in the CP as well as corresponding subscriber agreements.

7. Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

8. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9. The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

10. The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

11. The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. KRBT HIMRR SR

Relying Party Representations and Warranties

WESFAS CP T BLE s

FEARRE AT, BV AE R 70 BRI R A A 5

FEARBUE AT, XHEH A ERE AT AL

FEMAGIEF5 AT, G Id A ) CRL B OCSP i IE 542 8k 4

— BT H R e R RS A B A A AR, MR I RO st 45
GDCA iR MR R AT AME,  IF HAH PR G B B 5 sidh N R4 2k

6. MHELLAEMTRE GDCA ARidrIF M A8, B, JHEE, BHREART
SR RV AR A CEORIAE 5 IR 55 (100 38 I AT R 5

o > W dpoE

1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration.
3. Verify certificate’s trust chain before trust the certificate.

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
97



[] LM TIZRIEIRDE
m ol Digital Cyber secority Aotheoitg Cou i GDCA EV -L[E:Fgﬁ“im% (Vl- 4) F[&

including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5. HihzE5HHIKFRSHR

Representations and Warranties of Other Participants

WSFA CP I HLUE »

Abide by all provisions of this CP.

9.7. IH{RH 3 Disclaimers of Warranties

KA CP9.6.1 H IR A LSS, GDCA AN HH HABAT AR & I ARAE A 55

L AUEIERIT S Wi HAhs 535 MR Pl 2

2. ASXFEL IR Bl A AT R Bl R

3. AKHIERTER HAE H K LA R AR AT A7 54T

4. XTEHTAFHS, Wb BRI H 5 IE I IR 55 Hh I H b B 2 B ok
ARAH T

5. iI)HifeA CP9.6.3 Zykial, EUikiERA CPI.6.4 Zkikift, 15LLGkR
GDCA Z 5t/

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. AFBRFFE Limitations of Liability

WEFIT P KK GDCA FEALMT T UE RS N F R FIEEZHi 2k, GDCA
HAIEA CP9.9.1 #lE [A FR AT
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The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. A% Indemnities

9.9.1. ANIEHMKIMERETAE Indemnification by GDCA

U1 GDCA i fx 1A CP % 9.6.1 IR, 1177, MRMUT 55 44 AT Hii GDCA 7K
HIFEETHE GEEBRLIE R TTbRIN), BFELL T EE:

1. GDCA MIEBHIARMZERKAGIT LA =77, F80T Bk 52401k
iOF

2. TRV RS BB RIS . JBSERUIENL T, GDCA 22K HIUEH H L T £ i M5
B, SBOT P SO E 2 R

3. 7E GDCA HIHIT F #2A(5 R BB RMEAE B Bt R A 1 0L, (BT AR )T 7 28 RAIE
o, FEURM T EZ R

4. 1T GDCA IJF R 3 CA FABHI it 5z ;

5. GDCA AKREMM MAHIET, S -2

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. TP RIEEETTAE Indemnification by Subscribers

FEANNIENL, 1T B & R R LK) GDCAL WIS 4012k, B4 AR FH I £ 53 4 -
Lo AT HEENHE R, BRIMOE . R S SR A L vk, S 2uE R GDCA
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e HAAUIE AR 55 HLA s 5 = 7 S 45

2. TP FEME S R BRI . 2k, BRI DR . kT
A1 GDCA I AOIE B ARSHLI, DA 2428 1Al A s P it e GDCA J
HARRURE RS LA . 5 = 7 A

3. ATPUERREBIAT A, HHRA CP R XRIENTE, s HE 1M T 964 CP
HE 0l 265

4. EFSAT P SUEA R TR T 0SSP TS R Bl GDCA HZIE

R BT AR A ], I B B LU AT T 5 SR AT A 5

WA AU, T GDCA H%IEA CP FUMTEHET T4 4R 0E, IS A%LS

VT P AR T A 45 S 7 45

IE P 013 S8 2 A AR 42 1468 PR E 5.9 KB 81 GDCA R

WA RABLR A R AP, SRR TR . BIEC. R

TEARRIRLSIE KBRS, o0 1 439 2% 31 GDCA FIFKHUY 5

IE TS B HE 7 1 FE 15

VTP 503 MR T 55 = 7 (SR

10, {EHLE R JE B AME FRIE 3, 0 S T T .

© N o O

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
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protection measures.

7. Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

8. The certificate has expired but is still in use.

9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities

9.9.3. KHT RIS RATE

Indemnification by Relying Parties

TR B, AT B B R RIS R GDCAL 1Tk, B4 & JH I8 42 5 AT -

1. WAJEIT GDCA ST IPMFIA CP v RILE (11 L 5%+

2. REKIEA CP MUEHHT & HLH L, F3 GDCA JHAZAUMIEF RS HIA B
B I E

3. TEANEGBMIEIY NKIE, Wiy e BAAE L R A S
TEEGIET C &80 7T Rel N ST UG T, (AT SR RIIE 15«

4. ARHTT A FHIE R E TR T S0 ;

5. MA@ A CRL 5 OCSP A iiE 152 54 4N .

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be
assumed responsibility to compensate:

1. Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. M52 1E Term and Termination

9.10.1. BRI Term

A CP AR H I IR AR, B[R CP R R%: A CP fE R —hitA CP
ARz HERAE GDCA # 1EHLTIAIEIR 50 R 2K

This CP will enter into force at 12 o’clock midnight of the effective date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2. #& 1k Termination

GDCA Z1E - FIAMIEARSS S, A CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

9.10.3. Z&IFIRE 54 Effect of Termination and Survival

A CP 281k, EREVAENVAEL 55 A28 1k, (HIAUENL 35 (2 1B AE A DAL
HURB SRR 2R 1k o VAR 55 28 1k 5 BER IS B AOHE I, R DA IE AR 55 4% 21 Al GIE
BUR,  PRAETT F A 2 o

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

9.11. MZEHEHNHESE LEBXE

Individual Notices and Communications with Participants

WAENUAAE L Z G OUS , WS AT eSS RIT P RIES T HUE S &
FAT P Al ST P AT Oy, B E A IR, BT EReE . fERsE Al
HEAT T RS

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using

certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have

occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. ¥&i] Amendments
9.12.1. fEITHEFF Procedure for Amendment

2t GDCA %4 Mg 2L, GDCA 1TBUE B AR E 2/ i & — KA CP, #ifk
FLRF & E ZORAE RN BT T 2R ST AR 1K) SSL JEAEZRIITE, FF& AR
TR S b e
A CP HEIT, Hi GDCA 17 BUE FLE S B 1T, 3/43 GDCA 24 ilgZE il &
LS, i GDCA TEUE B sr A ZUBIT, BT/ CP &1 GDCA %4 Tk ZE i
oAb 5 1E G AR AT

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

0.12.2. BAMLEIFIHRAFR Notification Mechanism and Period

&7 JE ) CP it vE f5 i S BN 7E GDCA H M 3l www.gdca.com.cn & A o X 75 2
R TR B SRS T OB AE D, GDCA K rE A B ] N 40 E = &7,
A BRI ] N PRAIE A 57 52 B S22/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3. WHBITHIE Circumstances Under Which CP Must be Changed

MR I RHEN, GDCA %A CP #HT1&4:
1. FHMEARBUERKE, &LUEmBLA CP A R,

103



Il semnmennmmas

= GDCA BV iE5ms (V1.4) iR

A3 FRANUENE 55 B AR AR TEEREAT SE 8T 5

W R GENT A BNV & A KT sl 42 s
PR BT R

WA CP i3 EE 2R

o w D

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. XHIFRKFEF Object Identifier Modification

AR CP ORAABITIS, AR N HIIEF SRR AR AT A B EAT A, DO AR
AR

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

9.13. 4Rk Dispute Resolution Provisions

2 GDCA. i PRI 22 8]t B A U, A 50 T AR B SCOE S P e ok, oy
R RAS T 10, AT IERLVE R R

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. HiEHAR Governing Law

GDCA 1) CP 32 E o CmiiAi i) (b B AR i 728445 (H T AR 55 & 2
INEDS CRTINIEAR S B B INE) AT

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
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and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fF&3& L Compliance with Applicable Law

WAENU I A LSS W80 R e AUT & (b ECRITATE B 72542305
(T VAEAR S E BN (CRFIAMIEAR ST S E B M) YL e iR N IRICAEE
R -

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —fk% 3k Miscellaneous Provisions
90.16.1. SEEEWMY Entire Agreement

CP. CPS. 1T/ Bl AT B S0 FAh 7e B BUR AR Bl PKI 22 N3 Z AT SE D i

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2. ikyE Assignment

MRYEA CP o R A IESEAA %77 FOBURIAN LS5, &7 2498 AT $ VAR AH S R
SEREAT AU LS5 1 ek o AT R AR IS AN IR 3 e Lk D7 0F 53— J7 IARART 55 9% % Bt
TR

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4r#IHE Severability

ANERAS CP AT A 2% BIRH: N FH A 88 1 24425 B i HLAt o AT LA S DS P ) 2 — 2%
ACHT T IR R TE R AN BT T, B AR CPHLAR AT 70 WAL 3K — Sf ki 4k 45
AT
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In case any clause or provision of this CP is held to be unenforceable or invalid by a court of law or
other arbitration agencies, the remainder of the CPS shall remain valid.

0.16.4. SR#EFAT Enforcement

THE -
Not applicable.
9.16.5. AEJHi /71 Force Majeure

fKHEA CP il 5 1) CPS MALIE AR FIAI 56K, ARSI B J5 Al 2t o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA 5t/ CP B4 & AR,

GDCA has final interpretation rights to this CP
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Appendix: GDCA EV CP Revision Records
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CP Revision
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4.2.4 Certificati
on Authorit .
AUEOrEy JEEE CAA TR IFEHLI .
Authorization
(CAA)
# # 7  Baseline

4.9.1.30F 5 1 4
ST i
Circumstances
for Revocation

Requirements 4.9.1.1 H
2% 1. 2. 3. 5. 7+
8. 9. 10. 11. 12. 13

F1 15,

1. 5z Baseline Requirements
4.9.1.1 1K 4. 6 Fl 14,
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4.9.2. 15 KAiE
TR I OSSN
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The subscriber
is forced to

Who Can W7~ N SR AL e A
Request A =7
Revocation
493111 J ik
K B ASIET The
subscriber 155 GDCA HRf5k 724 /N
actively W
A PR IR S 7
proposed to
revocation
application.
4.9.3.2. 1T J1 #
o 1 R B IR

P 58 =07 PRABUE TS 17 AR
U

W5 %% Key

revoke the
certificate
6.1. % B X ) A= P 7% GDCA T 4252 N1 P A AR

BB T CSR (IR
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Pair Generation
and Installation

6.2.7. L FH £ %%

Bt 55 P 1) A7 £k
10 Private Key P T AR AL 2 2 AR R AR B
Storage on A5 FH PRI R A S R A b oA
Cryptographic
Module
=
u QEJW$1?RW%%%X%O%PRW&%%X%O%Pwﬁi
Number(s) VLA &
9.6.3. i A
L | R A B U35 42 F5T 1 9
. MRk H4H R
Representations
and Warranties
BAT— 807, BTSN IR
13 HoAm T M— L6255y 5] AR VRV B )
TR
ontents ) .
SEQ Sections Revised v1.3 vl4 Remarks
Specify a remark on the
Section 112, unified title of the _nfa\me_ of
1 Certificate  Policy reIev_ant specifications
(CP) published by the CA/Browser
Forum for the issuance of
certificates.
5 Section 155. CP Clearly define the frequency of
Revision update for the CPS;
3 Section 3.2.4. Data Disclose the evaluation on the
Source Accuracy Data Source Accuracy
A iiﬁ;:s::lflcatlon Dis_clos.e the rules for CAA
Authorization (CAA) validation
1. Disclose clause No. 4, 6
Clause No. 1. 2. 3.5.7. 8. 9 and 14 of the Baseline
Section 4.9.1. 10. 11 12 1’3 a,md’ 1’5 (’)f 1the, Requirements section
5 Circumstances  for T ) 49.1.1.
. Baseline Requirements .
Revocation 2. Disclose reasons  for

section 4.9.1.1 disclosed.

revoking a subordinate
CA certificate.
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Section 4.9.2. Who

Disclose  relying  parties,
application software suppliers,

6 Can Request . .
. i and other third parties as those
Revocation .
who can request revocation.
Section 4.9.3.1.The
subscriber  activel .
ubsert Ve Disclose GDCA offers 24x7
7 proposed to e .
. certificate revocation requests
revocation .
L service.
application.
Section 4.9.3.2. The
. . Disclose the policy for third
subscriber is forced . . -
8 parties to submit certificate
to revoke the
- problems report.
certificate
Section 6.1. Ke i
. . y Disclose the rules for GDCA
9 Pair Generation and )
. to create key pairs and CSR
Installation .
for the subscribers.
Section 6.2.7. Private Disclose the hardware
10 Key Storage on cryptographic module used to
Cryptographic protect the private keys of the
Module code signing certificates.
1 Section 73.1.| OCSP V1 defined by |OCSP V1 defined by
Version Number(s) RFC2560. RFC6960.
Add an additional warranty
responsibility for the
Section 9.6.3. subscribers of code signing
12 Subscriber certificates, namely, they shall
Representations and promptly request for the
Warranties revocation of their certificates
by GDCA in case they identify
certificate problems.
Correct a few mistakes in
section numbers, adjust some
13 Other revisions » &

wording issues, and other parts
that may cause confusion.
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