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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1 A=]f#H4y Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 [1.2005 49/, GDCA fkikim it 1 [ 2 % i A B = A i Bl 5 A3 S = ML B (1 W v o
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 FTR, B T E R EE R AL e AR A, 2015 45, GDCA J@id T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
NF” ELZR KRB AR A 7, 2017 4 8 A 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority® (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#{Zi{” and stock
code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Bz ARSF 95 se. #AG AUF. RS AL UHEW, BT “EEBER T
b fsidr, BOT TN “— AT ER SR 7.

GDCA upholds the corporate values that are “Pragmatic, Progressive, Innovative, and Service
Oriented”, fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is
committed to becoming a “first-class online trust service provider”.

1.1.2 BTFINIENE SN (CPS) Certification Practice Statement (CPS)

A HTAUEME S RN (faTPR CPS) R4 (Hh A NRILHIE i 72544720« CFELTIAIE
MRS EBINED . (T VIEIRSS B E BINE) SR 2K, 14N E T GDCA
SR T IAEIR ST AN AR L TR R S5 s i AR 0 B & B FUIEIR S AR 2
HHTABERI DT, A CPS 1 GDCA il A JF A AT i JI i 7254417 7 . KA Al
HAbMRZ 5%, Uitk GDCA iRt i FIIEARSS 2 &k, Ll BUBIIEE =5
T UERSS . X T GDCA Frig it T IMER SR SUETEE, 4 CPS 47 7 H
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS Pk i) 251847 (GDCA E-i5ER%) (http://www.gdca.com.cn/cp/cp), [A]
mo G B R & AR B OB A UE KB (10 hRA D)
(http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). {EHITA CPS
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fId R, (GDCA E5%NS) 5 (BiEh TR EINERRE) FEA SN
BNAZ UL R ARER R T A B AR P (B T IR E 3R
W), SEH] T B PR S 58 EAANAME T8 (GDCA TEF NS ). UEHE 75 5 T Bk
B ANTIH R AR AL S SR R AR R RFREAT H 01 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.0)"
(http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). The following principle
shall prevail in case of any conflicts exist between the above two policies: the certificates applied to
mutual recognition of electronic signature certificates issued by Hong Kong and Guangdong
conform to " Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by
Hong Kong and Guangdong”, while other certificates conform to "GDCA Certificate Policy".
Whether a certificate is applied to the project of “Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong” can be determined by the object identifier of

certificate policy.

GDCA E7f CAIN %2214 3% (CA/Browser Forum, [EFRZLZY, NFREFR CA M1 48
BEEE, 2#E CA HEPrbrUERINLA, www.cabforum.org) & A5 K i BT AS [ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates (& #%

“Baseline Requirements” ). Guidelines for the Issuance and Management of Extended
Validation Certificates ( &% “EV Guidelines™) . Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates (& #% “EV Code Signing Guidelines”),
i CA 224 F1 5 2> (https://aka.ms/csbr ) 4E 3 [¥] The Minimum Requirements for the Issuance
and Management of Publicly-Trusted Code Signing Certificates ( & F% “Minimum
Requirements for Code Signing”) M Adobe Z4i/A 7] KA the Adobe Approved Trust
List (AATL) Technical Requirements (f&#K AATL HiRZELR) HEAT S R AN BLA HL0T{E
fEH) SSLITLS IEHAAMSREZIEY, EMEFEHLERIEI, FERRREARYE H A AT IR
ABEATIEIT CPS, WRA CPS 5 CA/MNIE&iIn (CA/Browser Forum) K Afi FIAH s i
G Sk A A —EH WL CAV a8 10 4 1 R AT R E k.

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), the Guidelines for the Issuance and Management of Extended
Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”)
published by CA/Browser Forum (an international organization, also known as international CA
browser alliance, to establish international standards of CA, www.cabforum.org), the Minimum

Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates
(“Minimum Requirements for Code Signing”) maintained by the CA Security Council

3
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(https://aka.ms/csbr), and the Adobe Approved Trust List Technical Requirements of the Adobe
Systems Inc (hereinafter referred to as “AATL Technical Requirements”) to issue and manage the
publicly-trusted SSL/TLS digital certificates and publicly-trusted code signing certificates. GDCA
regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

1.1.3 GDCA iFHEREEH GDCA Certificate Hierarchical Architecture

GDCA HHIf 7 AMRIEF, 40518 ROOTCA iE+ (RSA). GDCAROOT CA iE45.
ROOTCA iF5 (SM2). GDCA ROOT CA1 iE45. GDCA TrustAUTH R5 ROOT iE45.
AR RS HR CA AEFS . GDCA TrustAUTH E5 ROOT iE+. 5N CA itk CA,
AR FETS . GDCA AR AMNE 9 CAET.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Hrzm X R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- l(l[i(l\Lflueqn\;‘lel(E:ill\ GDCA TrustAUTH R2 CA
(RSA1024-bit) - (RSA2048-bit)
| [
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 152 [ 2 % 54 3R FIAR UE S, B EE N RSA, IREAKEN
2048-bit, FEFAFH CAET, HA: (1) GDCA Guangdong Certificate Authority i
B, HKEEA 1024-bit, 2R HHKEA RSA 1024-bit 1A AZKIEFS . HUZSIEF
WA RAE A HANEUEF; (2) GDCA TrustAUTH R2 CAES, 41K &l 2048-bit,
SR K E N RSA 2048-bit A1 RSA 1024-bit fIAN NISIEF . HURZEEF . BE&ZKIET
FNHADEUESS

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
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certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA
1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE14 T 2025 4F 8 A 23 HEIHA.
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority i 5T 2015 4F 7 H 19 HF|#, 20154 1 H
1 Hig, GDCA AFHEH]Z CAIERE AT J1iE+5. GDCATrustAUTH R2 CA -k T
2018 4F 12 /3 15 HEH, 2017 4F 12 J7 15 Hid, GDCA ¥ AFEH1% CA IEFHERIT
JHIEFS
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF P M 247K iF 4 1024-bit, K% GDCA Guangdong Certificate
Authority iEH, #HKE N 1024-bit, 25K HHKE N RSA 1024-bit I NZKIEFS . #l
FIZUEH . WA RUE BRI AN ZRIE S
The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong

Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE+40K T 2024 45 12 A 11 HFIMA.

GDCA ROOT CA certificate will expire on December 11, 2024.
GDCA Guangdong Certificate Authority iE 54 T 2024 4 1 H 12 H2|#{, 2016 4 1
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H1HE, NEERZ CAIERERIT RS,

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

| | I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iE45 (SM2) & [ ZE A% B R IHGIE S, S 5E Y SM2, HREHIK
J°~ 256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE15,
KN 256-bit, 2R KH E% L SM2 I NZRIE . HURZRIE . W &IRIED
AHABSEUES

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA 1] SM2 iE+H#JH1 ROOTCA (SM2) R Guangdong Certificate Authority
(GDCATrustAUTH E1 CA) &k .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iE+5 (SM2) #5F 2042 % 7 A 7 HEIH].
ROOTCA (SM2) will expire on July 7, 2042.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE5K7E 2034 4 6 H
21 H2IH), 2030 4F 1 A 1 Hilg, KAFEHZ CA LR &I kS,

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOT CAl
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GDCA ROOT CAl

GDCA Public CA1 ‘ GDCA Public CA2
individual organization equipment individual organization equi it

: h i quipmen’ .
certificates certificates certificates other certificates certificates certificates certificates other certificates

GDCA ROOT CAL iF PR EHK N 4096-bit, F ik 2 Mg CA RS, Hr:
(1) GDCA Public CAL, %K% A 2048-bits, %5k % 8K N RSA 2048-bit (I~ A

FAEH . PUSRIE ., WAKIEBAHAMZEIES; (2) GDCAPublic CA2, #HKEEA
2048-bits, %K% HK A RSA 2048-bit [N ANFKIUEF . HURZRIUEFS . B SRUEF5AIH
(e SN

GDCA ROOT CAL iE-H544 7 2040 4 12 J 31 H FH].

GDCA Public CAL iEH5:K5#E 2030 4F 12 H 31 HEMW], 2027 41 H 1 HiE, KA
1% CAEBRE KT FIEFS

GDCA Public CA2 iE+5K7E 2030 4F 12 ] 31 HEIMH, 2027 41 H 1 Hilg, KAH
1% CA TEBZ R AT FHIEF.

The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048 bits, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048 bits, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

L7 v v v L7 v v
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE 5 MR % £7 K O 4096-bit, ¢ 8 2k CA RS,
Hrh: (1) GDCA TrustAUTH R4 EV SSL CA, 4HK N 2048-bit, 2%k & 4AKE N
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RSA 2048-bit ] EV SSL 45 #%25E45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
TRy 2048-bit, %R HPIK S RSA 2048-bit 1) EV ARG 44 2KE 15 (3) GDCA
TrustAUTH R4 OV SSL CA IS, By 2048-bit, 25K 1K RSA 2048-bit
ff] OV SSL M55 #% J41E+5; (4) GDCATrustAUTH R4 IV SSL CA, 4Ky 2048-hit,
BRI Z 0 RSA 2048-bit (1 1V SSL IR 55 #32KiE45; (5) GDCA TrustAUTH R4 DV
SSL CA., #HK N 2048-bit, 2575 % H1 K09 RSA 2048-bit ) DV SSL ik 55 43 3RIE5;

(6) GDCA TrustAUTH R4 CodeSigning CA ilF 5, Z4HK N 2048-bit, 25Kk HHHKE
N RSA 2048-bit RG24 IETS; (7) GDCA TrustAUTH R4 Generic CA iiE13, 4]
KA 2048-bit, %R HHAKIE N RSA 2048-bit [HIHLIE . N AZKIET: (8) GDCA
TrustAUTH R4 Primer CA, 4K 2048-bit, %k B K )y RSA 2048-bit 14> A
1 KiES,

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |

Individual Certificate.

GDCA TrustAUTH R5 ROOT ilE 4347 2040 4F 12 H 31 HF[#.

GDCA TrustAUTH R4 EV SSL CA iE-F47E 2030 4 12 H 31 HFH, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA IE157E 2030 4 12 A 31 HEI#, 2027
F1H1HE, BAFMHZ CAUERERIT FUEt.

GDCA TrustAUTH R4 OV SSL CA IE 54 7E 2030 4 12 7 31 HFH], 2027 41 H
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1 HES, AR Z CATERZ KT FIE.

GDCA TrustAUTH R4 IV SSL CA HlE-FiKi£E 2030 4 12 [ 31 HEI#], 2027 41 1
Hitg, FAFMAZ CAUERZERIT FiEt.

GDCA TrustAUTH R4 DV SSL CA iE45K57E 2030 4 12 A 31 HEI#], 2027 £ 1 A
1 Hi, BAREHZ CAIERERIT k.

GDCA TrustAUTH R4 CodeSigning CA iiE ¥4 7£ 2030 4 12 H 31 H#I#, 2027 4F 1
H1HE, BARMEHZ CAIEBRKIT IR,

GDCA TrustAUTH R4 Generic CA iE+# £ 2030 £ 12 /7 31 H 2, 2027 % 1 7 1
Hig, BAFAMAZ CAUERZERIT FHEt.

GDCA TrustAUTH R4 Primer CA iE+Ki 7 2030 4 12 J] 31 H#H, 2027 £ 1 /] 1
Hig, FAFAMHZ CAUERZERIT FHEt.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

6) Z«hf K R5 1R CA
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2z H{CRS
HRCAIEF
! ] ] , l ] l
#UmtH A R4 EV HULRHR R4 OV it R4 1V $UA X R4 DV KUk AR @R Bt fiR4
iR %5 #HET CA JIR % BHEF CA IR %5 #8E+ CA R 5 #HE+ CA ARG FZIEF CA FEBHT FHES CA AT FAEF CA
Y. N Y . A
EV SSL Server OV SSL Server 1V SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

R R5 MR CA IEB MR B H K FE  4096-bit, R % 7 Mg CA RS, FHorb:
(D #Hziff{ R4 EV IRFFIET CA, BHKEN 2048-bit, K% HKAEN RSA
2048-bit ] EV SSL IRk %5 a5 2K1E15; (2) FeiR R4 OV REEHIET CA, BHHKE N
2048-bit, 2K HK AN RSA 2048-bit ff) OV SSL k%5 8 2KET: (3) Hhf X R4 IV
MRS EIETS CA, By 2048-bit, 2K B HIHKE Ny RSA 2048-bit [#) IV SSL il 55 2=
FiEF; (4 HzmA R4 DV IREGFHES CA, HHKEN 2048-bit, 2K %KL
N RSA 2048-bit [¥] DV SSL k& #2K1E s (5) ek R4 RIGZE4IET CA, %8
K S A 2048-bit, 25K FHK A RSA 2048-bit (US4 KR4 (6) Frzehft R4 ¥
WIT RS CA, BN 2048-bit, 2K EFHKE ) RSA 2048-bit (LKA A
WEs (7)) BgerR R4 EAET FHER CA, HHKE RN 2048-bit, BRFHKERN
RSA2048-bit I A 1 Kk,

The length of #ZH{L R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% i1t R4 EV AR5 #71ET5 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) X R4 OV R4 #F1EF5 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH{L R4 IV
AR5 23ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
Bz iR R4 DV R4S #4EF CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) # 72 {¢ R4 {UIB25 4 E+5 CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) %X R4 Hi@EIT 7 iEF CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #Z i1\ R4 At
1T FET CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

HrziHAX RS MR CAE44 T 2040 4 12 H 31 H 2.

ez A R4 EV IRFHIET CAUETHAE 2030 45 12 H 31 HEIHH, 2027 £ 1 H 1
Hit, A% CAERBZ& R FHE.

H U RAOV IS5 aEH CAETRAE 2030 4F 12 JJ 31 H 2], 2027 4 1 7 1
FE, A% CA IEBZ& LT PE.

Hez iR R4 IV RS #EF CAEHAE 2030 4F 12 H 31 HEH], 2027 41 H 1
Hitd, A% CAERBZ& R .
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Bz A RADV RS AsiET CAEKAE 2030 - 12 A 31 HEIH, 2027 1 H 1

Hig, AR Z CAIERZERIT FE.

Bzt R4 IS4 EH CA IFF47E 2030 4F 12 F 31 H I,

Hid, ¥ARMAZ CAIERZERIT PR,

e R4 5@ FEH CA WEB7E 2030 4F 12 H 31 H #IH#,

Hig, AR Z CAIERZERIT FE.

e R4 JFRETT FUEH CA EB/E 2030 4 12 /5 31 H #|H,

Hig, AR Z CAIERZERIT FE.

Bz R5 MR CA certificate will expire on December 31, 2040.

B R4 EV R4S %3iEH CA certificate will expire on December 31, 2030

2027, GDCA will no longer use it to issue subscriber certificates.

20271 H 1

20271 H 1

20271 H 1

. From January 1,

B R4 OV IR452HIE+ CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 IV RS #3E+H CA certificate will expire on December 31, 2030.

2027, GDCA will no longer use it to issue subscriber certificates.

From January 1,

Bz R4 DV R&-23IEF CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 A2 44 4E 5 CA certificate will expire on December 31, 2030.

2027, GDCA will no longer use it to issue subscriber certificates.

it A R4 1T FEFS CA certificate will expire on December 31, 2030.

2027, GDCA will no longer use it to issue subscriber certificates.

ez R4 JERET 1 IEFS CA certificate will expire on December 31, 2030.

2027, GDCA will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES
ROOT

From January 1,

From January 1,

From January 1,

GDCA TrustAUTH E4 EV SSL. CA GDCA TrustAUTH E4 OV SSL CA GDCA TrustAUTH E4 IVSSLCA | | GDCA TrustAUTH E4 DV SSL CA GD&Z:;’;:‘:T::‘ GDCATrUstAUTH EA Generlc | | G ca TrustAUTH E4 Primer CA
A 4 A A 4 A 4 Y Y
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT ik (& i 55 ECC, MK Ay 384-bit, Tk
7 AN CAES, M. (1) GDCATrustAUTH E4 EV SSL CA , 8K & 256-bit,
2R AR E N ECC 256-bit (1) EV SSL iRk %5 #5835k +5; (2)GDCA TrustAUTH E4 OV SSL
CA, ZHK N 256-bit, 25K %K E N ECC 256-bit [f) OV SSL AR%5 #8J50E1i; (D
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GDCATrustAUTH E4 IV SSL CA, HHIKE N 256-bit, 25K % 8K &y ECC 256-bit
IV SSL AR 45 #835IE5; (4) GDCATrustAUTH E4 DV SSL CA, 4K A 256-bit, 25
REHKE Ny ECC 256-bit 1) DV SSL k% #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, KN 256-bit, 25K ZHHKE y ECC 256-bit (1) ALEAE 44 2K1IE45:

(6) GDCA TrustAUTH E4 Generic CA iE+:, % HHK T 256-bit, 25K % HKE N ECC
256-bit MK > AJSEF; (7) GDCA TrustAUTH E4 Primer CA, 4K iy 256-bit,
SR K N ECC 256-bit (9N A 1 28iEH.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iiE-5#4 - 2040 4 12 H 31 H ZIiH.

GDCA TrustAUTH E4 EV SSL CA iEF5# £ 2030 £ 12 JJ 31 H I, 2027 £ 1 7 1
Hitd, A% CAERB& R FHE.

GDCA TrustAUTH E4 OV SSL CA i34 1£ 2030 £F 12 /] 31 H 1, 2027 £ 1 7 1
Hi, BT % CAERZRIT HES,

GDCA TrustAUTH E4 IV SSL CA -5 7E 2030 4 12 7 31 HF|H], 2027 41 H 1
Hi, KT % CAE-RZRIT HES.

GDCA TrustAUTH E4 DV SSL CA 454 1£ 2030 ££ 12 /] 31 H 1, 2027 £ 1 7 1
Hitd, A% CAIERB& R FHER.

GDCA TrustAUTH E4 CodeSigning CA ik 544 7E 2030 4F 12 H 31 H 21, 2027 4+ 1
A 1HE, BAFEMEHZ CAIERZERITFIES.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 H#Ii, 2027 41 H 1
H, EAFEAE % CA LR RIT HES,

GDCA TrustAUTH E4 Primer CA 1E-5#47E 2030 4F 12 H 31 HH|#, 2027 FF1 H 1
Hit, A% CAERBZ& R HE.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
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GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T Hi GDCA TrustAUTH R5 ROOT iE+:. #r#iffX R5 #l CA 1L+, GDCA
TrustAUTH E5 ROOT K2 CA Fra& kil 1 iE+: GDCA #fE CA/B ilz
Chttps://www.cabforum.org.) &AM [ 5B A [#) Baseline Requirements. EV Guidelines.
EV Code Signing Guidelines, i CA 4x¥ 52> (https://aka.ms/csbr ) ZE4 1] Minimum
Requirements for Code Signing & AATL $ A B R #4725 & A FE 8 S al {5 4E 1 SSLITLS
UEF AL 2 A UE S, s WA R RGO, HR 3 SRR F R AT A BEAT 87T CPS,
WA CPS 5 CA/MIYE 231835 (CA/Browser Forum) & A FIAH I bR RIE A (0 2630 A

— Sy, L CA/ BE 2R 8 b 1E 2R A R S

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, %z {t R5 ## CA iEfi and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the EV Code Signing
Guidelines of the CA/B Forum, the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates (“Minimum Requirements for Code Signing”)
maintained by the CA Security Council (https://aka.ms/csbr), and the AATL Technical
Requirements for the issuance and management of the publicly-trusted SSL/TLS digital certificates
and code signing certificates. GDCA regularly checks the updates on CA/Browser Forum’s website
and continually revise its CPS according to these updates. The specifications of the CA/Browser

Forum shall prevail in case of any discrepancies between the provisions of this CPS and the
standard specifications published by the CA/Browser Forum.

1.2. XL FKREFRIH Document Name and Identification

ASSCRHRAE (g AR B A R 2 =] AR 55 MU V4.9 i) (faFK GDCA
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CPS V4.9, A& CPS), CPS J“Certification Practice Statement” 455 . TEA RS H, CPS

SR A oh O SCRSCRE AR AIE T 44 Bk A RARRA CPS HIMEIT(E BiE S5 I ¢ 3.
A CPS DA sCXUGE A SiAl, S SORAR S T SORRAS Y BAE AT B SC, - A ST

A

This document is called "GDCA Certification Practice Statement V 4.9" (abbreviated as “GDCA

CPS V 4.9”, or “this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 3 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI &53# PKI Participants

1.3.1. B FIANEARS LI Certification Authorities

GDCA 2R (hte NRILAE i 72842350 CRTINIEIRSS & BIMNE) e, K
VEWOSLIAE 5 =07 T IAUE AR S H1LA . GDCA Jfid 45 N i 58 5 TG 3 1) % 07 E A4
KA SRR BRI AR 55 5 T BUm SOV L T IEE S 15 5 4R

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.

1.3.2. VEMHLH Registration Authorities

GDCA ¥ il BiE M4 GDCA IERIZAUE 54y 2, A&y
WM (RA) Fts, iERAHSZH A (LRA) 2, JEMVLIIIE N GDCA [iEPHiEE
ST A AR A S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I Subscribers

FEHRTEANAT, TR E A NBUERFA N, & GDCA MU IEFS i
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A, WTRGRAS N WU R At O AL RCRR AF it el 4%+ 7 Jchis s IRSSas B 1%
Sl fE I HA B

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. I FT Relying Parties

GDCA UEFARH T 24525 1% GDCA $2{t Fi 7 UL 2 o il 525 44 A (5 4t i A
FA RGBSR ZAAT LUZ, MATBLAE GDCA H— MEFT 7.

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAh2 53 Other Participants

HAhZ 5% /489 GDCA [ H T IAIERG SR B IR 55 i Hofh Se 4

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.4. EHMH Certificate Usage

1.4.1. EEHEPB R Appropriate Certificate Usage

GDCA {37 P ubA 2@ FHUESS 12 AR SRR AN, AT G AR - i A
HEF SRR IR R A I IR . BN OA RG5E, HUMIEF FSREEAT I b B SE,
B AE P HRAR IR BES S BEAT (5 BIBE NS 55 By 1 RUOIE AR RK B S0 1A
A SOE RN 2 541, GDCA 1T b4 ] A2 N AE HL 7 BLSS  HL7 7 55 S ot
HeAeidEsht, DSEI S GE. B4 SSBEEE IS H AR, [RIIN t s Or ELIE
EAE BALEE XU S A0 (AR A LS AL A B e B A R 1

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
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GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R METS, MIhae baf LU 2 512 4 7 2

1 SrEsetE, fRUEKA GDCA SRR MEHREA & & It &tk

2. IRUEMS BN, (RUERH GDCA B iE BRIErF 2 A0, o] LAIGIE (S BIEFE
PR RO, RIEAEB MG RRE

3. [ERMINLENE, CRUELIE T FIHET B BRINLE N, Al fa 4 e R EVERAUT .

4. FUHOEE, WHEATARAE G AN TT IR 40 R 4507 28 44 EAT B IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

MRAEE A, GDCA FrZs K HIEFAFEN NIEH . FUMIER. B&KIES.

SSL R 4 UETh . AR KIEF . Hih:

o T A AKIEBANUGIIIE S, #BITBAUETI 2250, %77, FEHRY
BAEARE, SCEHS N4, Kullm, 2% 00e, S07 20m™ ik,

® T SSL IRZ#EZKAET, X4~ DV SSL (Domain Validation SSL) iE+5. IV SSL
(Individuals Validation SSL) iF+5. OV SSL (Organization Validation SSL) i3
EV SSL (Extended Validation SSL) ilE-4%;

LIPS AR TEECEATE IS oS AR T ECE AT v I SVE IV I ESE AT R

® WA KIEHA X KT /K.

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;
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® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.
VAT AR SERR 77 22, H 32 A A g g R AR RS & HE 2R, ANEREB R
A AN B VG

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.4.1.1. A AZRIEF Individual Certificates

MR LN NIIBCTAESS, DRSS RN E SN G, A ss 5. 4l i T

farey
~3 o

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

AMNFEF 739U R U G 1 8 NAEFS . 26 2 - NAETANE A T SSLEF5 AN
RAGREAZAUETS):

There are four different types of individual certificate (Type | and Type Il individual certificates are
not applicable to SSL certificates and code signing certificates):

55 1 AN NIES——3RMAEM A5 SRR A GRS RE, TR 22
TR U . FREER 1 R LB JEFR R A5 1y 508, GDCA R TSkl /- prgic
FIfE R, WEBFEH L PHLSAEE. 28 1 A AR AT DU X 2 4 BEORAN iy 0 HL S
(RN w1 ki | N e e TR R TR R

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

595 2 R NIEB——RMAE M _EAF BALEIEFE T 1 S AL 5B s 8284
FUIRE, WM e e RN AU, HIEEE 2 A NI F 5 (A PR &
i BURME S, GDCA TRIAE 7 R A S, WA, 2008 i BB Er =75 Hdfs 5%
T A EAN NHEARE Do 58 2R NAEF R DA BRI B 5 S B A 5 55

17



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 9 F[& )

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

55 3 B MNEB——LIAE W _EAF B AL SRR b 22 e o B B B GiE s 5 2 m
WA R4 ST RE, G T LA EOREE R AU B S 3 R NIE I #52
TR S5 B LR REL, GDCA I Z00S S 473 B S R A RHEATB0AIE, SRR T
AT PGB S . AU 1A AR D5 UBEAT W B0 FR I 3 1R A 1015 2 S BUBR = 07 Bl
[ o (R AE BREAT EEXTIRAE . 28 3 S AIEF AT LA 2 M AR GEH B AIE . B
R RS 555

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type llI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type Il Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.

55 4 TN NIEHS——SEIE M A5 B A% L 22 2 900 i i 9 B AEE A5 200
W TR ST RE, G A EORAR e R . S 4 SRS IR I F 42
R S5 B L TR R, GDCA WAZIUE I 1575 AL, 417 I8 A5 BRIt T 0 18T F 46
T35 AEEAT WA, LRSI 250K FR 3 3 B A8 145 S8 S 0B = 5 B e P K 4 B R AT
EEXTIRIE. 25 4 RN NIEFR U FHRTFERNET . KRB TS5 5%

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc. Type IV Individual
Certificate can be used for the signing of electronic contracts and large amount payment of
e-commerce transactions etc.

1.4.1.2. BUMISSIEF Organization Certificates

MR LG WU BB FHIE TS, FUA ARG FAL ir . BURHLR, Ao BRsE.
GDCA MR 1 AN 2 BHUMES:, RAEAEE 3 KA 4 BHIES:
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Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 RHUHIEB——S AL W _EA5 B AL ISR TP i B 0 AIE | {5 B A 244
EINRE, G T A ERE R KN UK. G 3 SRHUIE I F IR At B Sy
FRNHIEAEL, GDCA WA Z HURESF BRE I FRE AT REEAT S0AIE, 385 20 nT BLE
LI MU I8 RS T SREAT B A SR FE A SRS 045 2 S BUBER = 75 Bt 2 P A
S BEAT LEXTIRAE . 28 3 FHUMNIE A ] U FR5 € M R LI S AIE . B07 284 i

=7

B

o

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

5 4 BHGTER——SZITE M A5 BRI A2 vh 22 2 00 1 S A IE L 15 8%
AL DR, WG 22 BRI S S A . FRIE SR 4 ENUME P I 75 $24t
TEREM S S B HE R, GDCA WA ZIUE I 15 AT 417 Y6 S5 B S it TR % T £ 65 531
507 AATHIIA, MEAME DA ZIURE F i 52 A5 B AR = 77 58l e vh A5 AT L
XFRHIE . XOEF AL, USB Key SAEUARIES, WLLHTHRFARIMZET. X
BT R %5555

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. The certificates must
be used with USB Key. They can be used for the signing of electronic contracts and e-commerce
transactions with large amount payment etc.

1.4.1.3. # &K UEH Equipment Certificates
B 25 V% BUTIE S, W AR RS & B koG, BRI aR5s, SRR A

TR LB B B AIE, e Z 225 B R BN, 45 k55 4 AU HOAE 548 ) b
v A LS sl IR 55 45 00 B 4y, A0 SSL s i PAE XU BEAT N 231 .
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Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. SSL ARZ-2&KUEF SSL Server Certificates

SSL g5 s iEHibril Web Pufisias Web k5% a5 1 E 4, W] LA TR B s 1) B 73
sCE G $RAE SSL INEEIE, AMFHTHRZS . SIATHIZEAL BURIE,

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIrZ K 1 SSL M55 #FRUE B 45 AT DU Fb:

® EVSSLiET) (Extended Validation SSL Certificates), BIJ™ L6 IERY AR 45 25IE

® OV SSL iF+ (Organization Validation Certificates), B[ 75 Z46IE R4k T J8 HLAL EL 52
S5 bR AERY SSL AIEAS

® |V SSLiEP (Individuals Validation SSL Certificates), Bl 75 ZLIGAIE M uE 45 #H A
S5 bR AERY SSL AIEAS

® DV SSLiF+5 (Domain Validation SSL Certificates), B[l - 3611 [’ sk 35 44 i A5 4 (1) £
51 SSLET

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAES. IV SSL Ik AT SEBL R i L3 45 S8 B0 In 85 LA K X 3 B 473 4 960 11E
Difg, DV SSLiE+ R4 bl % 5 SN Dige. EV SSLEHi#EfE (GDCAEV ik
PR PR SN, A CPS ASFA HLREAT HAA R A .

SSL R #E- A BB A AR, ki 4s . BURHEAL 4.

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
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issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.15. RAGZ A4 RIEF CodeSigning Certificates

AASZEAAE AR IR BAHARS FRIRECE P, R e T8 RS 284, A
BT RRZG A INEEN .

HRSZEBAEAST AR, AR AR A TXEB AT R Eels. 12
BURAE BRI

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

RIS 42 ZAUE B ARSI E RS A UE A EV RIS LIUET, EV RIGZEZIEH
A EARIDZ A T DIRE, BTN [R]R2 0 Z0 A A BR G0 — 1) A% 5 A B iE AR ——
EV Code Signing Guidelines. EV fRIS2EZUE5184E (GDCA EV k45 I EME 55 HE ),
A CPS NPT H AT BAKR IR .

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code
Signing Guidelines. EV CodeSigning certificate conforms to "GDCA EV CPS", which is not covered
in this CPS.

1.4.1.6. ZRIEBHIE BN R AR RAF CP Object Identifiers of Certificates

% 1A NEP RIS 1.2.156.112559.1.1.1.1

552 A NAEP NS 1.2.156.112559.1.1.1.2

%5 3 KA NIEPHENE: 1.2.156.112559.1.1.1.3

55 4 A NAEPHEng: 1.2.156.112559.1.1.1.4

%5 3 ML P Mg 1.2.156.112559.1.1.2.1

5 4 KHURE P g 1.2.156.112559.1.1.2.2

WA IE T5 RS 1.2.156.112559.1.1.3.1

OV SSL P 5Emext R hRiHFT: 1.2.156.112559.1.1.4.1 } 2.23.140.1.2.2 (Baseline

21



Il semrannaemes

TooR e GDCA L F-ATEME S HN] (V4. 9 )

Requirements 25K )

IV SSL iE 15 5B X bR iR AF: 1.2.156.112559.1.1.4.2 % 2.23.140.1.2.3 (Baseline
Requirements k)

DV SSL EHem %t RARIAFF: 1.2.156.112559.1.1.4.3 K 2.23.140.1.2.1 (Baseline
Requirements 3K )

EV SSL U SRS RAR IR : 1.2.156.112559.1.1.6.1 A 2.23.140.1.1 (EV Guidelines
RO

I AL R 44 AL SRS RARIRAT: 1.2.156.112559.1.1.5.1

EV AU R AUk TSR SR AT : 1.2.156.112550.1.1.7.1

BB NEF SIS SRR 2.16.156.339.1.1.1.2.1

B H ) MLRIE S S RN 2.16.156.339.1.1.2.2.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)

Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the
Baseline Requirements)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the
Baseline Requirements)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the
Baseline Requirements)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the
EV Guidelines)

General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)
Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1
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1.4.2. FR &1 HIEB M A Prohibited Certificate Uses

B RAMES, HRBENH TEH AR RS IE G MR B, A
BREM TN R, TAGENE AR ST a5 S ABUMIE S E ], HURHES ANBESE
NN N AR, SR IES AR AN ARHURIEF R . 5 RIS A
—EHUEAS, ARA CPS RHIA AT AT

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

RS AR I AEAR A 3 B B R LR [ X 2 & ST A, AR IEAE AR AT
BVEJUTRIE S BGEER AR I A SO S5 A, 5 U e AR R AT B AT AR
Rl A, AEBABE T ATHEAT . WA T ER 5 b i h s, 501
TEORPIRMN &, W% R MR WAL SATBGE ARG 2 2@ i &
grolr ae i RS, U E AR #SFRARa] fE T 8O0 N R 053 80™ =S .

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
themselves. Special note here, the certificate is not designed for, not intended for, not authorized for
control equipment in danger, or for the occasion where the failure is required to avoid, such as
operation of nuclear equipment, navigation or communication systems of shuttles, control systems
of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious
environmental damage.

1.5. SREEEHE Policy Administration

GDCA ‘ZaHMEZR 1=/ GDCA HL T INIEAR S5 T SRS ) e e B BRI, S DT
A CPS, JFAFE N CPS Siitifer & & 1) fie e R E LA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.
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1.5.1. SRS SCARU B BALHY Organization Administering the Document

SR SCREE BEALF ) GDCA % 4SRN 2R B 2, AR USRI B LR T 5T T« A
BB A CPS. GDCA Za&RIKR N HKE T AR EHZ. TEL. EHPL. 80k
Hal s 2RSS L SE AT SR SR A B AR ALK

AN SRS SCRE T AN A R 55 55 H O AT iAT BUE B 19150

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. Bt & A Contact Person

1.5.2.1. iEHREEHRE Certificate Problem Report

R 1) R o5 AR R 1 R AT AN 77 e — 4258, HAE B R g R A1l $5
T BRI :
® RHFfFZ: webtrustreport@gdca.com.cn; B
o Huf: (EAMIX): 95105813 &
(EBrHIX): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)
1.5.2.2. CPS [af CPS Related Issues
fEATA ¢ CPS By, #i . BEm &, #Bn] L% CL R 7 Sl THC R .
BEZERI]: GDCA 1T EUE AR

BRN: T+
WX g dk:  https://www.gdca.com.cn/
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L TR AR k. gdca@gdca.com.cn
HRAMNE: A NRIEANE 2R I BT XA R i 448 5 et KR SR 23 1%
MR 2 hs: 510030
HL %5 h5: +86 20-83487228
tE FL5 15 +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. WRE CPS £ & K& HIALA Person Determining CPS Suitability for

the Policy

GDCA %M Bi /2 ) CPS HEMS il %€ 1 e i BUBMLI, A& 5 g HLHE CPS.
RIE CPS 155 Mg LI -

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS #t#EFERF CPS Approval Procedures

AL ) CPS Hi GDCA %4 SIS 2% i 2x 4141 CPS 4 5 /INH A2 SCRS, CPS % 5 /)N
Y 5E R $E5C GDCA RARIE R &%, K% e fiti)s, 1ER/E GDCA B M
uh b RAN, JERIE CRPUGERSEEINEG e, MRz HEZN=+HZA
] Tl A B4 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
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approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS 21T CPS Revision

GDCA KX} CPS BEAT s HIRATE ], JF 22K A AT H

GDCA 4 H K I BUERVER . HARZR - bRk Sk 55 Kk A% 0L 55 S BT A
CPS, [FIE%f T Hi GDCATrustAUTH R5 ROOT iiE-45. #r#hf4t RS #2 CA IE-fi. GDCA
TrustAUTH E5 ROOT 2k M4 CA Frask AL alfEIEFik 55, GDCA ittR#E CA/B
Wiz Chttps://www.cabforum.org. ) & 1ii [ 5% #7 hit 4< ) Baseline Requirements. EV
Guidelines. EV Code Signing Guidelines [ %5k J H&1T CPS.

CPS %i 5 /NS LL_E IS S E CPS BT ZEL, #2758 GDCA %4 SR e Hi %,
KRR, 1EXE GDCA B 77 Mk ER A .

A CPS Z/MEHFEMBIT —IK. WIRTNENS), MEGRA T B RAmN ., 4
RIS Ta] S BT id 3R

BT R CPS, MXHANEAT 2 Hl =+ H Z W 1A A A i % o

\l‘t

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, %% R5 #2 CA iilF+5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, and the
EV Code Signing Guidelines of the CA/B Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.
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1.6. X HYEE Definitions and Acronyms

1.6.1. ARIEE X —% R List of Term Definition

Rig & X

GDCA %A 3KBEZE 12 | GDCA INIE RS54 22 A 119 fie o SR 8 B IR BX (LA AT CPS — B
PR E N

HL T UAIEAR S5 WL BTN, BR, R EEIE BRI .. 1ZARIEEH
TR CAs K Hi2f CAs.

ML ALK (Registration Authority, RA) it AbFiIE S g%
FEFAT FHRSSIE R, I IR EVIEIRS I,
ZAE P s A @I SRR ST A, AR ST IE T F O AT
SRR, RS IR R IR, AR TAE
B 25 ALAL A B AE 15 B 5 2 B () F s

W BT LB, HTHRAHS S0 YE.

S LGRS 125 R AE P BT IE RS AL (CA) GBI T H 7% 4,
L s U0 S 3T A RS AE T 0 B TR B 2

RTINS Wl FIRGUE AL, 2, B3 A P A S AR 1 — 13 S A

.4 4 R 40 43 Be B N RRR A

SR T FNUE T B IRAZE S, YrBh A B uE o
T . ST

A% I BT HAZUE T S E R, HHER KR .

S4B e I 4 L4 BB 44 2R G0 BT i B AR A

TELAE PRSP FELRAEFRT B P, AT AR 7 I FH 2 A B 4 e E 45 1)
WA

A X REE B TR AR R S A T S, TRl @ s
B, Sl BUREE A LA B INE  H Tl S B

NH BN TR AT AR B RA R R B AT, AT RN R T
i, UAZSE 5 AR —IF 0BS54, K&k
AT TN S, DAMEAUH RO ER I & T 0] 285 BT
fi %

NIRRT —HAFERE . AR AR TR BN TR A%, H
TSI T AHE M EH OE B E00E. k. &1
JAS I DRE o

AFEAEUET F T FLAH R AR IE 1 DUME AR R T 38 2 mT FE B2 A
HERE, NI TS BE .

AR B LI FFE A CPS F1T 8.3 AR BER (1) F SR N BE Sk .

W7 WA ROE 0 3 RN BRIk .

i R R UET I B AR NBER S AR, HAZ 1T P sl H 26K
LI F AR N B SR

1Dk WIERR S5 MR S5 0E 15 B E NAT P Z IR, Zhisoie 7

HHHIB 55T,

27




i

GDCA

ﬁﬁﬂﬂftﬂ_!iﬂ‘if’\ﬁlﬁﬁi‘ﬂﬁ!

Bobal ERgital Tt

GDCA L F-ATEME S HN] (V4. 9 )

WebTrust

| CPA IS K UIE AR5 WL i) WebTrust 151 H FIBIAT A7

Term

Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
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verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.6.2. YEmgAE B H & X — 3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority B E IR 2 LA
CAA Certification Authority Authorization DAENRIEZRL
cp Certificate Policy IEF SR
CPS Certification Practice Statement H - E b 2840 1)
CRL Certificate Revocation List TERRON 51 22
CSR Certificate Signing Request TEE R
DBA Doing Business As i 42w
DNS Domain Name System 4 # %
EV Extended Validation B R TE /1 AR I
(US Government) Federal Information Processing | (2 mpiy) BEHUE B Ak
FIPS Standard
L i
FQDN Fully Qualified Domain Name S A MR R IR 44

29




I senrmsnnmnas

GDCA

GDCA L F-ATEME S HN] (V4. 9 )

Global Digital Cybersecurity Authority CO., LTD.

Bz AR I 0 A PR

GDCA
AT
gTLD Generic Top-Level Domain i TR 4
IANA Internet Assigned Numbers Authority LR S 4 B L
Internet  Corporation for Assigned Names and | & w5 42 5 15 4 2 43 i
ICANN | Numbers
B
1SO International Organization for Standardization BrbR AV 2H 21
KM Key Management HEHE
LDAP Lightweight Directory Access Protocol R H 15 N
LRA Local Registration Authority A HBE LA
OCSP Online Certificate Status Protocol TERIEF R AL
State Cryptography Administration Office of i 5K 7 25 4 1
OSCCA | Security Commercial Code Administration of
China IMVAE
PIN Personal Identification Number A N R
PKCS Public KEY Cryptography Standards N LB B B R v
PKI Public Key Infrastructure DN LR
RA Registration Authority LI
Request For Comments 75 SR VT I v (— o LI
RFC v
W AR AE)
SSL Secure Sockets Layer el
TLS Transport Layer Security Ftit e A

2R RN ERRBREH

Responsibilities

2.1

GDCA 15 B FE Repositories

Publication and Repository

GDCA 15 B —DXANA TG B R, EREWARAE . BURRIER KX S5iEPA X H1E
S .GDCA 15 B FE N A AFEEAFR T LR N %5 : CP F1 CPS IRAT F1 7 SRR A IIEF5 . CRL
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WL, AR E i GDCA R I R ATHIE S . GDCA R i A AT B FFIESS . CPS
BATHILVE RGN, XN LIRS CPS M KL HIEM —2. GDCA 58
JEE AT LB RIHE:  https:/Awww.gdca.com.cn 2], Bk GDCA R 45 52 1 H & s i 7 2
B

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. fEBEBIKA Publication of Information

GDCA f£'E J5 Mk https://www. gdca. com. cn KAfi{s B, %Mk GDCA k&
MFTEE S EE T B RS,

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6 /5 mT LA ik 17 7] GDCA
B I SRBGEE 5 (45 AR IE 5% FIRf, GDCA $RME/ELE RSB S, 1T
PR AR AT AT S A RE B AR R

[FIES, GDCA K MR 75 LR HUH Ath m] RE 1 T 2UEA 745 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIRS[EFISZ Time or Frequency of Publication

GDCA {E1T FE B R B s, Jwd By Wk B 3 iE B A1 CRL &AT .

%1T /1 ROOTCA (RSA) iF45. GDCAROOT CA iE+;. ROOTCA (SM2). GDCA
ROOT CAL iE-PZK K4 CA i & IT F b+, CRL KATEHIN 8 /I, CRLA
A M KA 24 /N S

XITH GDCA TrustAUTH R5 ROOT ik, ##hff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 25K [ 4% CA T8 K IIAT FUEFS, CRL & AG & 314 24 /N, CRL
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A RV WIRAAKE L 48 /NS

EE 2SR, GDCA ] LA AT YsE IET AT CRL (& A [A]. GDCA HR4F K Afi
— KT INEIRS PR CA IE B 5ZR (ARL).

R LA A 2R B R AT TE R, B GDCA B e, X b & A A% A2
IR R, I BRI AR R Y

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no
more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B4 R5 #R CA L5, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are
valid for no more than 48 hours.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. 5 BPEV5E#EH] Access Controls on Repositories

GDCA 15 2 HIE B X A TR AT AR NARRENS B, XTI LT 2 A 1%
Vi AN S A AT R o

GDCA MM 2P, Rt waiit. a8 i iR G AU A 57
ZREATE B ERIE I, MR, B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. 544 Naming
3.1.1. 2 #2KE Type of Names

GDCA MUK IECTFAESS, & A MUK HUGAREF T P AR A4, XHEH B g # 1 &
A ERIEEATER, JEUARKMRRICRIMER . IEBFEE R a4, DL
% (Distinguished Name) EA B EAEUER AN, RULHSRATHNME—RAI4 . GDCA
FHIEFSAF & X.509 dRife, 70 BCaa il 545 A & SEAR B 4, R X500 Frittar 4475 2

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XF - SSLITLS Mg asilt15, FrA HsiAa o 1P bk #R A 0 21 5 @iy 44 o, i ) 44
NEIRAL B P Mk, A2 — S H LA 32 U 4 b (R 34 B 1P Mk

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA {E a0 A& AR ) T2 AR TR 51 44 i 42 FE 4 T

Naming rules of issuer’s DN are as follows:

JE& T 18

Hx (C) CN

B (S UEPWURE e Ehy, BiE A

X (L) UEFMUR AT, B A

MLt (0D Global Digital Cybersecurity Authority Co., Ltd.5¥

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
HURIERTT (OU) | GDCA FIREARYE FH A . R4, XIS [F) R FH AN ]
MR N P AR AE TS, T LA GDCA AIE -3 7 AT DAL 5 R A I A
LEE

W4 (CND sty CA 4
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Attribute

Value

Country (C)

CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ou) applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA {EF1T /7 1 AR SR 1) 44 iy 2 A

Naming rules of subscriber’s DN are as follows:

B {1

EZx (C CN

% (S) AT ER B A

HilX (L) VP ETESR T, B AN

Pl (0D ST AR E NI P, ST BT EERLAL 2 9K

HURERTT (OU)

AT LM DA T — AN A
VT LB R T
A 0 SR A S 7

HFIE (B | T sl b, B

WA (CN) | 34 (SSLTLSWET), B4 WUMSRELES), s Ak
% (NAFBGET), s A AT 4 B

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;
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Organization Unit | One or more following options can be included:

(oW _ _
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (B Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names

3.1.2. M 2R E XALKIZE SR Need for Names to be Meaningful

GDCA {3 /] DN T RAR RUE 15 B AR SAIE 528 & & S, DN i i 2 A —E 1
RFME L, TS HUE B i & AR 1 S 8k A F B A 2 . IR AR A FR bR
AAE S e B B & SEARIMRE € 2 FK, ik T 5 R AHP AR E ML 5 2.

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate. Identifier
describes information of the specified entity with bound public key.

3.1.3. TP B 4L B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT By b 45 FR A I AN RE 1 B 44 B D 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. BRI RF PN Rules for Interpreting Various Name

Forms

GDCA 2 K B I BT X.509 V3 b, B4 4% 0085y X.500 Frifi. B4
1 4 00 B GDCA 5 X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZFRAIME—E Uniqueness of Names

f£ GDCA fEAESA, ANFET P HHES (0 AR B 2 A REARIR, LA ME—). {2
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DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FEFRAIRA]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WAES 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHIA Initial 1dentity Validation
3.2.1. IEHHE R Method to Prove Possession of Private Key

UE B L AUE A 5 B E M A SHAS N A FARH , E B A 7 R ARG LR IE S H
BHEEPEERTEY (PKCSH#HI0). He S5 YRRk, 8% GDCA ZE3K
e IR 75 20, AIEHEAC IRTAE A AE 1B (B 40 L A 25 R A7 i A o FGE IR ) PIN i) &5

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHI%R] Authentication of Individual Identity

TN NS IESS, GDCA WbAURIEA NPT B IE-B I AR, AT ASF 1 5
73 — RS, IR, et gy, 5 OB, S N
AP

For individual certificates, GDCA must perform different authentication methods depending upon
the type of certificate applied by the individual. Generally, the higher class certificate type means
higher security level, and stricter authentication method with more comprehensive authentication
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information.

1.

1)

2)

STH LB NTES, AT LU %5

GDCA H R IGAEH 1 FHRAC K B, AT 7 B 34T 36 o AN A5 30T BASR
F R IE AR R S B His . TS S5 F A T 52 ¥ 07 Ok S DR R T4 A2
(5 B2 AN TE . GDCA AN . AHLRFTZE R HUUEH sPBRIGUESS B LA
b SO E BR L EM rIEER). BT HiEHE AN,

For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

SHFEE 2 A NIET, BUTLL R %50

GDCA FRIEF A BT 5 B, WEB T i@ 4 91T P IS4 o #idm =
A DR8I SR F R AR SR B A SOd ik L . ML A5 S A T S 1) 0 SRS
T AT RS B S, W, O 8 I A AR R = B S R
2t HE SR AL S 0E R A TSI, M fR s it fb s B i R —
£

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

XFFEE 3 A NIEF:, HUATELT %5

AR S 0 I LS PEANAT R . WA A7 S 2 3R AT I 3 220 — R U
PFURIATA (0« AR AR (0 SISO CnJE RSO 971 BB
il ) SEAIEIE D , GDCA for B 1% IR W ST 2 1547 AR ) B el Dy it 14 R328 , 416 ZEiKS , GDCA
A LB I 28 A RS O UE W SO BB = 5 B e AT BN iR & S,
A DLE T E ST AU, A A5 2O B A SR B RS B TR SRR, ORI
ROEHIEE SELR .

BB ol CmiE$5 £ b & dbdik ). GDCA w] LB PlL 2K B . HRAT
RO B B R TIK B AEA S HA U I ik B R R IR 25 R (1 B A E B SO L
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3)
4)
5)

1)

2)

3)

4)

5)

1)

2)

3)
4)

HBEihalS

AAE PR SEE . GDCA MR ih . W77, 5 HEE X SIE R K,
X AR H R B N B 34 LRI, I8 /5 RS HL e SR 3R BEIRIE B A R
HHIEE SO ENMAEER, FFEMIZH RS, DURHIFEAR TR T2
FIRI A o AN EERIRSARHRUE A SCPF . B S =7 8l P . ROR A LT BB 45
For the Type Iil Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XFTEE 4 A NIEF, PUTLLT %50

BN RIS & S I ELSEVEAA E o BN SRE A (1) AR 3RS F i
HED—FHBURHUMUR I AR A IR I B IE A SO Can & R S ARIE
P EEIFS AR FZER), GDCA A B ZIE U U 5 A A B el st i
JRIE; (2 i A KA R Uk W SO IROBLBE =07 30408 PE EAT R RN, B R
REMEESRESER .

BN BE L (e B b & k). GDCA mT LUE Il 38K . 4RAT
M AL BB A FH R K P 5 SRR T ) bk B BB AR BURT 25 Kk 14 B I BA S A L
ik o

IZATUE g R E S . GDCA I L, AR5, 5 B SR HiE R,
WER), GDCA wI LGl ESIEE. M. iS5 07 200 & 1 S AT A
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4.  Forthe Type IV Individual Certificate, the following authentication is performed:

1) Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and 2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

2) In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

5) For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

6) When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. X TEIBES I UGE T E A5 50
e NS A SR T GE T, GDCA LA A A By A A 5,
REEAE S RE YISO (LSRR T 5 GE. § e U S ETIHORD, i

AN, LICE A5 T o R AR
FE 2 BT GDCA. 2 (T AT E WA S 0 7 e SRS A ATAN b

.

5. For the individual mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When an individual applies for a mutual recognition certificate of Guangdong and Hong Kong,
GDCA conducts a face to face authentication his/her identity, GDCA confirms the identity is
corresponding to the subject of the certificate, of the applicant by a legal document of attestation
(including, but not limited to, identity cards, passports or other identification documents).

If necessary, GDCA may also establish other reasonable authentication methods or obtain
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additional information.

ISR A 7 2, GDCA AT DA A 55 =77 SRE 45 BRI IE 12 FH I &> A
i, WK GDCA kN =Jr 3R I BG5S, AIZRATEH =5t T E, Bk
G 2 SR LA M (5 EAHIE B AL R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

BEAt, N ERS, GDCA & LA e H e P s B a4 7 A Bk
HIE A S RIEFIE M R L SEA R IR E SIS RVE R 5T .
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

XFF GDCATrustAUTH R5 ROOT ilF 15 £ Z B 48 R5 A2 CA iIE 15 .GDCA TrustAUTH
E5 ROOT &K M2k CA T2 RIVT FE+, GDCA @ESLiPAhbruE TR A A E e
KSR VERE DUIE P IE R . XA “m X7 IETiEK, GDCA BT AR 4.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, # %X R5 #2 CA iE+ and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. M E4HI% 7] Authentication of Organization Identity

FEATHZININ GEURALAE . gl A58, 78 LA SR & SCHRIBHLGRIEF R,
JSEFEAT R ) B 2550, e ) T R P B L S X T S B A AR
LA AT LAERAT BE S B A B 045 2 1000 3055 . ILRISRAT P IE R HE R EAT g
A B B TE o A E T i E RS T (A% RoREZIEFRIERA REH, I
ARAEAR R DT AE

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA W ZARFEA U BT FR I HE F A AR, AT AN B 26500 75 2K, — it
o IO, RGeS0 FOBMRS 0 A A
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GDCA must perform different authentication methods depending upon the type of certificate applied

by the organization. Generally, the higher class certificate type means higher security level, and

stricter authentication method with more comprehensive authentication information.

1.
1)

2)

3)

55 3 KW UUEAS I LY B 13 55531

BRI R L SEAFAE I BRI setR . Bl sUnT Lo BURF PR A I 20
fF, BFEEART LR ENHRE . AFb A AN SIES, sl 2R A3
S HIAUBEE =5 it PERf A o

GDCA wJ L@ i Eal il MU 1 S0t F il 8 S L FE AT REEAT I0AIE, B DR DT
RUMERESZAELS R 8. ATE, GDCA Wl B =773 i1,
BUE RS TT 30S E U AT RS, DA AR 2 A5 B s, e R
BN AL BESIE FR T A2 N B2 HIF A .

AR S 2 I N BRI EE S B RO R N RS A EE, Wk
22 P NAS 2 FRIE LA BOFRAL o

1. For the Type Ill Organization Certificate, the following authentication is performed:

1)

2)

3)

1)

2)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on
information from third party, such as telephone number, email address and so onto verify the
authenticity of the applicant’s information, e.g. job position of representative or whether the
person from the application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent
to ensure the authorization.

55 4 RHUEFS ) B 13 %5

BRI R SEAAAE . BRI SetE . BRIl sUmT Lo BURF P2 A I 20
fF, AFREART TR e gl A AN AISIESE, JREE SR AR
SCAF BB SR =5 B PR AT R B A

GDCA ‘W AUE I i F il il M, A8 &5 20t R SR AL 15 S EAT HRIN (it
T 25 N B BN, R AW AUEER =5 A e 0t i A S L S AR AT IR IE
HORIT IR G R S a3, LN, GDCA iR HAT X 45 (175 2.
1A 75 5, GDCA Tl 5 =5 152G S MSEE o 55 75 30 g H U BEAT
BREt, DABHE g EAME B seE, ange e AR AL BREGUE F R T
TN HTEAN
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JiR.
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2. For the Type IV Organization Certificate, the following authentication is performed:

1) Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

2) GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from
different channels. If necessary, GDCA may contact the organization based on information
obtained from the third party, such as telephone number, email address and so on to verify the
authenticity of a particular information item of the applicant, e.g. job position of representative
or whether the person from the application form is the real applicant.

3) GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.

4) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.

3. BEEF S HAEF AL S 403
SAEMALH BUFHLE . Fl A s et S Gt BB L H

I, GDCA NH5Ext H S AT ™ i A%, AR EA R T

D HRSZ BUB S =5 R M B BORHIE W IZ A 2 SEARAE, B BURF LR A S ) &
IRPEUERT, B HE O AT IBUBZ SR I A B Bk

2) JENAT RO AL R BOR A USE R, Al IR R IR A8 212414 78 73 1)
BT RSB LA IERIE B ;

3) HIFMASHIER RN N S 4 I, GDCA FERIZH LW AZ LA A
SO SEE, I ERIBAAT KA BT H 4% 5

4)  HE T HLNRIES IR BB, GDCA NE SR ARG IZ AL 78
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

GDCA may even contact the applicant via telephone number retrieved from a third-party to confirm
the identity of subscriber, if necessary.

HEAk, AER, GDCA W] AT E e i il 2 25 ) 75 sURT B

HE AT LSS PRIE RIS MR L SEAT R, TR IE 5 AR DG R 534

X} GDCA TrustAUTH R5 ROOT k-5 Hr2 i 4X R5 #i CA i3 .GDCA TrustAUTH
E5 ROOT 2Kk Mgk CA a8 K AT FHETS, GDCA EESLVFflARiE T IR A A EVETE
e USSR VE 18 190 AR UE 51 3K o X T3R0S 7 FOUE F5175 5K, GDCA BT LAFE 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
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corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #Z#4% R5 8 CA ilE5 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.

3.24. BEBHHILH Authentication of Equipment Identity

B B 1) 5 0 AR FL B G & AR T AN, GDCA b AU 3T 7 #EAT B 43 %
A, AT N

BEAIAT 7 EAR AU IE T R, SO A B eI SO A BN Ak 55
IEERA . IR NA ARSI AR B o

Authentication on equipment identity varies by different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

VLA & 1 B 47 5 AR AN 5] 8 B 4 HEAS [R] 1) B 4 6 500 07 (AT, 3T A i,
BB A CPS 55 3.2.2 145 4 BN NIEB LR HAT: 1T/ AN, $%IEA
CPS % 3.2.3 *7 55 4 FENUMIE P SR FAE AT -

% ETUE TS B S B 5 ROCE B =07 SR I SRR BRI, s BIES
ik, HEME B R AL HEF A T,

IR AT B AE I3 N R A 0 SR A A B4

TE B A FR AT A 15 32 30 N 25 FRB I 1O, 3 7 L0 UE 12 I 2 75 10 i AUR,
A 77 AT DA SRR U o AT B S B LA R 2 15 5 i AT AL LA R ASL i T R 1 55
F N A #

Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:
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Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

RN 72, GDCA i ] LU S =5 ZR A5 B ORKEAE 1% HE & A S
fir, WK GDCA TiENHE=Tr 32 A I d 158, AIZRFEs =5t T E, sk
i & R BN (5 B AE I A R

BEAh, LEER, GDCA I n] LA E H e Pt it 2K 25 0 U AN B

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.25. SSL BRS#HH4H4 R Authentication of SSL Server Identity

MR T2 R IUE BRI ARHAT R F I 2 007K, BRI N2

XFF OV SSL iEH, 5 IE R ulh fr A E AU B SE Sy, F2E) 07 %A CPS
55 3.2.3 EE 4 FHUMNIE P S IR AR AT .

X5 IV SSLEH:, FRIIE M m 228 FH A N SL B by, L) 7 %A CPS 5 3.2.2
TIEE 4 A NUE TS AT .

XtF DV SSLAETS, HFUEA NSRS Wtk 44 (1 T AL AL, TE L
FEVERAN N LS 5 3 BEAT BRI

XFF EV SSLAETS, H 4575 =BG (GDCAEV iE+ L FIAENL S5 MY, 7 CPS
NP HHEAT B B 34

FESR AW VR AIE 15 32 0 2 BB UE B, 6 TR BRI A SV B AR, Xt
L% IR A CPS 58 3.2.7 FiHAT .

GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.
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In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.7.

IRV 7 2, GDCA & ] LU A B =5 3R A5 B R IR 1Z B &S A B
i, WK GDCA ik =Tr 3B I BG5S, AIRATeH =5 T E, Bk
G & SR LA M (5 EANIE B AL R

UEAh, I ERS, GDCA & n] LAisese Hoe P i B A 45 J7 M Bk

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIEELZ G447 Authentication of CodeSigning Identity

T8 ARAD 244 B 3 1) S AR AR AR A 25 1 AN R P T A 5] 1 £ 26500 77 2K, 3T 7
AN, #IRAS CPS 58 3.2.3 4758 4 RHUMIEB SR RARHAT: 1T/ 8/, %18
A CPS 5 3.2.2 1% 4 B NIEB L ARIEHAT . EV ARILRE4 S 4y 1 % 589 (GDCA
EV IEF f AT S MY, 4% CPS ANFExof Hdb A7 H Ak ik

HE RS 4 AT s AR AN N, 625006 FL AR AT 25 44 UIF 3 4d FH S Bl i s 7
FERRUEIE SO, AR E AL LA B X8R A, 2R
MR RAFEI 4

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type |V individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. BAZKHEAMER Domain name recognition and identification

XA HBRALE » B 96 I ) S A4 T DS i & (R BE A W], 7 A W] 3P JE ALK, GDCA
AR BN #2005 A i — b
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1. RS T4 IR S5 LG BRAS R 55 = 7 B4 P b 21 B Z 38044 55 3 S0
THEAF R S0, DLUKIE H 7 IR BT AR B SN S s A2 A S AR,
o] AR B SCBEE AR (1 IEEREIHME R A E B, #ildxy
B A T A L. % 591 77 20184 Baseline Requirments v1.5.7 58 3.2.2.4.3 1 fl135 3.2.2.4.4
s

2. E@ﬁF@W(%@@%ﬁ%)%um<%~%%ﬁﬁﬁ)%ﬁ%@ﬁiﬁ%%%
5 BT, Wik BN RIS E XS FQDN HISERREHIRL. %55 )7 N AE
Baseline Requirments v1.5.7 &5 3.2.2.4.6 1.

3. JEMHHINHIE 4 E DNS CNAME. TXT 5 CAA it (AT B AR SR SR A R A7
FER AN H AR FQDN (FE4 R g4 ) Bz, %577 50875 Baseline
Requirments v1.5.7 5 3.2.2.4.7 75,

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain
name registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone
calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.5.7.

2. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.5.7.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements v 1.5.7.

XTI 4, GDCA HZEECAFA MRS, (RIBERA () A4 2
B &8 T — ARk A H A BBUF I NI, FEEad i E R

GDCA fEZAIEACAT () AMIKEA ERR TR A . AL 5 S e
WU FZE I A4 FRE T G, BRIl F A 2 B UE B L 5 A 4R el 4 (¥ BT o 44 23 )

L, GDCA 75 ZE R B ML I o B b, DA (K @A, i SR 22
SREE G SR AR PR, 1% E A AR LR R R

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
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government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. MK MLZFRISE Verification of DBA/Tradename

FAL E A DBA Bk &K, GDCA w3t LR 5 2 i & > —Fih LU sz
IV & A RS 1% DBA R ML 44 FK -
1. HE R FTIERE X BUR U B A (K BT TIE B B & SV O AP ESEA AT S0k, Bl
S AZBUR AL V38
CIEEIE eEPSE
595 SUE HI K DBA AHRER A B BUR B V8 5
B S SO PRI UE B B 1
WML A, ARAT XTI B, 5 R IK, BURZ R RORLE, Bid4h GDCA Al &
rEIE 77 2

o c w N

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.29. FrEER#INS%7A] Verification of Country

AR TR [ SR T, GDCA Sl BUBCER =5 #icdfa 22 & ) Rl DNS id 5%
R P MUk ER R A 1P USRI AE L B DR FR N IP bt P [ 5 HE A
SKBRPITLE [E — 2.
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In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent

with a country where the applicant is actually located.

3.2.10. 1P HubkrIFAI AR XA Authentication of an IP Address

GDCA KHI L7 aUrb i —Ah, DA 37 & 4 A s S bras il i 1P dudik.
HIGH IR AR Z 1P ik FuE SO, @it A IANA (the Internet Assigned
Numbers Authority) 55X 38 AREEALAZRAT 1P Huhik 73 P R IE B SCAF

FEAE 1P HhER) URI (ZE— BHIRARIRTE) AR DT _E X205 145 8 AT 2l
i 1 77 2 RAB A BT 6 1P Mk 1) 52 BRAs A

GDCA AN IP itk %5 % EV SSL iE+S,

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or

practically controls the IP address:

1.

GDCA confirms the applicant’s capability to actually control and manage the IP address, and
the applicant provides relevant authorization documents over the IP address, such as the
authorization documents on the IP address assignment obtained from IANA (the Internet
Assigned Numbers Authority) or a regional agency.

By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address.

GDCA does not issue EV SSL certificate for an IP address.

3.2.11. ¥l RIERIUERE Data Source Accuracy

FEREAE AT B KPR AR O T AR A A RV A F 2 BT, GDCA XHZ IR R T s,

{70 G 3 S = RSBt O IRTIE IR o X i B P 4 > PSP

1.

a > w N

PR 15 SRR

EEE ST E S

Bl LR, MRS H

HET A AR T B B T e

Dy BT SR P A

X+ ROOTCA(RSA)iE+5. GDCAROOT CA ik 5. ROOTCA (SM2). GDCA ROOT

CALUEPBRZER IS CA PR AT FESS, 25 PS4 AT AR A b K h 3145 (1 Bt
BT RI Ta) AN UE Ff R A 20W, I GDCA I s H 84t S S fFs %1 GDCA
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TrustAUTH R5 ROOT ilE-f5. %% 48 RS # CA 1iE+5. GDCA TrustAUTH E5 ROOT %%
RETH L CA 28R T FHIETS, 285 MOEAR A m AR 5 b SR SRS R Fic s s e - o i
(B AN IE P28 & AT 825 K, W) GDCA R FiZE s & SC .

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1l, GDCA may use the documents and data to verify
certificate information, provided that it obtained such data or document for a period no more than
the maximum validity of the certificates. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, #zifft R5 ## CA iE45, and GDCA TrustAUTH E5 ROOT,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate.

3.2.12. WHWIFHIIT S B Non-Verified Subscriber Information

P S B 0, RERAEMEEARENIES.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.13. I Validation of Authority

U P B TP NIPBIEFS ML 5, GDCA #EAT 4 R 46k -
1. 8IS =07 Sk B AR S5 BB e L BURF 24 T 188 R i SRS T s LA A7
£
2. B HIE. A R IREE e AR B A A ) A D5 SORIIE N B T IR LAY
LU HACRAT AL IR AL o
GDCA Fo¥F HiE & R E LA AR HEUE TS . 45 FiEE LB TR 45 € 1] LT
UEF RSN, N GDCA AEZAEZIRE N S AAMAEfIES igER. 721k
FIHIEH OAZ LR THIE RS, GDCA R[] FH i & H fHH DB R G
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The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.14. H#EAEHEN Criteria for Interoperation

T A B NUE RS LA, AILLE GDCA #H4T B4R, (H& & IAMERS
PRI CPS i Zif & GDCA CP #5K, Jf H55 GDCA 25 H R P

GDCA ¥ il I %S, #:524E GDCA I RIENUA SRS fE R, HNZBR
HA R FETS

#HEHHT, GDCA KZRALATZ XAE .

USRI HE A A $ 5, GDCA B 7™ 4% T LARAT

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEHIERBRFRES XS] Identification and Authentication

for Rekey Requests

FELT PE IR, 1T TSRO LRI 00 XS . GDCA —fi
SERAT PP MR BTN R BB HIRT, FR{E <R

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.
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3.3.1. HIHEHNEIRRRS X Identification and Authentication for

Routine Rekey

X T BOEH GO0 B SE R R, 1T AR A RENS TR FAE I 2 5 S, A
WP IERFAS5E, X BER S RHET U LA 5T
®  HIIEXS I BIE P A AE I H A EN LR s
® JUJFHE LRI T AP G AR AL AT S0 E
® ETJFEMME BT B 4.

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

® Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’'s public key in original
certificate.
® GDCA authenticates the identity based on original registration information.

WS T 2 R S R N ) SO BRAE TE TR, AL, T B
SRR, 25U A P LS BT I K SO B s s, thti& sk, GDCA
R A DUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B FHATE AR RS XS] Identification and Authentication for

Rekey After Revocation

GDCA A RAEIE 8 U fm i 2 A0 S

GDCA does not provide Re-key/renewal after revocation.

3.4, BESERFIFRIREXS Identification and Authentication for

Revocation Request

2 GDCA BEMHLMA A CPS4.9.1.1 Fridd # iy 75 BT 1T P ey, A AUKE
FASIET, XP AT R . W] P E B EREEEIE TS, W% IEA CPS 5 3.2
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TR AT B 40 -

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5, FAUREHAHEIIRIRAES] Identification and Authentication

for Authorized Service Organization

i&EH T GDCA TrustAUTH R5 ROOT iEH. ¥z RS 2 CA iF4. GDCA
TrustAUTH E5 ROOT & & g CA P2 R IIiT FHE+S, GDCA HATHHATIET RA, A
4TI RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH
R5 ROOT certificate, #2zH 4 R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

4, IEPA A PBIEER Certificate Life Cycle Operational

Requirements

H CAMERGE K2 HEE, GDCA RN NRRLES . HURAIE A 2L
W09 3 BRI WA RAMCT IS AT RO Y 5 LA s SSLITLS AR S5 4 IEA5 iRIAT
Ry 825 REGLAA, AARSRE AU A ROUA 3 F B AN . — A Se BEMUEF2E A A 30
BRI BE. 8k AT EH HlE. . PR,

From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; equipment certificates are valid for a period no more than 5 years;
SSL/TLS server certificates are valid for no more than 825 days, and CodeSigning certificates are
valid for a period no more than 3 years. A whole certificate life cycle includes the application,
verification, issuance, distribution, renewal, logout, revocation and archiving, etc.

4.1. iEFHHE Certificate Application
4.1.1. VEF B iE 924k Who Can Submit a Certificate Application

UEFS HOE SEAR S NAUEAT LR N B A SR (AR R K HLOG . Fk#pr
Ao B AN RS .
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Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMIEFE 5 F4E Enrollment Process and Responsibilities

1 UEBAEM SR

1) SRR R IR .

2) ATFUBARRL B M EHZAC 4 GDCA B (RA 5L LRA) JEATIE T HIiE, 7
WU s S5, NG BORE. FE P % SRNG5S AN R 1 R G 4
TENGL.

3) MK GDCA $EASTEF 1K, i B 22 4k i% %5 GDCA.

4)  GDCA HREE UL 15 K2 AAIEAS 5

5)  HEMHLRE I 2 A 7 ORIE T AT AT

2. L

1) HHEHERNHELTHIT P CP A CPS 2502 I, H5H b 26 FHiE
PIEHTEHE . BRI SRR A OGN 2

2) iTJVH 5L GDCA $RHEE S, S REFIHER IIE-15 il (5 B A Bk

3)  EMLRAARIAIT T PR AL AR 5 R B (S B S B Ul B SO — BOMERS B TAE, RIS
FRARAE L A% 54T

1. Certificates registration process

1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2. Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.
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3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. IEPHIBELRE Certificate Application Processing

4.2.1. RH 5 % B hee Performing Identification and Authentication

Functions

i GDCA JHIE MW HSZ BT P IE-B RS 5, % AR CPS 3.2 IR, %I
BEAT B 10 5 e

GDCA TEALEHIESS FRE I FE b, 438 i A 2 T B ORAIE 15 B 5 IR 1 FR s 5 B
£, IFRHIERZE K4 IEMT HIEE .

%F T ROOTCA(RSA)E+5 . GDCA ROOT CA i 5. ROOTCA (SM2). GDCA ROOT
CALIERZ A IS CA P2 A MIIT 7 ES:, 45 GDCA R4 CPS 3.2 457 & Kil3R1F 114
A8 B B ST (A B R AN R S B A5 B KA R0 FL A B R A48k, ) GDCA mI i F %
Bt SR SO, SRR E R X i GDCA TrustAUTH R5 ROOT HiE45. #%
4% R5 #2 CA{EF5. GDCA TrustAUTH E5 ROOT Z & s 2 CA BT K KT Pk,
# GDCA HR4f CPS 3.2 fi1 52 SR V5 3115 (9 B4 BE B SCAF B () AR I 825 R HiZfs B ok
KA, N GDCA RIS FZ 84 SGE W SO, 2 SEBH ifE

After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify
certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) for a period no more than the maximum validity of the certificates, and provided that no
changes occurred to the documents and data within such time period. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(Z i /X R5 48 CAL1Y,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document (according to section 3.2 of this CPS) no more than 825 days prior to issuing
the certificate, and provided that no changes occurred to the documents and data within such time
period.
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4.2.2. iE 5 B 5 it #E A1 3E 48 Approval or Rejection of Certificate

Applications

4.2.2.1. IEFH BE ROHLH#E Approval of Certificate Applications

GDCA VE M HLAL BT 578 i 1 UE -+ B 37 B A7 0 7 BB DA 20 BROOFHR SR B oK e
GDCA i3 AT IE AU F R AL UE 5 H1 i
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WRFFE TR, M (RA) A DUHEHEIES #1i :

1. iZHEEAT A CPS 3.2 KL FIT ' S bR IR AN %5 A SE 5

2. HIEFEZECE A ROGT UM A REDR

3. HIEH CAIRIBHUE AT TAHRI B H .

RA will approve the certificate requests, if  the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEF B IFE4E Rejection of Certificate Applications

IMRKAETINER, I (RA) FE4EIEF H1E:

1) ZHIEAFEA CPS 3.2 KT S HIAR IR AT S I HLE ;

2)  HIEEABIRMEIT T S UE AR

3) I SO EE AN RERESZ AT P LA SN AR EDK

4) G BRA BE N REE AL B E SRR LA 2 H

5)  HIHMIEF S ICANNCThe Internet Corporation for Assigned Names and Numbers)
HREAIIH gTLD (NIRA):

6) GDCA EGETEMAUAIAIHENETZ HE R 2% GDCA il R4+ R H A 4y B 12K

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:
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1) The application does not meet the specifications of subscriber’'s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

Xf+ GDCA TrustAUTH R5 ROOT k-5 . #rz I A R5 #R CA 115 .GDCA TrustAUTH
E5 ROOT ZEKMIH S CA FrZs KT FOETS, ik A pl B afi2s (b e A il Bk
GDCA i\ it iZ Hiif LA m U, GDCA MAE44i% i, GDCA HEHE s 84 ik
B 5| TR EOAH ORI L BT M 2% 22 A S 55 IO BUR HILA S5 38 =07 RAT K 44 B, A LI
RATFHOE P FE (S S, 50 GDCA 2 Rl H PR 5E W 2% 4 sl o Ath VE B F 34 B85 1
6 245 (R UE T3 SR RS IEE 5, SRR IR TS i KUK FR s A B3R, TER 2 i i
K BWIZHERE R SHFFIERPHIFIEAN, GDCA ¥ HBALILHIE.

X FIELAHOAE TS H i, GDCA I A1 HI % 45 H % R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #% i/t R5 2 CA ilF15 and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. kbR B iE BB A] Time to Process Certificate Applications

GDCA AL HIEM AU R & HE S5 TR AR AL S 2, — B
B 7P ARG S, R 2 A TAEH ARBHES HS .
VE AU BE 15 E R I [ S PR P A BEAIE S FR I BGR THE S i AR B H S, 528

57



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 9 )]-[&)

HERAHLIR AT 1 AHSCAS AT 15 S i i 7 GDCA Y BELEKR

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

424, INENLHZAL (CAA) Certification Authority Authorization (CAA)

%} F GDCA & I3 /& CALN Y #%i83% EV Guidelines. Baseline Requirements Z5k
() A L af SR SSLITLS E-15, GDCA X248 KAl 15 3 M 4 47 J& T b 1) 4 — A
dNSName fift CAA A6, JFEAE &l 2R .

GDCA 1R4#li RFC6844 (&:#liR3k 5065 151T) WU EALHE “issue”. “issuewild” A%
“jodef” HIJBIEFREE: ¥ “issue”. “issuewild” Fp%Ed A5 “gdca.com.en”, Nl GDCA
ARERIENIIES; %5 CAA LR HIL “iodef” 52, N GDCA 5 HiE #1438 5 k&
T A HAURAES .

GDCA LAFFI CAA LR ARG DU E A AT B RAEF A F: 1) #£9F GDCA )
SRS A ) CAA LRI 2) 22Ul — IRE &4 CAA id3: 3) 4 e
XIRAAALESR ] ICNNA MR X 351 DNSSEC k8 .

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and
follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property
tags do not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records,

GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.
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4.3. EPBZ%K Certificate Issuance

4.3.1. ERFERAREPEMRIE (RA) MEFNERFZIME (CA) KIfTA

CA Actions During Certificate Issuance

i CA HIIE T2 K GDCA AL v {5 N G IR R A B3R 4, TR CA BUTHIE
P RAE.

TR R FEF RA LA S50 IE B S F L, JHEIEIE RA RGEKEZ%
KAEFHIE R KZAE CA HIEPBZ K £ 5. RA K1k CA KIERZ K 1ERK1E BAH RA K
B S 5 A5 BARB I, R ORGSR R B IERITY) CAIE 2K R4

CA MIE-B2R RATERAS RA MIEBARIGERIE, XKE RA 5 BHT40 5
R, T A BIIERARE R, IERER RGBT FUET.

GDCA TEHLHEIET iE 2 5, KA RAE . TET % R =k YA ARG LA
25 A IR HHEE TR R .

i#H GDCA 25 R IMIE-F51E 24 /NN AR 3K

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.3.2. BT\ UE AR 55 HL A8 Ay M LM X 3T P @ 45 Notifications to

Subscriber by the CA of Issuance of Certificate
GDCA 2 KELLAR J UM 15 75 3 ki 7
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2. HLTHBME (e-maiD);

3. X T A, WENT T (A0 HIE RS2 B A A EE T HO;
4. HAh GDCA W Nz m AT HI 5 3.

GDCA will take the following notification ways to inform subscribers:

1. Electronic or paper receipt
2.  E-mail
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4. Other secure and practical manners considered by GDCA

4.4. VEFEES Certificate Acceptance

4.4.1. T BB ZAE 4T~ Conduct Constituting Certificate Acceptance

1 T EATUI LT GDCA E-5 AR 2% Wl il 5 F 8 B 8k Bk, UEH
SEERRIMAERAT #2532 THES

2. GDCA JEMAUAREAT P FEAES, TEENER B RAES A, 21T
FIRERZ T B IR B AR RIARAT P 1.

3. PR THRMIERRIT, I HIRA R SOHEH IR N 2

4. AT SOHIEF B UE T B B BRI

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the

content of certificates.

*f T GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ik

BEERIAT S, MRS AT -

1.

WP EAT U 1T H) GDCA E PR 55 PRI 5 T 3, R4 3 e e BT 7 4%
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2. GDCA JEMMUAET RIS T, AABIT T N8RS, JHEIEAE B X H Al
GDCA AR FETT ARIE LT 7, AT P #2 THE.

3. WM TIRMIESMIIE, IF HBCH SR R B I T A A
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For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAE RS AR SHEF I & A7 Publication of the Certificate by the

CA

W HESZAE S J5 » GDCA 1E 24 /N AREZAT FHIE KA 3] GDCA Y H 3R 55 R 5t
[FliT, GDCA #R#E Google M) CT ZEmg (https://github.com/chromium/ct-policy), ¥#i]
A 5 B AE 20 =A CT k4.

GDCA KM E MH RS A AR ATPTRERAUESS o 25 58 I EHE B2 R AT 2]
T H MRS, R EE N, T H s RS E BB 5 SR B H RS &
BT RS AT 2

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA FeiF MU K AN HoAth SeARHEAT I8 25 o HoAth skl DUE R M B AR 5548 A
#3] GDCA C A% KR INE TIEP .

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHAMNANERKIEH Key Pair and Certificate Usage

45.1. TP IR RERRMER Subscriber Private Key and Certificate

Usage

WPERT TIERHEIF##%% T GDCA Frs KHIEH G, ¥ e REET 5
GDCA. &I RIIBUFIR S 5K 1T P B BIBCFIE T, BRI B it 2% 5
DRAF FLAIE A0 N AL BE G R 22 AL A

W A REAEE I VR A CPS RLKAT 7 BRI 3 Bl A A8 P AL B ATIE 5

PGS, AR ERMNRESY, 7 MAEIFHIAEA NN E. T
IR, HAVP AT RT3 R A X B PN 015 S AT s o AEUE 5 B B b i 2
Ja s T2 LA R R SR B AL B

XtF SSLTLS UEAS, 1T/ STAL AN S S5 ORUE R AEUEFS 81 H £ 380 44 568 I 1 e
G o AR EAL S
After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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45.2. AT AHMIERFfEA Relying Party Public Key and Certificate

Usage

KT RSB INBE T E A ME RS, B ST L AR
1 SRAGHETE 5 BLRIE S R A5 AT

2. WINZZE A4S L IR A5 2 AT (5 A ROAE 135

3. 1) CRL = OCSP AfiA 2544 X N HIHIE 2 75 44N «

4. EFS I FHIESE 5 R A 44

5. EHUES BRI AHIER 4

6. AL .

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

CL B2 AEANT 2 0T, BT st R A B E

KA TT T B RIRINEAT AR 3ZIT I, Ji i 1 24 AR SR AR 32 07 I N2 ik
A5, SRJE A FIIEAS I A PXHE B« HO80 T RORE N IE - RN a 15 2 — i kg S
BA2T7

H

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UEFS SR E A SR UE BT 7 AP BCHAMEATE BB OL S, 9T 7 84— 5K
EFS.

63



[ SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%Miﬁﬂ%%ﬂmu (V4. 9 )]-[&)

% T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iE-H2EK ML CA B K INAT FESS, ST Jo 7 A i Hy e &
WP SRAE R U FIE B R W5 8, Wl PE4 . UEBFAS A, 3R RE A L
PR AHMER REE RS,

T GDCA TrustAUTH R5 ROOT iE+Hi. ##%kfft RS R CA iE+i. GDCA
TrustAUTH E5 ROOT 25K 2 CA P K BT FHIE+:,  SEHT HE ZER AR 5 1R
HH i i — 4 . GDCA H24f5 Baseline Requirements 2 SR A2 75 55 A L AT CL 36 IE A0S S
FTEUET S 71T, GDCA MR CPS 3.2 4 1 RIS 3R 13 I B4 BIE B ST B[] A 825
K HiZf5 BA KA, U GDCA ] {f %5 8iiE B St

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, when renewing a certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
4% R5 #R CA iE1), and GDCA TrustAUTH E5 ROOT, the requirements and procedures for
renewing the certificates are the same with those for the initial certificates request. GDCA confirms
whether or not to use the previously validated information according to the Baseline Requirements:
GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to renewing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.6.1. IEHE BT Circumstances for Certificate Renewal

XFT GDCA 2R 4T P HIUEFS, 1T/ FRAEUE-BRIIRT 30 RIEATUEH S

%tF H1 ROOTCA (RSA) iF45. GDCAROOT CA iE-i. ROOTCA (SM2). GDCA
ROOT CAL iE B KK T2 CA Fra& K HIAT 7k, 2IIET 30 KW, 1T/ A i i GDCA
UEP RS Wb EE 2 GDCA [y AT UE B R B FR i . FEIE B LR ES
HHMEE, RS BZRBTHRIEER.

XITH GDCA TrustAUTH R5 ROOT iE+i. kL RS #2 CA iE+i. GDCA
TrustAUTH E5 ROOT 22K 2 CA FrBE K HIAT FHIES:, 1T 7 F 4287 Wil i) R 258
TEAHME o AEBIEIAE, VT AU B HE BT
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For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request 30 days before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, within 30 days before the expiry, the subscriber can
access the GDCA Certificate Services Website or GDCA Registration Authority for certificate
renewal application. Applicant for certificate renewal has no need to fill in the registration
information, while the system will automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{%
B R5 #R CA iE1S, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the
subscibers shall submit the registration information as they do for the new certificates requests. If
the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.

4.6.2. HRIEHE B 24k Who May Request Renewal

Y SRUE-AS ST (RS AN 3T P

The entity who requests certificate update is the subscriber.

4.6.3. TEPEHIERIILEI Processing Certificate Renewal Requests

XFFUEFEEH, HACE I RIS HAEIRE . 200, BERUETS . X H IR R SR E AL 25 531
LA JLAN 5 T -
1L WM EEFAEAE I H il GDCA &k s
2. B UEE TS SR U SRAE VF AT HIRR A 5
3. HEFEIEMME BT S %0

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.

3. Identity verification based on the original registration information.
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FELL B BSEFI %5385 5 GDCA A ml b AS KUl F .
FEUEASSEHTIS , 17 Al U SR A A ARL B X B8 7 SR AT 2544, GDCA R =X HI ™ (1
BAMAH . EHERNAE RS BT IR TE . AR AN ME— P A48 e AT 55 5 -
GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® I HIE(E BT, CA HHEEG A 24 AT IIE
® I /EMERBARAET, CA BT HIFEAEME BX LT R FIET

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

VT AT PLE 3 — AT ARIE 15 FE R AR BEAT UE P BT, 42 IR A CPS 28 3.2 1 2
KA AT AH BL R E S HE AN S e B B kL. GDCA FEAER[1% 150 T & AJ 441X Bl 4A i 5 R
T A2 5 A E 5 SE T I (1) 52 0 A B T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[Fl A< CPS %5 4.3.2 7.

See CPS Section 4.3.2

4.6.5. MRS ESIERRNITA Conduct Constituting Acceptance of a

Renewal Certificate

A A CPS %8 4.4.1 75,

See CPS Section 4.4.1.
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4.6.6. HFINERFZ VAN EFUEHB R KA Publication of the Renewal

Certificate by the CA

Al A< CPS 55 4.4.2 75,

See CPS Section 4.4.2.

4.6.7. P I\ AIE AR 55 HL R 5 o SE 4R B 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 71,

See CPS Section4.4.3.

4.7. EPHEEAEH Certificate Rekey

UE S B R 4R 1T 7 AR S 5 38 AR X s B RS U AR R — A e
15

UE P B o R SCUE PV IME S, T IR R U IR R 2 5 S
WAT PB4 AEPFR SIS R MR AARHE P S P EWE R4 5, JF Lk
1B B R RORIE

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. ERFEHEFEIFERE Circumstances for Certificate Rekey

GDCA [FHEP % H T H A HA R T LU 1E %

L. EFS L BH M 5 i S E 1

2. EBH,

3. BETHAR. B 2K, GDCA ZRIUEFHEHTEH .

GDCA certificate re-key including but not limited to the following circumstances:
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1. Revocation certificate due to private key leakage.
2. The certificate expires.

3. GDCA-requires certificate key update based on the security reasons of technology and policy.

4.7.2. W RIE R FEHAFEF LA Who May Request Certification of a New

Public Key

TSRAE 1 TS (S AONE T

The entity who requests re-key is the certificate subscriber.

4.7.3. EHZHEHERIIAIE Processing Certificate Rekeying Requests

GDCA XiFE5 %5 5H 55 i SR 1) A FRAE 131 5 58 5 SR AL PRI FE 52 1 o
GDCA IF 5 %5 57 55 39175 SR (R AL FH A [F) A4S CPS 26 4.6.3 iR .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. R BE-BE T P BE % Notification of New Certificate Issuance

to Subscriber

[Fl A< CPS % 4.3.2 7.

See CPS Section 4.3.2.

4.7.5. M A 2 B HEHE R 4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS % 4.4.1 i,

See CPS Section 4.4.1.

4.7.6. B I E AR S5 D10 X 25 45 BB e 5 19 &K A Publication of the Rekeyed

Certificate by the CA

WPRSET A, GDCA £ HAUE IR IR 8] RT3 A UE+ & A 2] GDCA
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After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. BTN E AR & BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F]4< CPS 2% 4.4.3 5.

See CPS Section 4.4.3.

4.8. IEFHEFE Certificate Modification

ERE BRI, 1T P AUET I MEIETS . GDCA A TH52 0 2k HIFTIE A 1)
PR A BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

48.1. IEHZ T K18 Circumstances for Certificate Modification

ARAT P R HIEAE SR A AL, 6 ZTH GDCA 2 H 542 5

A0 AAES YA S5 B AR T AT BN LT BN SC55 I EAE s AT P A BE B IE 542
H, HAERE iZAE TS, A R AR TS .

UEF5 22 B AR R R AR S B P 7 TR S AR A2 — 30

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. 5 RIFPZEE L4k Who May Request Certificate Modification

T SRUEFS 22 B R SEAR Y IEAS 1T 7

The entity who requests the certificate modification is the subscriber of the certificate.
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4.8.3. IEPEFHERAIAEIE Processing Certificate Modification Requests

RT3 SEAZ AT T UE TS B M AR AT AL BE

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. MR IHEBE T P B@ 4% Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. MR ESZ A EIEHKITA Conduct Constituting Acceptance of

Modified Certificate

[A] 4 CPS 2 4.4.1 5.,

See CPS Section 4.4.1

4.8.6. B INMERS IR B EIER K Z AR Publication of the Modified

Certificate by the CA

WP EESZAETS R, GDCA FEHE R 18] AR iZAT P IEF & A 2] GDCA 1) H 3¢k
F RS

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

48.7. B FINE RS LA X H b SZA KB4 Notification of Certificate

Issuance by the CA to Other Entities

[A A CPS % 4.4.3 7.

See CPS Section 4.4.3.

70



I senrmsnnmnas

GDCA

GDCA L F-ATEME S HN] (V4. 9 )

4.9,

WE BB FEER Certificate Revocation and Suspension

4.9.1. UF B4 F1E 7 Circumstances for Revocation

4.9.1.1. T EREHERER Reasons for Revoking a Subscriber Certificate

A w0 Do

A I A B ) — R 2 fl, GDCA WAJIAE 24 /NS 2 N HAHIE T :

VTP A T 8 30 SR AE 1+

WA GDCA S IIE - F SRR B HAGEE 3 B3R AT 93

GDCA 3R13 Tt , EMSIEH AP RAT P AAHIE S 1 it

GDCA 3K T iE#E, UEBIXHIESH FQDN B 1P ik 138 44 152 B Eicds il AL ) 48 E AN
JSEA K A o

A BN G OUH A — R e A, CA NAE 24 /NN 2 WHEHIE TS, HALAUFE b R

PR IE S -

A w0 b

© © N o O

10.

11.
12.

IEH AN AT 4 Baseline Requirements 2f 6.1.5 15 & 2F 6.1.6 5 A K

GDCA Fif5% 1 L4518 2% M A IESE

GDCA 3ERIT P 71T Ul CP/CPS Hh ) — I Bk 2 1 5 K 54T

GDCA 3R TR H] FQDN B IP Mk i AN B BT (N, BEERE ek
R A AR T S AV N A R A4 By 5 A2 VE N N5 RS N HIAH SR VE AT K
MR S5 IR 260k, B T N R B SR )

GDCA Fi & F il U AT UE 50 A T 4870 AT Jk g 12 S ) 738044

GDCA FBUE T {5 2 B KA AL s

GDCA K RIIE % & R REFF & Baseline Requirements %5k 8{ GDCA ] CP & CPS;
GDCA I\ R AEAT B4 15 0t B E T (1045 B 0 A B

GDCA {4} Baseline Requirements 2% & iE T3 AL 1R %0, BB A Bl 21k, BRaE
H k844" CRLIOCSP {5 &/

CPS HHR 5T Y AT HIE B 82 AT HT I HIFHAS s HAR RS THENLEGEE KM, 2%
R AR B E VAR A s BURAT N SO e A N3 i R R O Hoed 15
JEE BB

GDCA Ce JEATHEA L S )m, 1T RGN 55 3% 5

CA B AL T vl {E 1T A ER (R IR TR 735, R TARE A 5142 ) th
THEAFME (BFltn Debian §5% %47, UW.: http://wiki.debian.org/SSLkeys), BfF{EM
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BFIESR ,  IE B A BORL B O VR A R
GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs:

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA s made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’'s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay; or

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
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private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

RAETHINEE, T GDCA UEHMRS RGP A IET, #1401 CA. RA. B A
s H RS T COFEIRS RGh r & EF IIEH) AE R AIESS, AT AR HAE -
1. GDCA 5 RA. 323 U527 HIPN & B EEE KA U
2. UERAAER AR G A VB B IR R A e A AR
3. HTEHENFEE,

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, LRA or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
TEFT P i R I ISR A 22 4 R A 1, BISZ EE 1 GDCA HEATHi «

XFF SSLITLS MRE#KUESS, #HHIBLLL FEE —DE LI, /AT IE T R

1E:

1. {EATA] GDCA 1FHREF 3k 44 5% 1P Hhobik (4 F R R BT e P I 7, sl
A A A BRI A e B LR Y . 53 LA 1 & 9 281k
Sl A W SR 44 R

2. GDCA 1351—/MEBCAFHIE B RS E— M RVEVE R 31 T4

3. GDCA I THAIRERLZ LT, JFHARZHHADR CA TR IE S S Rk

4. GDCA ZJUE bR O i sl iy s ¢ 1k, BRIE GDCA Tttt 2o, 4kahgt
#' CRL/OCSP;

5. UEFIIHEOAR P AR 23 T X L P R A B B B AT AN P S2 1 KU

If certificate subscribers discover or suspect the security of private key of the certificate has been
compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server
certificate, if the following one or several cases have occurred, GDCA also needs to revoke the
certificates:

1. The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.
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3.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. 1% CA EHHBESER Reasons for Revoking a Subordinate CA

Certificate

A HILLL N RO — R £, GDCA Ut 7 K2 WS 2% CA IE+:

GDCA 343 T iEdfs, WEMISUEB A B CA RHE R T 4H1FE, BAHMFS
Baseline Requirements 2% 6.1.5 %1 J2 55 6.1.6 1 (AR K 5

GDCA A% 1 L4518 2% A 1R S

GDCA RRIUF P2 K A BEFT & Baseline Requirements Z3k, b2 CA REERF&
CP/CPS;

GDCA Y NAEAT I IAE 1 2% CA IEFH IS BAER . AN E SR A 1R 3
GDCA i AR R T 1LIEE, HARE 5 —5 CA B AR I F 3 I 55«
GDCA fi#f Baseline Requirements 25 & E TS IRAL J1 2R R, BB B 260k, BRIk
Hgk2:4E4 CRLIOCSP 15 B

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused,;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.
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4.9.2. & SRAE P4 K924k Who Can Request Revocation

THSRAE PR SEAR N TT 7 L TIPS . GDCAL & RlENUFAL ) FlVE N 51 o B4k,
WRHTT LRV SR BERT B B AL BCE A (0 35 =07 ] AR SR A5 W /AR 7%, 5 0
GDCA A & FLH B4 1E 15 6

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. HAHE K FI%FE Procedure for Revocation Request

4.93.1. 3T P 048 A4S 5145 The subscriber actively proposed to revocation

application.

Lo AT AR U3 RS s, S LA A ST R VR SRR SR 1) B RSB SR
IE=gVige
2. TEMHURRAE TS H BR324 GDCA, 1 GDCA 58 U .
3. GDCA F2t 724 /NI FE TSRy H i AR 55, VT P mlad sk DA U =X B i -
® E-mail: webtrustreport@gdca.com.cn
® i Sl (EAHIX): 95105813
® iS5 (EPrHLIX): +86-18929559132
GDCA U E| W15 5 24 /NI P Rh BRI H1iE o

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or
+86 -18929559132 (For International Areas)

4. GDCA will process the revocation requests within 24 hours after receiving.
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4.9.3.2. T P AR FESIE T The subscriber is forced to revoke the certificate

1. 4 GDCA sEMHBUEA A CPS4.9.1.1 Frid L il 5 ZLAHIT /" AUIEFS T, GDCA 5
MR A 5N 52 AT DA I P &6 € I AR S 1 U IE 15
2. TEUETHUH)E, GDCA BREMUMR B E S 1772, EARHEAT. s, 8
ZAT PR O AR B o R BERRZR T I, AL E TS DL R, GDCA
XoF JRUEH I 5 4 38 3 Al HEAT A
3. GDCA 2t 7524 /NI AR ] Rl o A AL FRIAAR o
4. HIHUTT mEN . NATEAESRAE R L Bm s L S5 R =07 IR W] REATAE ]
AR, GnFAEH B SE H IR B . IR TR RIS A4 5, AT AN
I P 75 AT ) AR 1 -
® E-mail: webtrustreport@gdca.com.cn
® ISy ([EAMHIX): 95105813
® HiFS5iY (EERHLIX): +86-18929559132
GDCA W EHk & )5, 1E 24 /NI NRZIES )@k & WA AT R A, JFEETRU T AR
HER R E 2 B E TS -
(1 Frahedds [ R PE
(2> FHNLI ) B ESORAR 2 5
(3) ) ARy B ASER ) S A
(4)  FHJ% GDCA CP/CPS FIT 7 i S5 AH SR VE Y G 15 L
(5)  PUATEEIEH A .

1. When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

2. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn
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® Call: 95105813 (China Only) or
+86 -18929559132 (For International Areas)

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B TAERR S M A B UE 345 Revocation of electronic certification

service organization certificate

T GDCA [IARIE HAIHZIET, GDCA HRIEA CPS H#l 8 v g & A s iE 15 .
T B LS R4S R 45 GDCA I 2% CA R+, 204 i [F 58 Z05 5 F1 R il o It
PATHE .

For GDCA's Root CA certificates and Subordinate CA certificates, revocation will be determined
according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.

494, P15 K %5 FR 3 Revocation Request Grace Period

G0 SR B T e A R R SR, U SR L U S T AT i 5 8
NI AP SR MY o AU J5 DAL (408 2SR L AS BEHIT (1 48 /NN R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.95. BT AR AR S HLM Ab B 78 SR B BR. Time Within Which CA Must

Process the Revocation Request

GDCA AbHECES 1 =K 11 /AR 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

77



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{/A-LIE%%%E}H\U (V4. 9 )]-[&)

4.9.6. TR EIE PRSI ZESR Revocation Checking Requirements for

Relying Parties

GDCA R HEAE IR, K77 nI7E GDCA 1M sk #4721,

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAi#iZ% CRL Issuance Frequency

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iE-P2K M2 CA FrZs KINIT FHESs, CRL KATJEIAY 8 /M, CRLA
BUA WA AL 24 /N

XITH GDCA TrustAUTH R5 ROOT iE+i. #hf {4 RS # CA i+, GDCA
TrustAUTH E5 ROOT %K I % CA P25 K (AT k-5, CRL KA W14 24 /N, CRL
BRI AL 48 /N, H nextUpdate =7 Bt [ A~ H thisUpdate {211 10 K LA L

XFFHg CAEF, GDCA ] CRL KA 12 M . InRsi th 4 CA iEH,
GDCA 7EHIAY 5 24 /NP2 B % CRL, H. nextUpdate “7 Bt ffIE /AN i# H thisUpdate 18 )
124HUL k.

TERFIR X 25 L R 0T LAE CRL 2RI 3L (EAE W 48 AL 4 26 1FBEBS AR UE D, CRL {157
B A= 20 FH GDCA il 5 1) R AT SRS P E

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no
more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 AR CA {E45, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are
valid for no more than 48 hours, and the value of the nextUpdate field is not more than ten days
beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).
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4.9.8. CRL RAm KI5 J5 i) 1] Maximum Latency for CRLs

GDCA 1] CRL & A7 e Kt Ji B 1B A R AT I 2 J5 # 24 /NEFIS .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.9. ERRASEWEN T H M Online Revocation/Status Checking

Availability

GDCA i 43T F R M7 4R (4 7 22V 15 IR 45 25 4 B 55 . OCSP Wi B 4144 5
RFC6960 {1225k, I HA OCSP %5 #4544 . OCSP IR 4523 IMIIE -5 15 IEAE B HRZS IRIIE
Tt A — 4 CA %k, OCSP % %% ik 1ot — 4 RFC6960 & X MK Ky
id-pkix-ocsp-nocheck ¥ 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEMER Online Revocation Checking Requirements

MR L E BT LIRS T, GDCA AT W B ATAT H UL .

GDCA #2}t Get Al Post PiF# ;7 i OCSP & it 55 -

XFFAT FHIEFS, GDCA £/ Y KB H OCSP 15 & OCSP i B (115 KA 2 A 10
Ko T A ES, SLEVE T OCSP.

Xt g CAAET:, GDCA Z/4 12 A~H B H OCSP 5 8. =#l#i+H 4 CA LS
F, 7E 24 /N A BEE OCSP {5 2.

X TR R FIEBHPREE G K, GDCA AR “good™IRZ .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
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been issued.

49.11. BEME BERRAB KR ATER Other Forms of Revocation Advertisements

Available

GDCA MRS B H A KA 2.

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4H B E KR B E R Special Requirements related to Key

Compromise

B CPS 58 4.9.1 WML HIETEAN, 41T 8 E ML AR 15 3 40 EL 4 Sk w5 sl 3 m]
eV RS, A2 MBS ] GDCA H& HIE B 1 R

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

49.13. EPEHEAEE Circumstances for Suspension

AEH

Not applicable.

4.9.14. ERIEBEFLHILAE Who Can Request Suspension

AEH

Not applicable.

49.15.  HEFERFIHFE Procedure for Suspension Request

AEH

Not applicable.

49.16. H=HEARIFBFRES] Limits on Suspension Period

ANTEH
Not applicable.
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4.10. IEFIRZ RS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

AT BLd CRL. LDAP. OCSP #IERIRAS, BRIy MED IR M55 B 1%
X B WU SR AT TR e 2 N ) R - b P g

X TG UETS, GDCA FEIE T BRI AR HAE CRL FHIAIEH k. GDCA
AMIER CRL A ARAD A 44 UEA3 IR RS 10 3%

GDCA ik OCSP ik 45 %8 1 IS 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2.  ARZAT A Service Availability

GDCA &4t 7*24 /N FIUE RS B AR SS,  ELw Rir ] AN 10 #0 . RIAZE 4% 5
VFHIME LT, 3T 7 Be 8 SEi SR TR A B RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  HIBKHE Operational Features

UEFSIRZS A H A T8 e 55 75 KOWIT 7 A GDCA fi5 7€ 1) CRL Huhit, i H sk s%
PARMEL A RS, I T CRL BIAM, BHTIEFIRE M AR,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITMZ5 End of Subscription

WIS RS U DL
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1. AT e ] GDCA SR AL BT IE IS, 2251 GDCA F HiE 5 UsH 1 Fi i .
HIE TR A CPS 28 4.9.3 1iHIE . GDCA MEHIET 5, R I8 T A IE
G A

2. HIEBARINLAE, T RILI SSRGS P, R BT AT O RSN R

3. UL ROV, SO RATUE S R B PR, R il AT AT IR AS

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2. After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B P AEUE A RO A 2B ] GDCA FRIEFIAUEAR 55, GDCA FEALHE 25 1IR3 3K
Jei s A SERHEIZAT T BUEP R, IR CRL KA SRS BEAT KA ;. GDCA TEAHC AU IE
5 WA R RE I 5 IR T W 45 AR BIE 5 AR BLTT 7 B AT U4

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. FHAER. BHERE

Key Escrow and Recovery

4.12.1. FEHER. Z05RERIKEE 54T Key Escrow and Recovery Policy

and Practices

%tFH1 ROOTCA (RSA) iF45. GDCAROOT CA iE-i. ROOTCA (SM2). GDCA
ROOT CAL IE BRI h 2 CA P& K T Fk+:

GDCA ZERIT P A FIASTT P (5 7k PR E RS 42 2% . 1T P T AT
GDCA AT AT AR RS 44 B A 1A SCHRAE o B T35 24 FABHIE 2R FITae U 0% R AT 7
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H C7&$H, GDCA X A& 51T

UERAT P s s g%t i GDCA AT P ) R P B O g AR, IR
REFEFVEPOEATER ., BRI P F EK N B PIN, ATLLR GDCA 2t H
EWKEINE %4, GDCA 42 AR B HE M P LG, WfE, 2T s, K
VT VIR SAH LRI 25 5 o

IERAT I BT AT P AT R, GDCA ANEAZT 4 S L Ak R .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber may apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

Xf Tt GDCA TrustAUTH R5 ROOT k5. & R5 #2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 25k 2 CA P2 K BT JFHIETh:

VTP AN B IT P BT A R A SN BN B R (R A7, GDCA ZERIT F1 b2
A8 AL BRI FIPS 140-2 55 00 SR I B S 2 38 O R EH , SR 2 IR KX R B Y
ME—4%]. 7 A LAZHE GDCA ARIT F HEATAE BB HXT AT CSR. FRIAVEHIS e itk 55
BT I 2k BT P E CR$H, GDCA X A& 54T

GDCA RRAEIT F RV IIFE A AR R 55

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
$ree it RS #R CA IET: and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.
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GDCA does not provide key escrow and recovery services for the subscribers' private keys.

412.2. SEEANBESKE R KIERIITA Session Key Encapsulation and

Recovery Policy and Practices

FER IR AEH LR E B BT FOREE ST E Y, B EREREREZE N AN
XN, 2EMNE CHRHREIFRE SR,

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.

5. INIENIA B B EEMPEEAEEH] Facility, Management, and

Operational Controls

5.1. P& Physical Controls
5.1.1. yHhhr B 57847 Site Location and Construction

GDCA (¥ SUANHL DS S A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2010 ({5 2 % &HARUEFHINIE R G KA R 2 2 H R TE)
[E% Ri[2010]7 A CHTB05% FE 5 A IE SR A B0 2 1 25K )
GB50174-2008 {HiL-115 & RGEHL 55 ¥t #iE)
GB6650-1986: (it MLHLE HIVE SR B AR SFAF)
GB2887-2011 (5L ALz i FH AN )

GB30003-93 (HL 7SN LML it T S B oty )
GB50222-95 (&3 N HEAZ BBl K FLTE D

GB50116-98 (k% H AR E KRG ¥t HLiE)

GB50057-94 (BB & Bt AL )

GB5054-95 (fI% s T FL B AV )

GB/J19-87 (KM X5 7 <15 B it #LvE)

V vV V ¥V WV V V VYV VYV VY V
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SJ/T10796-1996 (it H MM FH i sl Ak 352 A 244D
> YD/T754-95 iR & Ha By 3 )

»  GBJ/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

»  State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

» GB50174-2008 “Code for design of electronic information System Room”.

» (GB6650-1986 “Specification for raised floor of computer room”.

» (GB2887-2011 “Specification for computer field”

»  GB30003-93 “Construction and acceptance test code for electronic computer room”.
» GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» GB50116-98 “Code for design of automatic fire alarm system”

» (GB50057-94 “Design code for protection of Structures against lightning”

» GB5054-95 “Code for design of low voltage electrical installations”

» GB/J19-87 “Code for design Of heating ventilation and air conditioning”

»  SJ/T10796-1996 “Specification for raised floor of computer rooms”

»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA BLE AL T il T vl X WL AR, — ST S 5, BB Bk, B
K B S ThRE, FEANLUS @R AT E— AN D AER, GDCA FLHLb %I T fE
LNZLIX ., IRGX . BRI, #BIEX, ALK TA X AL RN 74§
BEANFZBL X35

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX I, Public Area

NIXEFEAD L KRE R, MBESEERN R,

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.
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5.1.1.2. #1EX Operation Area

BAEIXGE RABRIE N G VE BN S AR, 73 2 AR 2 S A A AT BN,
NG RAE B H G0 WZRITG, A A5 AR SR e o BE Bl 37 5 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. BFX Management Area

EHIX 23 RA BHEHIG, CAEH, Bk, HitEhla, MEEM, sl
&, & RAMCAEH A, HiFmAMmMa e RN TEX, RavrEs X g A
SABEN, /5P HE O3[R IR A R 2R S A TIEA AT BAE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. R4 X Service Area

RS X FE 223 M LDAP RS 25, OCSP IR%528. RA FMHIRSS 845k % R Al
RS X B BN G E N, TS AN O3 R A SOLERT 2R B A IE A BT BAIEN

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. i [X Core Area

O IX BRI, e mm NGB 75T, E2ede CA B4 Rss 4. CA ¥l
JEMRS % KM BEHEBIIRS #8 BB S 350106, R AL XHUE i B
NGUHEN, 11 HL 75 ZEP N E 03 RIS A5 O 3% B DA IE A T BAEN o S Rt 22 I AE
DX, AR R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
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Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YIE 5 i Physical Access

GDCA B WA 9 I T2 T T RGN 1 MR AR E RS, XTI RS
AT IR, SRR TANC R B, I TR R SR EAR . 1R G RESEI U T
TORb JFA TN RS TR ST SR R e S 18U Ret iy, JF Hit
HYRE T8 [ TARAT I TRl C SR ATAR SGAR B AR, 55 X A% 0 X 7 28 9 A B 0% () P
AR R AR SUCE R AT ABEN, AL AR SN B ARG, A X 1450
SKHHATRIARS, R 18NSR

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

PB4 A A LA 7 T
a) MRS BHIEZEITEE . TENAFMEH SR LG D ABERLUE E
AREHEHY, R —TE TR I R S ANE BAR.
b) HERG: MR AEEEAN FFEFFBRAIFT] KB A5 5 5 5
SLfid R AR R R RG TR R E .
c) MIERG: HIVAMYIENRE RERAEHIEE MG EE RS, St 4 X i
FERAE X IBHEAT 7%24 /NER W RAR . BT B TR DR E 6 N H, LA Al
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.
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5.1.3. 225 3% Security Monitoring

WRIEHLG B TR 2 0% R AWK, AW R SR T R84 i
AT 240, UPS kel 7 R 48, MBI T R4 B WUl 7 #2488, BIRER
My #2498 WAKRENTRE. BT 2%, TR KERET RS NEARE
B WUAIRBRRGL. 220 REUIRGLEEAT 7*24 /NN SEIF I, D9l 2 Wi, H5
AR R, RO R OR BN Dy 6 M LR,

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. B, 77 525 Power and Air Conditioning

AN R PR TT s R Bt . — B S Bl BCEA LTRSS, L
B BA ML BB SHIBTER R ST, HLb KA T AN it L & 48 UPS, ml it
KT 8 /NIRRT HLGS X PR A T B s i, SCOINLAE. ARS5as. ML i S
RE A

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

B 25 R X8 A e LA, 3 PR s B LA BLAE TS . ML Hc R
300kcal/h m2 #fifar it . BFEESRIHRE: 35°C: AF=EIMHEE: 0C; Wi
BN : 224°C, MXEE: 5545%h o [, YUEZE THNAS, SHLEk
ATHR, DRAERLES A R 23 0 SR R XU L D R L g 2 /08 ¥l P ) SR 5 ) L

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.
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5.1.5. 7K B85 16 Water Protection

NBIR K FERHLL KB, GDCA FENLD: 2R = N i B AKIRE RS TRk E
S 4 AE 2 B, — BURAE KBS RIS, Sl R RN DRI, S . [ 7R
W AN DY HE KR Stk R, — BUR AR K, JKBESZEIHRIE S 25, JFX A AN E B
(HESEIPOSE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. kRBEH Fire Prevention and Protection

GDCA ML N 7% IXIEEI R 1 ISR R R PRI 2% JF 238 1 KR B 3l R 4
LA KARGE, BRGRA A Tl LU 2381 =5 377 5

FEEIRE T, HPP O A KERS, JORIRE i a5 BB XIS K R ]
BAG SR LA MIBENE S . 20d 30 MPIFIAISERT, KRR EE I LE S, Rk
ARG, [FIRF, B HISRAUE DINS SRS S, B X AT R, BN SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X e HEANTAER, wf LUEE B XTI T30/ B s8Ik, [ER4%H
FPREHAR B TR, AP O JCER, REEH g R MIREE S, ANMamtaifE
fE55. HEYEA BN JCE, $h il AR e i 3 X AR 2UR sh% A, BRI A2 E R
ARG, WORKAAK LG

HEAD . FAIRIURSIHER RN, AT A SEEILHUN. SR R 5l

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
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operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R4 Media Storage

GDCA X ES ™ B IAFTEANE AT 2 B s oK B Bl Wik, B B
Bl BT AR A S I 2 A TR . SR T A BRI BACTE A . A B R ] LA B
SR ISEIL T XA A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R4 E Waste Disposal

2 GDCA A5 MIARSK SR ARARE CAS P 75 2 A7 R BT BR LI, aa ZBR A it 6
8, MG R IIEIRE . BB A IEURAS B A A A AR IR AL B RTAR G 3 R 3
BERTTIER Sk HATa AL AT VI B4 8%

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. S &4 Off-Site Backup

GDCA #1371 st Bl 540 bl AL T TR Gt R Gt . o i H S 50
H AU B AT SR R A1

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls

5.2.1. A {E A/ Trusted Roles

f£ GDCA AR FIEMR SR, REMAT ERmE Btk M. B
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A 0 S IR I #R . GDCA MMt . XEMOURBMEART: &
PAME RSN E AR REEHAR, ZaWit NG S EHE AR LS EIEA
5, AR ALAAFRANESR L GDCA ) b A 5t B i o

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. FIHEE T ERI AT Roles Required per Task

GDCA 7E B AV 55 HTE rhof SCBRAT 55 EAT P P, SR ERAE 7R 2 AN W] {5 M ok
A5k, .
1. RIS A IR E AR I 5 ANAIE N G 3 N3 [ 58 B
2. IEBERRGNEGHEE: FE3ANRGEHA LR 2 NATE A G L F 58K
3. HRZMZKIUEY:: THE 2 AAE N RALFE ST

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2.  For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMEARRAEXR Identification and Authentication for Each

Role

GDCA FTf5 A& a5 A AR IR R AN 2858 — 2 2 7 B 45E . S EFE /£ GDCA
N 3 T R 8 B2 A5 PP R E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.
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5.2.4. FERFTHEH A B Roles Requiring Separation of Duties

£

NIRER G 24, MIEAEA G B EN, Bl GDCA HIR{E Mt i AN F B A 4H
GDCA HHATHR ST - B A €, BLFE(EAN R T 514 £

a) iEhk 52

b) E5E CRL %k

¢ ARG LS4y

d) CAZEHEM

e) At

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of

duties include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing

5.3. AR#E#| Personnel Controls

5.3.1. Bk STt RESR Qualifications, Experience, and Clearance

Requirements

GDCA Xif AR AT £ €01 T A N SR A% Bk

Hag RIS TS .

A E A L IR GDCA 45— 2 HE KB B

WSy GDCA A X 2B ITE . e MR .

HA RPN ARG 1837 BN 55T 1) TR R R AT AL ZE i«
H4% AT BN EAE RS

TIEFELIRIL .

DCHRIZ L B LA N U AR A A G LIRS, Biilid GDCA AH IG5
YIS T 6e L

N o g M w D oE
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The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZR7E M m {5 M i N 1t B R4 B B RO AR ToRe
M) CA Iz AT I E M TAE . RAT ML B KRR R IC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B R EFAERERF Background Review

GDCA = 54 FKHIBUM R IR AL S 1F, FE B w5 A THIH SR

FITA AT A5 G2 TR R RN PR T A5 D 000 20045 1T R o AT 1 S . 3 i
A SR ER, A 25 A 7 SO A 1N AT 1 SRk
MIAT N EH BN GETFB, RTaeusd AHOGH . FITH T AR RE R
A% 5L

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIREIN: BEAHER S A

FAREOFEN TAEZD, WAL, #E, HLXRTTmrHE.

A ERR A S AR A HANE R RIRIRIC R, e R R 2 247 T 1
Bo X ATHRARUE AL 55 B K b AL SUEAT S T 2
Background review including: basic review and full review.
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Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.

BRI

a) NFEIISO RSN G NBURET DA A . SRt R B0k DI, S
PV SEAAEA . BUARAIE S B i S A A RGIE T

b) ANSHHSI LG, R, W&, BT 200 LR A RAD R B S AT %

OER AT, IR MERIAN G, nDLEEIRLE SO a5 N 5 5%
® (ARG SE BRI AT
fit B AN T N G2 IR s
P ARIR R S O e I s 22 . AEHA B ARAIE 5
TARA ™ AL AT A
d) HAEITEE IS, HENE. HRERETT AR HLE R RIEEENL
R AR 1 2 HE o
e) &%1%, GDCA 5 i1 TR fR# I, PLAH 1 TAVFER CAIEH RS T
REMBURAS S RN, GDCA MR 1% FEAHUA BN 535 EAH I 2 Bl XE B3 7K $H R A5 A
CRFERIN RIHATIALE S, DUERENS AL IR R IR 28 N\ B3 A AT (S A2 LA AR g

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
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investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. BIIZER Training Requirements

GDCA HRYE A5 M LT R, 48 AR R ATER I, LR &R IIN AT
GDCA iz Bk R

GDCA AR A

GDCA 22 4=/ B SR W AL

EIRA A -

PKI LRt A8

S B b A o AL S AR T

G MEDR AN 55 i A M B

CP. CPS BUK MAHRARHEFIREFF

GDCA B HIEHE . il B M Ipik4s

[ KK T AR S B VR ARt F2)7s
FoAth 75 SEHAT IS 4

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.
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®  Other needs of training

GDCA K 53 TZ 5K DU AL SR IFAF RS, X T28 % SSLTLS AessasiE 4541
RIS LU A R, LKA AUE R 15 Il 3153 Baseline Requirement 1
SER A NI LAE Iy b 20 B 2 e 7K P o

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BRI ARMER Retraining Frequency and Requirements

X FE A M A E A BN 5, R D2 GDCA AL
— o M TFERGHZEMKMIN R, B2 DHAT — IO REREM FIR . 1A,
GDCA RRIEN RGT I AR EOR, AN I ER N b AT 4R8I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAERAL B E B MIFF Job Rotation Frequency and Sequence

GDCA FEHRN 5% ) A b A e 0 ] BRI NGy K A0 AS LR FR) 2 e 7 B8 SR s 1 1) 5

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. KEBRUT R4S Sanctions for Unauthorized Actions

AIMBAERN ARG EGE AR GDCA R48. BRAFVENL S O,
GDCA — £k, KL R IZ N R SAES . RN 2R G BUR, JELIZA
SURBBUT ARG B, SCRixT %44 N G R IE R IE . S5k, TR BAR SR A AL
FE Kb P S5 it o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.
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5.3.7. BSTE 2 NHIESKR Independent Contractor Requirements

XFFAJET GDCA WU E LAE A, {H M GDCA N5 K LAER Wk 4573 32
MRS N BL BN RS 25203, GDCA 4 —ZR T
o A\ IR R,
® GDCA MG — 1) AT E5 I 4 T 1 5 I 2K, #5901 N A AFREAR T GDCA
IE F5 52 S R EE DA E MY 55 )

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.8. AL R TSR Supplements for Personnel

TERF BB )IIE, GDCA #2445 7 TR I SO A FE A PR T LA R J12K:
GDCA 7 T.F M

GDCA EF 5 . LT IATEML 45 HUU AT 56 ) BRI AN T 5

GDCA Hi ARk 2 308

GDCA XA HR 57 1t I 45

P BRARAESCIE, A 45 0k A R 5 X W B 7 R

GDCA 45 PRIl 45

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations
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5.4. ®Hi+HZERERF Audit Logging Procedures

541  BREHHIZEE Types of Event records

P R AE GDCA K % A ST AR o B St 4T _E I 18] B & IF 0 SR A T ER A
Frp, R, ARETFINENREER ARG A AR, BN IZEEUTEE:
FAF RN H AT TE] 5
IR RER:
TR MISRA;
TR MR
R HEIFH LR,

o c w poRE

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity

X LG AR AR T

1 SHAEGRAMA NSRS, OREEHER. &0 /6. WE. A, fd.
SV S S TS e

2. A4 GAMANEEEMS,, QRS 2. BE. BE. A,
Yz 5E

3. UEFHUESM, G ESZAIT S B HE AL B TR I TE
FE A B E BRI DR A5

4. EBAEMFMAKEESM, OFEEDREIE. k. T WS 24w
SR, A RIHERARIIVI M CA REMITEDN, X1 CA REMLZHIER
BT e] K7 ) A, X RSSO AR U 1) K Vs ) A B, 224 BURT)
SCPFECR ML TR, RGBT, SRR Al R

5. Bk RIS B 30 S e A

6. RGEHBMEFM, QRFEAKKBNMKCH, KREOPRMOIE. MER, ®EBESE
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These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

4. Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

5.  Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. b3 H FE KA Frequency of Processing Log

GDCA & AT — Ik H G IRER AL, Ao B i S BUR KL e ERHAF, & H 3T KIIE
ARG H SN P R H S E W T NBEAT R B A B, DA e I 2 22 4 AN
TR, RIS SRIBURH S R i i AT AL EE

GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.
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5.4.3. #HiH H EHRFHIFR Retention Period for Audit Log

GDCA %3 RAFH TIMEMRS KT H &, s RS TR E2DWAH, R
IRy T2 A VAR R RUE +4E.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H Z K- Protection of Audit Log

GDCA i i+ H AR B, IF HSel s ty, Hrh eds - o i s 5
BEAHEAE S . GDCA HAT ™K M B AIZ B ) i Pl 16, AR OR OB BB B4 RE
BOLIX S H AU, JAERSEAUNTI R B B IHBR SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. #Hit H FE LA EF Backup Procedures of Audit Log

GDCA {8 T R ER SO Hi b 558 B GART 6 1 N 538 H JEAT o 18 H SR o T SRS Y
VARS8 3 o PP AT SRS B 5 I o U BRI SRS LAk A7 75 R R A TBUPE 2 A R SRS PR A

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HTFKEE R4 Audit Collection System

GDCA (i H EWEE R G ) -
1 iERERRS:

2. FPEKR RS

3. IFPHZRS;

4. EFHEE R

5. ERZHE R

6. VjinEH R4
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The GDCA Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7. Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA A ] i v T B35 2 5t Bk R 48w T A T K

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S HALARRE S Notification to Event-Causing Subject

GDCA KRIHGIR, FACFKBArH ATy, ERAVER] (0 E N B W
R B R IPURH X6 SRS i (RIS o AR e 3 AROAT DR B 458 D7) it el 2 2 I TP Al
55 AT FENAERT AL B A S I

GDCA H B E K& 75t T B AR S AR REAT I 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. WE 55 3EAS Vulnerability Assessments

CA ZEREFIRIEEA. BORNE B, FRA T K AT #9050, &
TRTLASRAM ISR, K oRAh, J& T A RTIRAMOHE 934 T, GDCA RREXS RGTHEAT
MegathvvAl,  DARRAR R GTis4T i X«

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
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assessment each year in order to reduce the risks of system operation.

5.5. g% Records Archival

5.5.1.

JARSIE IR AL Types of Records Archived

GDCA Xt UL I LS F#AT I E S, B EA R T

1.
2.
3.
4,
5.
6.
7.

UET RGBTSR

IEBANEF 12

UEAS R SCRFOCR, IE R IR SR RE R, SIEBIT PG
Rl

[N S RN e =F

RLERL WREARTERIFEE. X FHISEER
HRHMR S A ERPP A SR

GDCA archives the following events, including but not limited to:

1.
2.

3.

5.5.2.

Certificate system constructed and upgraded documents.
Certificate and certificate revocation list.

Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

Audit record
Certificate Policies and Certification Practice Statements.

Employee information, including but not limited to background investigation, hiring,
training, etc.

Various external, internal documents of the review and assessment.

AR R A HAFR Retention Period for Archived Records

XEFAFEFARE LS, HREMIREARR . X+ REHREFM RG22
53¢, FLUTRE R PR B B 58 s I S VE VA B SR O

1.
2.

SEVTPHUE3 24 fis FAL A IR B0 (KRS, DR B 10 SR BLE

o CAEF AN G R I 1 SRR, LRI T CAET
g S A

VT PHIE T3 ISR R B IR AN D TE B U5 10 4R
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4. CAEHME TR CA MBS A ar A W2 4k, AAMRE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. AR SCABI5-3 Protection of Archive

B HER B SCRA R ORI E LR S5 AR PR BT o e rP RS S0 BRI B 22 4y 5tk
ITERY, I HAREE — A BRI, RH GDCA 558 B G ] AV 1) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. TR &4 F2F Backup Procedures of Archived Records

T RGUE BT IAICSR, BT, SR SRR T A A

X A VAR TR, AN BT, (R BRI R A HE it R IE L 2 Ak

FITAT VAR B8 R SO AN B 1 ORAFAE GDCA A7 Gl I, IEAE e s R AT & 5
AR R B P — AR IV BOZ AR B 05 3, BAMAA R A BACH . RATHAR A
TAEN A B GO, A REXT R R AT R . GDCA £ 2 2 HLH_E AR IESE
IR 5 R AR AT IR . B R AR

Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
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protect archives and backups from being deleted or modified.

5.5.5. O EIBRE R Requirements for Time-Stamping of Records

GDCA [firfy H E#A IS (RIS 3%, 2 3 E N T Ll sk B/ S8 H 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JFRSWEE & 4t Archives Collection System

GDCA K TR B RWUE R GiAEA CPS 2 5.4 TP AE VRGN U] .
Iy B UEARE A AR IR A 22 A 1) F RS AN & T GDCA R4
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. SR TR S B AR Procedures to Obtain and Verify Archive

Information

GDCA [f)# 4=t i UL 3548 B 01 0 73l R B GDCA JARS(E 21 2 N8 L. 23RS
SEREVARE(E BN, ZU0IX 2 N85 DUEAT E L.

Security auditors and business administrators of GDCA retain 2 copies of the GDCA’s archived
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. HBEFNERSHMAFEARIFEE Key Changeover

FEUES BT LUHT, GDCA R 2 HEIE 5 SRS AR X AR o S BEAT S 45t 25 BB RIE S
FERATH PRI E R, R 12 [ GDCA KT E HAINE . CA S P 5 L 811G LA

VLR

1. fE CAEP A A I AS R AT 5 IR 25 A0 IO N e+, #ORTE CA HUIEF 2N prfy
NHAUE AR

2. (ERFIEBERCEI T JOE 5 BUEB RN, 4848 H CA FAHA K CRL, HEI&R)E
— 5K T GAEAS T .

3. RN EL CA BN, RS IR .
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5. MGREBATEEREZ A R, AHIEERE.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.
GDCA HJEE GHE# P et KM k35521 S il . Sy, GDCA
T AR =AW
® CHAMHIEL I H AP GDCA IEH;
® HAAZAIAEIHAPIN GDCA LS
® [HAHELIEETH AN GDCA L+ .

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
®  GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. #MEHRMEPHKE Compromise and Disaster Recovery
5.7.1. HHNHELAERERF Incident and Compromise Handling Procedures

T R i S Ak AR R R A BT L, GDCA AL T — R BL S Ak B i 2
HIALE T, Hln.
1. GDCA #R4tHkba b F ARG
2. GDCA HKHHMNATHE
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In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. THERIE. B/ ZIE R MIR Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 b A B E R G BIR . P S Bt AT 1 800, IRl 7 AN
IR SR BRI . R A AR AS BRSO . T SN BER AN RESR B IR 3 I 55 . AR ik
I < B e R A 5 D B B R AN W] T 7738 7 R AE , GDCA R % S ME R R TR St Pk A2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. SEAFAVHIE AL EFEF Entity Private Key Compromise Procedures

TERUGE I NAMER R K AMERIIE LT , GDCA FERELUT FI P IR LA 22 4 30 85«
1. GDCAMIERZMN DA NS ER G WS HRER . REEH QTR
2. ARIEIRAERIERT, F8 73 B4 AR UL 7 E A B Jm EORAE .
3. MR HRLIEEHECE A A2imise, HaEdE, IEiE5A CRL /& 2ut T
4. e A2 A B AT RE A B Bk
5. MR EWE ST EH A AECE T, NMHRGE B A PUTIKE
6. WIRTEWE GDCA M5 #RAE RBCE AT, W 53 4h—4 GDCA %4l 55454
SAEOY 55 BE 50 AT IR
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In case of any intentional, man-made or natural disasters, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

M CA MFAEHME SO . 82k BBk aiitEs, GDCA JHZhE KRR SR T,

H 22 4 RIS A AU ORI & AT VAL, BE ATt R R 2 CAES, %

SRIUA T e

1. SEEPA P DGIE AR S5 B A A A A IBURF 23530 T TV, i o it A A 4 L4
PRISAT POREAT I R, SR e 38 G FF) P ) 2 0 52 B KA K

2. LBV A AR T O P S UE R E IR 5 AH KK R S

3. OLEMUHITA DA K IIETS, B8 CRL A1 OCSP {58, Mtk P Ak 7
it [ GDCA 7B A BT 3 0T

4. FWMIERR KRG, %8 GDCACPS K THEBA R MM E, HHER FHUEFHH T
ZFAER YL CA ET,

5. GDCABHHERZ KRG, ¥ Bl GDCA /5 RE. HFEMES . HTTP &5 R A
i o

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
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new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA MPIHHBUEIR . HeBich. MR, MhER B 20 = o1 BRSNS, Rk

CA J:

1. SZBNA GDCA BEATCH I AE s B3 B R PR K, B2 A8 AIE o

2. GDCA SLR[ [ HL-IAIE AR 55 8 B0 A S A CA R S 0 11V, TS W A A
PIRGARIT P REATIE S, RIS 38t S 1) R 2038 52 53 Kk

3. SLRLE A RMAMTT 5% S UEFAEAR SR R S

4. LB QAR R, B CRL A1 OCSP {5 /8, LT ) Ak s
.

5. B CAIERZKIG, #H GDCACPS X TIE A K MHE, HEHKITFE
15

6. GDCA BiIIEHR)E, LA GDCA F R HFME5 a5, HTTP &5y it
1T KA o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEASIT P AL AT BE U BLARS8E. B . B ek, BB B =F e R, I
4% GDCA CPS HIRLE, 1 5e B IETS R, I MO E B8 s H AOIE 15 -
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When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. R BN S5 &8 B8 7 Business Continuity Capabilities

GDCA fEHi#EAy 5.8.1. 5.8.2 f1 5.8.3 ik jG, i L& MHLH], BIE
24 /NS 2 PR AR - TV 5% Y TE B AT

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HTNEREVABIEMYIHIKIZ L CA or RA Termination

GDCA #¢ 1R 1 JR R T LA Sy B 4 2 450 DR RN A 25 BH 2 A0 T, B 4 240 S IR ]
e flF% GDCA IREHE K, IEHHZHURF a5 w L F F= A K.
£ GDCA #1EHT, A4
LA S5 7R R AL
LT GDCA 2 1L ;
N5 GDCA {5 1IEAH IR 1 S A4
PN &
TEF A
Kb BRAE RS SCAF I35 5
f L DAE O IR 5%
AR F H RSS2
KM H xRS 2
Ab3E GDCA V55 # 51UR GDCA MV 55 #4F i ;
S DIk R e
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake
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2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9. Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware
i T35 2 A AR B 2 0 R 261k GDCA, LT 258 o R R4, i — 1)
ANTFIFE GDCA # 1k ikt (i [a] BRI, b T2 $ 32 B K ¢ 1E GDCA, ZE5k GDCA
WRIT AR R e BT AR PR A 205 GDCA, 7£ GDCA @RI 1T /™
J&, RBUE AP BRI GDCA Z X 1T 2 o

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA natifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. IIE RS AR 2244 Technical Security Controls

6.1. FEHXTHIAE RS %3 Key Pair Generation and Installation
6.1.1. FEXT R4 R Key Pair Generation
6.1.1.1. CA BHXAER CA Key Pair Generation

CA S PIR LA 22 A M EEIA ST, th 2/l {5 N G FE [ S8 65 28 3 T T HE AN
VPRI BB I8 AR e BRI ARG BB A7 R KR ST FIPS140-2 Frik
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SEVFRIHIHE NS MEE R, RS IRE&) iRyt skl F T R34 A4 i &5
R E RS RIS E . E.

CA BB 14 I 2 5 SR AR B — 44 G % 1 A U WLAIE DA R FLI3E 41 CPS BA K Ay
o B EER o B A i B AR R 38 T e SR IF IR A

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. 3T P #4954 B Generation for SubscriberKey Pair

H1 ROOTCA (RSA) iFfi. GDCAROOT CA iF45. ROOTCA (SM2). GDCA ROOT
CALIEBRER P2 CA PR B e+ Ry XUE IR, B8 SR A0 4625 42 55 AR A
AN, GDCA TrustAUTH R5 ROOT iE45. #0448 R5 A8 CA iE15. GDCA
TrustAUTH E5 ROOT %K 2l CA %k (I FH P UEF N BB AHUE T, 2544 Fin & A
F TRl — X 2 5%

VTP AL BN, USSR R ECRMLE . GDCA SRR i) 2
AR DT, W DM R A R AR (1. USB Key), 0 R] DU [ K 85 i
PR SR A RO, AT DU P AR R B A (. Web IR %5 38 342
BB A BRI RESE), UE - U AR L R AT IR R, B %0y RSA 2048
frEG ECC 256 fiz. Xt T28 4 B NUEH. 28 4 BHUMIES: . AR 2 UES, L Z0fE H
A A B A . ANE IR, B PR A 0 2 e MR RO TS B RIIE . GDCA
FERARL WSREMETL L, O 1 %% .

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1 are double-key certificates, with key pairs including
signing key pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs
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of GDCA TrustAUTH R5 ROOT certificate, %1zt R5 #R CA certificate and GDCA TrustAUTH E5
ROOT certificate are single-key certificates, with signing and encryption using the one and same
key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair’'s generation should be guaranteed. GDCA shall
implement adequate security measures in technology, business processes and management.

(1) %FTH ROOTCA (RSA) iF#5. GDCA ROOT CA iFf5. ROOTCA (SM2).
GDCA ROOT CAL iE-H2E K 2 CA FrZ K BT FHIE+:

VTP FE A R A AR, 6 2 PR R 5 s A 5 B R L VP T (19 8 4% A Fl 25 44 5
ARG, @l el i E. USB Key. IC K24 . 1T ER PR &R, N
51t GDCA B K ARG A ZHE . GDCA [T/ AT & B 5 5% 6 8 BEAR ¢
HLIE K] USB Key 1E T 72544 B 4H % 1A AL BRIt 1 6 o

GDCA — M ARAARIT F7 A B 2 % 8%, A = B H s 34 GDCA #itifk,
GDCA 7] LI HIE FH RO BN, IF HARVEA R B AVH I RIAS, SRR SS )5 Tt Ok
UEB NI e Ay SEMERIME— P, ER e I B T (8 2 TR A5 i R R 45
%%, GDCA AAABTAT FHT5 X 55

TEFT P A 50 B GDCA AT ) AR S B O g A R, IRl
ARG OHATE . HIEIT P R ERE NS RN, R R s
OIS TRE, AT 7 i FRE LT P A R N 28

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides USB keys to subscribers as generation
and storage devices of signing key pairs which are in accordance with the relevant provisions of
state cryptography management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.
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GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

(2) %tFH GDCA TrustAUTH R5 ROOT ilF 5. %% {8 R5 # CA iE 5. GDCA

TrustAUTH E5 ROOT 25Kk 2 CA P& K HIAT FHIE+

%F T SSLITLS EF5 R I BRAE o, T/ B2 4% BT /0 [ QAR O

ST HEAHIESS, GDCA Fuvil AR 2R AR U S0 TR R BH I R 7 e i o 22 4 18
k51T 7, BT A CSR B KIES .

ST RFE AATL HRBERIIE T R ARG S 210, BT 7 SR F R b R (1 f
B A R, RV B G, R U A BOm AL, GDCA it 24
BB A IIE AR AT .

TEFAT A IR FAEH 2 A I FTAEAN LS5, FE7RE H s SR 928 BT o
For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %{
ZIHR R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.2. FEEIRLST P Private Key Delivery to Subscriber

H1 ROOTCA (RSA) iE1i. GDCAROOT CA if-fi. ROOTCA (SM2). GDCAROOT
CAL IEBREAR I CA PR A BT FAEFS, 1 GDCA AQET ™ ) B B O 4
I E PR TE R, SR A OO PR A IR SR, AT R A SR
AR TR RN, DR AT (feik4s GDCA, Jiid GDCA NEENTIET
BARRY, TP R A AR S 2B SR, PRI P A I A
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For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management
Authority generates an encryption key pair for subscriber, and encrypts the key pair using the public
key of the subscriber's signing key pair based on the digital envelope technology, and sends it to
GDCA as data stream. The subscriber downloads the digital envelope from GDCA, decrypts it using
the private signing key and saves the decrypted encryption key pair in the certificate carrier.

Hi GDCA TrustAUTH R5 ROOT iE15. 2 if {8 R5 #2 CA ilE15. GDCA TrustAUTH
E5 ROOT 2k I 28 CA FZE R T FAESs CHBEHIEERAN), GDCA AN EW FAEH L
BT . X EAAEAH FIRERE T, AN R )58 AIEIE AL

For subscriber certificates (e-mail certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, #%{X R5 R CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the e-mail certificates that
require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers.

6.1.3. NABREAIEHZ R HLH Public Key Delivery to Certificate Issuer

AT R RA BT PKCS#10 #% ZUIAIE 25421 kA5 Bk e 5w 4 11 e
A, PLHE TR AR GDCA %57k, GDCA FE25 K AE RS IE T2 38 15 3R
R 2542

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. B INERS LA A AL ES KIS CA Public Key Delivery to

Relying Parties

GDCA 1A 44L& 78 GDCA H2 K AR CAEPRANYS: CAUEHH, it GDCA &
77 WG 34T A . GDCA CRFM GDCA [ sl 4k 11 5 AL A8, PAHIE T P Al
T A v A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.
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6.1.5. EREIEF A Key Sizes

GDCA CHFff RSA HHHKE N 1024 frek Ll b, HA AFF A {E(FUE 1) RSA %4
Ky 2048 frskbh b, SCRR SM2 B9 EE Dy 256 A, SCHFI) ECC #HHKE Ny 256
BELA b An SR E ZOFEE . BUR FE NI S S P A W B TG A ZEK, GDCA
¥ 2256 AnE M

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the
publicly trusted certificates is 2048 bits or more. The recommended key size of SM2 is 256 bits and
ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key size
from state’s laws and regulations, government, etc.

6.1.6. NASEH)E B R ERE Public Key Parameters Generation and

Quality Checking

St F A R AR GDCA T 1, AHSHO U [ 58 % 10 2 R fk i Vr
A] (RN B R AR AR B, BN & HL. n#K . USB Key. 1C K& BURIIEIR,
FEIM M IX S B 4% 1A TS AIARE . GDCA IR L BE % I N B R HEE D
ZR%T RN R AEERER,

ST SRR BRI A, [FIRE b i [ 5 8 R B R e Y v A6 8% 1 4% FRE 2 A IR
HEAT, BIAE L. %<, USB Key. IC K% . GDCA I\ I £Li5 & A4 i 4 & (1 P
W, BRSO A& T BB 2 aSRER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. %4048 A B 9 Key Usage Purposes

GDCA J# CA AN T25& DLk
1. REIR CA HEZEH:;
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2. 2% CA FIIEFS B A8 SIES
3. HITEABOAUES (41 OCSP M N AGIEIES )
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
P A AR T3 2 AR5, Bl n B g3 GIE . AN AT HIRAS A B se 445
T m IR Ay LU 5 SO0 A
R T PININ A ARG A T, TSI B VI « FRAUE BN ST E S5 2 AL o

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FAMRP AR T H Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 25 O 45 B G A ME AT #E #]  Cryptographic Module Standards and

Controls

GDCA FIt F i) i 2 22 [ 5 8 b0 A FE R AR P2 i, FFA (GM/T 0028-2014
SRD B A H R EER ), ZARHES FIPS 140-2 FrifiZE Al . CA RS E LT 4 FIPS
140-2 B =2 B ER SR, 17 P E F AR ET & FIPS 140-2 25 U0 AR R

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. 49 A##] (m & n) Private Key (n out of m) Multi-Person Control

GDCA FAPAMIAE A SR AR & i AWK SRR A 2 NI LA, BRI L
e =753 KA E BERUR 70 i 2 b A g B s, AR = NAEY IR AT

116



[] BRIt HERAERAS
S GDCA HL T IAIEMESS I (V4. 9 JO

THEOT, FANE R RIFRA PIN 1D, A BEXRAEHREAT 1k

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FEHPK S Private Key Recovery

MY B o, FPE B O RS PR AR B AU, S B O A )
T P e B B B O B, DR [ SOG4 FH 2 500 85 1 H5cahs AT R AR R AU
FEREAT RNEIRE, i B R B o

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FAEAFLE Private Key Escrow

%1 H1 ROOTCA (RSA) iFf5. GDCAROOT CA iE#5. ROOTCA (SM2). GDCA
ROOT CALIEF R Mk CA BT R AT FEfs, 117 I e 155 B AV e 7R A
FE O, TP LIRS B B ORE, B RO R T

JUIRAR B O AR CRIEF P B A 1 2 A, B SO AR, B R
B2, ks RARET .

Xf T i GDCATrustAUTH RS ROOT iF i . #r % i fX RS R CA i 13,
GDCA TrustAUTH E5 ROOT 25 K4k CA ATZ R IH FET, GDCA AXHiT F LA
BATHER
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the private key of encryption certificate is escrowed by

Guangdong key management authority. The private key of signing certificate is kept by subscriber
and not escrowed by Guangdong key management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
FJ4X R5 #R CA iE+5, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.
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6.2.5. A4 &4 Private Key Backup

CA R 7 WA SR %0y Aliatb &ty CHEE— IR R ARG R Ml AT %
i) sEagbhy GERIX RGP AP ERI1ERE U,

PR A7 72 2R SRR A A I BEAT AL B 2 1

SEAG IR E NI 0 R LTI A AT s ey, R — IR

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FEHERS Private Key Archival

WAVE B ORI AR R S B REAT VIR R AT, DRAF I T OB S I 2 i =73
3 99 PR RN 6 SRR AT I I ORA A 5 9 8 B A (R 500 e P MR )
FHIEINE, GDCA fE 10 RN SRR . RIS fRAF 2270 7 4

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. AAFH. FAFMEBIER Private Key Transfer Into or From a

Cryptographic Module

FITAT (5 P AR AL ZRAE S s B b= 2, RS AR R A AA AN BE AW SC R 3 e

Xf CA R4t (EfRELMEGTH CA BHIRN, ME B G i L A0
AT CA BRI 2 NI 00 (3 PR 21 A g 1 b 2 A\ $2i]

GDCA ALY AV M RS B b 3t 598 B AN SR VR It o X A7
AL A SRR S  ALE, anRAT P R ROF B B AT AR SEARSCRS, T7 iT B BT
NI, BRI 5 R A PR SR AL 147 1 it

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
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be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. A FE LMK M Private Key Storage on Cryptographic

Module

CA RGN R B 53 05 B R AV ] R R 55 o B AL, fB 425 A A
Pz /b1 FIPS 140-2 = bRtk ER IR 5 90 22 A 7K1, FAEH IR BOE A7t 7E il 55 28 25 T A LA
e, FEREANE iy AR AN 22 B SCH R B T L2 A1

WP AR REAE AT & [ SR T BEAUE ) USB Key /B SCAHIE , Birf 7
USB Key H /£ IIAVEH, AR SCITE U IRAE o« X T3 PR AR 5 A R A I FA R, A
IFAERE AT AR AR A AN, 37 7 AT L B e B8 B A 22 4 DR 8 it PR A o A
BRI,

M T 2RI 2 2R BT P AR R B0 e 22 /D F5 5 FIPS 140-2 —Zbx
HEBL R 5 4 22 K-

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BUEFAE 5% Methods of Activating Private Key

HHVE BV B QR B R R SRS A AL, TR AR, =
B A RN
X AR AL A USB Key % N HLaE H AL AR i e i
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FABH, AT AT LGB 14 1C R AT EE— B /Y. AT P TSR E 2 AR (1 9K
Ja, ¥ USB Key. IC REHHAMMNIHET, BARY LS, WAHBEGE. X8
FEAT P SRV AT S AR R o (AL, 1T 7 BEIZR 5 BE A it AN B L OR3P T 5L
CABA IEAE AR B P SRS B0 T, HAR A S AT P BT SN LR AL o i RAF
TRAE AT B R T AAEH AT A 0R Y7, 2 B B R A R P 28 W A AL B R TR
IARAE ] D IR FAST, AR R R INE S, BT E RN 2 A RERE AL .

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. AR HBEGEIREK ¥ Method of Deactivating Private Key

EOE B AT ST H QR B R R SRS AN, BT R AAIRERIE,
R EH A RN,

— BB, BRAFXFIRS R ER, RS TIsIRE . AR 1L
M, APHERRBERGE, R BEHET — aRAE, WURTEHAT S — Ik #RlE, & 2 it
1T o

GDCA fAEER A BHSE IS 1077 AR AEIR B RIRAS . DI iR Bl 1 p s g
Ths ARG RERBUIEM A 5, 40T DUEAT AR

WP BRI IR L B AT OE , HRUGRIF R RS T EAL, B TR A
PR AR TP, DIW RS, AT RERR o

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.
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Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  SHEBFAHAI ¥ Method of Destroying Private Key

WARAHAN A, B S5 AL B B 2 S R B Bl e, AR AL T
PR, A A I AR PR U 7 7 I B s R AL T RE AR A
TR BB 1C KA BABIFTANZE. [N, BraHTEER e PIN 15, 1IC R
S A A B s Wil

WP A BGAE A, B 5APIA R 1~ P 2 B8 el Ja, thiT die
HAHBTVR, TP ORI RSB RA T, JFRIEA R 5Tt W R 2] )5 Of
AR, AT e AUHZ A CPS [ RLE AT -

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  FRIELBLFIIEE Cryptographic Module Capabilities

GDCA 1 F [ % % A5 3L oy Jh v AR W] PR S35 =

GDCA uses the cryptographic products approved and permitted by OSCCA.

6.3. FEHXNEHEK HMh F T Other Aspects of Key Pair
Management
6.3.1. A4H1HES Public Key Archival
X RGBT 2 I AR OR AR, AR A PME BTN RN,
TREESRI 2 2 BB A FRE B

NS, GDCA FE 10 KA T8 BRI R AE .
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GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. TP BB AR Certificate Operational Periods and

Key Pair Usage Periods

NAMALH A YRR SAE S A AWM, EIFA S R — B

TR A @ AES, HAAH R RS AE RSN A4 T U T 807244, APARIE
FEWBRASE L UL A RAWIRR o (E52, O 1 ORIEAEUEFAA RN N 244 1015 2 n] BLSSAIE,
OB P IR AT DAZEAIE S 78 ROYIRR EASE

xFFnE @ e, RAHRBAEEBERSIANA TR TInERELR, SR
FUEWBRANE L UE P A RAWRR o (E52, O 1 ORIEAEUE AT AW N 1045 2 n LUEJT
AL A TS BR AT LALESIE A A RO R DA b

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

ST G S IS RET, HRVARI A R RELEUE A SO A T DUE A .

B MEHHZ &N, ARSI R Z L LB AE

AT R AR TR T FUEFIE R CAUES:, IEBEIN)E , fERIEZ 2T,
FOVFAS YU PR X UE AT . (B s P AN RETC PRI A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.
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ST AR AR TS, FCBE PN A0 V@I 5 5 (A A I BR 4

1. %} ROOTCA(RSA)Z K I¥] RSA2048 i CA iE1s, HEEAXT i v 4
PR 10 47, mJ/bF 10 4F;

2. X ROOTCA (SM2) &k (1 SM2CA iE-, HLagInt i K o vrfili i 4R R 2
20 4, A>T 20 4

3. X+ GDCA [f) RSA4096 fifft CA iE45, FHBHI%H B K fo v AR BR 2 30
AT 30 4

4. XIT GDCA ] ECC 384 firtfl CA 145, 35 X ) e K o Vi FH A B 2 30 4%,

AT 30 4

5. XfT RSA2048 fif SSLITLS RS #AEFS, BN I f K fo Vi FH AR 2 825
K, AJ/bT 825 K;

6. X1 RSA2048 {7 ARHSZZA4UEFS, A BHXT 1 RV AR 2 39 N H, 7T
DF 394

7. X1 RSA2048 ik SSLITLS MR45FIE4S AR AZEF AT ks, %
PR K RV IR 8 45, R/ T 8 4

8. T SM2iTFEF, HEBPXMBRK RVHEFERE 4 4, 1T 445,

9. XIF ECC256 i SSL/TLS JRFS e+, FaHIR i so v IR & 825
R, AT 825 K;

10. X ECC256 fiARRLZE A IUETs, HAHAR R R R Z 39 NMH, 1T
bF 394N H

11. Xf-F ECC256 ik SSLITLS AR 2% #E 15 K ARBD 2 UE AT FHuE 45, JL %%
St K VR AR BR S 8 4R, nf /b 8 4R

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1. For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

2.  For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.

3. For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

4. For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

5. Forthe RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
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825 days or less than 825 days.

6. For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

7. For the RSA 2048 bits Subscriber Certificates beyond the SSL/TLS server certificates and
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

8. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

9. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
825 days or less than 825 days.

10. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

11. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. BEEIE Activation Data

6.4.1. BUEEAE K = A f1 223 Activation Data Generation and Installation

N T RIPFLEI 2 4, UEAS TP AL R 22 S it K 6 A ORALE 2 4 m 5, AT 38 A
AABOIR . Befes. BEREEH . BB BB AR B

CA RPIHIEEE, AL IR S8 PRS0 B P BINE R EDR, ™
REREAT LR 0 RV AT P AR B EEE, SR T T EIEBM O 4 (BUEEEE
B ASRME) . USB Key. IC 18 Bl 15, AR 22 4] SEAIASEL T BENL™ 42 .

GDCA A RyuEEd, BT TEIEH N4 ((CUEEERSEE AR,
USB Key. IC RAJERE D455, AR LSS NP L, XSS EoE, #8
sl 22 A A HER T A, BN AR AL . ML b A 7 A2 T e T EE—
oS %8, GDCA A - BAT T IE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.
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Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

S (37 11 4 #0512 7R 28 53 W EIR, 20084 B JLA U
F/b 8 fr i

ELRCE R INCE 3

e S R Z A

AR 51044 540

AREFEFIZEE L RS

P 4005 B A O 5

I oI
22

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5.  Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BIEEAE KRR Activation Data Protection

Xt CA RV RIS Hdle , 250K 8t s 12 el §ie 105 2000 s e AN R Rl 45 A
A, T H BN RS IR 5T BRI 2K

VTP R S R I 0 2 A TSR KA T A, AT 2 R, B el E
BEATAHEG AP ANFTERE . IAAEASIT S A B B PIN BB ORI AAHRL, 1T 7 N%
HORE I 2B PIN 5, By 1B FR BBy B . W RAE T 7 8 A AR L R AL B, 3T
JU R R B AR AR N AR B . RN Y TR AL RGN Z T E, NMiZ4
OO AT R

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
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uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BOEBE AT T Other Aspects of Activation Data

AR BOE B AT kR, RARAITEA RS R R R T ER . g, 1B
FEFRRGHEEE . SRARBE UL .

AL IIROE B AN T B  ROZAE R, RREA IR R e T B AT T ER AL
FERRRUEF, S EE R VR B AR S B A B B R R AT RS R 1) 40 B
HAER, BN 1A I TEAR TUL U«

BIER|ZAFE, T HEUEBET P EGESEE R A A, MR

1. TP HFEEIEBR A4, BRI E R

2. TR FLHEL IC K. USB Key 114, GET AR IS ML 55 N FH 1) 75 2B I
TR, AR 3 N H G N TS

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. HEMZ4H] Computer Security Controls

6.5.1. KA KT ENRZEBARER Specific Computer Security Technical

Requirements

GDCA R4 HIE B 24 H, 158 E bR GIEF IR R 58 % 19 A HAH 5 22 AR ) |
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TV AE BALER A0 1) B IAIEAR S5 BRI ), 2 1S027001 {5 822 4 Fr E ALY LA
S HAMAH IR B 2 briE, HE A, 8228 s, gt 1Ll
SR A AN . M RS HTE ARG 5 R FIIGAIE S [ 5] |
PR Az N G ER DT AU B 287 ] 428 1) 55

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System” published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access

control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RO I ENLU], ORI RS (B4E CA R4t RA &40 Uil
BRI 5373 BCME— (R U (R 15 TR BR BR A A AT AR BR S 2R K i MR« 15 7]
I [FEI R 44 2 BLSCEC PIE PR 3R 8 a7 3

L ) 2 A T B MR CA BF B S R G R T E RS, A
SR BIREFRBIIVI A .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

b RGNS ARG HE D B, L RS S AR GG ERE . KRB AL
BHLE B A6 5 (10 2 FH R e xR 48 1K) U5 1] o A8 FH RIS K s BELLE AP AN AR N AR A2 7 2R 480
2%, BRIV A 7 RGRNES) . W CA RGRESEMATK. ALETEFRE. U
8] Z2 SRR AE N 53 AT ROE S 415 ) CA HiE 2

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THEN 24P Computer Security Rating

H

GDCA HJIMIEARSE, B | EZESEER N ZatEH .
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GDCA HJWIE RSt tHENL A M E% 22 4, FE4E i SO% 00 1R 2 R T AR &
iy UPENL MG AR TR R A, WS, RIEHCE R KSR, SHA
E R G KRG AT T e
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. A& EIBARFEH] Life Cycle Technical Controls

6.6.1. RYTT K% System Development Controls

GDCA [ A TR & RSB A7G LA 500 -
8 A F N RO S R IR, R AR N R A A R R AT
i) A ) A S SR R B L 1
T RFR T S AAETE RIS AT PR, P PR 08 1A P P
AR B AT AT A B TE LR & s
B =07 BRI A
22 AR AT R AT Sk B
A, GDCA MR KEEAERTE, 27 15015408 (briE, $ATAHIC BIHELRIFI A
Az

© o &~ w b

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.
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6.6.2. 4B HEEH| Security Management Controls

GDCA WIE RS IE B 22 28 B, P A8 1 5 B 008 B R A S A7 8 BV gk
ITHAE

GDCA \IE FR St R FH A A s il 3 it , A 10 SR e dh 2 ad 7w i g ik fs
A AT ZRAER, AR O T o 10 KA SR AT AT 1] DhRe A AE 3% .
GDCA I XA IE 22 GEidE A7 58 HHANAS 2 S s 2 A0 ko

GDCA XA —Fh R i & PR R R4 AR AL R BRI E, VARG 1L RIZAIIE A

fﬂl

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

FEEA 2% BRI BRI N, Sdf AT iR, MRS R EWAR, &6
FAAE RIS o N B0 35 PR R AT 22 25 L A8 A8 SN ™ A% 1) 22 A LR, BEAT e
IR v T

GDCA IER ST A AR T AR IR IR & AEEAT AL BRI, 15 55 AU
IWHAE A M 22 4 115 BAFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 47 R B 22 245 8 Life Cycle Security Controls

GDCA NIE R SR A e a6 B vl RREEMERO TG ), HErp g 7k, iR
i A 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.
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6.7. ML %44 Network Security Controls

GDCA I R Gu K FH 22 2157 K 36 A0 W 45 B 22 Al RGO, I HL S 52 385 1
ViR AR .

WIER G RIS B IET . AIE B AR SRR TR, HLH P i 44 3047
R GDCA #HU 51 LRt it N GDCA Efik %5 #5 . GDCA iE+5 H %/l %% . GDCA
BAEHOHERETRA.

T IR %24, GDCA WIENL S R L HEH0E 7 NN 2wt BisgEpy
VORI RS, IF HN SR K A= Wl 224w vt i s M R G RRCAS
DU AT RE R FRAIC R B T 000 28 1 XU o

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. K [E]ER Time-Stamping

GDCA 2454 RFC 3161, 5816 UL & Authenticode IR AR S, FEH TS
%4 . PDF 4% % . GDCA [ML45 RS0 R Gei [a] 5@ NTP Whisl 5% ) 8L AR
%[EJ_/L}:O .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA's operation
system synchronizes with this time stamp service through Network Time Protocol (NTP).
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7. iEH. IEBHESETRAELIE RS Certificate, CRL,

and OCSP Profiles

7.1. VEH Certificate Profile

GDCA i F U EAIE A4 2R & IR G AH AR LR, 2 ITU-T HEFF I — AN E Brb e
ITU-T X.509v3 (1997): {5 EHAR-TFIN RS Hi%E-H3: AUEHESR (1997 46 H) #nifk
A1 RFC 5280: Internet X.509 A%HZERN LA CRL 454 (2008 45 F).

GDCA il CSPRNG KT 0 HAK By 64 AL AR SIERIEBF 515

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

7.1.1. R A5 Version Number(s)

GDCA IEH 5 X.509 V3 FGEFiE 3, hAME BAF AL F AR A A

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. WEHH B I Certificate Extensions

GDCA & 7 {1 H] X.509 V3 i FibrAE AR HES FEITLASL, I H] 1 H & LT
P

® iFFhhRiET

1. UEPRRA S (Version)

W] X.509 iE R UhRA, (A V3.

2. EFF%S (SerialNumber)

HI'EH GDCA 43 B 45 UE -5 1 M — )0 7 AR IR A

3. ZABIEFRSF (Signature)

1552 tH GDCA 2 A AIE T BT A5 i Fr) 25 44 S
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4. KA (lssuer)
FIRARRAE RAUEF 1 CA 1) X.500 DN 47, I GDCA &M@k, GfEE%K. A
. W AT, FEAH 4. flan:
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. AEWAXOY (Validity)
FH KA 2 E 15 004 2800, B0 G E T 4 A= R0 B SR [) DA K 2k 3k i H B A ]
RO HIIE Y, 75 EA AR T2 SR RO A .
6. UEHH )4 (Subject)
858 UE PP 11 X500 ME— &2 5. BFEEZ. &, i WU, SR TRE A 4,
R ALE email Mk A N 2.
7. UEBFEAEEAFEHEE (subjectPublicKeyinfo)
EBFEE AT EREEROETHANEEE L IEBFAFENATFEHANE: A
TP EVERR IR . AR IRAFEL & A TT & P55 hash 55092

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g.

CN = GDCA Guangdong Certificate Authority
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OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

L JRTIES LE

L. WURHLAEEHPR AT (authorityKeyldentifier)

WU B R RRIRFE Y ettt 7 — M7 X, BLRGI S UE B L REXT R A 24
WURF BT 2 A E R B T RN RA 2 /M8 % AN Y R .

2. EREHFRIRS (subjectKeyldentifier)

AT — R AL S — AR E AHIEB 757 3 AR R T HOAER A FF
WAH. BRIy [ — AR RS (i, AT R AR

3. WML (key usage)

8 SR AE: s, AR, BT, HEnE, S B
UEIEP%544, SiE CRL 24, R, Hfgw, RE4.

4.  CRL KA K

H1 GDCA fRE i CRL AAii i
® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).
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2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.
® [E IR
FEXASFIRGIE S BT A 55 755K, GDCA W] R € g R I, SR EARTIT
I
1 #akiES: HFRRT Ptk 56,
2. HALHAI: HFRom AL .
3. LREMS: TRk TR o
4. EBEICUES: HTRadlk FR-S 65
5. fHHEMSSS: WEBAUANUA AR AR 5
6. MBFILIES: M TRoaRdlhBi 5.
7. DASRIES: TR E RS IR ME— 5
® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.
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7.1.3. HEX R FRIRAF Algorithm Object Identifiers

GDCA 2 K HIIEF, B BIEHIAR R A shalRSA . sha256RSA Al sha256ECDSA,
o AT RS ARAIE 5 ) 2500 B A8 ] shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA, and GDCA does not use shalRSA for the cryptographic algorithm
of the publicly trusted certificates.

7.1.4. £ # I Name Forms

GDCA %5k BRI XA ORI Y 258456 X.501 Distinguished Name(DN) )%
5l 4k 2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. £ FRPR# Name Constraints

TERE o

No stipulation.

7.1.6. TEFEME N RARIRAE Certificate Policy Object Identifier

UEP RWEXT S AR IRAFFIA CPS 28 1.4.1.6 715,

See CPS section1.4.1.6.

7.2. EPBEEFIE CRL Profile

GDCA EHI% % CRL, fLH & iffEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1. FZ4s Version Number(s)

GDCA HUE P54l 51126 K F X.509 v2 #% .

CRL issued by GDCA is formatted in accordance with X.509 v2.
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7.2.2. CRL 1 CRL 2 H¥ B3 CRL and CRL Entry Extensions

GDCA HIEFfsH 713 (CRL) J&— > I [ B H 2 i #7244 1) S E 15
fI%1%. CRL %Kk # 2 CA, GDCA ilid kA CRL S fte sk M v+ PIRES

.
BECE

1. CRL HIhAS: AKFEeE CRL FIMALS ., GDCA KA M2 [F X.509 V3 ik 5%} B

'] CRL V2 R A,
2. 4%k GDCA ¥ shal RSA. sha256RSA. sha256ECDSA. SM2 J ECC %44
ﬁ‘izo

3. MURE: HREZLKVME DN &, HEZR. A, W, JUE. ST TAE 4 S0
Jio

4. AERGEE): ARE A HIEME, F BARBIA CRL KA I [A].

5. EUFTMFE: FEE—ASH I EE, FHLARB R —IR CRL FERAG MM 8] (AR
S| A5 FH %450 6

6. MEIEHIIR: f5E CEMEHERIR . AFED SA U515 FHIE B
B ) H AT Ta]

7. WRNIRIEAARRIRAS (Issuer Unique Identifier): ZRIHFRIRHREHIF/E CRL %544
M aFEH. EreialE— CA MR H.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.
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7.3. ELIEFRSEMI OCSP Profile

GDCA RH IETF PKIX TARHIF K HI—MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC6960), Z WS E 1 — Fihni B3 KA R A5 5 k% =X LA
WIEH R BB 7o £ GDCA B 7 Mt T8 OCSP & il % /i %I GDCA ‘& J5
i KA OCSP #AE U I #EATACE, BRI ] fH] GDCA FITELIEFIRA A 95 . GDCA
R I¥) OCSP Mg B 22 /b4 5 LAR T (19 OCSP LA R ASIAN A 75 -

Version: 2 7 3 {5 ] () OCSP HiMM B4 5 ; GDCA HIFELIE R T vI il
signatureAlgorithm: 25% OCSP ()&%

responderID: 2&% OCSP sk, 25K # AFHRT SHAL U4 1 A ANIE 5 8 4
producedAt: OCSP i 5. A= B (1) H SRR [A] 5

Signature: OCSP Wi vy B %724

Nonce(— X HEREHLED): 7ERZS1ERIE B 1—A4> requestExtensions 25 £ A1 b7 1
S A1) responseExtension A8 & H AL F— IR BENLEL, By 1k B

7. UEPRE: IERRECHRES, B AU

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

o aa &~ w bd PP

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3.  ResponderlD: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

137



[] BRIt HERAERAS
S GDCA HL T IAIEMESS I (V4. 9 JO

7.3.1. OCSP R MMM AL HE OCSP Request and Response Resolution

—> OCSP i R & DL N4 : Ph iR IRSS 2GR HARES iR ATl i i 9

DA TEHEZ—ANERZ G, OCSP IR 5% bifi M S A 3R 47 4 Ao il

® {5 EIEMRS L

® i B e 55 A A B B A SR AR 55

® RS TR AR TR E A S, MR — AR AR L, B4 OCSP
R 55 SR A AR AR s AR, R BN E [ R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

P i e 24 HT GDCA IEHE K FH BT 74, EEPIRIREMEE.
UERAR. CREE. RAT. BIEAE 2l LU B 4Rk
® [ BiEENIIRA
M 7l 55 4% 44
Xof 17 SR SAIE A5 1 [
AEY
B F IR R RTT S
xRl A5 B LA JE 2844

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
®  Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed
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WA A, OCSP MRgsatsxikEl—/ M EE, XE4R(EEHRA GDCA IEH%
REERNZS . HEHEE R 2.
KIERRSAALITE R (malformedRequest)
PR CinternalError)
A I (trylater)
TEA 4 (sigRequired)

KA Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. INMEAL# &+ M H B P45 Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA 2 N AT — IR — B d iRz B VRl R ECE > 3% % 1IiE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT k5. ¥ % 4{ RS R CA iE45. GDCA TrustAUTH ES ROOT ilE
FRER I G CA PFrs K1) SSLITLS IR55 &+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #1Z I /% R5 #8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE THAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, $%H WebTrust X
CA IR AT 150 o H ANV Ay«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA #ZIREZK EEHMI M ER, EFAHSARUER A CPS 1#IE S it i A1 il
5, FRHRN VAR R A TR, R A AT — I I PR A, BLEEX GDCA
WHT A (RA ZH A MV H .

3. GDCA HEEMALI iS55, 4%/ WebTrust X CA B LHRIN, 42k
AT —IRAME R LAV Al o

4, GDCA BAFHAT— AR PG AR, W3 IR 5 40t iy, VPl i R
A AT REME BB AR E, IRV H AT RI SR . B R G LR I T R
JSERE AU, AR U PRAL, G ST AERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEEHIHE A Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA IS AN AL, ROZ A % BT I 5

1. ARSI APV RSP, 1R =a R

2. TITENGERZERR. BEMZLETNR, PKI BAR. AREMEIE

3. HEBKARGSTHR T E AR T A

4. ELESTE RS

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #Hil REANMM R EE A SR S HRAE 5 TAE R A A Re &
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2. ANERVEALE (fF B L AR AL TR 55 B LU AL R) A GDCA 2 1A 2
MSLHIR AR, BAAEMADLSS . WASAER, B H e AR TR 50 2 2 LA PR
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LAF AR LA R A
1) LRGSR 70 NSt
2) E TARGAEAH R 15 2™ R 5
3) B AL CPS. M I MV 4 BRIT AR 555
4) HMHE. CREGTE, RO R
5) & T AAAE A AT REAEAE A 22 4 KU
55 =7 TS 55 BT R WebTrust For CA BISEIEER, X GDCA BEAT ML H# it
GDCA'’s audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.
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85 XMHBEANEFXREKFEE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X T GDCA BBLEMHAG I th 24558, Wiz IEAE #4173 ) A% CPS J¢ GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
R4 GDCA FERBEATIL S5 B . M S5 3ERUAT J 5 = B AV EMIHLA, GDCA M1k
SHZH U I HLF AR 5545 FAZ AL

5= IR S S5 BT RS SE S, GDCA 4RI TR IR HEAT 8k, FRE32 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA 18 T 25 SR m) A LA & HARE B 1T LA A B U1 A FRIE 5 E LG AT 1IE 08
], XTATREIE AT A bR R, GDCA B B [T F i .

B EIPMES TEEE S, A FE ISR, KB www.gdca.com.cn (35
BEAT A0 o ARART S =07 I8 VT Ak SEAAIE 0 0P8 25 SR B SRS B, T 2502 56 B 1 1)
GDCA @& H AT 38, HAETS GDCA KR, 1543 5 A M2 R 7h; GDCA 1+
B AEIX 5 TH FE AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published
at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and
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GDCA

methods to GDCA in advance before notifying the evaluation entity on the assessment results
or similar information, except otherwise defined by law; GDCA reserves the legal rights in this

part.

8.7. HTVBAH Self-Audits

TERE o

No provisions.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S AL i L IR SR 55 [ AU E 1T P o g A, B S bm
AEAR R [ 5 S i BRER T O ST AT, IR B 2R 48 B AT AR 5 i B b v e
IRAE N RAHETT S FENC SR bRAETE I Y, RSB W SR bR HE R L T, GDCA AL
FRAE T GPIRIL,  BEXS AR PR A4 H AN ] R AL 2 SR s B A0 B 435 e

R GDCA ZZE WP H e B k% F1 GDCA A NS AS—2, DL i
i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. Guangdong electronic certification service charge standard is approved
by Guangdong price administration at presence. In the standard range of the charge, namely not

exceeding the upper limit, GDCA has the rights to launch different charging and discount policies
targeted to different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEFE W Certificate Inquiry Fees

FEVERAROAA, XHZIEBE S TE®, HAT GDCA AU E M. RIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s B S i
2 I o

WA 2 IR B R A A8 4k, GDCA K4 i 7E k3t www.gdca.com.cn
EF R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.1.3. E B ERIRAE B W % Revocation or Status Inquiry Fees

GDCA X TR AR A, H AT ABCDUEAT 5% F o BRAEFT 42 H R R R oK
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

I SRR AR S A5 B B I R BUR A AR (T A2 46, GDCA R 23 B I 7E 4 i
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i GDCA ZEUARR ) CPS B HAAH VRNV SCfFiY, GDCA & ZK
IR 7= A s 33 Ak B T AR 9

2. GDCA 1) H P AL TE B AE A I AR G55, GDCA FE 1T 7 Bl Hofth S
B S AR BRI

3. HAth GDCA WZEEiE v R HEMIR% 2 FH, GDCA Mo it A, LA
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B K Mg Refund Policy

GDCA T WX 9 L B 1 k5 o 378 R0 58 2 FH 8 D s BE bl o] LUIRIE 1,
GDCA AN IRIEH FATAT 5 A
FESEHAIE P E A2 RAE PRI e h, GDCA 357 ™M I BRERE AN 550G . 1 o
GDCA & T 4% CPS ATl e I ST B & B K 55, 1 /W] LAZESK GDCA HUHIE 15 9%
Bk, £ GDCA 45 7T P IEF )5, GDCA #4537 RIFEIT /2 o FFZAE S i S0 A3 0 2%
PR AT 7 o
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BEIR R A IS AR BT 453 2 B RS2
FERGRRSE, 1T W RIKERAE FZIEY, GDCA Kb 7t Hik Bt 5T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage

IR PIE IR GDCA Wil G, UEFIT . MW7 55 SER ] LA GDCA 7&4H
W2 TTE (VEE B E R TR A .

® GDCA RHEBHIRMZE K 1T 7 AMIEE =T5, SBOT ) BEE KB 1K
iop

® i])RME T A MHE B SR, GDCA KIUSTIARZA T+, SEUK
T I SRR

® GDCA RAIZEULERIAT LS HIFE BT H ISR 7 b1, SE0T
J R 5 T SR

® T GDCA HJF K S BUE AP . SiEL, Sy~ s iy 18 52 45 2%
ff); GDCA AR fe SR UE 15/

®  GDCA X FTARTUEASIT /o HRALT5 S5 SEARAT SAE P2 K & T DT AR R A A AN

H T IR S LA -
HE5 2R T 12 & 41 - BR
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 7t (RMB)
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AL 242 AE+H 200000 7t (RMB)
DV SSL k% #8115 50000 7¢ (RMB)
OV SSL AR &5 #%iE1 500000 7&. (RMB)

XtF EV SSLUEFAT EV AISREAZUESS, HW 2 e AU fof & AT i) (GDCAEV ik

SELR RN S IR

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying

parties and other entities can request GDCA assume compensation liabilities (except for statutory

or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to

losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the

losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

DV SSL Server Certificate 50000 RMB

OV SSL Server Certificate 500000RMB

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. HAhH 7= Other Assets

TERE -

No stipulation.
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9.2.3. X AL RK ERH LR Insurance or Warranty Coverage for

End-Entities

GDCA UiiE )z 74 CPS e MIER ST, WEFIT /' 4Ky & sk nl LL i GDCA
ARG AT GRS E T bRIN) . TE4 GDCA #iihg, 7 LAXHZ SR AT £ o
T A2 PR A 0 T
1) GDCA Fi A Kt LS AR AT 9.2.0 hIUE R R, S HIA TS

T IR, WS R EIR T L GDCA #RIEE L E Hril &, GDCA &% H

il 28 J5 IS GLALZE FIAH OGS N
2) GDCA R 1EUE A ROHIFR o AR HH451 2 I8 13 53 AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TSR Liability Exemption

A ISR —H, R4k GDCA Z 5ifE:
1L W PEHIERME ] GDCA #FAiE il , A~ 552 —11:
1) WPE AR, e, HEFIOMELRIE S, AR EERMR. sk
AE R
2) N EH%ERE GDCA A KK AIE B A MRS PIN 15, A75HR PIN
R BICHS B T AR B S A
3) TTENH E SRS S S B, A AR A R
4) AT PAE BT AL GIERE O A R EBE RO A REET, N SR A
GDCA KHMIZ% 7, FH& LAl i% i 1254 i 1 5
5) VAR I T UE TR 0 08 A [ SR A R T IO T B . AN EL
FAUETAE Sy GDCA FILE {5 FHE BBl A0 oy HEAd AT AT FH i A 1 «
6) 1T/ LITEIE A M A AN ZAE s A SR kT Rk . it
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BROH. BURSS . WS B T IE T
7) AT SRR E H ) GDCA 2 24y 55 52 38 AT AR 45 2

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

M AT R T S B IE A R A R SEIR. hlr. TR, BEE. &

bR e RS 1K AT RLEZ “AnTPirs 7, RIEAREIUL. AR %

FEARESEIR B LG DL, BB EANR T

1) BRWUREFBRKE, QR KgAK Wi Jeaim. 5. 3ok,
HEu . B NEERBLE

2) HMEUBR. R EEMEEBUFT N, SREBUGSUCHT EGK. REATE
P, Bl BT AL R S

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,

including but not limited to:
1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
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2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. Xl GDCA [ 4 Bl I 26 i s S BOR Wi b T 3 BB IE B R A IR BB L T, 6
BRER, BUEME . KB IEEEBIRS  ARBUTIE 2 “HORMRE” 5l )5
PR L HE(E AR T
1) AArHiii;
2) KERHAIANE ). EAE. GBI TEG
3) MR
4) GDCA 115 2% B0 2 s

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4) Equipment or network failure of GDCA

4. GDCA CiTHHisE | E oA S BT IE VAL S5, A 4512k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FERIEHNITH , 7 LR R 2 o B8 P L EOR AT AR AR 55 28 BT 5
fE:

TEBESF R ORVE R A R (B i 25 2 UEH HAAE NS ) iydeat b, N AR
S AN R AR S5 B R T TAIE S AR AR RAT Y, AR T GDCA B KIES
(AN R BB 2T 51 RE I BRI R A%, GDCAL 1T P R 7 et 2 s 9 M IBUR 4. 53

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
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negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the

responsibilities from Guangdong and Hong Kong government.

9.3. W%z BRE Confidentiality of Business Information

9.3.1. fR2%5 15 BIEE Scope of Confidential Information

1)
2)

3)

7E GDCA #AE Ml IAEM S5 b, BLURE BN IR %S B
GDCA T J' #2644 S
MR R A HE, REGHHE, HRHEMNEEL, XU58E S8 GDCA WA
REGEE, RAREE AN SR AT UAE. RIFRIER, Aal7EA A S
KA o

HAh B GDCA FI RA fRAF AN NI A FIE BRI RES, BRIEEEER, Al A,

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1)

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. B TAREF5 B Information Not Within the Scope of Confidential

Information

GDCA Rt LA~ M5 B AR B

H GDCA KATHIUEFAHI CRL HH1E B

H1 GDCA #5. CPS iR5I 1 iE P Hems {5 ..

GDCA ¥¥rl, R GDCA T JjfiH], 1£ GDCA Wub AT K ATHIE & o
Hofth: GDCA {5 2 IR % M B T3k (10 B8 JTURT R 3

GDCA treats the following information as non-confidential information:

Information in the certificate and CRL issued by GDCA

Information in certificate policy supported by GDCA and recognized by CPS
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® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. TR IRFEFE B K T Responsibility to Protect Confidential

Information

GDCA f Z#H MRS SR AT 9.3.1 Il Z IR ZE BT TS X5

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. B&FALREE 52 Privacy Plan

GDCA ¥ LT A NSRRI BERARL, PRAIE5E 238 B B 500 N BORHESAL DR (1)
AR St e AR, GDCA K bR 4 IR O3 7™ 4% 38 22 4 A OR T AR EXS > N B AL 2
TR

GDCA respects the privacy of the certificate subscriber’'s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve RRaFA A K115 B Information Treated as Private

GDCA & X LU E BONUEB T P IR FAE B

® I A RGE S S e S B AAD
® iSRRI,

® I/ B E AN ESE .

® i HRITIK S

GDCA defines the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number

® Subscriber’s mailing address and living address
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®  Subscriber's bank account number

9.4.3. AR A BEFAB1E B Information Not Deemed Private

GDCA & X AFEHARR T LU E BABAMNIE T 7 R AME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

® i)t AL FREE

o iRl AR
® ]l E ML HEE A .
® i) T HRAH

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address

9.4.4. fR4P B FA I 5 4E Responsibility to Protect Private Information

GDCA 17 % RE S IRITATT 9.4.2 A RLE FHIEF HIEE AR ITES 5.

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.45. EHBEREERS 5 5RZE Notice and Consent to Use Private

Information

GDCA Hg R BUE 4 (120 BR ORI UEH T BN NBSAL, JRRERECRT 52 1 % 2 T BUR Y
CAFHH N ANBRAAME B o BRAFMRIEZ R BEUR 1 sR I ERUE , ERSENE-BIT T VFnT
ZHiI» GDCA fRIEAXATUEF T 7 B B ABCFAUEB M NSRS NS B3R 288
RKFE=T7 (BFEAF AN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.
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9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

HATHHLR T 2 GDCA SEREARR (e HI 2 ARG A BN, GDCA /g fitan T

W EAME .

WP A NI s 43 & 145 .

T % GDCA [958 S A 100 o

GDCA #-4 BB ZR ik A AR LA (S B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

® Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfz BB BB Other Information Disclosure Circumstances

INAAEASIT 7 25K GDCA SR LSS 2 7 SCHR AR 55 W BRI AT I, GDCA U 75
SR P 2k 44 A2y ki 5545 BSR4 28 = F il ey A .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFEHL Intellectual Property Rights

® GDCA A3 H 4 B XHIET5 LA L GDCA Rt T 1 A 45 =

® GDCA XMEFIEBRGEPMF RAFAR. LB Flai 5 4.

® GDCA AR e R A Z45t.

® GDCA 3l E AT —YIE B4 GDCA 7=, K4 GDCA HHE i, fi A EE
FE R T AT N

® GDCA RATHIEF A CRL #°45% GDCA LM~

® tAhaEE H RIS GDCA ™.
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9.6.

k£~ H %+ GDCA 3 H B S2AR B33 48 (LR TiFR DND - PA S Z 38 A il i 25 2%
i SR HEH, ¥ GDCA A7~ .

GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

ik 51H{R Representations and Warranties

9.6.1. B FAE RS HLH IR R 5 4% CA Representations and Warranties

GDCA fE#R it LT IAEAR ST E s R P ARV 0 T

BIREEAT P AIE R 7 & GDCA (¥ CPS IR BT AT SR 5K .

W ANEAT PR SR, KEAEART LR mT 2 BUEF A o A m] S g
KRG CPS HZE SR A& NS IUE

TELEE AU 5, K Sz R ) IE 5 B 38 T8 AT i 40 2

BIE H B 0 FIFE IR R B R AR (B, A TS, RS T
A7 34 A FE AL AN L B0 T )34 K 1P bk 47 e A s o

BEAIE FRE AL TR IR R LS B F AR RIS 1480, DM S & B IE
I UEE P rh AT 2 B AR AE S RO HERf 1% CorganizationalUnitName 13 2. 571 );
SKEEGAIESE i LIS /NIEH 3/ “organizationalUnitName” #1 T & 145 BAEAE IR S
Ry AT REE

¥ CPS 3.2 By ZERIGE HE N 1 & 45

# GDCA 51 e KEk, M GDCA 5i] F A VEA B H AT HAT T M 3O8Us
ZAT P A CAI ST 2818 1% K A1 (Y] Baseline Requirements 255k, 2 GDCA 5
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WPON IR SR BT ORI, TR 3 A AR N mT 2%
® EPXSPTA AR WIRIEF B2 RIRESE B CA RECHH ) 57 S 4E 4 4 A% (24XT7)
NIFHIE B

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information);

® [Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

® Verifies the identity of the applicant according to section 3.2 of this CPS;

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use;

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates;

UEH AT AA G, GDCA fRAERRARZIAUERITT FE B AN, UET g HARIT {5 B AR
FEHERA 1) o

GDCA AN 53 WAt UE 52 15 7518 24 (3Gl A, 31 AT AR IET P BRI
T ISR DRAIE 5 F - Se VR I I H

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.
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GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based

on the subscriber agreements and relying party agreements.

9.6.2. EMAAFIBRIR 5H AR RA Representations and Warranties

3.

GDCA HJEMAHLES 5 i T I AER S R P R VE T

ML UEFAT P ENERE 5E 245 & GDCA 1 CPS [T A sk i PEEK

£ GDCA A REH I, A2 BUOSTEMHLA A 2R 1R 10 SR+ P 5 B S IE B e &
ffE BA B

TEMURE R 1% CPS FIRIE ,  J2If i) GDCA $EACHidl . SHraE IR ST i o

During participation in the process of electronic certification services, registration authority of GDCA

makes following commitments:

1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. 1T P W BRi2d 5484+ Subscriber Representations and Warranties

WP — B2 GDCA R MIIESS, BB IE GDCAL EMAHL K ASHIEAS AT

MG NAEH BL R A&

® (IR RIEZ GDCA 1 “HFIEH I TE 1" FIA CPS T A 2% s F 44

o TEIFBIIAEINAN T HEE 4 .

® i TE B UE TN FE AL AR AL B AR BT, SE BRI, B R AR AT A
PRALE . HIESE BIER T MREERIEN, WA IR Z 7
B TAT . WA SRR BT AT T A LA 58t 81 GDCA i H#24L
(RIE 5 R 5 HLAA o

o il FUEREIE AR NIRRT TS — IR, R H NS, IF
HAERAT AN, IERRAERET GEREAEH. 88D, IEBMAF T A
U7 1) R

®  [RIAEZIT P AU IEN LAY I T I W SRR, 1T P RIEAS N R IENLR (B
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1) A A 55

o —LHZAET, WRRI BRI A CPS I FTA sk RIS, AR RIEZ
LRIV RAD AR SIS

® —ZHZAES, BRI R T SRR ER HORVH R, AR AR
RGE, KICEHRM TP bk B LRV RIS R . ThEE . 4 B s R S AU

® RHELAEMTR A GDCA Azl (/A B s S FH5E, BAREASER T S
R P S CEORIIE F3 JIR 25 PO 18 I R A ek 55 «

® EFTEAR CPS Al 3 FH Y Bl Py A i T, FOREIE TS T A sl b A 12 19
fEFHH M.

® CREUZA. A BRI MR B ILE PRV I YRR AN B S A

® X SSL/TLS iEH:, 1T /7 SUEA LS5 PRAE R AEE 5 o 41 ) 32 U 44 08 B2 PR IR 5%
FR IR

® TR LZIEFIIT T, AR TSN, MAZRIE GDCA HHEHEHIETS: 1
UE R 45 B B0 O R BRI (5 B 2) IE B 5 A 8H AR R
FIEBEIR: 3) AUEdERY], AL 1258 nl BEAAY .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

®  Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.
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9.6.4.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

W5 iR 5 4R Representations and Warranties of Relying

Party

S A CPS I AT ALE o

FAAIE PSR AE 1) ¥ FELRH PR A8 R IE S

FEASRUE R, XHIES A E AT BRI

TEASHEF5 AT, Jdid A i) CRL B OCSP #i A E 15 /& 5 Bl o

—Hii TR e AR RS 7 AR AR AR B0 B RS 4 GDCA

HORMIHUR AT HME I HARIE R I B B S 5t N2k .
® AEHLAEMKE GDCA Arnid Ml eAe . BHr THS%, BAREARR T3S
FRAC PO A8 CSORTAE 5 R 55 FX) 38 o k=5

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.
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The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HAh2 5F KR 5HAR Representations and Warranties of Other

Participants

GDCA M\FHHFNEEsI HAth S 55 1E WS &K
WP A CPS [T A MLE

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

AR 457 Disclaimers of Warranties

BrA CPS9.6.1 H IR A& #4l, GDCA A HH HAAT AR 2 (0 ARAE AN 3L 552
ARIEE AT P 5307 Hth S5 5 IPRE A 25 .

AN B DIE 3% B P A FH AR ART 00 A R E

ANTHEFE  H R H 9 LAAM A R AR AT A AT

SHERFATHUS, W4, 18R 9 35 253 R AR 25 P T 5 E G I AP 25 4 R A AR
BT,

B RA CPS9.6.3 /KW, BURIUTENRA CPS9.6.4 KRS, 13 LAYER
GDCA Z 5ifE.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIAE Limitations of Liability

EASIT S KHT A GDCA FRAE R HL T IAIE AR 55 I ZF R FE SE 32 ik, GDCA
KRNI A CPS9.9 #ILE (KA PRI £ 51 4F

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K235 4F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 HRik, UEPiT /7 ki /7 55 sk ] L% GDCA
ARG DT (8 BLE TR . WL NS, GDCA A&IHA BRI 2 5T/
1. GDCA KIEBHIRIIZ KRG F UM =T, SECT " 8UKE T 8 5245 1
2. FE PR BEEORIMER . BT LT, GDCA AR MET L T H#HRE B,

FEOT P BT 1 AR R
3. fE GDCA BAIT F 422 A5 Rk BORMETE MR B AR A oL, (BT8R 11T 1 2 R AES,

TPEIT I8 AR
4. T GDCA 5 K FECE BB i, Mk, SEOAT B0 E 28k
HOF

5. GDCA ARAe SR UE TS, S EURBUT B2 10 KA .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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3.

J34k, GDCA WA RN -

GDCA Fi 3 A2 XS5 AE T A CPS 9.2.1, IXFhE {2 PR Al A GDCA MR 1%
BLEHHIE, GDCA ¥4 5Tl J5 I 1 (i SLZ @ ANAR G M A

ST BT P AR AT R R 3 B, GDCA AR BT, BT F sk #is 947
7HH

GDCA R A TEUETS A O FR Py A 45 R % 54T

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIEALFRAE Indemnification by Subscribers

© N o O

WA RS M 350 GDCA BT B Rk, 1T )7 N AR H I 2 DA -

WP HREEMHER, IR, SR BERMEA TR, 35 GDCA K
BERUFIEAS AR S5 U Bl 28 = 1 52 451 3

P R e s T RIS B AV . 8%, BUNAAE it . 18RI BOA A0
GDCA JHIZBUMIEA ARSI, ARAS LA N A i GDCA L AR AL 1
PR SHUIR L 5 =7 245

WPERRES AT, AiERA CPS KAHREAEMIE, B RIEFHH 44 CPS
FLSE AR 55 Vi F

UEAS T B HE AT B R RS (1 SE AR SR AR 115 3K 5 » 21 GDCA Rz EA5 4
BAE BT URATHIYIE], i AGZAE g LT AR 5, BE BT S S I 2R 2
gy, 4R GDCA A CPS HUMIVEREAT 1A KRBRAE, A AZIEAS T A6 Ji 7K 4H
I $ 35 W A2 5T A5

RAEH BB EE BA R AR s A MER

UEAS A5 2 R AR AR SEAH AR AR 1A FIIE 5 9 K i 0 GDCA MRS 5
BAMNAPERIE RO R, SERAZREGEE . I M

FEAR AR R R BUALESE RIS, A% (A A5 I S Jd 1 GDCA A )y«

163



Il semrannaemes

TooR e GDCA L F-ATEME S HN] (V4. 9 )

9. R RHIE IR LA
10. T HIEASE BARAE 1 5 =07 IO RIR R
11, EHUE RVEFAMEFES, A\ F R0 aRE a0,

If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KT IR 34E Indemnification by Relying Parties

WA RS M35 GDCA BT - 32400k, KA B AR FH I 4 DA E -
1. &ATJE1T GDCA ST I HAIA CPS HlsE i) 3555
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3. MEAGERMGE MEBUET:, QRS BIRTIE5 A7 (R 0 ] YIRS A 15 % B
IEFS ST vl RE N BTG T2, (B RERUIESS 5

4. W7 BARUES S EREREAT SR AIE

5. RI A 8IS A CRL B OCSP i\ iiE+5 42 75 B il -

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. AXHIFR 541k Term and Termination

9.10.1. AR Term

A CPS fEAE R HER IERAERL, L —hRAM) CPS [FIHf 254 A CPS 1 F—iA
CPS £ HE{E GDCA £ 1F H FIAIE IR S5-I 2 2

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  # Ik Termination

7£ GDCA 1L FIIFARSS I, A CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.
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0.10.3. A& IE 548 Effect of Termination and Survival

A CPS & ub)m, HAJKGFRIR 21k, CPS N AR ATLRAEM, EXEIEZ
HAT A AL RVE RS, CPS A 5 7 TR ML E K ST SR T3 AR 1E H

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA it SCRE R R A S FIUE HI 25 AN U BT DA 31 (1
BHREHEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1. BEITFEFF Procedures for Amendment

%4 GDCA LA RIRE N, CPS 'S5 /NHEHFZR/DHE — A CPS, #fifRtL
T & B SR BERUR T 0 BER B G E b, #5& CP MZER, FF& M
T 1) S i

A CPS HMEM T HT, HH CPS 4’5 /NI IZIT Y, 4 GDCA %4 RIRZ: 2
fILHESS, M CPS w5/ NH M TTHLUEIT, BITJEH) CPS £1d GDCA % k23 A o4t
HE S5 1E A R AR

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.
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0.12.2. BEHMLEIFIHAIFR Notification Mechanism and Periods

BTG CPS it J5 ks 32 B YE GDCA F 3k www.gdca.com.cn R A, Xt 7
FLEE BT UEE EAE SR SE  SOBAIIE L, GDCA K754 BRI [A] il AT K%
Jis A BRI R RLARIEA 5% 75 52 BRI 5/

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

9.12.3. AN SEN FIETE Circumstances under which CPS Must be

Changed

GDCA 1A 45U A% CPS BEATIE U AT T L4 : CPS HhAH ok A & 5 B H R IR AN — 2L,
] ¢ W 1T A LG DTE MY 5547 WY £ B 5 s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

90.13. i 4hF Dispute Resolution Provisions

GDCA. EHTT P AR# 7 25 SRTE HL-FINIEVE B b = AR 4 T 42 LR AP B o
1. HEA CPS HHHlE, BT TIIE T
H1 GDCA AHICHERI ] 1515 HiE AN Wil
E R, P HA EES T T T #k
AT 5 GDCA B AN A CPS FTi K AT f] 4+ SRR VAR, 52 GDCA L7
TEM T L RN BT B A

= W™

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA 1] CPS sz[EZE CaiAm 1 (h4e NIRFEFE B 725 4205) A CRFAERS
EHINEY AN,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. H5ERERKFE1: Compliance with Applicable Law

To1& GDCA HIEAT 7 Ay S S A A ] b e (3 DL S AR AT Ak s ) GDCA HIE
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P03 B rp 0 N BRIE AN A

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE TN, B2 Tl IO ELE GDCA [z
T LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents  will
completely replace all previous parts. The previous parts would be placed at the GDCA web site for
browsing.

9.16.2.  ¥ik Assignment

GDCA A, MR4EA CPS iR HIAUE SR J7 HIBURIAN L 5%, #0729 AT #%
HEVE R SR E REAT BRI RN L 55 B Lk o B LEAT R AR I AR MR BB E T 0] 53— T
RIAEA 5255 K DTAE AR BT
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GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 43I Severability

UWAA CPS IR AR 55K ERH B FH B 15 GDCA B e X A= A= i S T 4 H1
TE NTCREAS BT IS, GDCA FJ LATE S b B IR B M BT 12553, M4k 847 28,
HREIAZN, GDCA KAEL B HEE BTN A

TERRARAEAT IG5 RS RUET 2 BT, GDCA ¥4 KM 22 question@cabforum.org, &
%1 CAB i1z CPS th ETHIME R, FFHA I O 2 A LI SR AAEAE T A LR 5
%1132% (https://cabforum.org/pipermail/public/).

ARG, B CA/B IR ZER BB, {# GDCA FI#F& CA/B I
Baseline Requirements AR 2EK, A E 15 AR5 GDCA MK 5545 R B 5 A i 4%
S . RS BAERET ARG %, X GDCA ¥ CPS [W1&1], JIa CA/B itix
[R)3E HIFFAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives

available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7 H], FHEASIT 7 RS 25 LR RIAT GDCA 1) CPS HREIRLE , A
IWNIZIMRE RA AT Z IR A E -

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
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it shall not be considered that they will not be executed in the future.

9.16.5.  AH[HLJ7 Force Majeure

GDCA AR PRI R K9 AN AN IR SRS AS ATy S rid A CPS
FUET R TR S IERETGIEEAT 5T .

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAh% K Other Provisions

GDCA X} A CPS H A H & fRBHL .

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number=7d 09 97 fe f0 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 {4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

=L R5 R CAEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Zf{ R5 # CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

B R4 EV RS #5IET CA

See “GDCA EV CPS”

Bz R4 OV RS 2$IFP CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=#{%Z{X R4 OV RS #E+H CA
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Serial Number= 78 b6 25 84 85 f2 84 9e
Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

B RA IV RS #HIEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 IV Ik #1ET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

L RA DV RS %+ CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=## X R4 DV flkg5#51E+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 €6 64 f3 a6 18 80 4d 5

e X R4 RIS AZIET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#% X R4 AR Z1IE CA

Serial Number=6c¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

ezt R4 HiEIT FHET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{% X R4 @] FE+H CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz % R4 ERET U ER CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name= #Zi{X R4 FEMl1T 7L+ CA
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Serial Number=68 f5 ae 07 7b cb da 8b
Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= 8e 9b 9a db f5 ec ¢4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c
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GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 Oa 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab 8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 Oa 28 d3 e3 1d

176




I senrmsnnmnas

GDCA L F-ATEME S HN] (V4. 9 )

Root/CA Certificate

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1l

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: Jun, 11 2017 to Dec, 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CAl

Serial Number= 16 af 5b 0d a4 89 29 7

Validity: Jul, 6 2017 to Dec,31 2030

SHA1=6c 77 49 a4 16 7e 2c ce 64 72 99 47 d5 18 01 ea 29 ad b7 b5

GDCA Public CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 65 2e 2c 77 09 48 78 17

Validity: Jun, 11 2017 to Dec,31 2030

SHA1=ec 38 58 08 db fb 85 ea 75 3d 09 d1 ec 67 1f dd 24 59 03 fa
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Appendix 3: GDCA CPS Revision Records

P BAT &Y V4.8 V4.9
4 hn X% Minimum Requirements for the
¢ n
112 %¥U\ﬁ_j_k%ﬁ Issuance and Management of
1 M C CPS ) Certification . _
Practice Statement (CPS) Publicly-Trusted Code Signing
Certificates. AATL HARZ R 5] .
H4 hn X%k Minimum Requirements for the
N > 4\/_'
) 71”:1:@ GGD?:(,:AA éﬁejt?f}i;';a{i; Issuance and Management of
?ierarchical Architecture Publicly-Trusted Code Signing
Certificates. AATL FiARERI5]H .
3 15.2. BXK & A Contact % 8 UE A5 1) @ i i SOUE P AR 15 SR K R
Person .
49.1. UE 5 U ) 1 T e A L .
R B i HU CAVB B854 52 Ballot SC6 IEER
. BiT .
Revocation
6.1.1.2. 1] & EH XAk \ v e . N
| oiaa WREERER S 4 TR 45 T S T R
. . TR, B AR AR
SubscriberKey Pair
6.1.2. A BT . v e . N
A Kl zfﬁmgji B A TF T 501 R A R
Subscriber TR, 8 AR AR R
A PAT S 30 T E AR A5 55 5]
s FE I ST
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ontent , .
Sections Revised V4.8 V4.9
SEQ
Added the reference to the “Minimum
1.1.2 L A IE Mk 25 B Requirements for the Issuance and
1 (CPS) Certification Practice Management of Publicly-Trusted Code
Statement (CPS) Signing Certificates” and “AATL Technical
Requirements”.
Added the reference to the “Minimum
1.1.3 GDCA WEHEIREEM Requirements for the Issuance and
2 GDCA Certificate Hierarchical Management of Publicly-Trusted Code
Architecture Signing Certificates” and “AATL Technical
Requirements”.
Disclosed the contact information for
3 152. B % A Contact certificate problem reports and certificate
Person revocation requests.
) Revised this section in accordance with Ballot
491,  iE B EH WS B
4 . ) SC6 of the CA/B Forum.
Circumstances for Revocation
Adjusted the description on ke air
6.1.1.2. i F % X A R : . , P ..y P
) ) generation for publicly-trusted certificates, to
5 Generation for SubscriberKey ] ] ) )
) avoid confusion or misunderstanding.
Pair
6.1.2. AL X G IT P Adjusted the description on key pair
6 Private Key Delivery to generation for publicly-trusted certificates, to
Subscriber avoid confusion or misunderstanding.
. Adjusted some wording issues, and other
7 Other revisions

parts that may cause confusion.
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