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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1 A=]f#H4y Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 [1.2005 49/, GDCA fkikim it 1 [ 2 % i A B = A i Bl 5 A3 S = ML B (1 W v o
R A EEHONFERS CRFUGERSFATIEY G AHIES . ECP4401021007) 1 HL
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 S TR, B T E K EE R AL L AR A, 2015 45, GDCA J@id T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
R FYAER S . AIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF0A R
NF” ELZR KRB AR A 7, 2017 4 8 A 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority® (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#{Zi{” and stock
code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

KA B BIFT. WSS, AE7 KB EE, GDCA BT AR TR S, BTES
ot o5 BALEE B SR B0 B 1) F T AR 55

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-governance, and social informatization etc.

1.1.2 BTFINIENE SN (CPS) Certification Practice Statement (CPS)

AT INUEMNE SN (FEIFR CPS) e (e NRILAE R F2427E) . CRTFINE
SR HINE) CRTF VRIS B B 05 Sk A MM ER, 1414 T GDCA
PRALI T UE ARSI S F P DIE R S5 s (00 LA F AR5 A Kk 2 5
F TR TIAE. A CPS B GDCA LAJ 43 SCHLME It AFF A T it B2 4407
PRI AR XS 5%, DR GDCA FHRBEI T UGEIR S 2 k. Bk,
BB 26 =07 7 INIEARSS - XFT- GDCA I i T UG AR S 2 ) STAETE I, A CPS
s T 7 B HLE .

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA and its branches make this
CPS available to the subscribers, relying parties and other relevant participants through open
publication to ensure the validity, professionalism, and authority of GDCA's electronic authentication
services. This CPS also clearly defines the limitation of liabilities for the electronic
authentication services provided by GDCA.

A CPS Fril i N & 1EE (GDCA iEF55ms) (http://www.gdca.com.cn/cp/cp), [F]
oW oE O (B oW o & & B OB AU PR OB )
(http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). {EHITA CPS
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fId R, (GDCA iE55mE) 5 (Bilh 7L IEHEIAER R FAEEAR
J7 42 DA KU AL B - 7 P P 45 EL A R IE P HE F AR A4 R EAE F SR ),
JFH T R B P R EAAAMUE T30 (GDCA UE S 5EHE Yo U527 8 H T B s s 58 I
NI AT AR L 5 SRS (X AR R REAT 7 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong" (http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). The
following principle shall prevail in case of any conflicts exist between the above two policies: the

certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA E7f CA/N % 221435 (CA/Browser Forum, [EFRZZY, NFREFR CA M1 48
BERE, Z#E CA HEPrFUERINLA, www.cabforum.org) % A5 K BT AS [ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates ({4 #%

“Baseline Requirements” ). Guidelines for the Issuance and Management of Extended
Validation Certificates (&% “EV Guidelines”) #4725 & FlE HL /A JLAT{54F SSL $7iiE
B, PLEBH AR (Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates). Guidelines for the Issuance and Management of
Extended Validation Code Signing Certificates (f&#% “EV Code Signing Guidelines”) i
ITRERANE B AL EAR ARG 2R AR, EMEE L EHE I, HRRR e o8 H R A
PIRRAHEATAZT CPS, WA CPS 5 CAN s ittn (CA/Browser Forum) & A (R AH K
PRAERETE P B0 2530 A — B0 7, T L CATRI 25 18 1 1E 30U AT B R 9 v
GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), as well as the latest versions of the Minimum Requirements for
Issuance and Management of Publicly-Trusted Code Signing Certificates, and the Guidelines for
Issuance and Management of Extended Validation Code Signing Certificates (hereinafter referred
as “EV Code Signing Guidelines”) published by CA/Browser Forum (an international organization,

also known as international CA browser alliance, to establish international standards of CA,
www.cabforum.org) to issue and manage the publicly-trusted SSL digital certificates and

publicly-trusted code signing certificates. GDCA regularly checks the updates on CA/Browser
Forum’s website and continually revise its CPS according to these updates. The specifications of
CA/Browser Forum shall prevail in case of any discrepancies between the provisions of this CPS
and the standard specifications published by the CA/Browser Forum.


http://www.cabforum.org/
http://www.cabforum.org/
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1.1.3 GDCA iEFH BE&ZE# GDCA Certificate Hierarchical Architecture

GDCA HTHlE 7 MBIEH, 7 %8 ROOTCA iE45 (RSA). GDCA ROOT CA iF3.
ROOTCA iF$5 (SM2). GDCA ROOT CA1 iE45. GDCA TrustAUTH R5 ROOT k4.
K22 R5 #R CA iE+ . GDCA TrustAUTH E5 ROOT k. &M CA N4 CA,
PAZE R FEdS . GDCA R R MBI CAET.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
¥z R5 #2 CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
W8 GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
| ]
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 52 [E 2 % 54 3R FAR UE S, B EE N RSA, IREAKEN
2048-bit, FEFAF L CAET, Hr: (1) GDCA Guangdong Certificate Authority iif
1, #HKE N 1024-bit, 2R HHK AN RSA 1024-bit (4N NZEIEF . HUZEIE .
WA UM HARSEUEH: (2) GDCA TrustAUTH R2 CAE, 4K JE Ny 2048-bit,
2R K N RSA 2048-bit £l RSA 1024-bit fAN AZKAEH . HUHSEIES . & &IEED
FHABSIIE TS

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA
1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IUE14# T 2025 4F 8 A 23 HEIH.

ROOTCA (RSA) will expire on August 23, 2025.
GDCA Guangdong Certificate Authority if 5T 2015 4F 7 H 19 H#|##, 20154 1 H
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1 Hitg, GDCA A CA LR KT/ k15 GDCATrustAUTH R2 CA E+545 T
2018 4F 12 JJ 15 HEHW, 2017 4F 12 J] 15 Hi2, GDCA ¥ AFHE]Z CA IEFAERIT
JHIEFS

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue

subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
I
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA i B HIR 247K B N 1024-bit, T # GDCA Guangdong Certificate
Authority 1E+5, FHKE N 1024-bit, 2K EHKE N RSA 1024-bit FIN ANKIUEF . #l
FIZAIES . B & AR A A AR

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE+5# T 2024 £F 12 7 11 H 33,
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iF 34 7~ 2024 4F 1 H 12 HF[}#H, 2016 4F 1
H 1 HE, AFAEHZ CAIERZERITIUET.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)
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ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

I I I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA EFs (SM2) 2[5 S BUR FHRIET, #iB5%EN SM2, IREHIK
[ 9 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iiEE,
KN 256-bit, KK H E% L SM2 BN NZRIE . HUZRIE . W &IRIED
AFAB RIS o

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA ] SM2 iEf5#5 1 ROOTCA (SM2) i) Guangdong Certificate Authority
(GDCATrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iE+ (SM2) ¥+ 2042 47 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH¥47E 2034 42 6 A

21 HEW, 2030 41 H 1 Hilg, BAFEHIZ CAUEREKIT ikt

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOQT CAl

GDCA Public CA1 ‘ GDCA Public CA2
individual organization equipment ther certificat individual organization equipment i
certificates certificates certificates other certiricates certificates certificates certificates other certificates
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GDCA ROOT CAL iEH MR HKE N 4096-bit, % 2 g CA EH, Hr:
(1) GDCA Public CAL, #%HKFEH 2048-bits, %5k ZAHK N RSA 2048-bit (1~ A

FEE . HUARIET . &R ABZRIETS; (2) GDCA Public CA2, ZHHKEN
2048-bits, K FHKE A RSA 2048-bit [N AKIEF . HUAZRIUES . B RIUE AL
IR

GDCA ROOT CAL ilE+5K - 2040 4 12 J 31 H ZIi].

GDCA Public CAL iEH:K7E 2030 4 12 H 31 HEIH, 2027 41 7 1 Hilg, ¥AH
i HZ CA BRI FHE

GDCA Public CA2 1iE+5:K5#E 2030 4F 12 H 31 HEM], 2027 41 H 1 HiE, KA
1% CAEBRE KT FIEFS

The length of GDCA ROOT CAL1 certificate root key is 4096-bit. There are two subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048 bits, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048 bits, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v v v ¥ v L
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH

R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
|
v

EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual

Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT ik F5 (1 i %5 $H-K B 2 4096-bit, & 8 /14 CA Ik,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA, K JE N 2048-bit, A FHHAKEN
RSA 2048-bit ] EV SSL k%% #%254F45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
K E N 2048-bit, %5k K E N RSA 2048-bit [ EV U254 J5E+; (3) GDCA
TrustAUTH R4 OV SSL CA IE+:, FHHK Ay 2048-bit, %K #HHIKE )Y RSA 2048-bit
[f) OV SSL IR %5 #5251+ (4) GDCATrustAUTH R4 IV SSL CA, 41K & N 2048-bit,
2R EPIKE )Y RSA 2048-bit 1] IV SSL k45 #52K1E+:: (5) GDCA TrustAUTH R4 DV



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 7 )]-[&)

SSL CA, #HIKEZ N 2048-bit, 2% % HHE 9 RSA 2048-bit (1) DV SSL it 55 %% K iE5;

(6) GDCATrustAUTH R4 CodeSigning CA iE+15, ZEHK BN 2048-bit, 25k %K
N RSA 2048-bit [R5 44 240F45; (7) GDCA TrustAUTH R4 Generic CA UE-15, %%
K 2048-bit, %K KN RSA 2048-bit FIHLH . AN AFKIES: (8) GDCA
TrustAUTH R4 Primer CA, Z Ay 2048-bit, %55 % $HH 8y RSA 2048-bit 1/~ A
12Kk,

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |

Individual Certificate.
GDCA TrustAUTH R5 ROOT % T 2040 4= 12 A 31 H 3.

GDCA TrustAUTH R4 EV SSL CA 1iE 5448 2030 4F 12 H 31 HF#, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4F 12 A 31 HEI#, 2027
F1H1HE, BAFEHZ CAIERZRITFIE,

GDCA TrustAUTH R4 OV SSL CA IiE 544 7E 2030 4 12 7 31 HFH], 2027 41 H
1 Hikg, BAFEMHZ CAIERZRI FIEf.

GDCATrustAUTH R4 IV SSL CA E-f5#41E 2030 4 12 H 31 H3}H, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT A,

GDCA TrustAUTH R4 DV SSL CA 1E54417E 2030 4% 12 31 HFH], 2027 41 A
1 Hilg, BAEMHZ CAIERZRIT L.

GDCA TrustAUTH R4 CodeSigning CA iiE $5:¥47E 2030 4 12 H 31 H#H#, 2027 4 1
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H1HE, BARLEHZ CAIEBR KT RS,

GDCA TrustAUTH R4 Generic CA iE+# £ 2030 £ 12 /7 31 H 2, 2027 % 1 7 1
Hitg, BAFMHZ CAUERZERIT FET.

GDCA TrustAUTH R4 Primer CA 1EH:K 7 2030 4F 12 H 31 HEH, 2027 41 7 1
Hitg, BAFMHZ CAUERZERIT FET.

GDCA TrustAUTH R5 ROOQOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

6) HrzifL RS MR CA

H RS
HRCAIEH
HUAT R4 BV SRR R4 OV HHRRA TV BT R4 DY % RR4 AR SRR
R % #4IEF CA JIR 4% BE$ CA R% BHEH CA AR % #&E 5 CA RIG%E ZIEH CA HERHIT FE CA AT FHEF CA
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

Bz S RS #E CA IE PRI Z K E N 4096-bit, T 7 Mgt CA IEH, Hr.
(1) Fht R4 EV REGHHET CA, FHKE N 2048-bit, ZRFHKE N RSA
2048-bit ] EV SSL AR &5 #5ZRUE 15 (2) FZm R4 OV ARGS4RIUET CA, HHKEN
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2048-bit, 2K HK A RSA 2048-bit ff) OV SSL k%5 8 2KET: (3) Hwehf X R4 IV
MRS EAETS CA, By 2048-bit, 2K B HIHKE )y RSA 2048-bit (1) IV SSL /il 55 2=
FAEF; (4 i R4 DV IRSFHES CA, KN 2048-bit, 2K %HHKSE
N RSA 2048-bit [¥) DV SSL R4 25 2K1E 15 (5) et R4 RIGZ4IET CA, #H
K JF ol 2048-bit, 25K % HK 5 A RSA 2048-bit (UL ZE 4 EIEH; (6) $ et R4
HITSHIETS CA, B 2048-bit, 2K FHICE N RSA 2048-bit LKL ALK
EF; (7)) Bzm R R4 EERETPEH CA, FHIKEE A 2048-bit, R FHKE N
RSA2048-bit A 1 2Kk,

The length of (%Kt R5 iR CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% 81t R4 EV AR4#/1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) #zH X R4 OV R&#31iE1 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #%/ R4 IV
R4 #3IETS CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
iR R4 DV R4 #4EF CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) # 7 {¢ R4 {UIB2E 4 E+5 CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) %X R4 HiE1T 7 iE+ CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) %1%/ R4 JEt
T FPAEHS CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

iR R5 AR CAEK T 2040 4F 12 H 31 HEI.

Hez R RAEV IR AHIET CAEFKAE 2030 4F 12 H 31 H#HW], 2027 41 H 1
H, A% CA TEBZ& LT PiE.

R RAOV RS #IET CAET 47 2030 4E 12 H 31 HEMA, 2027 £ 1 H 1
HiE, B % CAER& LT FAES.

Hee R RA IV RS ZRIETS CA IEK7E 2030 4 12 H 31 HEIM, 202741 H 1
HE, A% CA IEBZ& LT FiE.

HZ U RA DV RS5AIET CAETRAE 2030 4F 12 FJ 31 H 21,2027 4 1 7 1
H, A% CA IEBZ& LT FiE.

i R4 ARRSZE4IETS CA TEIE7E 2030 4F 12 A 31 HAIWI, 2027 £ 1 A 1
HiE, B % CAERE& LT FIES.

ez A R4 @ FUE CAMETRAE 2030 4F 12 H 31 HEIM, 2027 £ 1 H 1
FE, A% CA IEBZ& LT PE.

ez R4 FEREAT FHIEF CA TEFAE 2030 4F 12 H 31 HEIM, 2027 41 H 1
FE, A% CA IEBZ& LT PE.

$raz i R5 4R CA certificate will expire on December 31, 2040.
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iR R4 EV R4 25IE CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

AL R4 OV RSS2 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B 8 R4 IV RS 8$1E CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

AL R4 DV IRSS 831F+ CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 B4 3FF5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B A R4 81T FiEF5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B R4 FERETT 1 E+H CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES
ROOT

| l l | ! !

GDCA TrustAUTH E4 GDCA TrustAUTH E4 Generic

GDCA TrustAUTH E4 EV SSLCA GDCA TrustAUTH £4 OV SSL CA GDCA TrustAUTH E4 IV SSLCA GDCA TrustAUTH E4 DV SSL CA
CodeSigning CA

GDCA TrustAUTH E4 Primer CA

v ¥ 4 v 4 v

Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual

GDCA TrustAUTH E5 ROOT il 5 ()% 554 ECC, MR BN 384-bit, T ik
7 A CAED, Hd: (1) GDCATrustAUTH E4 EV SSL CA , 54K & 4 256-bit,
R R EPKE Y ECC 256-bit 1) EV SSL ik %545 35k +5: (2)GDCA TrustAUTH E4 OV SSL
CA, ZHK N 256-bit, 25K %K E N ECC 256-bit [1) OV SSL AR %5 #8J5iE1; (3D
GDCATrustAUTH E4 IV SSL CA, KN 256-bit, 25K %K %N ECC 256-bit 1]
IV SSL AR %5 2835E4; (4) GDCATrustAUTH E4 DV SSL CA, ZHIKJE N 256-bit, 25
REHAKE N ECC 256-bit 1) DV SSL k%5 #8K1Ef5: (5) GDCA TrustAUTH E4
CodeSigning CA, KN 256-bit, 25K ZHHIKE v ECC 256-bit (1) ALEAE 44 2K10E 45
(6) GDCA TrustAUTH E4 Generic CA iIE+:, %8 &y 256-bit, 25K %P E N ECC
256-bit (AR N ANZEIEFS; (7) GDCA TrustAUTH E4 Primer CA, 254K & 4 256-bit,
2 K N ECC 256-bit 1N A 1 J5EH .

The length of GDCA TrustAUTH E5 ROOQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
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TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing
ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is
used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning
with key length of 256-bit is used for issuing 256-bit ECC CodeSigning Certificates. (6) GDCA
TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing 256-bit ECC Organization,
Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key length of 256-bit is used for
issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iE-544 - 2040 4 12 H 31 HZI.

GDCA TrustAUTH E4 EV SSL CA ilE45# £ 2030 4F 12 /] 31 H ], 2027 £ 1 7 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 OV SSL CA iE-f5#4 £ 2030 4 12 /1 31 H 33, 2027 /£ 1 7 1
Hig, KA Z CAERZRIT il

GDCATrustAUTH E4 IV SSL CA -5 7E 2030 4 12 H 31 HAI, 2027 421 7 1
Hie, BAEMZ CAIERZERIT .

GDCA TrustAUTH E4 DV SSL CA ilE45:K5/E 2030 4 12 H 31 H [, 2027 41 7 1
Hig, KA Z CAERZRIT k.

GDCA TrustAUTH E4 CodeSigning CA iE5#47E 2030 4F 12 H 31 H ##, 2027 4 1
H 1 HE, BAFEMHZ CAIERERIT I,

GDCA TrustAUTH E4 Generic CA iE2R£E 2030 4F 12 H 31 HEIH], 2027 £ 1 A 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH E4 Primer CA 1E 5 7E 2030 4F 12 H 31 HF, 2027 41 H 1
Hig, EAREAZ CAERZRIT FEH.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
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2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

X H GDCA TrustAUTH R5 ROOT iF45. #(%hf{X R5 @ CA iF15. GDCA
TrustAUTH E5 ROOT KM 2 CA Pk iE+s: GDCA #fE CAB Wiz
Chttps://www.cabforum.org.) & AT i) &4 () Baseline Requirements.  EV Guidelines
AT RN BN S ATE AT SSL $ il 1o, BLAEHT AR ¥ {Minimum Requirements for
the Issuance and Management of Publicly-Trusted Code Signing Certificates). EV Code
Signing Guidelines #EAT25 &A1 E LA ILAEAE RIS 2R R+, EMEH K EHEL,
HoWs RF SRR YE F R AT AR EATE1T CPS, WA CPS 5 CA/M Y #3181x (CA/Browser
Forum) AAT AR AR R E T B 25 30 AN — 2t )y, WL CA/ b e 18 dx IE Uk AT
IR T -
For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, $Zf/{ R5 # CA iE+ and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements and the EV Guidelines of the CA/B Forum for the
issuance and management of the publicly-trusted SSL digital certificates, and complies with the
latest versions of the Minimum Requirements for the Issuance and Management of Publicly-Trusted
Code Signing Certificates, and the EV Code Signing Guidelines of the CA/B Forum for the issuance
and management of publicly-trusted code signing certificates. GDCA regularly checks the updates
on CA/Browser Forum’s website and continually revise its CPS according to these updates. The

specifications of the CA/Browser Forum shall prevail in case of any discrepancies between the
provisions of this CPS and the standard specifications published by the CA/Browser Forum.

1.2. XML FKREFRIE Document Name and Identification

ARSCREFRAE Bz i AP B 3 A R =) fFAENL 28 R0 V4.7 it (8K GDCA
CPS V4.7, A% CPS), CPS Jy“Certificate Practice Statement”fJ4i 5. {EA A, CPS
S5 ) T AR o USRS B RRRE G FR . o ARRAS CPS HIMEIT (5 BB S I 3% 3.

A CPS LA SCIUE L ARAT, S SRR S SChUA BT S, BERA S
A
This document is called "GDCA Certification Practice Statement V 4.7" (abbreviated as “GDCA

CPS V 4.7, or “this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 3 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.
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1.3. PKI £&53% PKI Participants

1.3.1. B ANEIRS LM Certification Authorities

GDCA JEMRHE (hHe NI E B4 CRTIERS EBIMNE) e, K
WAL ER =07 BT UAE RS WA - GDCA il i 25 I LT 58 5 iE Bl IR 5 7 E AR AR 4K
TR SRR ISR AR 55 55 BUM MO8 L MBS 3 2 5 4K

GDCA is a third-party electronic authentication service authority established by law pursuant to
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing certificates and providing certificate verification services to the parties who
engage in electronic transactions.

1.3.2. VEMHLM Registration Authorities

GDCA MU FiE BiF ML &4 GDCA 1ERIZAUGE 520 SehLk, AFEIEBE
M (RA) Fts, iERAHSZH A (LRA) 2, JEMVLIIZE N GDCA [iEP HigE
T A AR A S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I Subscribers

TERTREA N, AT RE 24 N IEBFEFA A, & GDCA MUAIES: K i
AEREM S TR A WU LA S5 O ARG an gl % . Bkt R 55 2 5H
T i s A B %

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A Relying Parties

GDCA HIIEFRH 245 4E T X GDCA ${t Fi T I IETG 2 v i 725 44 A9 (5 #t i A
FH RGBSR ZSARTT LU, AT EAAE GDCA H— MEFIT
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Relying Parties are the entities who are engaged in related electronic authentication activities
based on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAh3 53 Other Participants

HAh 2 5% #4859 GDCA ¥ HL T AL Sh - HEAH R AR 55 i Hefh S 14

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.4. EFMA Certificate Usage
1.4.1. EAHEH M Appropriate Certificate Usage

GDCA HAT M IEHS Rl EH, #ZIEHSRAAE, #AEH BN . Bl A
UEF SRR IEZE L INE AT BRI A OA RSG5, HUMIES FRIEATN o kB4,
BAAE TR IR B S BEAT (5 BRI A 55 . B 1 BUOMIE PR IR 4K 5 4 1A
[T EGIE-B RN 225 4h, GDCA 1T HIEF AT LU 2 B HIAE BT BST  HEL T 95 S ot
oz, DLSEI S IGE. B4 SBEEE NS SE H R, RN g o) EIE M
EAE AR XU B (SRR S AR A B S B A R

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA 2K MiE+:, MIhRE L AT LA 2 T A1 % a7 2L

1 SiNE, fRIERA] GDCA fEAEMR S5 IE BT S ikt

2. IRUEfS S5, fRUER GDCA BUvHE A w2 4, 7l AR IESS S e A&
REFRT, RIEMHRIIE B2 S50

3. [ERMIMUENE, HFUEMEORIEALIE T RO BN, Aaltia HEREGHR
BT -

4. IUEECTREA, MBS S AN AR 4K e B 87 28 4 AT B
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Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Identification: the certification can ensure the validity of certificate holder using GDCA trust
services.

2. Verification of integrity: the assurance to an entity that data has not been altered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Verification of digital signature: the certification can ensure the non-repudiation of transaction
entities by verifying the digital signatures.

RAEIEFEM, GDCA P K BEBEFE N NKIUET . HUSIIES . W& 3RIE+ .

SSL k45 #e ik, AR KIS, H:

® TN ASKIEBMNUGEIES, LB RE R 225, SnJ70. B
RRAEFEAE, SO Iy 42K, Kbk, ZefEgol, 20007 2R

® i SSL R4-# ST, X434 DV SSL (Domain Validation SSL) iiF-fi. IV SSL
(Individuals Validation SSL) #E+5. OV SSL (Organization Validation SSL) ilE 5401
EV SSL (Extended Validation SSL) 1iF17;
X AR AR, Xor s A2 2R A EV AUS 244 E 15

® A IUEHA I Hk AT 4 3K

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.
VI T DRSSP s 22, B 2 WA e R AR A & E 2R, AR FS A
A A F IR o

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

16



[] ﬁﬁﬂﬂﬂfﬂ_!iﬂ‘if’\ﬁ E‘Elz‘ﬂﬁ!

T GDCA HE F-MEM 25 J0I) (V4. 7 1D
1.4.1.1. A ANKETR Individual Certificates

MR LN NI TAER, NMAERERANSER G 0N R, s i, ki T
st
~3 o

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

MNFEF LA TS G 1 RN NET. 28 2 KD NEHBAEM T SSLAEA5AN
RIGEEAUEFS):

There are four different types of individual certificate (Type | and Type Il individual certificates are
not applicable to SSL certificates and code signing certificates):

91BN NIEB——REAERM A5 B S B P AR ED RE, & TR 2%
Il PR B R 55 I P A A A F H 1B 5% B AUt . FRIE 28 1 SR NIEB I e/ fe it 5 4 B2
¥l GDCA R FREUEH i s 8, il TS5, 55 1 84 NIEa]
DAL 0 22 A EORAN s B oL T IR A28 44 . 28 7 i Uy [ 2 TG 7 B2 Bt B i Bl R /N ASE
555 o
Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement,
including e-commerce and non-e-government transactions. There is no need to offer identity
information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |

Individual Certificate can be used for e-mail signatures with low security requirement, client-side
authentication, and small transactions that do not require any identify certificate etc.

55 2 A NIEHS——3MAE M A5 SRS R P B GIE 5B InE M4
SEIRE, TS AT 5 R LT 55 B AR R AR L ST N AT . R A
2 A NUEF I F SR A0 BRIV 543 %ORHE 5., GDCA TREIER P TR A 15 &, o ZEH,
BB =7 Bl e S )T A E AN N B 5 B 28 2 A NIRRT DU+ HK
PIIEE S HEFEEAE 555

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable to the e-commerce
with high security requirements and non-e-government. When applying for Type Il individual
certificate, GDCA requires the applicant to provide some personal information, to verify the
information submitted by users and, if necessary, to authenticate the identity of the individual
through an authorized third-party database. Type Il Individual Certificate can be used for login
through internet and the transactions with medium amount payment.

55 3 R NIEF——CBUE W _EAF BAR IS I RE o 22 e 0 B i B A VGIE 5 20
BB AL ST RE 18T 2 A BRI R 1 HL 7 55 N TSR H 5 IS5 I A0
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to HHER 3 A NIEPIN TS e B0 S 015 2 X B 4K, GDCA il Ziix B 4y Bkt
FOHRE P REEAT IR, SRy T Dod i v . A A RREE D7 sUB AT A BOK B
H RGBSR =J7 B b (045 BT EEXTIRAIE . 28 3 8 AEF AT BLA T
E N RGN BHAE . BORBTH TR 5538 9 5%

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for e-commerce and non-e-government with higher security requirement. GDCA
requires the user to provide complete identity information and application materials when applying
for the Type lll individual certificates. The GDCA must authenticate the identity data and application
materials through voices, videos, photos, etc., or compare the information with authorized
third-party database. Type Il Individual Certificate can be used for the authentication of specific
application system and e-commerce transactions with large amount payment.

585 4 R NEB——LIUE W A5 B ARSI RE b 22 2 0 S I S A VGIE S 5 20
FAMBCT AL ST RE 18 2 A BERAR e 1 HL ™ T 55 N AT F 3 55 B P 40
AT 55 4 8 NIETS I F 3R AL 58 B B 005 B L FR AP, GDCA b Uit i 5 5 AL
1 S5 B SI it X T P 45 3 S5 AT A, AR A ZIRE B B R A IR B S BB
=7 e R A B BT LEXT AR . 56 4 SR NIEB AT DU TS RIS KETE
T RS

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security level, including e-commerce and e-government. Users
are required to provide complete identity information and application materials when applying for
Type IV individual certificates. GDCA must verify the identity by voice, video, photograph, or
face-face verification, etc. Type IV Individual Certificate can be used for the signing of electronic
contracts and large amount payment of e-commerce transactions etc.

1.4.1.2. BUHISKSIE Organization Certificates

R S WU BB eSS, HUA AR AL, BURHLR, Mo BRSE.
GDCA MR 1 AN 2 BHMNES:, RAEAEH 3 KA 4 BHIES:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 RHUAE B——LIUAE W A5 B AL ISR TP i B 0 AIE {5 BN Mg 72544
EIIRE, TG A BEOR B I HL T TR 55 N AR I FL 7 B0 B . HHE S 3
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PN I T S L 52 B B 015 B L G AT RL, GDCA b0 HURIEAT BERL & F T4
BHEATIONE, SRR 77 A URT BB 15 & . AR, H B SETT U EAT B Bk FR I R S
5 R SRR = J7 B P b 1AE B AT HEXT IR . 28 3 SEHUAAIE T W] LA T4 5E N H &
GRS IE. B4 . IR

Type lll Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements, including e-commerce and non-e-government transactions.
Subscribers are required to provide complete identity information and application materials when
applying for Type lll Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database,

etc. The certificate can be used for the authentication of specific application system, digital
signature, and encryption etc.

55 4 RHUHIE B ——SC AL W _E A5 B AR IS R b 22 2 00 i i B O GIE S 15 Boin
AT R AL ThRE 38 Tt 22 4 BEORAR vy (1 HL 7 78 55 I P AT L 1 55 2 P 403
FATE 55 4 RAUMTE T I F 3R B 58 B B 0045 B L FR S AP, GDCA b Uit i 15 5 AL
1 S5 B SI it X T P 45 3 S5 AT A, AR A ZIRE B B R A IR B S BB
=7 Bdfa e P A B AT U IS . R SUIE A0 L USB. Key S8 AR HIIEFS, W]
DU T &R KRB TS5 5 5%

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level, including e-commerce and
e-government. Subscribers are required to provide complete identity information and application
materials when applying for a Type IV Organization Certificate. GDCA must verify the identity by
voices, videos, photos, face to face verification, and compare the information with authorized
third-party database. The certificates must be used with USB Key. They can be used for the signing
of electronic contracts and e-commerce transactions with large amount payment etc.

1.4.13. ¥&KIEH Equipment Certificates

B 25 B8 OB TE S, B B AR ST A%« Bt B b aess, SKIEE s A
TR B B B AE, W Z 225 B HIEE. BIn, 45 k55 4 AU HOAE 548 ) b
i ] L) Wl il 55 2 O B 43 JFRIEE SSL s Il 18 A0 AT s 25 ik

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.
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1.4.1.4. SSL ARZ-2&K4FEH SSL Server Certificates

SSL AR5 28 UETohR N Web WXt el Web HRZS 2% 59 5 43, v DA T-30E BH Xl ) B 4y
B E . R SSL N IEE, AR TRRL G AL EIGIE.

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA Jr 2K 1) SSL k55 & KAk 15 AL 4E LA T DU Ah

® EVSSLiE+ (Extended Validation SSL Certificates), 13 36 iiE YR 5% 25 iE 5

® OV SSL iF+ (Organization Validation Certificates), B 75 Z46IE R4k it J@ HLAL BL 52
Sy AR HERY SSLAEF

® |V SSLiEP CIndividuals Validation SSL Certificates), B[ 75 ZLGAIE M uh 475 # N A
S5 bR AERY SSL AIEAS

® DV SSL 15 (Domain Validation SSL Certificates), RJJ - 56 iF 3k 35k 44 BT A3 ALK 3
SR SSLAE

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAEAS. IV SSL ik AT S sl %545 5 i s LA K IR sl B 43 1 962 11
ThfE, DV SSL ilE+: N R AL G AL (5 SN TR . EV SSLiE+hi#E1E (GDCAEV ik
P TR SN, A CPS ASFEA HBEAT B A i

SSL R4 #E A BRBIRA AR, ki 4s . BURH AL S

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.
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1.4.15. A2 4 2IEF CodeSigning Certificates

ISR IR AU FRIREE i, RaE T8 U8y &4, A
BHTRRLG . A INEENA .

PASZEAAEFAT L AUK U, AR IES T REBE A WA, R
BURAE . R BAFEIREA

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

ARIGRE 4 RAUE B O EARSR AUE B BV RIBE LIRS, EV RIS ZIEH R
A BRI PTA DIRE, TSR] 12 U8 AE 4 BRGE— 1™ K B A S E AR HE S ™ 4%
FREBRA RSB . BV ACRSREAZUEF5I84E (GDCA EV UEAS FL 7~ IAUEME 55 M), A CPS
AN HLEAT BRI

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict
international standards of identity verification and private key protection mechanism. EV
CodeSigning certificate conforms to "GDCA EV CPS", which is no longer covered in this CPS.

1.4.1.6. BRI HHEF T 245 R4F CP Object Identifiers of Certificates

% 1A NEP RIS 1.2.156.112559.1.1.1.1

52 KA NAEPHing: 1.2.156.112559.1.1.1.2

5% 3 A NAEP RS 1.2.156.112559.1.1.1.3

5 4 A NAEP5EnS: 1.2.156.112559.1.1.1.4

55 3 KHUE P 5% 1.2.156.112559.1.1.2.1

o5 4 RHUME P 5% 1.2.156.112559.1.1.2.2
WA IIE T5 2R M 1.2.156.112559.1.1.3.1

OV SSL 1EH SEmg X RARRFAF: 1.2.156.112559.1.1.4.1
IV SSL iiE 53R BE X bR iR AF: 1.2.156.112559.1.1.4.2
DV SSL il 15 55 RARIRAF: 1.2.156.112559.1.1.4.3
EV SSL EH5 SEBE 0 RARIRFAT: 1.2.156.112559.1.1.6.1
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B AR RE A% SRS HEM bR iR T . 1.2.156.112559.1.1.5.1
EV RUALRE 2 IE -SRI 0 RARIRSF: 1.2.156.112559.1.1.7.1
BT NIEF SRS X RARRST: 2.16.156.339.1.1.1.2.1
S TN UL SR X RARRSF . 2.16.156.339.1.1.2.2.1
Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.4.2. PR 1 IUE$5 M A Prohibited Certificate Uses

B RBMRESS, AN A TR R RERN ER S E G Mg, flw, AL
BHREEF TN IS, TARELE AR 5525 S SWIESER], FUTEASRENE
NN N AUEF R, B IEFS ARV AN NRHUGIEF R o AR &1
RH], ANSZAS CPS (RS

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Any risk raised by inappropriate usage cannot be addressed from the
CPS.

UEFEEIEAEAR A3 e B 500 L B B R 2 e i 8 N A, AR IR AR AR ]
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The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be
used in business that involves criminal activities, or in business forbidden by laws, otherwise all
legal liability that triggered by this will be taken consciously by subscribers themselves. Special note
here, the certificate is not designed for, not intended for, not authorized for control equipment in
danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or
weapons, since these faults or failures may lead to death, personal injury or serious environmental
damage.

1.5. EREE T Policy Administration

GDCA Z4aHMEZ 122 GDCA HLTIENR ST T A S 1 s i B LK, A7 D el
fZAtLitE CPS, JFATE Y CPS S it o 7 MBS P 5 sy R E LA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SRES SO B BN Organization Administering the Document

SR SCAE EEALM A GDCA & 4 SRS 2 A 2, VRN SIS B BEALA G o T 5
BT A CPS. GDCA #AHMER I~ R TAREHEZE . TE L. EHT L. B8R
sy 3878 AR ST L ST SR SR A IS AR ALK

GDCA % 4= SME 2 1 25 (T B AL Wi UE 15 SRS 34T 8 BEANHEHERT , 8 27— SRk
SERL IR EMF, 03 & BRI XIER RERL

S SRS SCR T A0 A AR 55 55 H O AT AT BUE B [ 190 5T

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.
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Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.5.2. EXZ& A Contact Person

GDCA H45%F B FIAUENV & BN AT 4 i i AR #2141, JFH1 GDCA $i 58 % 111
FIAAKE R AT(TH I CPS (I, FRIL. Beil%E, #nT LAl By s THCR

BRI T: GDCA TBUE EEEI]

BRAN: Tt

Wtk https://www.gdca.com.cn/

L TR AR k. gdca@gdca.com.cn

BRR ML A NRIEAIE 2R T I T TS X AR A 6 448 5 et K JE 58 23 #%

MEE S 510030

Hif 5 3%: 020-83487228

fEH519: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control
of CPS. Any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:

Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: 020-83487228

Fax: 020-83486610
1.5.3. WRE CPS R & RIEHIAL# Person Determining CPS Suitability for

the Policy

GDCA %4 SRR it i~ @) CPS Sms il 5E e i AUBHLAL , 2 5 € HitiE CPS.
HRIE CPS 115 5 SIS B o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
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organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS #t#:F2F CPS Approval Procedures

AHLHE ) CPS H GDCA %24 SIS 2 il 2> 4141 CPS 4 5 /INH A2 SCRS, CPS 4 5 /)N
e AR AC GDCA R4 KRR I Wik, Si%Z faiitn, 1ER/E GDCA & 75 M
uh b RAN, RS (CRFIERSEEINEG hlE, WA kfiz HRI=+HZN
] MV AME BB 5.

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after thepublication.

1.5.5. CPS f&1T CPS Revision

GDCA AR [ X B F3AR B SR ARAE A0 Bl 55 e J 1 L S I A8 1T CPS,
CPS % 5 /NHARYEAH AT LI E CPS BT E, $25C GDCA %4 SKIK 2 T 2 #i %,
2z RitifEls, E3{E GDCA B 5 Mut A .

A CPS ZEARFEBAT — IR WERENENSN, WHEIERRA S . SEHRATR R A2
I [a] S ABT D3R .

BTG CPS, MRFAN KA 2 HAR =4 H 2 W e T A E BB 5

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. The proposed suggestion of revision
will be submitted by the team which is responsible for writing CPS based on relevant changes, then
it would be reviewed by the GDCA Security Policy Committee. After approved by the committee,
GDCA will publish the updated CPS on its official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version humber and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.
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1.6. X HYEE Definitions and Acronyms

1.6.1. ARIEE X —% R List of Term Definition

GDCA B AREBH R A IR AR 485
GDCA 4 TRMEZ i 4 | GDCA AIE AR5 2 N I B e S s 2L I B LRI A CPS — 3K
P W E AL

HL IR 5 LR GDCA KB T REREF S CA iRk FIAERS L
(Certificate Authority, CA), tHHLRZIUFET NN, MUK IE
FhI SEAA

FEM LA TEMMFLK) (Registration Authority, RA) 47 5t AL HE 5 B %
AREFRIT P IRSSTE R, IR IR G VARSI, iR
UEH B QL M AR A S, SR TORHIE S F I AT B A
PRIRFNEE], R EALEBIE PR E R, AR B FIIEIRSSHL
HE) bt 7 SE BT U 5 B 1 R

A 52 B A A HEMSZFE 5 (Local Registration Authority) 232 FEE 5 i)
F A, YEN GDCA INIENRSS 14 F A8 P B 1 7
FIIRS Ak, Zid CA B RA MHBAFEZ KRS

SN PSTFRANUEF G H IR MG S, PrBh P 2p By e 15
. . T
A% PITHRZIES REE S, B P EACT IR B .

FHTEF AL

HLF 2 A IEIE TS HLFIAIEAR 55 3R 8 25 & I T CIEWTIE S RF T AL T 2844
Srfr GRS R HAIAT 5GA5 B H S AF

Bk R E RN AV IEE DN g R LI KT P NINTIE L
& 1) — Rl T 22 AEIES

HL 1284 FATRAN 24 N B AR W1 268 44 N AT 25 44 Kt 1) D B 11
ARFB

By LG F AER R RN RGN BTG AT I | R A
RS —Fh LT 2544

RTPEHA FESR A HL T AL R E B O LA N By 8 DL AR I
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A4 USR5 44 N o

HLF 28 4 M7

FEAR 2T BT 2 AL AR IE S B T 25 I (S M T AT
ESLE PN

AT A HIE S
)

FEFL TR R R, R 72840 5 i 24 R SRR
FHERHTFT . i SEHE

NEINQEER R vl
)

FEARAT IS IE FL T AR A4 U

TH ML FINIUE AR S WA EEBOIEF R SeAds, AR REA A
RN PR, TP RENETFES N,

WA TT P TR B SR Sk . fER TR MY, RN T4
WA TT o« WA TT AT LAt . A DAASE—AMT P

GDCA Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the electronic -certification service

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification
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Certificate

authority to prove the electronic signature, identity, qualification and
other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the
electronic signature

relying party on

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

Subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
may, or may not be a Subscriber.

1.6.2. TERAE R H A X —Y 3R List of Abbreviations and their Meaning

CA Certificate Authority B IAUE IR AL

CpP Certification Policy YE P55 &

CPS Certification Practice Statement FE A E ML 4500

CRL Certificate Revoke List WEF RN ) 3
Global Digital Cybersecurity

GDCA _ e AR AT IR 7
Authority CO., LTD.

KM Key Management Center A A0
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Lightweight Directory Access

LDAP e H 71 MY
Protocol

LRA Local Registration Authority A HE A2 T S

OCsP Online Certificate Status Protocol 1EZE PR &S s

PIN Personal Identification Number NN E AR R

PKCS Public KEY Cryptography Standards s Los oy s

PKI Public Key Infrastructure N B R EL R
RA Registration Authority VE M E R AR S W LR
RFC Request For Comments 1 ?kﬁ:/fﬁ/ﬁ( ﬂjﬁﬂﬁmiuﬁ{ﬁ)

2.l B R 515 B % # Publication and Repository

Responsibilities

2.1. GDCA 15 B FE Repositories

GDCA & B R — A AMAFF IS B, B REVSRAE . BUENIE S K S5iEFAT 5K (15
5. .GDCA 15 B FE N A GFEE AR T LU A% : CP Al CPS 347 F1 1 SR A IiEF5 . CRL
WG, A ERH GDCA AglIkAHIEE . GDCA X K& KAt iFiETs. CPS
BTN ERRENE, RENFBARETS CPS M EREM —8l. GDCA f5R
JE AT DB L :  https://www.gdca.com.cn i), B H GDCA B 4 i 3 & @ oy %
H1.

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain
consistent with the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn
or via any other communication methods specified by GDCA at any time.

2.2. 1Z2B KK Publication of Information

GDCA 75 J5 Mk https://www. gdca. com. cn KAi{E B, Z%MiukE GDCA k&
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MFTEE S EE T B BB

GDCA it H R 45 4% KA 7 BIEF A1 CRL, 11 7 BUAK #8651 LLd i 77 7] GDCA
(1) H 55 28 3R BOIE S 145 B A BARIE 513 [FRF, GDCA #R{IEAEZIEFIRA A ik
5, AT P BRIy AT SE A HIE B RS E B

[FIES, GDCA K xR 5 B B A v] BE M T A 715 B R A

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can check the
current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIEE]FIHZR Time or Frequency of Publication

GDCA TEVT FHEF Ak sl AT, @ i H iR 45 25 8UR 77 W93k SlKiE T F1 CRL
RAT, RAGFAYNAKT 24 /NiF, BITE 24 /NN R AT EGHT CRL; EREAMIET,
GDCA w] L HAT Y EIEF A1 CRL FIRAGES ] . GDCA B4 KA — X BT IE RS LA
) CAIEBHHSIE (ARL).

R A P R R R AT TR R, B GDCA B e, X Fh & A7 % A2 B
IR ), I R I R R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is immediate, efficient and consistent with the requirements of the laws.

2.4. {2 BEEVi$E4%] Access Controls on Repositories

GDCA 15 2 HIE B X A TR AT, AR ANHFRRENS B, XTI L1520 A 1%
U IR ANSZAE AT FR 1

GDCA @M% i Rgt gttt LRk AL RN 57
A REATE B ERIE I, MR, B2 KATERAE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.
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With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming

3.1.1. 2 #2KE Type of Names

GDCA WA A AESS, & MU MU ARE T P BRI R4, SHIE HEH 1 5
WA EE AT, HUAFERFR LR EE . IEBREEE AR R4, DL
% (Distinguished Name) JE AW EFEUEH EARN, RiEHRA# KE—R54% . GDCA
HIEFAF& X509 bnd, ZPHCZAEPRrA & SRR B4, R X500 k44 75 2.

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

X SSL RS ARETS, FTA (344 B 1P Mk #RA N2 80 44 b, T 440
BRAZ B IP bk, SR — A AR U A TR AL B 1P k.

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names
or IP addresses from the Subject Alternative Name.

GDCA E a0 A& AR ) T2 AR TR 51 44 i 42 K G T

Naming rules of issuer’s DN are as follows:

Je 1H

HZx (C) CN

(S B A, seE A

HuIX (L) UE AU e, B A

WK (0D Global Digital Cybersecurity Authority Co., Ltd.5%
GDCA Certificate Authority

HURIERT] (OU) | GDCA W REMHE I 28R BT A0 DX AN [FL R AN [
MUK R P UK AES, it A GDCA HIE A a] DL 35 AN [R] ) 4t
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R GHRo
HH% (CND g A CA £
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ow applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA UEA51T ™ 1 A B 44 i A2 A 2

Naming rules of subscriber’s DN are as follows:

J& {1

[E % (C) CN

E (S VP FTER iy, BE A

HilX (L) VP ETEIR T, B AN

Bt (0 T BRI, AT P AT EN LI 44 R

HUAFERTT (OU)

AU U A BN
VP e LR R AR D
FUAt 3R B 4y BIE 5 Y ) S

B (B | TP Rk, B

HWH% (CND W4 GRAET), B4 WIREELE), B A4
NERNEF),  BEHAR AT 44 FR

Attribute Value

Country (C) CN

State (S)

State of subscriber (if included)
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Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

(ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (equipment certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names

3.1.2. SRR E XA KIE R Need for Names to be Meaningful

DN T ) 2 FRAR IR AT B — & AR IR o IR EAR A FRAR IR AU i 211
RESRHIRF AR, i T 5 EE AT 2RI E SR G R .

The common name in DN has a representative meaning. The common name identifies the end
entity’s particular name mentioned by this certificate. Identifier describes information of the
specified entity with bound public key.

3.1.3. TP RIE4 B4 Anonymity or Pseudonymity of Subscribers

A% CPS MlsE, GDCA [T AEREAT Ky kA5 HF I AN BE A B 44 B Py 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. HBRARZRKFEZRBPU Rules for Interpreting Various Name

Forms

GDCA 2 K WEUFUE BT & X.509 V3 b, B 44 4% 20185 X.500 britE. A4
Har 2 F H GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZFREIME—E Uniqueness of Names

f£ GDCA fSEIRA, ANFERT P RREFS I EAREA A4 AREAR, 22 rE— 1. H
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DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FEFRAIRA]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WAES 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHIA Initial 1dentity Validation
3.2.1. IEHHE R Method to Prove Possession of Private Key

RS FE A AUIE 5 5 I B A S AR R S AL, IR B A 75 2 AR AR 45 R
HHEPEEH TS (PKCSHI0). HE SIS PR )%, 8% GDCA 23K
I EUE M5 20, BB R A AR A 2 (R 20 FE (10 3 A A A ORI RS PIN A5 55

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHI%R] Authentication of Individual Identity

TR AR ES, BN ASGER . AU IESS . SSL s ek
UEASEE, A HE R AR 200 A N B 2 AT S S 0 40, 3 i 2 900w {5 A R 56
UEFL IS T T4 0 B 43 A et DR At mT BASRAS B R W ) B 4045 2 A O KAk
AR HGAIEAS BE R A B 8 AR B B R BUHAE 15 B 3 ORI 28 7 R 532
UEFS B AT AR, I RIEA N 53 4E
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For the application of all types of individual identity certificates, including individual certificates,
CodeSigning certificates, SSL server certificates, etc., the identity of applicant must be
authenticated by GDCA via trusted database validation, on site authentication and other methods
that can verify the identity of applicant. Applicant or applicant’s representative should sign the
application form and accept corresponding terms of his/her responsibilities described in the
attached agreement.

GDCA A ZUAR > N BT HR I BIEF A AR, AT AN 5 6y 485505 2K, — At
B UESRAIM R, RELSHE, AR, SR N B eT . 5 1R E
Fou 5 2 R NIETAE RS 5 VAEBAE T T SSLAE-RAMAM A E .

GDCA must perform different authentication methods depending upon the type of certificate applied
by the individual. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information. Type I, Type I
individual certificates and the individual mutual recognition certificate of Guangdong and Hong
Kong are not applicable to SSL certificates and code signing certificates.

Lo X5 1A NIES, PATELUF %5
GDCA A FIAEH BTS2 ff5 8, AR BB #EAT S0 . Bk i 3 UR] DR
FUREAR A SR 0 i HL i . FALJEAS S5 At AT 5 ) 7 SR SE BN H R 3 i B2 52
15 B RS RIANGGIE . GDCA Ak AMEORIT A AL BRIGIESS B LASM
flt S E R AL, FER. BT HIEEARANN.

1. For Type I Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

2. XWFFE 2B NUET, BATLL R S50
GDCA 5Bl Fl 7 BT A8 5 B, IEB @A 4 il PS4 o #d i 7 2
A D8 I SR FH R AR SR B A s0d ok L AL (S A5 A o] S 1) U ORI
THHE TR NG B S, DB, IR 7 I A v RUE R = B e S TR
2ot BB S AR LA B 5 BTS20, AR I PR 15 B SR A g R —
.

2. Forthe Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
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the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

XFTE 3 R NIEH, AT BL %00

AN F S 25 B 00 R B SEVE R A 80 o WA 7 2O B0 3R A R 1 & 2220 — T e IBURT
U IR . AR B I S E B SO (s REIE. F I, ZE BRI
il [ SFIERE ), GDCA A B 1% UE B SO 2 75 A A ) B B0l Py it (AR, 6 B2 I
GDCA ] LAd i 25 & A RS A iE B TR ISR = 07 048 PE AT -2 B Bl
Sy, WR] DLd s v T A 4R AR 7 O B SR AL (R B AT R SE R,
ORI IE R S E g R — 5.

A i bk, GDCA Af DU 2R K B . ARAT - I S Bl A5 FH R K A A s
FE 5 (b bk B P AORBURT 25 R 1) B - iE B S B iy
ZAAEBIE R E M. GDCA M Hiig . W70, 5 HiEE & IGEHIE R,
WMRZACM NP, TR EREFEH LA I NSO IEH] .

X T DASEANH R A NS 4 LRSI, 34 75 B4R A8 H e S AL H2 A iR E B A
LHEHEEAEIEERR, TEMMNZIEREAE, R ENREE T ZH
PRI o AN EESREESSATHRAUE B SCPE . BRI SR = 58l e . ROIE A A FL T IR 155
For the Type Iil Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
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7

validating by a third-party database, or sending e-mails to the organization, and so on.
ST 4 BA NTES, AT LU %5 -

HN RS S I SEERE B o A R 45 1D DAUR RS i
2/ — P BURHUMUR I G800 w5 B I B O A SO (s IR & E . 7
M. EEUEEIUB FAHERD, GDCA ki Uk SO 5 A R T SL il fh i 1 R
Wy 2) JIERERA BB E B SO BB =05 B R AT R A A, DR
HEE S ESS R 8

ik BiE 2 (HbE . GDCA BT LUl 5% e B, ARAT R IIK Bl {5 F e T B S 4% oI
P 1 1) 1k B P R RIS 25 R 1) B A B SCAE B g

ZEIETIE R . GDCA M Mg MEAF5ET7 R, 5 g iz Sl gk,
WER, GDCA A LLEIEHIEIE. WA, 08 SE 77 U0t Fiil 3 10 S AT i
AT BA AT O T A 7 AT A

IR ZHTMB NP HE, T BRI N AT S S e

X T DLREAN S U S N B4 4 SCHE 1), 38 75 B4R A8 JLBTTE B4R (R TIE B A R
HHEE B ASHAEER, FEMIZIMZEAE, DARIEANRTET1Z
PR 5L o U BESREEACATHRUE B SO B30 = 78 e . RO HG A T IR 55
For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and 2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

If applicant delegates an agent to submit the application form, the identity of the agent and
authorization document should also be validated.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
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organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. XFEMBEEEIAESIN NS 04500

A NFE H G B S PE 5E TGRSR, GDCA  RATHIX T ) B A% 7 S N B 4
I FE I S E SO CRAEEART SR, G e e R, #iA
MNBESLE 3, HIE S 2505 B B S IR E AR AR B

FEAHEIT GDCA W2 i FIA N A Ao ) 5 AR B A A R4
Kl
5. For the individual mutual recognition certificate of Guangdong and Hong Kong, the following

authentication is performed:

When an individual applies for a mutual recognition certificate of Guangdong and Hong Kong,
GDCA conducts a face to face authentication his/her identityy, GDCA confirms the identity is
corresponding to the subject of the certificate, of the applicant by a legal document of attestation
(including, but not limited to, identity cards, passports or other identification documents).

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

FEIRAL | A% A4 PR B A L A 5 RN B AR IE S I, I8 /5 ZE AR UE 1%
THHE RS IR, I ESRITAZI A A RO VB BGIE B SO B FE X
AR T R 55

WRANNAT 752, GDCA i ] LU S =T 3R A5 B ORBIE 1% B & A S
i, WK GDCA TiENH =5 3B i BG5S, AIZABe =5t T E, BEsR
I & SR BN (5 B ATE TR R

GDCA must verify the ownership of proprietary when a domain name, a device name or an email
address is used as the subject of the certificate. For example, the subscriber should submit
ownership documents of domain name or written ownership commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

sk, MEERS, GDCA & W] DA H e T il ZE) % 77 A Bk}

I A S ORIUE R AR B S 2, R 5 AR SR VB B AT

X+ DV SSLiE+:, GDCA RKHIEMBERAZ AR, AXS iGN N S BEAT50AE,
A A B BRAEE IR A CPS 45 3.2.7 TR AT .
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
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corresponding legal responsibility.

For DV SSL certificate, GDCA only verifies the ownership of website’s domain name. The
verification of ownership should be performed according to section 3.2.7 of this document.

*FF GDCATrustAUTH R5 ROOT il 45 #1248 R5 #8 CA iIE 15 .GDCA TrustAUTH
E5 ROOT &K M2 CA T2 R IVT FE+, GDCA @ESriPAhbruE TR A A E e =
RS IR VE R E P 1E R . X RB0A “m X7 FE AR, GDCA BT LA 4.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(%IHX R5 #2 CA iE+ and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. P4 RI%ER] Authentication of Organization Identity

FEATHGNR CBUFHLE . ol A8, 782 LA A4 SCRTEHLR SRIEF
B RIEFS . SSL AR S5 A FAE S5 A R AUE IS, NEBEAT ™M 1 B 3 5501, il Ay
A K 2 SR R L TS X T 255 a1 B R DU LAt AT BASRAS R A WA ) S
ST A HURISEIT P AL S B 2R B H R A B B 78 70 SRS HH A Rk
25T (NED FonESAE HIF A R, IR 5T

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, equipment certificates, SSL certificates and other types of certificates,
should be authenticated strictly by cross-checking with the trusted databases, making a face to face
validation and other ways that can clearly prove the identity of the subscriber, etc. Subscriber or
subscriber’s representative fully delegated by the organization should sign the application form with
company’s chop, and accept and affords corresponding responsibilities described in the attached
agreement.

GDCA W ZAR SR BT HR i AIEF A BIANR, AT AN B 6y 2500 05 2K, — it
F AR, ZaguikE, 007 F0BMRS, 0 A A

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

1. 28 3 BHUMIEF RN 5 6y 01

1) BRI SAFERT . SRR, B 3 UnT BUE . BURHURIRE A B R0
fF, BIEEART LR EN I SFL AL AN USIES:, Bal i 2573
SCA RS = 5 B PER A

2) GDCA "] LU 15 FIE 1 M. 9 8 S ol i BUBER =5 Budle P 5 7 20xt HR i
SRR AT I0AE, SR ORPTIROLIE B S AL R 8. WA 2, GDCA fJ
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1. For the Type Il Organization Certificate, the following authentication is performed:

1)

2)

3)

1)

2)

3)

4)

5)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. or cross-checking withwell-known third-party database. If necessary,
GDCA may contact the organization based on information from third party, such as telephone
number, email address and so onto verify the authenticity of the applicant’s information, e.g.
job position of representative or whether the person from the application form is the real
applicant.

GDCA should validate the materials submitted by the authorized agent and the identity of the
agent to ensure the authorization.

55 4 ZEHURIEF I £ 13 %5

BRI SEAATE R B setd . MN D7 SAAT Do BURHIIIZE R IA 20
i, BEFFEAIRT LREN I I H SN ARBIES, IR %R A3
SCA FIRUBER = 5 B PR AT R A

GDCA W AUEMEHIE1E . M. HHRSET7 200 B & R L5 BT iA, JFE
WASUE S = J7 B4l P FR 8 S LB AP REEEAT IO, B ORISR AR5 B Sk i 4h
R—3, WEN, GDCA & AHAT X H 45 1773 W47 75 %, GDCA Wil 5
STTARBIR AR SRS . MRS B AT U B EAT RS, DA FR I A
R AN, g AR A SIS IE F G R TP RS R 2 HIE A

1 2 2 SN UR AN 45 22 7 0 N R 13 70 BRAIE 5 2 B AU A S G I NAT S S A UE AT
HIRZ TP NGB HAE N AR AL . L EEIS, RO RALAR N Bty S 18 X T 14 B %
WIEN

TEIRAL o5 S RRBE VR MIE 1 3 2 B TE FRT, 16 T3 BIRUE I R A 1%
BRI, A G SRR S A A AU« VA B AR B S A B0 HR 43 0 P A A ) A5 1D
R

RN AT 2, GDCA & AT Llod i A5 = 77 SRIFIAE S RIIEZ FR B HLAL F £ 477,
1R GDCA TR =T5 3B PR (S 5, PIRFEH =J7 BT A, Bk H
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2. For the Type IV Organization Certificate, the following authentication is performed:

1) Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

2) GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. and also cross-checking with well-known third-party database, to
ensure the consistency of the information from different channels. If necessary, GDCA may
contact the organization based on information obtained from the third party, such as telephone
number, email address and so on to verify the authenticity of a particular information item of the
applicant, e.g. job position of representative or whether the person from the application form is
the real applicant.

3) GDCA should validate the materials submitted by the representative, as well as the identity of
the representative and the signed document from the organization to verify the authorization
from the organization. If necessary, GDCA shall do a face to face validation for the
representative.

4) GDCA must verify the ownership of proprietary when a domain name, a device name or an
email address is used as the subject of the certificate. For example, the subscriber should
submit ownership documents of domain name, and supporting documents or written ownership
commitment of subscriber, etc.

5) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.

3. BB HAANIEF AL B 4 45031
SAEMALH BUFHLE . Fl A s et A S G BB L H

I, GDCA NBL5Ext H B AT ™ M 15, BB EAR T

D HISE. AU S =07 R U BORHMIE W A S SEARAE, 0 B BURF LR R 1)
EVEEW], B e oA T BB R AIE ] TR,

2) JENAT RO AN G TORH ESeE, BRI A 212 AN 78 73 1Y
FRUF R M E LA IEIE

3) HIHFMASHGIER RN N S 4 LI, GDCA FERIZH LW AZ LA A
SO ISR, IF EERIRACAT KA RFEEAT H 4% 5

4)  HE I HLNRIET AR HiE I, GDCA N E SRR RS ASIZ AL 78
I A ASEE I SO (), H A A AURRAS B2 AL S U I T %2
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA should conduct a strict
authentication process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

GDCA may even contact the applicant via telephone number retrieved from a third-party to confirm
the identity of subscriber, if necessary.

BEA, N ERS, GDCA & LAseE Hoe P i B A 4] 7 A Bk

HITE A S5 ORIE RS R B SE 2,  HRRH 5 AR G v B AT

Xf 3 DV SSLiE+:, GDCA N IHIE M 44 Fra s, A BigHLAY & 4 2EAT 5000k,
A A AL SRR AL CPS 5 3.2.7 ik $44T . X T GDCA TrustAUTH R5 ROOT
I Bz RS A CAIEF5. GDCA TrustAUTH E5 ROOT & K [ 2% CA FiZs & ]
I EF, GDCA ZESLiFAhbRiE T IR A7 LV AL i WU VE I DL HIEHE K o X -8
A AR ETE R, GDCA EL#% T LAE 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
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corresponding legal responsibility.

For DV SSL certificate, GDCA only verify the ownership of website’s domain name and not verify
the identity of the subscriber. The verification of ownership should be performed according to
section 3.2.7 of this document. For the subscriber certificate issued by the subordinate CAs of
GDCA TrustAUTH R5 ROOT certificate, %4t R5 # CA iiE45 and GDCA TrustAUTHES ROOT,
GDCA establishes evaluation process to identify the applicant with potential high risk. GDCA can
refuse the certification request from this high risk applicant.

3.24. BEBHHILH Authentication of Equipment Identity

B B 1) 5 0 AR FL B A & AR T AN, GDCA b U 3T 7 #EAT B 43 %6
s BRI

BEAIAT 7 BRI UE T R, SO A B eI SO A BN Ak 55
IEERA . BIPNA ARSI AR B o

Authentication on equipment identity varies by different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

VL&A & 1 B 47 5 AR AN 5] 8 B 4 HEAS [R] 1) B 4 6 500 07 (AT, 3T A i,
By A CPS 55 3.2.2 14 4 BN NIEB LR HAT: 1T/ AN, $%IEA
CPS % 3.2.3 F7 55 4 FENUMIIE P 4R AR AT o

% EEUETS B RS B 5 ROCE B =07 B ) SRR SRS, s BIHS
ik, HEME B R AL HEF A T,

IR AT B RE I3 N R e 0 SR A A B4

FEBL A5 A RRAEUE T 1 N 2 FEUE I, 305 ZEI0IE % Al e ST 1ZAUR],
A 77 AT DA SRR U LI B S B LA R 2 15 45 i A AL LA Y ASL I i T R 1 5
F N A #

Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.
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When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

RN A 7 2, GDCA i AT DA A 55 =77 SRE 45 BRI IE 12 F I &> A
i, WK GDCA kN =Jr 3B I BG5S, AIZRATe =7t T E, BEsR
G & SR LA M (5 EANIE B AT R

BeAh, DAEER, GDCA i n] RAsesE e pir il 2 25 3 5 sURI Bk

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.2.5. SSL AR%-22 5 4rH% 7] Authentication of SSL Server Identity

AR AT 2 R RE PR AL R R T A R A S 77 2, 8GR 25

XFF OV SSL ik, TR5IE R ul BT A E A S Sy, HEE5 07 XA CPS
5 3.2.3 TEE 4 FHUMNIE T IR AR AT .

X5 IV SSL RS, FRInIEM b 28 FH A NS By, H2E 577 %A CPS 5 3.2.2
T 4 A NUE S AR AT .

XtT DV SSLAETS, W HAEA NS X3 35 44 (1 BT B (s AL, T 75 AL
FEJ BN N L5 5 Ay HEAT B IE o

XFF EV SSLUEFS, H451757 UEAE (GDCAEV iE 5B -FIMEML % Y, A CPS
AT HEAT BAR BR

TEIB AL YA AIE 5 5 R P 25 B LR B, IR R BLBGAIE iZ A SUR A BRI, XoFigk
LS R IR AR CPS 5 3.2.7 HiHhAT .

GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.
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The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.7.

WRANNA 72, GDCA i ] LU S =5 3R A5 B ORKEAE 1% HE & A S
fir, WK GDCA TiENHE=Tr 3R A iE S, AIZRFEs =5t T E, sEsR
i & R BN (5 B AE A R

BEAh, AZIRF, GDCA AT BLissE He B B8 i A Bk .

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. fRAEZ4LZ G54 K% %) Authentication of CodeSigning Identity

P8 ARRD R 44 B 3 1) S AR AR A 25 1 A RIRAAT AN [ 1 & 3 490 75 =X, 3T 7
BRI, %I CPS 5 3.2.3 958 4 HUMIEBERRFEIAT: 1T AN AN, 12
A CPS % 3.2.2 1% 4 B NIEBERAEHAT . EV R4 S 4y 4 )89 (GDCA
EV iEH IR SHINY, A CPS AT H AT B AR A .

HIE ARG 4 AT 7, AN AL AN N, D620 FEAR At 25 42 1IE -5 438 FH 3 1B i s 7 B
TR BB SO, AR VE AN FARRD A L UE T 5 R R R AU
BT ENZEAL

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. . For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type IV individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. BARHHAFLHA] Domain name recognition and identification

X844 R B0 » 4596 Ik ) S A T DA HR i B [ BE A 7], 74 ] BB JE ALK, GDCA
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AR BATT #5075 30 B — i

1. RS TR IR S5 AL B 3 = 77 #0408 P vh A1) B 13804 1A E I
THEPFE R S, DUAIE B IR BT FAE B S A A SR R,
A IS AT R R SSBE RN (. RFE RIEIHE R . AE RS, Bl
1,44 B A AL . 4 591 77 203875 Baseline Requirments v1.5.6 %5 3.2.2.4.3 4 fl1%5 3.2.2.4.4
s

2. fELE FQDN (E2RREE ) B URI (Si—FIEARIART) BIFEZR N 0T X258 1
B BT, I AR IEE X FQDN [HsPrisilil. n077 2E g
Baseline Requirments v1.5.6 5 3.2.2.4.6 7.

3. JEIHHINHIE A 7E DNS CNAME., TXT 5 CAA 15 Hh AT BB s SR A R A7
FER BN H 1 A XS FODN (584 fREE A D B3] %577 #E Baseline
Requirments v1.5.6 % 3.2.2.4.7 75,

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain
name registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone
calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.5.6.

2. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’'s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.5.6.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements v 1.5.6.

X FIERCAT AL, GDCA SR ERCAT A I A4, PRUBEECR (%) Al isk4s 2
BT A R T — A PSR A H B BUR UG SRR, IRV E N 3R o

GDCA IEAGEACAT (%) AU FA BRGE TR A A5 S s A T A 2 LA
PR AL FRE TS B, BRAE B 2 RERSAIE B L S8 A Pz A4 IO i A i 44 25 1)

WES, GDCA BT ERBULEMAL A s A, DLz s, iR
RHEEF PR BB B, 1% HEE NS IR I K.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
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registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. ML MLZFREAE Verification of DBA/Tradename

FAEH A5 DBA skl Fk, GDCA alid LK J7 2 il &b —Fh DU s
Hi% G U FH % DBA 0l 42 5k«
1 B FIERE X WBUR LA BZ AL 0 R IE B B & A ior . A EBOA TR SRy, 85
SAZBUR AL V38 5
CEAECE/ Y
547 S P2 DBA A FRE b 44 BRI BUR HLAL) Vi «
Bttty SCHRE ST PRI UE B R A 5
YLK, ARATXTIK AL, (EHRXIKE, BURRER MBI, BHAL GDCA Nl
(16 7

o > w D

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. Autility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.29. FrEEKR#IAS%5H] Verification of Country

FAEP FE IR ALE E T, GDCA B RUEES = )5 Hids A v A v DNS id 3¢
SR 1P Hihk s FRE 1 1P HuhE SR\ BT AE [, B OR FE AN IP Huhk BT fe [ 5 g A
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In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.10. 1P HubkrIFAI AR XA Authentication of an IP Address

GDCA R LT A iy —Fh, LA IA B & 41 A BBz 1% 1P Huhik

1. HiEFERMEAEPUEHZ 1P bk e SCfE, gt IANA (the Internet Assigned
Numbers Authority) 55X 8 AREEALAZRAS 1P Huhik 23 P R IE B SCAF

2. FEEE P HBMER) URI (GE—BRURARIRST) HIFELZR I IT LX) £ 5E (5 BT s,
i I 7 AP FR B 1P bk f SEBRE AL .
GDCA AN IP ik %5 % EV SSL iE+S,

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or
practically controls the IP address:

1. GDCA confirms the applicant’s capability to actually control and manage the IP address, and
the applicant provides relevant authorization documents over the IP address, such as the
authorization documents on the IP address assignment obtained from IANA (the Internet
Assigned Numbers Authority) or a regional agency.

2. By making a change to the agreed-upon information found on an online Web page identified

by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address.
GDCA does not issue EV SSL certificate for an IP address.

3.2.11. ¥ RIERIUERE Data Source Accuracy

TEAATART B SRS g o] A SRR AT P 2 BT, GDCA SHZSR IR T g,
e, RS s i i AT LA T VR, JE B R L R &K
1 R HHE BRI,
5 R T A
AR R, SRR H .
HCHE K 2 A AT P BT el
Dhy 3t B3 5 5K P HE
A5 VAl Sy AT A0 KIS SRR i 3R A5 1 50808 BRSO AN B IE A R AT 825 K, T
GDCA A fsf iz #icHts K ST A

a c w N
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate.

3.2.12. WHWIEHIIT S B Non-Verified Subscriber Information

W, BV IZRAIE P SUESR I B 005 B R 2 B AT EE ISR LIS, X
A ERIBAERIT 5 S, GDCA AR VEAFAG B IS, AR R NEHTUE.

In general, apart from some necessary information require to be verified. For the subscriber
information which is not required to be verified, GDCA does not promise the authenticity of such
information and does not bear the relevant legal responsibility.

3.2.13. HAUAIA Validation of Authority

PV P I TP NIPERIEFS ML 55N, GDCA #EAT 40 F 3k -
1 EREE =07 S UE I IR 55 BB i ORI 88 R K SRS T SR LA A
1E;
2. B HAE. AT EIPRA BB R IR B A A ) S D5 HORBRIEZ N R T R IR LAY
L HACRAT AL IR AL o
GDCA FVFHIEE 4R E ML NSRRI UET o 27 i # LR 46 2 1 T BLEAT
UEF HIERIASZA N, W GDCA AERAEZARE N A LAMIAE(TIEF I TER. 721k
FIHIEH DA ST R, GDCA B[] F i & H fHH OB BN R G

The following verification should be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
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equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.
GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized

certificate requesters upon the applicant’s verified written request.

3.2.14. H#EAE#EN Criteria for Interoperation

T A B NUE RS LA, AILLE GDCA #H4T B4R, (H& & IAMERS
PUFIH) CPS W Zif & GDCA CP #5K, Jf H55 GDCA 25 R #MX

GDCA ¥ I %S, #:5%24E GDCA I RIENUA SRS fE R, HNZBR
HA R FETS

#HEHAT, GDCA K RALATZ XAEH .

U SR HE A A #E . GDCA B 7™ 4% T LARAT

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEHERBIRRES XS] Identification and Authentication

for Rekey Requests

FELT PEEINIAD, 4T TSRO LM 00 XS . GDCA —fi
SERAT PP MR GIM R BB, FR{E <R

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.
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3.3.1. AN EIRARRES X5 Identification and Authentication for

Routine Rekey

X T BOEH GO0 B SE R R, 1T AR A RENS TR FAE I 2 5 S, A
WP IERFAS5E, X BER S RHET U LA 5T
®  HIIEXS I BIE P A AE I H A EN LR s
® JUJFHE LRI T AP G AR AL AT S0 E
® ETJFEMME BT B 4.

For general application of rekey, subscriber must submit sufficient information for identifying original

certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including

the following:

® Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.

® GDCA authenticates the identity based on original registration information.

WS T 2 R S R N ) SO BRAE TE TR, AL, T B
SRR, 25U A P LS BT I K SO B s s, thti& sk, GDCA
R A DUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B4 e B AR KRS X5 Identification and Authentication for

Rekey After Revocation

GDCA AN UE A1 1y 4 i 13 B ST

GDCA does not provide Re-key/renewal after revocation.

3.4. BEERIPIRIREXYS) Identification and Authentication for

Revocation Request

2 GDCA EEMHUA 77 BB MBS 7 BREB N, ARKE R IET, XM
TEOLTCAUEAT %00 o G RAT P BB ER MAIETS, WHZIEA CPS 28 3.2 T fliid AT By
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9

GDCA or RA can revoke a certificate based on sufficient reasons without authentication.
Subscribers who request to revoke s certificate follows CPS section 3.2.

3.5, FAUREHAHEIIRIRAES] Identification and Authentication

for Authorized Service Organization

@H T GDCA TrustAUTH R5 ROOT iEHi. ## 4 RS #2 CA iEf5. GDCA
TrustAUTH E5 ROOT 2 & I 4t CA Fras K BT JE+S, GDCA HATIHARIESS RA, A
FFAATHOL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH

R5 ROOT certificate, rZm/t R5 #8 CA certificate and GDCA TrustAUTH E5 ROQT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

4, IEPA A PBIEER Certificate Life Cycle Operational

Requirements

H CAMERGE K2 HEE, GDCA RN NRRLES . HURAIE A 2L
W09 3 ELL ;. BEE RN IE B AT Ry 5 LA SSL AR 55 Sl AL 22
AR A R 3 A o — A TE SRR AR A JA B EAE B L IR BER L R AT
BH. mAH. M. RS

From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; equipment certificates are valid for a period no more than 5 years;
SSL server and CodeSigning certificates are valid for a period no more than 3 years. A whole
certificate life cycle includes the application, verification, issuance, distribution, renewal, logout,
revocation and archiving, etc.

4.1. iEFHHE Certificate Application
4.1.1. VEF B iE 24k Who Can Submit a Certificate Application

UEFS HOE SEAR S NAUEAT LR N B A SR (AR AT LG . Rk pr
A2 BUAN N RBIESE) o
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Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as administrative organizations, institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMIEFE 5 F4E Enrollment Process and Responsibilities

1 UEBAEM SR

1) SRR R IR .

2) ATFERS A RLAUE B AR B GDCA IFEMHLG (RA B LRA) HHATIE T %, A
UM H IR JE, SRNRIE R HA s OIS B N A A A F IR R 4
(YN

3) MK GDCA $EASTEF 1K, i B 22 4k i% %5 GDCA.

4)  GDCA HREE UL 15 K2 AAIEAS 5

5)  HEMHLRE I 2 A 7 ORIE T AT AT

2. L

1) HHEHERNHELTHIT P CP A CPS 2502 I, H5H b 26 FHiE
PIEHTEHE . BRI SRR A OGN 2

2) iTJVH 5L GDCA $RHEE S, S REFIHER IIE-15 il (5 B A Bk

3) MU IR AR AERUE T RS (E B B OHIE B TR — Bk R A AR, [FIRS
FRARAE L A% 54T

1. Certificates registration process
1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall bring the corresponding proof materials to the registration authorities, i.e. RA
or LRA of GDCA, for the  application. After reviewed by RA, the request data are recorded.
The reviewer and information recorder are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2.  Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.
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3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. IEPHIBELRE Certificate Application Processing

4.2.1. RH 5 % B hee Performing Identification and Authentication

Functions

i GDCA JHIE MW HSZ BT P IE-B RS 5, % AR CPS 3.2 IR, %I
AT B iR 5 %00

GDCA 7EARHEE TS Hif Ik A o, @ 1 5 20T B CRIE 1345 S5 5 TEH 1 45 B A
£, IFRHIERZE K4 IEMT HIEE .

TEUE-B2E /AT, #7 GDCA HR4E CPS 3.2 45 & SR UFHR A A K BIE W SCFE AV R 825
KB ZEBARKRAAZN, W GDCA f i FZHHE SUE S, SSER R HE R

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iEH HiEMABEMIEL Approval or Rejection of Certificate
Applications
42.2.1. IE- E & Atk Approval of Certificate Applications

GDCA ¥ MHLR R Th 58 A T UE 15 Hg B A 2b 75 IR 0 SR R R A8 IE BBid R A
GDCA it R AT IEGE Pk HEIE P %, — BIFER# AT, CAKRE MM TE %
PEUETE B IER M

After GDCA's registration authority successfully completes verification steps for the certificate
application and submits a certificate request, when GDCA formally issues certificates, it means
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GDCA has approved the certificate application. Once the certificate is issued, GDCA shall not have
the responsibility for inspecting the accuracy of the certificate information.

WERFFE NIRRT, VEMHLE (RA) AT RAEAEIESS H

1. iZHIEEAT AR CPS 3.2 KLFIT ' S bR IR AN % A2 5

2. HOEH B ECE A RO P U 2 RELR

3. HIEH CAIMMUE ST T AR B .

RA will approve the certificate requests, if  the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEF HE ITE 4 Rejection of Certificate Applications

MPRAETINE L, TP (RA) FELIEF H1E:

1) ZHIEAFFEA CPS 3.2 K117 i HIAR RIS 7 L ;

2)  FHIEEABIRML TR S UE AR

3) I SO B AN RERE AT P AT RN AR EDR

4) B RAT B AN RE 4% B E SOAHRE LR 2 H

5) HEMUEF 4 ICANNCThe Internet Corporation for Assigned Names and Numbers)
H R FH gTLD (TN 4);

6) GDCA BEEM MU NHEAEZ i H 2% GDCA i R GE A 4 BiE Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
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disputes or losses to GDCA.

XFF GDCA TrustAUTH R5 ROOT ilE+ . #z i A R5 HR CA i+ .GDCA TrustAUTH
E5 ROOT ZRMH K CA FiZs KMV FIES, Rk s as L 5EA g, 5L
GDCA i\ Nt iZ HiiE LA m X, GDCA RIE44i% i, GDCA HRHE £ fh kA
B EE) T U DGR A7 B 4% 2 A S BURF LA S5 58 =757 KA 44 50, BRRA LI
RATFHOE PR (55, B0 GDCA 2 Rl F PR 58 I 26 44 i o Ath VE Bl P 34 B8 2 17
6 245 FRE T SR B R A IE 5, G SRR IR TS = KU FR s A B3R, TER 2R+ i i
K BWIZHERE R SFFIERP BB FIEAN, GDCA ¥ HBARLILHIE.

ST IR TEFS F %, GDCA 38 1 H i A - H i 2 I

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #Z:H14 R5 #i CA ilF$5 and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. kbR B S AU A] Time to Process Certificate Applications

GDCA AL HIEM AR A L & HE S5 TR RARA VAL S E 2, — BEAMHLAR
BT LARHRER, BE 7 A TAEH AL EHE .

TEMHLR B 75 76 L TR [a] ST R Py A BEIE 45 AR BCOR T IEF I AR S SE . e %
HERAILIEAC T AHORAS B 75 S i N, 7 GDCA [ BEEEK

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 7 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

56



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{/A-LIE%%%E}H\U (V4. 7 )]-[&)

4.2.4. IEHHER (CAA) Certification Authority Authorization (CAA)

% GDCA MUK I35 /£ CAIN % 8% 18 1% EV Guidelines. Baseline Requirements Z5k
1A FEREATH SSLAET, M 2017 47 A 1 Hitg, GDCA KXt% KL MA 45 8
T ) aF—1 dNSName i CAA itk dr, JFEEEMBINIER, fELZHl, GDCA
X} SSL iEF I AMi CAA T .

GDCA #ii#li RFC6844 (ZHhiR3k 5065 1217 HIFNE AR “issue”. “issuewild” A

“jodef” HIBIEFRZS: % “issue”. “issuewild” Fp%Ed A& “gdca.com.en”, Nl GDCA
AZERFITRIUE T # CAA Lt L “iodef” 5%, U GDCA 5 HiiEH A f5 vk e
e A HMURAE .

GDCA LAF5I CAA LR ARG DU E A AT B RAEF A F: 1) #£9F GDCA )

FAl vt th &) CAA KRG 2) Bl —IRE AR CAA D% 3) A IfE

X B ANFAAESR 1) ICNNA AR X 35011 DNSSEC HHiF % .

For the publicly trusted SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, from July 1, 2017, GDCA will check the CAA
records and follow the processing instructions found for each dNSName in the subjectAltName

extension of the certificate to be issued, and GDCA will not perform the CAA check for the SSL
certificate requests before July 1, 2017.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended
by Errata 5065:

GDCA will not issue corresponding certificates if the "issue", "issuewild"property tags do not
contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will
determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. FHLZ%K Certificate Issuance

4.3.1. ERBERIREPEMIAE (RA) METAERSIH (CA) KITFA

CA Actions During Certificate Issuance

MR CA FHIEF 2% H1 GDCA ALK (5 N GBI A AT A5 4, AR CA ATIIE
REECE 25 S (S
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RAE-BIIER AL CA IEB K R2%. RA K1k CA HHEB&KEREBIH RA I
B2 515 AR B S, FERORIE R R BIEHIT CAIERRK RS,

CA MIE-HZEK RAGIERM RA FIE-BZRIERIG, XRHA RA MEEHTENS
fRE, A BIIERERER, IEHERRGEK FE.

GDCA TEHHEIES FE 2 )5, RERAE . IR K R YA RS LA 5
25 4 IE S HEAE T IR H

i GDCA 2R MIEF1E 24 /NN A=K

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending  certificate issuance request to the certificate issuance system
of CA via the RA system. Issuance request which RA sends to CA must include identification with
the measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.3.2. B F AR AR &5 HL W R0 v M AL A XF 3T P B8 & Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA £ RELLAT J Ui 5 75 s &l
1. A B0 1 2 3 1A
2. HLTHBEE (e-maiD);
I T T A 5, ANV P (R H i A B S s A 20O
4. HAh GDCA W Nz ATHIJ5 3.
GDCA will take the following notification ways to inform subscribers:
1.  Electronic or paper receipt

2.  E-malil
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3. Face to face (such as the applicant gets certificate from RAT, etc.)

4.  Other secure and practical manners considered by GDCA

4.4. FFEESZ Certificate Acceptance

4.4.1. T BB ZAEFH 4T~ Conduct Constituting Certificate Acceptance

W EAT YR 1T/ GDCA IEAS AR 55 Pt RAIE 1S T B B A UE i, ik
5 GE BRI AT 52 Tl

GDCAVEMHURIARER T N BAES, N BAIEF R g R A A R e 8 A
AT T2 AR RIARERAT s TR

WP THRBIEB T, IF B S ROHIE R B e T A A
VT ROMAIE S B UE 15 A B R AR R I

Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

*f T GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ik

BRER BT EF:, MRS AT -

1.

3.
4.

W BATYI L TTH) GDCA UEF AR SS W R UE S R 48, UE5 T e SR RIAAR T 7 4%
2 Ve

GDCA VEMWUELET P I ARVE T, ARET P FEUET, FHAEUEF5 8 f A S HoAth
GDCA I\ Nml Sg 7 ARIELAT 7, BIMRERIT #3552 1k

WS THRFIER D730 I BB IR M ROE R BE IEF T N 2.

VP SORHIE A5 B IE 15 P9 2 R R SR I

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1.

Subscribers access to specialized GDCA certificate service website and download the
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certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FIAEAR S AU XHIEF I & A Publication of the Certificate by the

CA

VT 2R )5, GDCA FE 24 /NN HZAT R R A1 31 GDCA 1) H sk %s R4t .

GDCA RHIFE M H RS 25 G5 Mok o A BT 2 JAIE i o 28 58 i B B4 A1 3
FHFMRSG AT, ARG 3 R, R 3 H SRR S5 28 18R B 3hE 2 H RS 4
BT ORI R R #

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. B, T I\ AIE iR 55 B #) 5 i SE A 38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA FeiF UM K AN HoAth SRt 4738 25 o HoAth sizfin] DUBE R M B R 548 A
#13) GDCA B 4% KB FAE+

GDCA and RA will not notice to other entities. Other entities can obtain GDCA’s issued certificates
by querying the directory server.

60



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 7 )]-[&)

45, FHAMNANERKIEH Key Pair and Certificate Usage

45.1. TP IR RIERRMER Subscriber Private Key and Certificate

Usage

WPERS TIEF i IF%52 T GDCA R K IE A, BN Ca MY 5
GDCA. RH A RIIBCRIA LS 5K 1T P2 BIBCTESS, BRI B it %5
DRAFFLAIEAS X B R FA B8 G R 22 BRAL A o

W A REAEE I VR A CPS RLKAT 7 U A€ 3 Bl A A8 P AL B ATIE 5

XA, HRHATTHTXERMZES, T NMABIFHIAEARNE. T
IEESS, HAVP RT3 R A X B PN 015 S BEAT M o AEUE S R 4 2
Ja s T b2 LA PR AR B AL B

XHF SSLAEAS, 117 A BTN SCE5 RAE R AR IR A b 210t 11 32 ) A2 Xt I (14 il 55 4 o
HEE .

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should well know and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W5 TT AHMIEHRf#EH Relying Party Public Key and Certificate

Usage

B R EIE R G A SN SY SR e i AR W R Y (=
1. SRIGECF LN N HIUE D S AGAT 5
2. HRINIZZS A% N IE AT (S A HIAE 5
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3. ) CRL Y OCSP Hffiih\ 1225 4 %6k N FAIE 45 2 75 4 41 s
4. UEPIIHIEE T X R4
5. fEHIEP LR AR

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

CAEZEAEAN ARG, WA SR AR E R .

AT T B RIENINEAR B2 T, el 1 2 IR AR SRS 32 07 RNk
A5, SRJEEFIET BRI AYIE BN . {7 BRI T RN #1458 — & Aok s
3207
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEHFEH Certificate Renewal

UEFS SR EA SR UE T 7 (10 AP BTSSR DU R, NI 85— 5K08T
UEFS o EF BN O/ IR EMME R, W IR R FIE B2 %ER,
WP R4 B SEE, EHFES ARSI B & A PR SR s (5 B A4

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate. When renew certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.
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4.6.1. R EH R Circumstances for Certificate Renewal

X GDCA K45 1T 7 ESS, T P EUE-B 2R 30 RAEM AT IERER . 5
JHT 30 RN, 1T AT 15 1a] GDCA EF5 AR 55 Wt i 2 GDCA (L ML BEAT IS B B
FIFTE . FHFIEBEHLHESEMER, RESHIRBUTTFRELR. IEBEHE,
VT b R E T R BT IE o

XFF SSLEFs, GDCA #2321 AN BT o I AR BEBiE+ .

For subscriber’s certificate issued by GDCA, the subscriber can update the certificate 30 days
before the expiry of the certificate. From 30 days before the expiry, the subscriber can access the
GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application. Applicant for certificate renewal has no need to fill in the registration information, while
the system will automatically obtain the information. If the certificate had expired, the subscriber
must apply for a new certificate.

For SSL certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key.

4.6.2. & RAE P EH I L4E Who May Request Renewal

R RAIE 5 3 1) S A 59T 7 o

The entity who requests certificate update is the subscriber.

4.6.3. TEHEHERIIAE Processing Certificate Renewal Requests

XEFAERERT, AR R R0 B BRI, o A% A %)
AUE T U LA

L ATPHRIE (A LI GDCA FFE R

2. YoVEVE S A R L VAT MR Y

3. T MM R 5 5.

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
FE DL EIGUEAN %5584 /5 GDCA A IR K E+ .
FEAEFS SR, 377 ] DU B BORA SIS SEFrE SRiEAT 2544, GDCA KXt i 1Y
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GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® N HIEE BTG, CA AR 1 A X 2544 34T IR IE
® I /EMERBA KA, CA BT HIFEAEME BX LT R FIET

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

T ] PLe 3 — AR AIARIE 15 RS R EAT IE B BT, #%IAC CPS 5 3.2 iy 2
SRAR AT HH L E S B AN S e Bk GDCA FEAR AR5 150 T #B Al 44 X Fh W 4A 1 5
T A2 5 U E A5 SE T I (1) 2 0 A B T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. PR BHEBRXT P 4% Notification of New Certificate Issuance

to Subscriber

[F A< CPS % 4.3.2 7.

See CPS Section 4.3.2

4.6.5. MRS ESFIERRAITA Conduct Constituting Acceptance of a

Renewal Certificate

A A CPS %8 4.4.1 75,

See CPS Section 4.4.1.
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4.6.6. HFINERFZ VAN EFUEHB R KA Publication of the Renewal

Certificate by the CA

Al A< CPS 55 4.4.2 75,

See CPS Section 4.4.2.

4.6.7. P I\ AIE AR 55 HL R 5 o SE 4R B 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 71,

See CPS Section4.4.3.

4.7. EPHEEAEH Certificate Rekey

UE S B R 4R 1T 7 AR S 5 38 AR X s B RS U AR R — A e
15

UE P B o R SCUE PV IME S, T IR R U IR R 2 5 S
WAT PB4 AEPFR SIS R MR AARHE P S P EWE R4 5, JF Lk
1B B R RORIE

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. ERFEHEFETEE Circumstances for Certificate Rekey

GDCA HJIE % P B BB (H AR T L T 5 -

1. EF R ER I S o

EFS 3.

IEFE A EI .

FTHOR, BURZ 4R E, GDCA ZRIEHEHH .

> w0 DN
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GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. The certificate key expires.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

4.7.2. W RIE R FEHAFEF LA Who May Request Certification of a New

Public Key

TSR B TS (S A ONE T

The entity who requests re-key is the certificate subscriber.

4.7.3. EHZHEHIERIIAE Processing Certificate Rekeying Requests

GDCA XIFE5 %5 5H B i SR 1) A PRAE 1 31FE 5 58 5 SR AL PRI FE 52 1o
GDCA iIF 5 %5 57 55 391175 SR [ AL FH AR [F) A CPS 26 4.6.3 iR,

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. R BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[Fl A< CPS %5 4.3.2 7.

See CPS Section 4.3.2.

4.7.5. T R FHEHEHRI4TA Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS % 4.4.1 i,

See CPS Section 4.4.1.
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4.7.6. LA E AR S5 AR X 25 4 B8 FriE 5 19 &K AR Publication of the Rekeyed

Certificate by the CA

WPESAET R, GDCA £ HAUE IR 8] R ZAT 7 BB JA IE+ & A 2] GDCA
i H RS R 5L

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F A< CPS %5 4.4.3 75,

See CPS Section 4.4.3.

4.8. IEPHEATE Certificate Modification

ERE R R AR, 1T P AUER I MEUEFS . GDCA AN T452 0 Tk HHIFIE 1)
P A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. U HES 5 Circumstances for Certificate Modification

GARAT PSR RTEAME R A AL, a2 GDCA 2 HEF5 22 5

WARAEP A S S B A W BERIRT P BRI 355 YA, AT 2 AN BE FRFIE 522
B, HREmBZIETS, FEH I IE .

UEFS A B B AMIE P B P A (KRS . 2% — B0

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.
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4.8.2. ERIEPHARTE K248 Who May Request Certificate Modification

T SRAE 528 S S AE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEPEFFHERAIAEIE Processing Certificate Modification Requests

UEASAR S A IR AT AR 5 A M A AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R BEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. M EZAEEIER K AT A Conduct Constituting Acceptance of

Modified Certificate

[F] 4~ CPS %% 4.4.1 i,

See CPS Section 4.4.1

4.8.6. B INMERS IR B EIERRZAA Publication of the Modified

Certificate by the CA

WU E, GDCA 75 H R e R 8] AT FHIE & A 2l GDCA 19 H & i

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.
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4.8.7. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %% 4.4.3 i,

See CPS Section 4.4.3.

4.9. PRI Certificate Revocation and Suspension

4.9.1. IFF B 4% s Circumstances for Revocation

4.9.1.1. iTHEHERBHIER Reasons for Revoking a Subscriber Certificate

MRILCL R, EA 24 A

Lo 3 DA R 208 SRR E

2. 1T @A GDCA B HIE 1 SR ARAT BIBAH ARG W B AT A

3. GDCA 33 TiF#s, M SiEBAHEX BT PR HE S TIRE, SAHFS
Baseline Requirements 28 6.1.5 77 A58 6.1.6 1 JFH R EK

4. GDCA 345 T k518 31z FH 1 ik

5. GDCA ZRZBIT iR 71T i« CP/ICPS Hi ) — e £ i K 54T

6. GDCA K& 7T FQDN B¢ IP Huhik i AR TR vE B v (fildn, HeikBeak
hk 5 2 A T I T AL R AL D), S T N R IR AR VR AT &
ARG Wi 28 1, BB TR A AR R S T 4 ) s

7. GDCA 3RS BeAFIE Fs B T % B RO ik S E I 44

8. GDCA FREIE 4 pir & {5 Bt I H KA AL

9. GDCA FERIF % K ARRERTF & Baseline Requirements %5k 8{ GDCA ] CP 5 CPS;

10. GDCA Y NAEAT HIAEVE R 45 BAHERf . AR SEERAT IR T 1%,

11. GDCA Hi TAEMIREFIEIZE, HARE 5 —5 CA BRI CAIR HEIETS A I 55

12. GDCA {4 Baseline Requirements 25 & IE S AL 1R AL,  sgies slipli 221k, Bk
H a4k 8485 CRLIOCSP {5 B4

13. GDCA ZREH TEKIUEBHIH % CA BIFLIIE S 1 7] BEHIH1

14. GDCA [{J CP 8 CPS Z:R M4 1T FHlE13;

15. UEBBEA Py A Bk 20 R R SRR i BUK R T (14n, CA/Browser 1932 1T BEIA
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NS B A BB K B S BT AT A 3R, ELUGE A5 RLAE R E B
[E] P9 i GDCA s KB 4e) 5ok 1 AN m] 252 (1 KUK

16. CPS HHA ST (M EAT WAL IR B2 AN ) MBHAS s FAR R E s T EALBURAE R V&
LR B EVEE ISR BUNAT A SO E S A A 0 SR R H AR AE
JEL A P 1

17. GDCA C&JEATHESI S5 )m, T T TERGAEN IR S5 9% -

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused,;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’'s CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;
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14. Revocation is required by GDCA’'s CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

RATFHINEE, T+ GDCA UEPME RGP A MAET, #lin CA. RA. ZHMA
B TIRS B CRIEIRS RS B IIES) AR AUESS, AT EAR AR
1. GDCA 5 RA. 2B ZE250T WP 2% 1B R AR AR
2. UEFRAEH R AR 2 A MR B B B R AR e e IR
3. HTEHEMFEE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, RAT or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
UEFST P Un SRR I BE A SEIE AL % e A4, ML RTIE A GDCA #EAT HidH .

XFT SSL R A FUESS, H HBLLA LR — T LIS, AT eSS fm A At

1. TEAEAT GDCA f3HHIEF sk 44 5 1P btk 1 {5 FAS FE R B R vr I %, 3
AT A A4 BOBUR] ik e s f B LR . 53 T 1 S A 25 1k
S A T BB AL R

2. GDCA 1351 —/NEEAF U B AR IAE — MR VEVE 1R T (10 73844 5

3. GDCA Hi A RN IEIa1T, FHRLCHI A CA F2 4 B B9 SRR AR

4. GDCA ZRE AR CJm i i sk 1k, BRF GDCA Cufitth 2fk, 4ksiyE
#' CRL/OCSP;

5. UEFIIEOAR A AR R 2 s 1 X N A B I B AT AN T 52 1A XU

If certificate subscribers discover or suspect the security of private key of the certificate has been

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL server
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certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. F14 CA EBKRERE Reasons for Revoking a Subordinate CA

Certificate

EHILLL M UL 1 —FhE 2 Fh, GDCA RFE 7 RZ WA CAIE:

GDCA 343 TiEdfs, WEMISUEB A B CA RHE R 7 41FE, BAHMS
Baseline Requirements 2% 6.1.5 %1 J2 5 6.1.6 1 FRIAH K 5

GDCA A5 1 iE5 18 213 AIESE

GDCA R RIF K K BERT & Baseline Requirements 3k, 5id14% CA REEFF&
CP/CPS;

GDCA I\ AEAT H BLAEUE P 45 EAHER . AN SLE R A 1R S

GDCA th TR R T 1EIZE, HARS 5 —% CA BB AR HHESS A IR 55
GDCA f{#f Baseline Requirements 25 & E T3 IRIAL J1 2R R, BB B B 260, BRIk
H kL4 CRLIOCSP {5 B

GDCA [fJ CP/CPS ZLK 4 i 4 CA IE+;

UEAS AR A A B O B AR B 2 7y By (492, CA/Browser 1327 fEIA
DTN B 4 SR B I B S BT AN W R T R HLAIE 15 S AR R E i
A9 B GDCA R4 S B ) i sk T AT 52 1R KUK o

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
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of Sections 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by GDCA's CP and/or CPS;

8. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time).

49.2. 1B RIEH R SE4K Who Can Request Revocation

1% RAF A SR AT L VEMLI . GDCA. & al iU =N 5 o Ak,
WA T N AR AR B9 B AU B At 1 28 = 5 mT DASR RS UE S 1l il o, A
GDCA H& B R IE .

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. A E R AR Procedure for Revocation Request

4.9.3.1. TP EFHIRE A4S & The subscriber actively proposed to revocation

application.

Lo P AU B HE B A HE, S IER A s R, RS s
B S I B A R AL SIS 1) B

2. TENHURRAIET A RIS R IR 424 GDCA, 1 GDCA 58 % i «

3. GDCA $&Bt 724 /NI FIEFS F B i iR 55, 1T P mlid i DA U7 X A
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® HiifiT5id: 95105813
® E-mail: webtrustreport@gdca.com.cn

4. GDCA ULRIHIE G 24 /NET Py AT 44 s .

1. Subscribers may submit the revocation request to the RA and complete a certificate revocation
form, and the RA will verify the identity of subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® Call: 95105813
® E-mail to: webtrustreport@gdca.com.cn

4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T PR RS R 4A%1IETS The subscriber is forced to revoke the certificate

1. 34 GDCA sEMALAA 787 H P AR (S 5 2 M R 23T T HIE-B, GDCA EiiE
MHUR A 56N 520nT LAE I P9 3B 5 (R AR S P e
2. TEUEPMHE, GDCA BE MR EIEE 2 1772, AARIE. WiEss, JEAR
ZEAT RS TR A A A I R D o AR BRIBRES AT PN, RSB R, GDCA
XoF 7 A A TIE 5 S I el 1R AT A
3. GDCA 424 724 /NS FRIE i [r) B4R 15 R AL BRI o
4. M7 FEN . SBEER A TE PR B LA S 5 =07 R I TS T REAELE ]
A, WAAH B EE B . UE B AE R T AT RS AR 42 4, AT R
i BT 5 AT 1) R o
® Miif5h: 95105813
® E-mail: webtrustreport@gdca.com.cn
GDCA W Bk J5, 16 24 /NEF X ZIUE T o] R i N S AT AT, 5T DL R A%
HERPE & 75 A IETS:
(1) RS i P
(2) L] R B ORI
(3) i R A BRI A
(4)  F %t GDCA CPICPS FHLT F* HM S5 AR SR 1) TG 155 1ot
(5)  PUATVEENEIN 8 o
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1. When the GDCA or RA has sufficient reasons to revoke final subscriber’s certificate, related
person of GDCA or RA can revoke certificate through internal formalized process.

2.  After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® (Call: 95105813
® E-mail to: webtrustreport@gdca.com.cn

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

49.3.3. B FINE RSB A S IE ) 744 Revocation of electronic certification

service organization certificate

GDCA A B iEF i) mdH, A M S8 R 1€ Ja 4 w] LLEAT .

GDCA's certificates will be revoked only after the approval from the regulatory authorities
concerned.

4.9.4. M8 7E R 52 BR 3 Revocation Request Grace Period

D SR I T e AT R B S T, T R SR I R L A A i kB 8
/NI CAPA B o JELA 17 9 i AT 4 73 4 2 SR A AR AR BT 1) 48 /N R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.
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4.9.5. B A E AR F A AL 2 4518 SR OB PR Time Within Which CA Must

Process the Revocation Request

GDCA AbPE i R IT JE 1N 24 /N

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. I REEH B4 HIESR Revocation Checking Requirements for

Relying Parties

GDCA $2fitAE Lk AR AW, KBS R fE GDCA [l E3EAT &

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAFHIZE CRL Issuance Frequency

XFFAT FHIETS, GDCA ) CRL KAt 3104 24 /NS, BIFE 24 /NiF N KA B CRL,
H. nextUpdate Bt FIMEASER H thisUpdate B[ 10 KPL L.

XfF gk CAETS, GDCA i) CRL &AM 12 N H . wRmt 2 CA IET,
GDCA 7£ 44 )5 24 /N2 W EEHT CRL, H. nextUpdate 7B B ASER Y thisUpdate 12 )
124 HEl k.

TERFIR X 25 L R 0] LA CRL 2RI 3L (R AE W 48 AR 3 26 1FBEBS AR UE D, CRL [HI57
B A= 24 GDCA il i I R AT SRS LE -

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).
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4.9.8. CRL RAm KI5 J5 i) 1] Maximum Latency for CRLs

GDCA 1] CRL & A7 e Kt Ji B 1B A R AT I 2 J5 # 24 /NEFIS .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.09. ELXRASEWKT A Online Revocation/Status  Checking

Availability

GDCA i 43T F R M7 4R (4 7 22V 15 IR 45 25 4 B 55 . OCSP Wi B 4144 5
RFC6960 {1225k, I HA OCSP %5 #4544 . OCSP IR 4523 IMIIE -5 15 IEAE B HRZS IRIIE
Tt A — 4 CA %k, OCSP % %% ik 1ot — 4 RFC6960 & X MK Ky
id-pkix-ocsp-nocheck ¥ 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEHZER Online Revocation Checking Requirements

MR L E BT LIRS T, GDCA AT W B ATAT H UL .

GDCA #2}t Get Al Post PiF# ;7 i OCSP & it 55 -

XFFAT FHIEFS, GDCA £/ Y KB H OCSP 15 & OCSP i B (115 KA 2 A 10
Ko

Xt g CAAET:, GDCA £/A4 12 A~H B H OCSP 5. HmiiHhs CA L)
F, 7E 24 /N A BEE OCSP {5 2.

X TR R FIEBHPREE G K, GDCA AR “good™IRZ .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.
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4.9.11. R EE BRI EAR R ATFZR Other Forms of Revocation Advertisements

Available

GDCA ARAt (5 B R H A A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4H B E KR B E R Special Requirements related to Key

Compromise

B CPS 2 4.9.1 W RUEMITEIEAL, 24T B LR AOIIE 5 3 B O 48 R 8 Bl vl
RE L RTET, 2 ) GDCA #2 HIEF5 A il oK

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

49.13. {EPEHEAEE Circumstances for Suspension

AEH

Not applicable.

49.14. ERIEHHEAK 4K Who Can Request Suspension

AEH

Not applicable.

4915  EHEIERKREE Procedure for Suspension Request

ANEH

Not applicable.

49.16. H=HEARFRFR%] Limits on Suspension Period

AEH

Not applicable.
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4.10. IEFIRZ RS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

AT BLd CRL. LDAP. OCSP #IERIRAS, BRIy MED IR M55 B 1%
X B WU SR AT TR e 2 N ) R - b P g

X AR AIUETS, GDCA FEIE T BRI AR HAE CRL F I M4 idk. GDCA
AMIEE CRL A ARAD 2 44 TEF5 () T e 5% o

GDCA MMl gk OCSP i 45 %8 7 it B 10 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2.  ARZAT A Service Availability

GDCA &4t 7*24 /N FIUE RS B AR SS,  ELw Rir ] AN 10 #0 . RIAZE 4% 5
VFHIME LT, 3T 7 Be 8 SEi SR TR A B RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  HIBKHE Operational Features

UEFSIRZS A H A T8 e 55 75 KOWIT 7 A GDCA fi5 7€ 1) CRL Huhit, i H sk s%
PARMEL A RS, I T CRL BIAM, BHTIEFIRE M AR,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITMZ5 End of Subscription

WIS RS U DL
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1. AT e ] GDCA SR BEHIEUTIE IS, 2251 GDCA & HEFS 48 1 Fi i .
HIETFE A CPS 28 4.9.3 TiHIE . GDCA MAHIET G, R I IE T A IE
G A

2. BIEBARIETHRE, T RIGERSR55 P, GDCA MAHIEF A, RMIT I
W4T IR 4h

3. LA ROV, B RATUE S R BCE P R, Rl AT AT O I AR

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2. After the expiration of the certificate, GDCA revokes the certificate if the subscriber doesn't pay
the renewal service fee, which indicates that the subscriber’s ordering behavior has been
formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B PR A SR 21 E 48 B GDCA [RIAIE FAE AR %S, GDCA 7E v 4%
1EER G, BEMHEIZIT P ERED R8s, JR%IE CRL & AT NS HE4T KA. GDCA
VESHIC S 1 A5 1E 5 AR o R 3 8 UK T W 45 3RS A AIE 8 B A T P s ik AT
VA

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHAER &H5RE

Key Escrow and Recovery

4.12.1. EHER. ZBE5RE KK 54T Key Escrow and Recovery Policy

and Practices

GDCA ZRAT P AUE AT ' B UE B EUA L B 4 B I o 1T P AT LRSS
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GDCA AT it A7 A sl 28 4 B AN A 3R o Hh T35 44 RABH I8 2K BT i B 403 2% |l 4T
F & 3$H, GDCA X A& 54T .

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers should undertake the responsibilities by themselves for the losses incurred by the loss
of signature private key, and GDCA refuses to take the corresponding responsibilities.

HERT PSS B HAR 1 GDCA ARIT P ) ™ R A BB L A, e
RAEHET LA, SR B E S IR, ATLA GDCA i
PRSI Y], GDCA FIB A B I LB, YORL, BT i,
T PR HIBZR I .

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber should apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

UEFAT P A 2 S X T P BATORE , GDCA 32T P4 4 AR E Ak E .
GDCA AFRBEIT A HIFEE AR B IR 55

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

412.2. SEEHRBESKRERIEIEFIITRN Session Key Encapsulation and

Recovery Policy and Practices

FEXSFRAEH LR 5 B 17 FORFE TR E ], B ARG R EE AT
e E AN, %2EMNA CHRHREIRE SR,

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R BEMEEIEREH] Facility, Management, and

Operational Controls

5.1. YpEIEH| Physical Controls
5.1.1. B B 584 Site Location and Construction

GDCA (¥ S ANHL S e A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2010 ({5 2% & ARUEFHUE RS E I S HA R 2 A H AR FTE)
% JRi[2010]7 H CFET 055 FE - A IR SR B0t 1 1 5K )
GB50174-2008 {HL 115 & RGEHL 55 it #iE)
GB6650-1986: (THHALY: FHiE AR A S AT)
GB2887-2011 (5 MLz i FH AN )

GB30003-93 FL T iHEEHLAL S it T S22 B o v )
GB50222-95 (T N BB LT K ARTE )

GB50116-98 (ki Hak & RG it Hie)

GB50057-94 (BB & Bt A )

GB5054-95 (fI% s e FL B RV )

GB/J19-87 (RMEE X152 15 Bt AL )
SJ/T10796-1996 (i+SHALHLES HIVE B HAREA KD
YD/T754-95 il AL 5 i HiL 77 47+ 1) )

V V. V ¥V ¥V ¥V V VYV VYV VY V V V

A\

GB/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

»  State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

» (GB50174-2008 “Code for design of electronic information System Room”.
» (GB6650-1986 “Specification for raised floor of computer room”.
» GB2887-2011 “Specification for computer field”

» (GB30003-93 “Construction and acceptance test code for electronic computer room”.
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» GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» (GB50116-98 “Code for design of automatic fire alarm system”

» GB50057-94 “Design code for protection of Structures against lightning”

» (GB5054-95 “Code for design of low voltage electrical installations”

»  GB/J19-87 “Code for design Of heating ventilation and air conditioning”

»  SJ/T10796-1996 “Specification for raised floor of computer rooms”

»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA LG5 AL T L i Rt XA LB, & — W ASE I e, Ha&Bifg. Bk, Bi
Ky BIEEDIRE, BEANLG G A ME—R N I AITERS, GDCA HLHL55 1R D RE
FOONL X RS X . BEHX, BEX. ALK AANXK. RS AR 4 6
HBENFZAL X 35 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AJEX B Public Area

RNIXBEFEAD . KEE, REE, HESAEEREA R RS, AN I AR

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.1.2. #1EX Operation Area

BAE DR RABRIEAN L. RN AR AR, 75 ZE R B 43 00 R A S0 )
AFTLAEEN, A DU M E X BT H Bl WZJEHIG, B (R8s i3 SR F ok
B3 45 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.
Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.
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5.1.1.3. B X Management Area

FHX 25 RA BHEHG, CAEH, &k, HitEhla, MEER, skl
B, & RAM CAEH I, HiF MM RN TAEX, RAavrE X e e A
SABEN, 75 EEPNE 2 O3[R IS B 60 AR R AR S ) A AT BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. HR% X Service Area

ARG IX FE 22 M LDAP RS 25, OCSP AR5578. RA EMIRSS 845k %, R Al
AR X E A H N RN, 75 B AN 3 B R A P 5 0 AR S R AR S0 % i A mT DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area needs two administrators to use identification card and fingerprint identification at the
same time.

5.1.1.5. i [X Core Area

O IX BRI, Inemnm AN GIBT # ], E2%de CA 4S54, CA ¥l
PEMRSS 25 KM B HIRSS 35 I (A BIR 5 28 552 0 e &, R Vi XKRLE
NGUHEN, 1 75N E 03 RIS B 00 R R R SO R A FT BLBEN o 2 A0 AE A
BIRAEAL L X, FETRE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

5.1.2. Y)# 5 18] Physical Access

GDCA WL N AT 9 BT 12 il T I TAE R G 1 M BIR NSRS, X4 R Gt
TSR, SERFEEHU AR BURE, I TIEE R G EAR . 2 R G RE LI BRG]
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WRL JFATDRENIRE . TR ST SR R e G180 Rek, JF Hit
H BT [ TR AT I (B SR AIAR SAE B AR, 55 X S A% o X 7 22 793 1 B 5% ) I P
AR R AR SUCE R AT ABEN, WL AR S IEHLDs B ARG, B A X 1450
ST RN, RN

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

PR ) 45 A 40 R LA T T
a) RS BHIEZEITEH . TENAFRMEH SRR G DA BERLUE E
AReHEH, HE A TE TR B R SRS BAR.
b) WERG: HRAEEMANEEAN AEIEHE FBIOIFIT. AR RN 55 578 15 DL 8
PR E R, B RG T I IREALE .
c) MIERG: HIVAMYIENRE RS AEHAIICERMGEERS, 24X
FRAE XAIEAT 7%24 /NSRRI AR . T B TR 2R 6 N H, DA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22B5 % Security Monitoring

WRIEHLGE B TR 2 1% R G ER, AW RS EAEN T 2504 i
RN 248, UPS kel R 48, MBI T R4, B WUl #2498, BIRER
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According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. #7522 Power and Air Conditioning

AP R T R . — B 28RN, EEA LTINS, &L
5 BB A SIS L A LA . BB RSt HLENRA T AN EI Wit L R 48 UPS, Al it
KT8 /NI g0 LT XIS AT T B s, SEILBUAE . RS54 PIZR i &S5
R IER AN
The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by

uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

WU 25 R X8 A e R LA, 32 MR sV B DL AL BLAE TR « ML H
300kcal/h m2 #fifar it 5. BEFEEIRIHRE: 35°C: AF=EIMHEE: 0C; i
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The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and O Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. JK BB 16 Water Protection

NBTIR K FERHLGS B, GDCA FENLp: 145 = N i B AKIRE RS IR/KIRE
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In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. KR PP Fire Prevention and Protection

GDCA ML N 75 XIEEIR T 1 ISR R R PRI 2% JF 2238 1 KR B el R 4
LA BABKKARGE, BRGRA A T LU 2380 =FE 377 3
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The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE A N LA, " RUER B X TN Tl B s HoT K, RGH
FPREFHR B TR, AP O A JCER, REEE g R MIREE S, ANamtsifE
67 BMEPEN GIBRIAKE, %N 32 AR sl B 37 X AN S5 shigl, BRI 7 E S
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When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.
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5.1.7. B A Media Storage
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GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. YA Waste Disposal

= GDCA A HIARSK SCAF AR AL CAS i i 2 A7 A BT BR LI, A ZBR i i 4
8, MG R IIEIRE . B A RS 2 A A A A IR A B ATAR G i i 42
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The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.9. FHLZ4} Off-Site Backup

GDCA &AL T St Bl &y hoe, AEFI LTI So i AR Ge it . o T H S A
AN A SR A S BEAT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls
5.2.1. {54 Trusted Roles

£ GDCA At FIMERS SR, GEMAR FmiEBrmik . . &8
B 500 N B H AR TR 7  GDCA MUNRIE A, XA EEFEEANRT: &

PR S RE BN G REEHAR. ZaWit NG A SEHE AR Sk S #IEA
D15, BRI ALAAFRANER L GDCA 1 b A 5t B i
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In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. H LS BER A Roles Required per Task

GDCA £ B AR 55 JVE pos SCH AR 55 BEAT P A% 42 1, BUBGRAF 5 ZE 2 Dl fE Mtk
Al 5E s, Bilin:
1 EHAEE R BRI &2 5 el {E N R 3 KR ek
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3. HREMAEAKIET: T 2 AE N RAILFEE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMAEAKRHEXR Identification and Authentication for Each

Role

GDCA Jirf A H T {5 M (L OFEHR N AR 285 — @ AR P I 4EIE « %5 UERE 772 GDCA
RN 5 3 Y B2 B rh L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIF 458 1M Roles Requiring Separation of Duties

NRIE RGi %4, AR S MO BRI, Bl GDCA W] {5 Mt th AN A A48
f£. GDCA BHATHR DT 70 B A o, BFRHARR T T4 M

a) Efilk %5 523

b) iF 138, CRL %K
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In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing

5.3. A R$EH Personnel Controls

5.3.1. B ZHMITRER Qualifications, Experience, and Clearance

Requirements

GDCA Xif A& HH 1] {5 1 €4 1 TAE N 5 A BERE ER W R

1. A% RIS TIES 5.

WAy E A O, IR GDCA M4 — 2 Hk I HE.

By GDCA 5 K% A FLMTE . e Rl .

BA REFIANANRIT . 1BF5 UL SONE AT TAES R RIFRIMALE T .
H & RUFHI BN VERE 1

THE IR

RBEAIZ L B LI TAE N L AR A ARSI TAR A5G, B GDCA AH G5
WA G 7 e B

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.

4. Having good personalities and working attitudes, with good working experience.
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5. Agood team player.
6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZER7E 2 m 5 M iy N 5 2D b JiUE 4 R IS SO0 AR A TERY
Wi CA Iz AT HE M TAE . JoRAT ML KA RIC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B =¥ BFEF Background Review

GDCA 54 KHBUMERT I BN &1, 5ERo (& A TS SR A .
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GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRIFED N EARFEMEMAE.

HARE OIS TP, DAL, #FE, XA NRE.

ST A AR S EAC R AT H SNEBAERIE R IC S, A R AN L AT T
.

Background review including: basic review and full review.

Basic review includes reviewing  work experience, job recommendation, education and
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review.

B .
a) NFERTT ST NS GRS NBEREF LA A . $REALI R 50k BT e
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The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
review period, extra inspection must be required. Appropriate arrangement is made according
to the investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.
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5.3.3.

FIIZER Training Requirements
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism

Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit

Disaster recovery and business continuity management

CP. CPS and related standards and procedures

GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in

China.

Other needs of training

GDCA & R T I U BOC SO F AR, X T28% SSL k%5 &k P AnfLAD

FAUEF R B A% 5,
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GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL server certificates and Code Signing certificates must pass the training and reach the skill level
required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BRI ARMER Retraining Frequency and Requirements

X 78 2 TS A B A E B A RN B, R B0 152 GDCA HA I EE I — IR
MFNERGUISE RN R, GRF 2 DIAT— SR R B REMFIRENI. B4, GDCA
RARTEHU R G RGBSR EOR, AN E I ER N 134T 4RS84

For persons acting as trusted roles or other important roles, they should be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAERAr % A B MIBAF Job Rotation Frequency and Sequence

GDCA TEBUN 5 1) AR i AN 4 0 FE SR o A 3 AR LA (1) 2 e e B8 SRS T i 2

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. KEBRUT R4S Sanctions for Unauthorized Actions

AIHMIAERN ARG EGE AR GDCA R48. BRAFVENL S O,
GDCA — £k, RLRI A IZ A A SAESS . RN R R G RBR, FFiZA
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When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. BSLA 2 NFIESK Independent Contractor Requirements

T A& T GDCA MU AR TAE N 51, (HA S GDCA Mk 554 5k TAERIanll 5570 32
UL S5 N BE s B BN ST 25407, GDCA 48— 2RI T
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® \With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.8. AL R THISCRY Supplements for Personnel
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During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations
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5.4. ®Hi+HZERERF Audit Logging Procedures

541  BREHHIZEE Types of Event records

P R AE GDCA K % A ST AR o B St 4T _E I 18] B & IF 0 SR A T ER A
Frp, R, ARETFINENREER ARG A AR, BN IZEEUTEE:
FAF RN H AT TE] 5
IR RER:
TR MISRA;
TR MR
R HEIFH LR,

o c w poRE

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity
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These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
etc.

4. Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

5.  Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. b3 H FE KA Frequency of Processing Log

GDCA A BT — Ik H GRS AL, o B i S BUR KL e ERHAF, 5 H 3T KR
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GDCA carries out log tracking process on weekly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.
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5.4.3. #HiH H EHRFHIFR Retention Period for Audit Log
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GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H Z K- Protection of Audit Log
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GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. #Hit H FE LA EF Backup Procedures of Audit Log
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GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HTFKEE R4 Audit Collection System
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GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7. Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA i F i v+ T B @ d ik R G0 ) 25 2K

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B EHALARR#E S Notification to Event-Causing Subject

GDCA KRIMHIR, FACKB A H AT, EREVE AT (a5
R B RIBURH ST S Tt XU o R Uy 5 AT D9 R BB A5 DI W 36 Bl 2 L TR A
55 AT FENAHRT AL B A S I

GDCA H B E 1 75t S B AR SR REAT I 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. 58 2EA Vulnerability Assessments

CA ZEREFIRIEECR . BORME BN BT K BEAT A 04T, )&
T LTRSS A, I RAh, JE T AT ORAMIEE IR, GDCA BRER R GEHEAT
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WegstEvrs, VARR Rgtiatr i X .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. ie%*JAR% Records Archival

5.5.1. JARSE F KR Types of Records Archived

GDCA Xt UL I LS AT IR E S, B EAR T

UEFS 2 G i DO

UEFAIES RS

UEAS R SCRFOCR, IE R RS HAEMIELRE R, SIEBIT LG
ERIRAeIE

USRS, LT ARV S5 R SRS s
RLERL WREARTERIFEE. X FHISEER
HRHMR BBV SR

N o g M w doE

GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. R4 R REFR Retention Period for Archived Records

PR AL, HOREIREAFK . X+ R REFAN R 5 2 2
33, HUTRE R PR B B 58 B I g9 VE VP A B SR O
Lo XTI PR A dr A B PR RS, fREE 10 4ERA L.
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For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives should be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle should be kept for
more than 10 years.

2. Archiving for management events in CA Certificate and key life cycle should be kept for
not less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates should not be less than 10 years after
the expiration of certificates.

4. CA key and certificate archiving should be kept for 10 more years after the end of life
cycle.

5.5.3. VARSI Protection of Archive

GDCA #i#li e GDCA L& AT IR o w1 EREF SR I PR3P 7E DL R 22T
HFVETEAN YR o AR A R B 2 4 07 SO AT ORGP, I HLAR B — AN ™A% BR i
1, WA GDCA FMk&EFEN GLn] A ] .

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4. VAR S B3 #2 7 Backup Procedures of Archived Records

T RGUERI T ARIC R, BTG, S0 ST AT

X AR TR, AR BT, (H R RO R A HE it R IE L 2 21k

FITA VAR B R SO RIS PR 1 ORA7AE GDCA A e, B AE R R A7 LA 1
AR IR 2 — SR U B BOZ AR IR B I T 3, SN KA B H. AP
TAEN AR B MG OLT, A REXT R R AT IR . GDCA f£ % 2 HLH_E AR IESE
XA 5 S A AT IR 2R AR

Electronically archived records generated by the systems should be backed up weekly. The backup
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file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. C A} EIBRE K Requirements for Time-Stamping of Records

GDCA HJJARHIC K ABFRIERS 0], A G0 A2 AT AL ZOR NN TRl K.

The archived records of GDCA are labeled with time, and the records generated by the system are
required to be added a time stamp.

5.5.6. JAR4YCEE K 4t Archives Collection System

GDCA 1 # 1T EREFAS RIEE R R AEA CPS 28 5.4 T R AETESH UL H o
43 B AR AF i AL AR 2 A7 RS A B T GDCA R 4:.

GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. RIS R4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA )% 4=t i ORI 35 #6170 3) i GDCA BRAF B 2 M8 DL 7E3R1G
SR RGN, AU 2 N DT .

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HFNERSVMAFEHARIEE Key Changeover

FEUEFS RS LLAT, GDCA K42 B IE 5 SREMeS 0 5 o AR A AT B e, 2B BT A UE 5
FERATH PRI E R, R 2 [ GDCA R T E 1 PLAGIE . CA 91 & AU LA
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— ik N ZiE i

3. AR CA BEAXTHS, TR IE NG

4. JHPRATHT CA TET,

5. HAPREAMUERE LA R, AHIEEEE.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key changeover must comply with the following

principles:

1.

s

o

RS
)
)
°

The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

From the end of the issue of a new subordinate certificate to the expiration of the
certificate, CA continues to sign CRLs with the original private key until the last
subordinate certificate expires.

CA key generation and management must strictly follow the key regulations.

Release the new CA certificate timely.

Ensure the entire transition process safely, smoothly and no vacuum of trust.

GDCA HJEH GHE# P et KM 355 B R il . Py, GDCA
B =B

WRLHZE A% A5~ B GDCA AIES;

BAVAZE A A S TH AP GDCA LS

IHFAEHRE A% A& BT A 1) GDCA AIES

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

GDCA certificate with new public key signed by new private key;
GDCA certificate with old public key signed by new private key;

GDCA certificate with new public key signed by old private key;
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5.7. #MEHRMEWKE Compromise and Disaster Recovery
5.7.1. HiFAHFELEREF Incident and Compromise Handling Procedures

N T R g v LA A PR ORI 53 T R AR RO R L, GDCA EENL 1 — R 51 B S AL B TR SEAT
F AT %, il
1. GDCA R4k MG
2. GDCA #HKHHMATER
3. GDCA R4 SEITH

2R AL AR K42 8 DL 5 SRR DGl B2 e, AR SR A8 1k S T R R
B, FRTRFEREAT S G IR ISR, AT — IR K R SR SR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HEZRE. WAFASR/BIERRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xhb 55 248 e HA B E R G BIR . Bl BBt AT 1 80y, JFlE 7 AH M
ISR FIRAE . 2 A P S IBAE BRURSBOR . T RN BER AN RESR BEIE 3 IS5 . B A Bk
IR 08 P i B A S LR B IR AN RT 0 736 B R A, GDCA K42 IR S VSR T Rl St PR &2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. SEAAFAHBRE AL EFEF Entity Private Key Compromise Procedures

TERUE I NAMER F R KRB LT, GDCA FERELUT FI B IR DA 22 4 3045 «
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2. ARAERMERITERT, H B A UL 5 B R AN B R AL

3. R HRCIEM B oA LU BEE, HoRBdE, InEHE-BA CRL #2EEHT

4. eI A 2 A B R AT RE S BR A

5. HWURFEWRE NS E B ARG E S, N RGUE B B HATIRE

6. WIRFEWE GDCA NS5 H#RAT RABCE AT, W F34h—44 GDCA %4l 5545
B 558 PR O AT R

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

M CA MRS . B, #BEittEE, GDCA Ja 8 K FAFR S BAR

H 22 A SIS AR A ORI & KT VPG, WEATshitb k). AR BEME CAIES,

SOREL LA T it

1. SERP A IR S5 B 2 5 R AR 30 T VAR, et g st i H A A S
PRWIIT P AT IE Y, RIS Tk o FH P R 2 8 52 3R

2. LRIV A AR 7 OGP S E B AR5 AH I R

3. LEVEE T A DA R IUETS, BEHr CRL A1 OCSP {55, HtUE-5iT PRk Jr
Arif. A GDCA 37 RIA: BT 2 45

4. HWMIERLR S, # GDCACPS X THERZ R MME, EHZEK FHIUEHHT
ZIEAER Y CA ET,

5. GDCABHHERZ KRG, ¥ Bl GDCA 5 RE. HFEMESH. HTTP &R A
i o

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
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major emergency treatment process, which is assessed by GDCA Security Policy Committee and

the relevant experts to make a plan. If the CA certificate must be revoked, the following measures

will be taken:

1.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA naotifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4, After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

Mgk CA RVHBILEI R . BB, BAR. M ER BB A =3 T I BE BT, $RAE

CA Mz

1. 2RI GDCA HEAT VAR I A BBt I 2 S0 FHIE G K, G K HTE TS .

2. GDCA 7B ) PR AR 55 8 B A A HAWBUR 3287350 1 1V, i sl A o Athy
ANFEGERSS T P AT IE A, SR a8 A P A 2 T S TR K .

3. SLRNIEEIAE S T IS S E TN IEIR S A R R St

4. SLRIFUEEPTA Cap2E K IIET, BF CRL F1 OCSP 15 5., AHEF1T - AR 7
.

5. T CAIEPEKSE, %I GDCA CPS % TiE B K KM E, BEHZERIT T IE
:Fgo

6. GDCA #MIEHZKIG, HrEEN GDCA 5 BE . HMRES#:. HTTP 2 7 ik

1T KA o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

GDCA notifies the relevant relying party to close the system associated with the certificate
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authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEST P ROFAE AT RE L BRI B BE2R MR . LD, BRERCR =F BN, AT
V1% GDCA CPS HYMLE, B 56 R UL A, I MEE g g B AL 1S .

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RAESE BN S5 &S M B8 /7 Business Continuity Capabilities

GDCA fEHi# Ay 5.8.1. 5.8.2 f1 5.8.3 Hffid )G, i L& MHLH, BIE
24 /NS 2 PR - TV 55 1 IE R B AT

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HFIMERFZVEEMAAKIZ1E CA or RA Termination

GDCA #¢ 1L R 1 JR R T LA Dy B 4 2 450 S BRI A 25 BH 2 A0 TR, 3 4 2 4t S R ]
Refuff GDCA LK, A% PHZIMEF T Re 5w F = A K.
£ GDCA #1EHT, b4
LA S5 7R R AL
L GDCA &1L I
%15 GDCA {5 1L R SE 14
Pz NEBNIE
A5 4
Kb BRAFRS SCAF IR 3R s
EAIRINTIR SHWN )i 8
AR H RS 35
KM F H F R 5

=
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:
1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9. Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware
H T2 HZ A e HZ R A M4 1L GDCA, JUT-Z 5 A R e, E—1
ANFAIFE GDCA Z 1E ik il HIH I TA) PR 1) L, T3 2 40 JR K 26 1 GDCA, #5k GDCA
AT R AR R e T AR P R R 21 GDCA, £ GDCA d@nfirfyil J*
J& . RBGE P SRS GDCA 2 1EX5 1T IR REH .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.
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6. INER GBI AR L £ H] Technical Security Controls

6.1. X HAERS %% Key Pair Generation and Installation

6.1.1. FEAXT B4R Key Pair Generation

6.1.1.1. CA F4XAER CA Key Pair Generation

CA IS i [ S 0 8 B T I e A VR ] i 2B B SRR, B ELL A
fili . & KB RGEAE FIPS140-2 ARUEMIAHSCHMUE .t FIPS140-2 ArifEFFAF2 5%
B B BB T A AT R SCHF AR AE, [ SO0 T3 0 7 i A B BEZEK, At FIPS140-2
PRAE S IRHAT, A [ 508 0 8 BB VP R T 32 S i #tbd i, RAZ RS
FRUEHIBURE . T BES A A il 0 A B A0 e [ ¢ 2 A P 1 48 . AIE

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by OSCCA
and OSCCA implements a strict management of state’s cryptographic products, GDCA only applies
part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

6.1.1.2. 1T P XA B Generation for SubscriberKey Pair

WP B E I P2, W6 Z0RAE X AR EURAUE . GDCA SR 2 M sl 2
PR AT ] DU R R AR B (i USB Key), i n] DU FARHE 34
TR (hn: WA BT AR R, Web IR S5 AR AR HL I % A AR BT BE AR, IE
Fo B AR R EATIE R T2 4 B NIEH. 28 4 BYIER . ®&IUES,
YO 05 ZBASE PSR A R AR B A il B . ANE AT R 3, S 7 2R ) e A VE AR B A5 B R
ilE. GDCA ZEBAR. WS MER b, CaSt |23 .

The generation of the subscriber’s signing key pair must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptogrammic module (such as USB Key) or a standard software cryptogrammic module
(such as the cryptogrammic module provided by the browser or the key generate function offered
by web server software, etc.), so subscribers can choose according to their needs. It must use the
hardware cryptographic module to generate keys for type IV individual certificate type IV
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organization certificate and equipment certificate. In any case, the security of key pair’s generation
should be guaranteed. GDCA shall implement adequate security measures in technology, business
processes and management.

St PR A RS BRI GDCA 3T 7, A2 P ] 8 S A A 3 Jm o 1 ] [ 1 4%
A AL AR, BN S, BiSE. USB Key. IC R4, 1T/ kX Bk
%00, MR GDCA HHH KAGIMAMEZFEH. GDCA M P IR & ER %
T3 BEAH SCHIE 1) USB Key 1FE 1T 7 25 44 B AN I AR ORI A7 1 4% o

For all GDCA's subscribers using hardware cryptographic modules, they have to generate signing
key pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB
Key and IC card etc. Before choosing of these devices, subscribers should consult with GDCA on
system compatibility and acceptance. In addition GDCA provides USB keys to subscribers as
generation and storage devices of signing key pairs which are in accordance with the relevant
provisions of state cryptography management.

GDCA — M AHRAARIT 7 A B 22 % 8, A = B H g 34 GDCA #itifk,
GDCA F LA R #H RN A AR, I ARG AR A RAHNEIA, SREUL 85 11 it (7
TEZE XS I 22 AP PISEPEANME—PE, (FOR R T Ub B B0 Aas g i 5 56 JiR RT3 A P4
%, GDCA AEAEATFHT S 55

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 22K 2 CA I K AT FHIES:, AT 7 390 13T 7 B & H
52 e A N B B AL BRI AR . GDCA T 552 AT J AR s 35 5% R CSR, Fh
IRy R @ SSL A ARSI P AT PR A B S A T A
BT E A b O AT A il JF i AL BGEER. FIPS 140-2 28 — 000 SR AN 2 B &
TR, K 2 /0 RSA 2048 i8¢ ECC 256 i, £ GDCA M3k i Fll AL B A= il T2
FTr= 2B (RS ER T P& dH . GDCA ANMRAFAT AL RIS, BT i Le (s BAEA% 45 F
JE MBS .

UEFT G (R FA B 2 A I TR LS5, FE7RH H s SR 92 BT o
Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,

GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
24 R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
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Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

UERAT P s & g%t i GDCA AT P ) R A P B O g ARk, IR
RAFHEH P OBTE R, HNIEBIT P RERE I RN, RGeS
CRTE TRFE, BT 0 B LT IR SR A N 6 o 2

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 25K 2 CA s R AT e+, T &899 il 7 B 5 # ik
5 el T W 9 B IS A U A R . GDCA T 1232 93T Fr AR B A CSR, A
BN R B I SSL N AR AT P o AT P B A A ke eI AE A e T AE
FRY AL AR R e O BE AL ASUAE A T 2 BB FIPS 140-2 58 — 2000 B R AN 2 e &
HEEE . K 2 /A RSA 2048 {788 ECC 256 i, 1F GDCA W3k Fi FARH A= il T
FITP= A (R R FHAT 7 HH . GDCA AMRAAAAT RV R 256, BT A X e REAL 1648 F
JE MBS o

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%
2L R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.
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6.1.2. REAEIRLT 7 Private Key Delivery to Subscriber

H GDCA RRE 1T X &4 B O NS B RIE G R, FHE A .OX =4
(RN 28 AL A FAT PHd i SR TR B BN, DAEER I 77 L i%45 GDCA, JEit
GDCA FEENT P UEBEARE, 1T B IR AR AR % Z A H I 176

GDCA submits application of encryption key to Guangdong key management authority for
subscribers and Guangdong key management authority will use digital envelope encryption
technology to encrypt private key with subscriber's communication key and send it to GDCA by data
stream. Subscribers download the private encryption key from GDCA, decode and save the key
using certificate carrier.

Xf T GDCA TrustAUTH R5 ROOT k5. it R5 2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 25Kk 2 CA P R KIAT e+, ABIHIT ) HATAZ R, GDCA
AN TEWGRHIL AT P o GDCA A H52 M1 F A s X Al CSR, ALVEH N8 (47 J5 Jd

b SSL I AL IR LG 7.

For subscriber certificate issued by Subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %1
ZHHL R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates
private key by himself/herself. GDCA does not need to send private key to subscriber. GDCA
accepts the generation of key pairs and certificate signing requests for the subscribers, and the
private keys are delivered encrypted and protected via SSL secured connection to the subscriber.

6.1.3. NHEEIEAIE T R Public Key Delivery to Certificate Issuer

HIE R AR LR % B B b 3R B B SR, BB B 0o 7= AR I s A F A8
MBEIE R AT EC A BN, DAy S 4 IE PRI, B2 AN
X SR B SO BEAT R RIS R BB PR BT AT . R AR T
HIE A5 UE TSR UE TS B AU 5 I 2E e

Xt Hi GDCA TrustAUTH RS ROOT ., A4 {{ RS # CA iE45. GDCA TrustAUTH
ES ROOT A& (M4 CA FraE A (KT EHS, 3T /7 Al RA Jlid PKCS#10 & 2UHIE
PRELIERAE BB EHFEA RS, I 50k A 9118 5¢4 GDCA 22
Ko
GDCA requests the application to Guangdong key management authority, and Guangdong key
management authority will using digital envelope encryption technology to encrypt public key with
communication certificate and send it to GDCA by data stream. GDCA will decode the cipher text

and issuing certificate with decoded key information. Communication certificate used in the process
of key transmission is generated in the initializing stage of CA system.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
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2 R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, end subscriber and RA
sends certification issuance request to GDCA electronically. The request contains public key for
GDCA to issue the certificate. The request information is encoded as PKCS#10 or other packing
format with digital signature.

6.1.4. B NERESIIEAHEESKBTT CA Public Key Delivery to

Relying Parties

GDCA /A& 1E GDCA HZ K IR CAEFHANYS: CAWEP T, il GDCA &
77 WG 34T A . GDCA SCHF GDCA [P sl T 4k 15 A A 4H, CAEIE T P Al
W H T EE A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FREER AR Key Sizes

GDCA H5f) RSA B4 1024 fra A b, AR ATFalE(EIE T RSA %4
K2y 2048 frekbh b, SCRR SM2 B RSy 256 £, SCHFI) ECC B EHKE N 256
A b R E SRR BUR RN S K A R RS R ZER, GDCA
Wi 2256 40H M o

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the
publicly trusted certificates is 2048 bits or more. The recommended key size of SM2 is 256 bits and
ECC is 256 bits or above. GDCA will conform to the specifications and requirements of key size
from state’s laws and regulations, government, etc.

6.1.6. NASEE B FRERE Public Key Parameters Generation and

Quiality Checking

Xof TAE AR B AR Y GDCA 1T 7, AHSHCU S A 1 8 B R e
AR o AR TR AR B, B HL. %5 USB Key. IC REEA: sANIEHL,
0K E 2% 1 AR BT R BRAE . GDCA YN IX LB FIA BN B AP Sikss e
ZHRT RN R EHERER,

ST SR R AOR R, [RIRE P e i 6] 5% S R A L o) FH e VA T 10 Jon 2% 15 6 R A1 o
HEAT, BIAINEE L. %<, USB Key. IC R4 . GDCA I\ J9IXLLis & Ao 4 & (1 P
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W FRFOa RS TR ZEFHER.

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. 24491 H H 1 Key Usage Purposes

GDCA IR CA # MU+ LU
1. fREEIR CA M A LIRS
2. g CA MIETS 32 S35
3. FFIEARBMEIEFS (1 OCSP Wi N BIEIES ).
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
W ] U TR Bt iR 55, B B 4 DA IE « AN TR R AN (S B e BE R4S
T IR Ay LU 5 SO0 s A
B EAN I RS, PTSEIL S ALE  FRBCE B ST E S5 2 HL ] .

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.
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6.2. FAPARFAFEEHER THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 2 B B B AR A RT#E #]  Cryptographic Module Standards and

Controls

GDCA JIT F F) 2 i 1A 2% #0481 S A B RN P B 7= il o S BHI ARl BB A7
fifi o AR AR BB FIPS140-2 ARt HAHRAE . |11 FIPS140-2 At IF 2 H 5%
B AT N AR SRR AR, [ 200 T35 657 A P2 (R 3SR, (K, GDCA #£
LRI BEN, (NS FIPS140-2 FReEfEoR, RAEE F &S E BBURYE Al AT He T
Mk FEEE I, BASIRRGE) MR TIR . T B P14 ) sl L
FEMEE %€ k.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
refer to part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the

product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

6.2.2. FLEH% A (m i%& n) Private Key (n out of m) Multi-Person Control

GDCA R E R TR B 4 0r RS SR R 2 A FIAL, BRI
577, A SRR A ] 5 R AT R, b (e B = AL VTR
WL T, HAETE BRI PIN TS, A BRI A7 A

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYESE S ek, R B RO R R s AR AL, s B B RO A
T P R B B B OV B, DR TR OGRS FH 2 0 85 1 58k T R A R AR
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In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FEAFEE Private Key Escrow

VP INE RS R AL ) 2R A B B LR, T R A RS R A
HHCORE, FHEEDOARTHEE .

JIR AR B AL AR DRAIE D s A 2 A, ST RLE SOE U IRAE, SR
A %R R, RSN ARRI

The private key of encryption certificate is escrowed by Guangdong key management authority. The
private key of signing certificate is kept by subscriber and not escrowed by Guangdong key
management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

6.2.5. FhEH&4 Private Key Backup

AAEHREAR I3 N =PRI A s MRty CR SR — U R R SR T AT 440
RN CEMX RGP RAEREE D, MERN (ERGHITRNKEIE, Mt
ITHREA AR

HIAEAL % 7 R SRR AL B HEAT IO RL B #5477 o

AR RIS 0 R LTS R AT e By, Bk HE%
T TR B35 A R L TR SR i AR T e Ay, BER— IR

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.

6.2.6. FAEHIHAY Private Key Archival

W AVE B O T A R B S BREAT VAR R AT, DRAF I T FOR S I 2 I =143
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399 PR R RN 8 SRR AT N 8 O ORA A 5 B B v R B0l e R MR AR 0 o
AEAZIM)E, GDCA f£ 10 RN 58U RN . RIS fRAF 2570 7 4

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. RAFH. FABHEER Private Key Transfer Into or From a

Cryptographic Module

AE BRI EEE R, APIE BT H A R G ) BIRIE A5 3 1 3 SOl X
o TS BT AR A S BT =00, FEXEER 2 RORLEAE S AT X AR I
A feAeta BNE B AR X, SAR DAL =AEBEAA RN SN, @5 E
A HEFN

GDCA ARALIT RV MBE A 5 A B b 3 K505, A Fe VIR . X147
AR S AR R AL, AR T P B ROT B B AT R IEAR OGRS, T T B BT
N, BRI R BRI - ORI SR 1] 42 i 15 i o

Private keys are of paramount importance. The private key information must export to the cipher
storage area of certificate carrier. The export of private key is as follows: GDCA must split the key
into three parts, encrypt them using symmetric encryption algorithm respectively and store them in
storage area of certificate carrier. The import of private key is as follows: GDCA must decrypt three
parts described in export process, combine them into one and import the key.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. AP EELERKGFM Private Key Storage on Cryptographic

Module

CA RGN 5 e 2K H [ 5 b B R b e A VR AT (IR 55 2 5 6 AL, R AL
B /DI FIPS 140-2 = hnifE B[R] 55 2 2 7K1, RAAH R B A-fik 48 ik 55 4 S 6 LA
Prrb, FEEEAN R i A IS 2 I SCH BUAERE AR 65 L2 ob o

P IR REAERT & [ 208 A BEAUE ) USB Key Sl BCSCIHIETS H, firf 1
USB Key 77 fif FIALET, ARLL SCHI I N ERAT o X T R A A ) AL, A
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The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BOE R 1E Methods of Activating Private Key

FAHE O A QLR RS S AR AL, TR AR, R
2RI TEY) .

ST AEUE AN USB Key. IR I HLEE HoAh 7 2R A (R 2 e e iy 17
A, AR RUEE A4 1C REE T SE— BRI . T SO b2k TR L B ES
Ja, K USB Key. IC REFFAMMBES, WARS O, WAHAPEEGE. X TR
FEAT PR SRR AT B AR (R AA R, 1T P ROZR A & B RS i AN B GRS
CAB \EFER A S P AU LR, HAR N SAE FAT P T SRR SR . an A7
JEAE KA B AR AR BRI AT A ORA, TI8 J0AA 25 R AR ) 28 e R 5 A B AR Y8
W ARAE A DA CRIRVEE, BRSO DA REIRIE FAEH o

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
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software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fEBRFAHBGERIRER5¥E Method of Deactivating Private Key

FHEE RS H CRE R R ESRS AL, TR, &
T A EH AR,

— BRI, BRARXFUIRS R ER, AL TR SRR fE
M, APHERRBERGE, R BEHEAT —UGRAE, WURWZHT S ke, & 2 it
AT o

GDCA fAEER A BHBGE IS 107 AR5 IR B RIRAS . DI iR A p Ak g
Jhs ARG . RERBUEM A G, 40T DUEAT AR AE

P RBRAV IR IR AS th e B AT BRE, ARRURAF IR THSENL, BB IE AR5 85
PRB TR AR P, DIW I, AT BOERR o

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HEBFAHKI A Method of Destroying Private Key

IRAIA AL, B S5 AP R A SR s w R A, AR AR TR
PEIRSEREE N, A KA I AR B 5 7 ot 7 AR bR s WUR AL T RE PRI AR B N
AN BB 1C REEBAPIFETAE. [N, FraHTHE K PIN 5. 1IC R
A 6 AP A BB B WAL ]

WP A B, B SR GINS R A 2 P B s gdids m . il g
HAHETE, TP R RSB R, JFRIEA R 5T, W R P 25 Of
FERTARE T, AT e AUHZ AR CPS [ RLE AT

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
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in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  ERELLRKPEAE Cryptographic Module Capabilities

GDCA i ] [ < % b B Ry v AV AT 5 5 7

GDCA uses the cryptogrammic products approved and permitted by OSCCA.

6.3. HHXNEHK H A 7 H Other Aspects of Key Pair

Management
6.3.1. A%HHES Public Key Archival

Xt ARG IR A AR AT RE I (0 VARS ORAE X ORAF I A B RREAT X AR NS,
REESI Z 25 B A ER .
NG, GDCA FE 10 K A FE BRI A o

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. E BRI F IR Certificate Operational Periods and

Key Pair Usage Periods

NAIRALH A FPWBR SAE P A RAWA G, EIFA R — 2.

xF2E A e, HAH R BEAAESA RSN A4 T U T80y 284, PRI
FIRRAS A T A ROWIR . E5E, 8 T ORAEAEIE A BOW N4 1015 B AT LSS,
BRI A UIRR W] DAAEIE S (78 ROYIRR EASE

Xt s eSS, AP BEAEIE AT RO A A 0T U (5 2, AFIRIAE
RUABRAE I IE S AT RO . B3, 9 7 PRUEEIE AT R0 A I (945 2 7T AT
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The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X T S S RS, RV A BH R RBEUE-BA RUHN A W LUEA .

A MEHHZ M@, ARSI AR Z L LB AE

FAN R R IR CA TR, IE-B G, £ RIEZ A E T,
FCVFAs YR 3 PR I E AT B (E R E YIS A RE TR

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

SHFARIETS,  FCA N o S8 U - 5 ) fec KA F ABR 2 F

1. Xf ROOTCA(RSA)Z: & If] RSA2048 i1 CA iE15, AN fo v A 4=
PRJE 10 47, mI/bF 10 4F;

2. X ROOTCA(RSA)Z K ] RSA1024 i CA iE+, HB AN K fo Vi 4E
P2 10 4, AI/Z>T 10 4,

3. X} ROOTCA (SM2) %K) SM2CA IETS, B AN 1K o8 F A PR 2
20 4, W[/ 20 4F;

4. XfT GDCA [¥] RSA4096 fifd CA fE+5, LB I K S (8 A AR FR 2 30
F, WDT 30 4

5. X7 GDCA [] RSA1024 Al CA UEF5, L XS e fu Vi AR 2 30 4,

AT 30 45

6. X7 GDCA [¥] RSA1024 fifi CA %K 1) RSA1024 ) CA iE+s, BN 1 %

KA ERR 2 20 4, A>T 20 4F;
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10.

11.

12.

13.

14.

15.

Xf T GDCA ] ECC 384 iz iR CA IE+S, FLa PR et Fu VR4 I AF B2 30 4,
n/bF 30 4

XFF RSA2048 i1 SSL 45 #3E45, 2018 4F 3 A 1 HAl, BN K i

fER AR 2 39 N H, AT 394N H; 2018 4F 3 H 1 HE, HEHXHEKR

VFAf I BIRR 2 825 K, W] /BT 825 K;

X T RSA2048 i ARREZE A AE 1S, Fo X e v FHIRR & 39 AN H, 7f

BT 39N H

XfF RSA2048 7 Fx SSL AR g5 @ik -+ K ARG LS ZUEF AT e, xS

(K SRV AR R AE 8 4F, nl T 8 4F;

X T RSAL1024 AT FHE+, HEHX FRK AV SR 4 4, 70T

s

XFF SM2 3T FiES, U A R VEE AR 2 4 4, FIZT 4 4,

XfF ECC256 iz SSL 45 #3115, 2018 4E 3 A 1 Hul, SN HHK i

{EH AR 2 39 N H, Al 394N H; 2018 4E 3 H 1 HiE, HEHXNMRKR

VRS AR 2 825 K, w[/>T 825 K

X ECC256 MARREZE A+, H2 X K avr R Z 39 M, 7]

LT 394N H

Xf 1 ECC256 Az fk SSL R 55 @ik LA A A UEF AMT e S, SIS /Y

B RV AR 8 4, [T 8 4F.

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (RSA) RSA 1024 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 20 years or less than 20 years.
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7. For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

8. Forthe RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 825 daysor less than 825 days after March 1, 2018.

9. For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair
is 39 months or less than 39 months.

10. For the RSA 2048 bits Subscriber Certificates beyond the SSL server certificates and
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

11. For RSA 1024 bits subscriber certificate, the maximum usage period of the key pair is 4
years or less than 4 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or
less than 4 years.

13. For the ECC 256 hits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 825 daysor less than 825 days after March 1, 2018.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair
is 39 months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

6.4. BIEEIE Activation Data

6.4.1. BOEEHE K P A fn 223 Activation Data Generation and Installation

N T AR R 224, TSI P AR P R 22 S B 0 AU RAIE 22 A T 5E, AT 38 4R
AP . Wefirsr. WElRRE A . W, B AR

CA FAHMIBIEEE, 0 BB SR B IE B 2 BRI B B A R, ™
WCEAT AR 2 RAER . TP RHNBEEEE, O T TEIER A4 (LIEEE
FHEEAIRM) . USB Key. IC K[ 445, DAL 24 ] SIS FRENL =4

GDCA 7P WS £t AT FEIERM N4 ((LEMEEHESE AR,
USB Key. IC RIERG 45, #UEIEL 2 SERIET T4 X EH0EEER, #
Sl AR TR BB 2 MRS . WEBUE I AT P AR
1 FH8GE s, GDCA U P AT RET 18 T4

123



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 7 F[& )

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

P I ORI BN AZAE AR S BE 2K, BOZ s LT LA B
EVOR R A

ELUE NG TR

AR EIRZ AR 775

ABEANERAE A 4% AR ]

AREEHAEH . BiEEHT

M5 B K 1 7745 R

7/

© o > w bd o

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5.  Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BEEHE BRI Activation Data Protection

I

o

XHF CA RV R Bt 0 s s 1 iy 5 (175 38 1 s A R AT 45 A
VR, T HEE N BT G IR 5T HIESK.

VI W B R 2 v SRS R A, AT %R R, B ILE R
BEAT RS, AT A PTERZE . i RAEFT P D2 80 PIN RS ERIPFABHAL , 177 Ni%

FORE U A ECPIN 5, By 1B Ee Gy B . an e AT 7 8 A AR AR AL B, 3T
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JAH N 7 R AR N IRE ST RN A TECA WSS RGN R TR E, Miz&
TS RAE AT A 2
Activation data of CA private key must be separated in a reliable way and kept by different trusted

personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BUEEHAE K H AR 5T Other Aspects of Activation Data

AR BOE B AT I, MR AR IR R R T R el Bk
ARABGH TR . BARS AU -

AL B A AN 75 B NOZAH G IR REN RS AR T e T R A e Tt ER L
AL, BB A R R Tl TR AR AR B A ot 4% B2 SRAT- 0 B 1 0 70 B
FAES, HA A 1A AR TUL AU o

HIERZARER, T HFIEBRT P BOESEE R A A, BUE I

1. TP A FHIEIERR A, BRI e KA.

2. TR FAHEE IC . USB Key B2, GEBT AR MY 55 I A 75 22t
TUATE, AR 3 4> H 5 M EZIHT &

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.
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6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. BRI ENZEBARER Specific Computer Security Technical

Requirements

GDCA REilfa B2 A5, e RIE RS GIF-FAE R G800 K HAH S 22 SR AR ) |
T AME B A (R IAIEARS BB INED), 2] 15017799 15 B 2 2 bRk RLE LA
S HABARSCIE B Ahrt, Hil5E AT . e BN 2 A B BRI, 1EI87E T LA
St B ARNE . EE L A BRI A B O IR ARG AV 4%
b GG NN LS TG 2 N - Sy Er

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RS DR Z AR TEN L], VERAZIIAT R4 (45 CA RGE. RA RGD) Uil
BRI B3 73 BCME— (I U (R U7 TR PR BR A AT AR ER S 2R K i MR o 15 7]
I RIS R 44 4 DR Bl XU 2 5k 3

MR ) 2 A T B BER CA B ANEEE S R Gt T E I RS A
SR FIREFRBITI ] .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

Bools RGBS S RGER B, A7 RS HAL RGGZ MR . R4 7T LA
BEL L3 2 OS2 PR R0 5 05 7« P SR L A A A1 P9 N (5247 26 5
d, WERIVTIEVER REMIEED. RAT CA RYRES BRALFI . LB TAERE. v
LRG3 A BT LU 11471 CA Bl
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Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THENZ4 G Computer Security Rating

GDCA HRHEVEHE AN LA M I TIAE , 208 [ 5L 2 e N EOR, SEBl%
ERERHIE

GDCA HJiMIEARSE, B | EEENEER N % e .

GDCA MWIERGE TFHNL M 2% 224, A34F 1 [ 5O S8 B R 248 #8 T IRHAIE &R
iy HENL M e TR A, JFREAR TR RO ER, SHAERS K
ARG LTI E -

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.

6.6. AT AREEH| Life Cycle Technical Controls

6.6.1. RGTF K #EH| System Development Controls

GDCA HBRAF it A A R AT B0«
1 HEAF AT A E RIS HI L, FFEOR TAEN ™ % R R AT S
il 5E 23 W) NP IR AR B B A B
TFRRE AT RABEREAT P AR e, P H R B T A M
AR B AT AR LA 1
S =7 YR eI B A
24 RS 73 BT AT S BE S
[FINf, GDCA A TF RIRIERTE, 2% 15015408 [IbnifE, AT FIRIFIIT
RAE o

© a > w DN
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Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4P| Security Management Controls

GDCA MIER GG B a8 B, ™ MBI [ 2 5 2= AT s AT i B it
ITHRAE

GDCA NIE R G R AT A M I h3E It A 1) R GeAi it )™ 4% 1 Ik 98 e s
A AT 2 AAREN, ARFME ST 28 AL GO BAT AR IR ] DRI iiAnIE % .
GDCA iR N E F Geit AT 5 WIAAN & T s 2 At

GDCA R — i R 3% () B AR SR AE R A AL R IBCE, DA LE AR B 2L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BV 4 B SR BT, ST 2 A tEROR A, SRR & R EWAR, 25
FAAE AR A o I3 B PR SR AN %2 3 LA A2 SN % 1) 22 s L, #E4T B
IR 22 AN

GDCA NIIE R G i A A A TH R A, IR IR A TEBEAT A BRI, 1 55 0 23
WHR A M 24 (15 BAETE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
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devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A Ay R B R &2 25 1) Life Cycle Security Controls

GDCA NIE R G I A e 8 B T REEE R TG R, FLrp g 7k, BEHE
i JE AR 22 e o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEKZeFEH Network Security Controls

GDCA AIIE F G K FH 22 257 K B A0 W 45 B 2 A RGE ORI HL S 52 35 1
kGG N,

WIERG RIFHCS B IESS . BMIE-BA ARSI ERETh R, BER i I 25 3517
R GDCA R 51 LRt it N GDCA iE-fllR%5 #5 . GDCA iE+5 H %% %% . GDCA
BAEHOFRET RS

N T HRIN % 224, GDCA MRS RGN EH T NI, 241 e
VORI RS0, FF HIN SR K AN Wl 224w vt B a4 R GRS,
AR AT B A BEAR SR T I 286 (1 R o

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. HTE]ER Time-Stamping

WIERGHI S RS H G #AF 0 EMBLZA B AR R XL AR IR A R
R BT A 207 I TR B AR
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All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. IEH. EH RETRMELRIEFRASEY Certificate, CRL,

and OCSP Profiles

7.1. YEH Certificate Profile

GDCA {5 I PEAIE A58 AT & [ SO SRR R 2R, 52 ITU-T HERZ I — > B v
ITU-T X.509v3 (1997): {5 EHAR-ITH ARG HIE-H 3. AIEHESE (1997 4 6 H) ik
M1 RFC 5280: Internet X.509 A%HZERN LA CRL 454 (2008 45 F).

GDCA idid CSPRNG Ak T 0 HAKLEEA 64 AL HER SIMERE 7515

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

7.1.1. R4S Version Number(s)

GDCA iEFif54 X.509 V3 Wil Fitg =, AAAE BAF AR UE TSR A S A= Y o

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. WEHH B I Certificate Extensions

GDCA [ 1 fii ] X.509 V3 Rk Fbr e WURIFR S FE I LASE, B T B & Lo e
P
® lE i FRAETI
1. UEPRRA S (Version)
FH] X.509 1E PSS R4S, BN V3.

2. EPEF5S (SerialNumber)
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B 1 GDCA 73 o4 iEA5 i ME— I8 BB IR
3. ZBHBEIEFRRFF (Signature)
15 5E tH GDCA 25 A i {5 F 1R 25 42 S
4. KA (lssuer)
FIRARRAE RAUEF 1 CA 1) X.500 DN 47, I GDCA &M@k, fEE%K. A
. WU, AT, FEAH . flan:
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. AEWAXOY (Validity)
FH KA 2 E 15 004 200, B G IE T 4 A= 300 B SR [) DA K 2K 3k i H B A ]
FEOAEHIIES Y, 75 EA AR T 2 AR RO A -
6. UEHH) 4 (Subject)
85T UE PP 11 X500 ME— 2 5. BFEEZK. &, i WU, SRR TRE A 4,
AL email Mk A5 B2
7. UEPBFEAEEAFEHEE (subjectPublicKeyinfo)
EBFEE AT EREEROETHANEEE L IEBFEENATFEHNE: A
AR EIER IR PR AR S ATTE S hash 5%

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.

4. Issuer
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The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g.
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN

5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

® EfY I

L. WURHLAEEHPR AT (authorityKeyldentifier)

MR B R bR IRFE Y R it 7 — M7 X, DLRGI S UE B RVEXT R A 24
WURF T A 2 FAIAF B TR AR R 2% 2 %A R R .

2. EREHFRIRT (subjectKeyldentifier)

AT — R AL S — AR E AHIEB 757 3 AR R T HOAER A FF
WA BRI [ — BRI S (B, BT R AR

3. EHIMVE (key usage)

foE SRR AL s, AR, B, HEEmE, S B
UEIEF%54%, SiE CRL 24, R, Hfgw, RE4.

4. CRL KA/

H1 GDCA fRE i CRL A i

® Certificate extensions
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1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.
® [HEXNY M
EEX AR BUE P R R S5 75 5K, GDCA AT R E L — L4 e i, WFEART T
I
RS TR RS S5.
HANFIAAS: H TR H SR AR .
TREM S ATk TR 5
EBCEICUES: TRl B 5
FAEMRST 5 UEFMURHUG A FAR IR A — 6 5 o
WRCFICIE S : TRl B 555 .
MASOUE TS T 2R RSO e —26 5

N oo g M v o

® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.
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7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. HEX R ARIRAF Algorithm Object Identifiers

GDCA ZE R IUE-Fi 1, % 5 A AR R4 A shalRSA . sha256RSA Fil sha256ECDSA,
HAp A TFAMEEIEB R S FEAME A shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA, and GDCA does not use shalRSA for the cryptographic algorithm

of the publicly trusted certificates.

7.1.4. IR, Name Forms

GDCA %5 & IR 4 R T 20 % R P 28 #F & X.501 Distinguished Name(DN) )%
5l 4 2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5. £ FRFR#H Name Constraints

TERE -

No stipulation.

7.1.6. EF T R RIRF Certificate Policy Object Identifier

UE 5 RIS SZARMRFFFIA CPS 25 1.4.1.6 5.

See CPS section1.4.1.6.

7.2. EHRHEF)ER CRL Profile

GDCA %% CRL, LR A& .

GDCA issues CRL regularly for the subscribers to query.
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7.2.1. Rz Version Number(s)

GDCA HUET MH 51126 K A X.509 v2 k% .

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL f1 CRL £ B¥# B3 CRL and CRL Entry Extensions

GDCA [PHEF M FIR (CRL) & —/ My A i (B #0F A & 384 m C m s e

IZ1%. CRL %k # /& CA, GDCA iliif kA CRL 1Rt E i kBT IEHRPIRAS

AN

1.

fZ R,

CRL MIRA S : HRiEE CRL HIRAME 5., GDCA K& X.509 V3 iEf5%f b
] CRL V2 iR A,
5487 GDCA % H] shal RSA. sha256RSA. sha256ECDSA. SM2 } ECC %44

.
MUK FRESRNMM DN 4, HERK, &, 1. HU. BT FE A 4 %4
Jfo

ARSI AR E AN H IS TRME,  FH AR BA CRL R AT I TH]

SEHSIE]: 48— H A, I PARIIR —Ik CRL 2R ATHII [H] CARFRE
S| A5 P 1480 6

MAIE IR B CEMAMIERSR. RFIRDEGUEBRFF S AEF
B B0 1 AT )

MR AR EHFRIRAF (lssuer Unique Identifier): ASTibRiR A SRIGIELE CRL 2544
HWATHEH. EReFIE— CA AR H.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
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field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. FELIEPFRASTMI OCSP Profile

GDCA RH IETF PKIX TARHIF K HI—MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC6960), %P e L 1 —Fihnt 1 KA 845 5 k% =X LA
WAL S REH 7. 75 GDCA B 5 kst 8 OCSP &if % ) i I 4% GDCA B J5 M
vl R A OCSP #AF U FAREATICE, BVR (1] GDCA HIFELAE IR A 55 . GDCA
2R 1) OCSP M B 22 /0 15 LAR ik f) OCSP AL = ARSI P 25«
Version: 25 7 S FH () OCSP WM H A 5 ; GDCA HIFEAAE RS Ty vI .
signatureAlgorithm: 25& OCSP M 51i2:;
responderID: 2% OCSP sk, 28R #H AFAR SHAL HUH s EAE FNIE 15 8 4
producedAt: OCSP i 5. A= B (1) H HFH N [A] 5
Signature: OCSP i vy B %724
Nonce(— X HERENLEL): 7RG RE B A 15— requestExtensions 2% & A1 57 7
S ) responseExtension A% & H AL & — R MERE LA, B ik B S

7. UEFRRES: UEBRRICIRES, SREAR MR,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and

o a &~ w b

contents described below:
1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderlD: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.

5. Signature: Digital signature of OCSP response message
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6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

7.3.1. OCSP >R AH R ALEE OCSP Request and Response Resolution

—/> OCSP &R A& LA T HE: PhillhiAR . IRSFEKk . HAREBIR RN LR R

DA, TEHZ—AMERZ G, OCSP M55 vify M 5L AR 47 4 A6 U

o {5 E Ik

® I N i 55 A A B PR AR SR AR 55

® EREE TWNIRS S FENGELE, WREM—ANERFRA L, 4 OCSP
R 55 b = A AN RS s TR, R BN E Y [l

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

P E I 2 AR T GDCA IEFR Kk F S TRy 284, EEPIRIREEAE:
IEBAR CRE. R, BIEERH U4
® [ BiEENIIRA
M 2 IR 55 4 44 R
XV R e 45 A ] B2
AEY
B FIEXR GRS
Xt Bl BAE B B s 25 4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version
® Response server name

® Response to the request client certificate
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® Optional extensions
®  Signature Algorithm object identifier

® The signature after the response information is hashed

WHR A, OCSP HR4S 4RIl — M E R, XEEHREEHRA GDCA IFH%
REFERNZ S . HEHE B R 2.
K IEAARE AALHIE R (malformedRequest)
P4 R CinternalError)
B (trylater)
FEL Y (sigRequired)

KAZAL Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. INMEAL# &+ M H B P45 Compliance Audit and Other

Assessments

8.1. VFAh B M X 5 1F £ Frequency and Circumstances of

Assessments

GDCA 2 N AT — IR — B d iRz B VRl R ECE > 3% % 1IiE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT k5. ¥ % 4{ RS R CA iE45. GDCA TrustAUTH ES ROOT ilE
PR CA FITZE K 1) SSL IR S5 #RIEF5 -

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #1Z I /% R5 #8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE THAIPEAL 4, GDCA JEHSTE ALK o v g 55 Fr, $%H WebTrust X
CA IR AT 150 o H ANV Ay«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA #ZIREZK EEHMI M ER, EFAHSARUER A CPS 1#IE S it i A1 il
5, FRHRN VAR R A TR, R A AT — I I PR A, BLEEX GDCA
WHT A (RA ZH A MV H .

3. GDCA HEEMALI iS55, 4%/ WebTrust X CA B LHRIN, 42k
AT —IRAME R LAV Al o

4, GDCA BAFHAT— AR PG AR, W3 IR 5 40t iy, VPl i R
AR RN SOE BERE . HEUPAE H RTINS SRS BOR RGO A It S R
JSERE AU, AR U PRAL, G ST AERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEEHIHE A Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA IS AN AL, ROZ A % BT I 5

1. ARSI APV RPN, 1R =a R

2. TITENGERZERR. BEMZLETNR, PKI BAR. AREMEIE

3. HEBKARGSTHR T E AR T A

4. ELESTE RS

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #Hil REANMM R EE A SR S HRAE 5 TAE R A A Re &
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2. ANERVEALE (fF B L AR AL TR 55 B LU AL R) A GDCA 2 1A 2
MSLHIR AR, AL WASAER, B H e AR TR 5k 5 2 DL A 1
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LAF AR LA R A
1) ZA RIS 15 2 78 70 A St
2) E TARGAEAH R 15 2™ R 5
3) EAARIL CPS. Mk STHIVE AN 2 4 R IT FE AL 555
4) FAHE. CRENTE, EEAEN -,
5) & T AAAE A AT REAEAE A 22 4 KU
S5 =7 UMM 55 BT R WebTrust For CA RIS EER, X GDCA BEAT ML H# it
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements
when conducting authentication services

4) Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with
CA requirements of WebTrust.
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85 XMHBEANEFXREKFEE Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
BEAT Y5 OB RN 52325 (A 0 o 58 BOKT B T2 TR elodh f s A BB 1] 7% 1 W o E P4l /N
PR 55 etk T AR B RS

X T GDCA BBLEMHAG I th 24558, Wiz IEAE #4173 ) A% CPS J¢ GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
R4 GDCA FERBEATL S5 B . M 553 RUAT Jo 5 ™ B AV ENIHLA, GDCA &1k
SHZH U I HLF AR 5545 FAZ AL

5= IR S S5 BT RS SE S, GDCA 4RI TR IR HEAT 8k, FRE32 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA 18 T 25 SR m) A LA & HARE B 1T LA A B U1 A FRIE 5 E LG AT 1IE 08
], XTATREIE AT A bR R, GDCA B B [T F i .

B EIPMES TEEE S, S FE IR R, KB www.gdca.com.cn (35
BEAT A0 o ARART S =07 I8 VT Ak SEAAIE 0 0P8 25 SR B SRS B, T 2502 56 B 1 1)
GDCA @& H AT 38, HAETS GDCA KR, 1543 5 A M2 R 7h; GDCA 1+
B AEIX 5 TH FE AL T

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be
at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and
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GDCA

methods to GDCA in advance before notifying the evaluation entity on the assessment results
or similar information, except otherwise defined by law; GDCA reserves the legal rights in this

part.

8.7. HTVBAH Self-Audits

TERE o

No provisions.
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9. R FAEMH AR S22 Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S AL i L IR SR 55 [ AU E 1T P o g A, B S bm
AEAR R [ 5 S i BRER T O ST AT, IR B 2R 48 B AT AR 5 i B b v e
IRAE N RAHETT S FENC SR bRAETE I Y, RSB W SR bR HE R L T, GDCA AL
FRAE T GPIRIL,  BEXF AR PR A4 H AN ] R AL 2 SR s B A0 B 435 it

R GDCA ZZE WP H e B k% F1 GDCA A NS AS—2, DL i
i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. Guangdong electronic certification service charge standard is approved
by Guangdong price administration at presence. In the standard range of the charge, namely not

exceeding the upper limit, GDCA has the rights to launch different charging and discount policies
targeted to different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEFE W Certificate Inquiry Fees

FEVERAROAA, XHZIEBE S TE®, HAT GDCA AU E M. RIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s B S i
2 I o

WA 2 IR B R A A8 4k, GDCA K4 i 7E k3t www.gdca.com.cn
EF R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at
its website (www.gdca.com.cn).
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9.1.3. iEH R BURSE BRZE# %% Revocation or Status Inquiry Fees

GDCA Xf THEH A AR B, H BT AU 2% o BRART 3R AR IR 5K
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

R BAEARESE R ERW MR BOR A EM AR, GDCA K 2 K I 7£ kY
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i GDCA ZEUARR ) CPS B HAAH VRNV SCfFiY, GDCA & ZK
IR 7= A s 33 Ak B T AR 9

2. GDCA 1) H P AL TE B AE A I AR G55, GDCA FE 1T 7 Bl Hofth S
B S AR BRI

3. HAth GDCA WZEEiE v R HEMIR% 2 FH, GDCA Mo it A, LA
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B K Mg Refund Policy

GDCA XHiT P B 9%, B 7 15 B 175 A0 5 2 FH DR My s Bl T LSRR A
GDCA AN IRIEH FATAT 5 A
FE S RAE P BRI E AN R AEF I FErf, GDCA 7 kg (R AE R AN s . R
GDCA i1 |4 CPS JITiilE () TTAE B B R 55, 1T P A LAESR GDCA ikt
B3R, 7£ GDCA M4 TiT /M IAEH )G, GDCA ¥ rRIIEIT /oA BEZAIE F A S A1 2%
AR AT .
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BEIR R A IS AR BT 453 2 B RS2
FERGRRSE, 1T W RIKERAE FZIEY, GDCA Kb 7t Hik Bt 5T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PRESFERE Insurance Coverage

IR PIE IR GDCA Wil G, UEFIT . MW7 55 SER ] LA GDCA 7&4H
W2 TTE (VEE B E R TR A .

® GDCA RHEBHIRMZE K 1T 7 AMIEE =T5, SBOT ) BEE KB 1K
iop

® i])RME T A MHE B SR, GDCA KIUSTIARZA T+, SEUK
T I SRR

® GDCA RAIZEULERIAT LS HIFE BT H ISR 7 b1, SE0T
J R 5 T SR

® T GDCA HJF K S BUE AP . SiEL, Sy~ s iy 18 52 45 2%
ff1; GDCA AR fe S A UEF5

®  GDCA X FTARTUEASIT /o HRALT5 S5 SEARAT SAE P2 K & T DT AR R A A AN

H T IR S LA -
HE5 2R T 12 & 41 - BR
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 7t (RMB)
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AL 242 AE+H 200000 7t (RMB)
DV SSL k% #8115 50000 7¢ (RMB)
OV SSL AR &5 #%iE1 500000 7&. (RMB)

XtF EV SSLUEFAT EV AISREAZUESS, HW 2 e AU fof & AT i) (GDCAEV ik

SELR RN S IR

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying

parties and other entities can request GDCA assume compensation liabilities (except for statutory

or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to

losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the

losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

DV SSL Server Certificate 50000 RMB

OV SSL Server Certificate 500000RMB

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. HAhH 7= Other Assets

TERE -

No stipulation.
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9.2.3. X & LA RK R LR Insurance or Warranty Coverage for

End-Entities

GDCA UiiE )z 74 CPS e MIER ST, WEFIT /' 4Ky & sk nl LL i GDCA
ARG AT GEER L E R TibRIN) . TE4 GDCA #iihg, 7 LAXHZ AR AT 2% o
T A2 PR A 0 T
1) GDCA Fi A Kt LS AR AT 9.2.0 hIUE R R, S HIA TS

T IR, WS R EIR T L GDCA #RIEE L E Hril &, GDCA &% H

il 28 J5 IS GLALZE FIAH OGS N
2) GDCA R 1EUE A ROHIFR o AR HH451 2 I8 13 53 AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TSR Liability Exemption

A ISR —H, R4k GDCA Z 5ifE:
1L W PEHIERME ] GDCA #FAiE il , A~ 552 —11:
1) WFE AR, e, HEFIAMELRIE S, AR EE M. TRrs e
AE R
2) N EH%ERE GDCA A KK AIE B A MRS PIN 15, A75HR PIN
R BICHS B T AR B S A
3) TFENH E SRS S Sl B, A AR 7 A R G
4) AT PAE BT AL GIERE O A R EBE RO A REET, N SR A
GDCA KHMIZ% 7, FH& LAl i% i 1254 i 1 5
5) VAR I T UE TR 0 08 A [ SR A R T IO T B . AN EL
FAUETAE Sy GDCA FILE {5 FHE BBl A0 oy HEAd AT AT FH i A 1 «
6) 1T/ AITEIE A M A AN ZAE T AN SR s Rk . i
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AROW. BRSS . WM AT IR
7) VTP USSR YEINE 140 1) GDCA K 241 5552 B s A8 4 I 45 2
If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HMTATHIERN SBETIEBE AR, EE. T, LESR, SEE, &
1B e RS 1K AT RLEZ “ARTPis 7, RIEAREIUL. AR %
FEARESEIR B LG DL, BB EANR T
1) BRRREFEBRRKE, QR KLER. Wi Jeai. T, 3K,

HEu . B NEERBLE
2) HMEUBR. HoREEMEEBUFT N, SREBUGTUHT EGK REATE
P, Bl BT AL R S

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:
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1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. Xl GDCA [ Bl 2% i s S BOR W M 3 B8y IR B2 A A iR BB T, &
EBR, BT KA B MER RS 1 ATPTIE 2 “HOREE” SR R
DS (EANR T2

1) A
2) SRERHALGOE J7. HAE. @EIRERITM R
3) R

4)  GDCA [ £ B3 45 s

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4) Equipment or network failure of GDCA

4. GDCA CiTHMisE | E AR S BT E L S5, s 4512k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FERIEHNITH , A7 LRSI R 2 5o B8 P EUR AT i T GIEAR 55 8 BT 33
fE:

FERESTAH OGVR AR I EORAM (B i T8 A IE B HAAIE S S5R0g ) et b, MIHITE
B H AL T UIE R 55 2B BB T RE P AR ARSRAT N, AR T GDCA B SRIESS
(A 2 BB 2T 5 RS B STAT AN R A%, GDCA. 1T 7 R 6 7 Xof 2 s R HLBSURT £ 57

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy"”, applying
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in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.

9.3. W% BRE Confidentiality of Business Information
9.3.1. 12215 BIEE Scope of Confidential Information

7E GDCA S FIIEIRS T, LU E BT (S R

1) GDCA iJ " HIE 2544 M o 4]

2) HIHOEASE: AMHE. REBHE. PMHENER, X8E R GDCA LN
REEE, HAREH T RANSER A EE. BRIGHEER, RalfER "4
KA o

3) HAhth GDCA 1 RA fRIFIIAN NFIA TG BRI E, BRFEER, A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1) GDCA subscriber’s digital signature and decryption key

2) Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3) Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHE KSR Information Not Within the Scope of Confidential

Information

GDCA LA N5 S AR AE B

H GDCA KATHIUEFAHI CRL HH1E B

H GDCA 3 HF. CPS iHE ] (IUEF5 5B o )5 S

GDCA ¥¥rl, R GDCA T JjfiH], 1£ GDCA Wub AT K ATHIE & o
Hofth: GDCA {5 2 IR % M B T3k (0 B8 JTURT R 1

GDCA treats the following information as non-confidential information:

® Information in the certificate and CRL issued by GDCA
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® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. TR RFEFE B K T Responsibility to Protect Confidential

Information

GDCA A Z R SR AT 9.3.1 Rl MR % (E B THES L%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. BaFALREE 52 Privacy Plan

GDCA ¥ HEIEFIT A NSRRI BERARL, PRAIE 58 238 B B 500 N BORHRAL DR (1)
HRBUE L. A, GDCA K Or 4 IR O3 7™ %38 22 4 AR AR EXS > N B AL 2
TR

GDCA respects the privacy of the certificate subscriber’'s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. Ve NRaFA AR K115 B Information Treated as Private

GDCA & X LA™ M5 BONIEFIT 7 HIBEAAME B -

® i HIARGES SIS SRS AR .
® ISR,

® I/ B E AN ESE .

o iIJHIRITIKS .

GDCA defines the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents number such as ID number, organization code

®  Subscriber's telephone number
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®  Subscriber’s mailing address and living address

®  Subscriber's bank account number

9.4.3. AR A BEFA 45 B Information Not Deemed Private

GDCA & X AFEHARR T LU E BABAMNIE 1T 7 R AAME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

® Ik, BALAIREE,
o iRl AR
® Il E ML HEE ALY .
® i) HIHLTHRAH

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address

9.4.4. fR4P B FA R 5 4E Responsibility to Protect Private Information

GDCA 17 % RE S IRITATT 9.4.2 A RLE FHIEF HIEE D AR ITES 5 -

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.45. FEHBEARERNSHERZE Notice and Consent to Use Private

Information

GDCA H5 R BUE 24 (122 BRORAIEF T AN NBSAL, JRRERECAT 521 % 2 T BURY
CAFRERI N NFSAAME B o BRAFMRIEE S sBUR A P RLE , AERAF BET P HI¥F]
Z A, GDCA fRAEAZITUEAS T 7 IR B ABCTUER A NBERAMO A N B3R ity
RKFE=T; (BIFEAFHANN.

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.
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9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

HATHHLR T 2 GDCA SEREARR (e HI 2 ARG A BN, GDCA /g fitan T

W EAME .

WP A NI s 43 2 145 2.

T % GDCA [958 S A 100 o

GDCA #-4 BB ZR ik A AR LA (S B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

® Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfz B3 E BT Other Information Disclosure Circumstances

INAAEASIT 7 25K GDCA SR LSS 2 7 SCHR AR 55 W BRI AT I, GDCA U 75
SR P 2k 44 A2y ki 5545 BSR4 28 = F il ey A .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFEHL Intellectual Property Rights

® GDCA A3 H 4 B XHIET5 LA L GDCA Rt T 1 A 45 =

® GDCA XMEFIEBRGEPMF RAFAR. LB Flai 5 4.

® GDCA AR e R A Z45t.

® GDCA 3l E AT —YIE B4 GDCA 7=, K4 GDCA HHE i, fi A AE
FE R T AT N

® GDCA RATHIEF A CRL #°45% GDCA LM~

® tAhaEE H RIS GDCA ™.
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9.6.
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GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

ik 51H{R Representations and Warranties

9.6.1. B FAE RS HLH IR R 5 4% CA Representations and Warranties

GDCA fE#R it LT IAEAR ST E s R P ARV 0 T

BIREEAT P AIE R 7 & GDCA (¥ CPS IR BT AT SR 5K .

W ANEAT PR SR, KEAEART LR mT 2 BUEF A o A m] S g
KRG CPS SR AN 5 IE .

TELEE AU 5, K Sz R ) IE 5 B 38 T8 AT i 40 2

BIE H B 0 FIFE IR R B R AR (B, A TS, RS T
A7 34 A FE AL AN L B0 T )34 K 1P bk 47 e A s o

BEAIE FRE AL TR IR R LS B F AR RIS 1480, DM S & B IE
I UEE P rh AT 2 B AR AE S RO HERf 1% CorganizationalUnitName 13 2. 571 );
SKEEGAIESE i LIS /NIEH 3/ “organizationalUnitName” #1 T & 145 BAEAE IR S
Ry AT REE

¥ CPS 3.2 By ZERIGE HE N 1 & 45

# GDCA 51 e KEk, M GDCA 5i] F A VEA B H AT HAT T M 3O8Us
ZAT P A CAI ST 2818 1% K A1 (Y] Baseline Requirements 255k, 2 GDCA 5
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During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control);

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information);

® [Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading;

® Verifies the identity of the applicant according to section 3.2 of this CPS;

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use;

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates;

UEH AT AA G, GDCA fRAERRARZIAUERITT FE B AN, UET g HARIT {5 B AR
FEHERA 1) o

GDCA AN 53 WAt UE 52 15 7518 24 (3Gl A, 31 AT AR IET P BRI
T PSR DRAE 5 - SR VR I H

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.
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GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based

on the subscriber agreements and relying party agreements.

9.6.2. EMAAFIBRIR 5H AR RA Representations and Warranties

3.

GDCA [FIFEM AL LE 25 HL T DA IE AR 55 i 2 1 AR U G

PEALELUETSIT P VR M R 58 4 7 A GDCA (] CPS [¥1 T A 52 MR 2R .

7E GDCA A= FIEFh i, A2 TR A LG ¥ % -5 B0 1 b 1045 8 S IEH Bl
M5 BA—

MUK CPS HIHLE, K i) GDCA #2538 s TR EEIRSS HiiE .

During participation in the process of electronic certification services, registration authority of GDCA

makes following commitments:

1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. 1T P W BRi2d 5484+ Subscriber Representations and Warranties

WP — B2 GDCA ZRMIIESS, BB IE GDCAL FEMAHL K ASHEAS AT

RAFNAEL LR A&

CAENELZ GDCA I “E b B HIE LT A CPS H T A 25k M2k AT
FEUE I RO AT 8 72 4

VI PLE B UE T LA 4R A 015 SR LS, Se R RIERY), B AR AT A
PRALE . HIESE BIER T MREERIEN, WA IR Z 7
B TAT . WA SRR BT AT T A LA 58t 81 GDCA i H#24L
(RIE 5 R 5 HLAA o

ST PR BT E AR SRV BT AT I — IR, #RRT S H MBS, IF
HAERAT AN, IERRAERMET GEREEEH. B8, IEBMAF T A
U7 1) R

BRARZLT FORUREN U A H T Ph B B RE , 1T P SRIEA RN (BRAAL
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® ZEALIEA:, BN ZK B WIT ST IR ORREXR AL, 8 AT
G, RECE B TG A TR B IRV I8 2% . kR . B iR 2 AU

® AHELIEMKH GDCA A7t A B A BB TH5%, B {EAPR T 50
TR (A2 SORTALE 5 I 55 AT 0 AT i =5

® EAS{EAS CPS A HLE it F Vi Bl N Aih A , FURAIE S I T2 i BB B A i 10
I H .

® CRHUZA. SEMEMIKPT IEIE BB MR A R SR A

® X SSL R, 1T A DU AN S ORAE R AEGE TS Hh 81 H ) 2 ) A4 0] N R IR 55 4
FEAE .

® AR, A RBLL RO, NAZRIE GDCA S AHIES:: 1)
IEAS T IS BN B BOVRT R BANERR S 2 2) IEH T 5 29H R HR
iR 3) AILdaR Y, AU B UL 128 nl BeAAY .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.
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9.6.4.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL certificates, the subscribers undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

W5 iR 5 4R Representations and Warranties of Relying

Party

S A CPS I AT ALE o

FAAIE PSR AE 1) ¥ FELRH PR A8 R IE S

FEASRUE R, XHIES A E AT BRI

TEASHUEF5 AT, Jdid A i) CRL B OCSP #i A E 15 2& T 4k 1 49 o

—Hii TR e AR RS 7 AR AR AR B0 B RS 4 GDCA

HORMIHUR AT HME I HARIE R I B B S 5t N2k .
® AEHLAEMKE GDCA ~rnid Ml eAe . BHr THS%, BAEEART 3.
FRAC PO A8 CSORTAE 5 R 55 FX) 38 o k=5

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.
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The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HAh2 5F KR S5HAR Representations and Warranties of Other

Participants

GDCA M\FHHFNEEsI HAth S 55 1E WS &K
WP A CPS [T A MLE

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

AR 457 Disclaimers of Warranties

BrA CPS9.6.1 H IR A& %41, GDCA A& HH HAAT AR 2 (0 ARAE AN 355
ARIEE AT P 5307 Hth S5 5 IPRE A 25 .

AN B DIE 3% B P A FH AR ART 00 A R E

ANTHEFE  H R H 9 LAAM A R AR AT A AT

SHERFATHUS, W4, 18R 9 35 253 R AR 25 P T 5 E G I AP 25 4 R A AR
BT,

B RA CPS9.6.3 /KW, BURIUTENRA CPS9.6.4 KRS, 13 LAYER
GDCA Z 5ifE.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIAE Limitations of Liability
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If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K235 4F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UEP T/ k#7555 k] LLH1E GDCA
ARG DT (8 BLE TR . WL NS, GDCA A&IHA BRI 2 5T/
1. GDCA KIEBHIRIIZ KRG F UM =T, SECT " 8UKE T 8 5245 1
2. FE PR BEEORIMER . BT LT, GDCA AR MET L T H#HRE B,

FEOT P BT 1 AR R
3. fE GDCA BAIT F 422 A5 Rl BORMETE MR B AR A oL, (BT8R 11T 1 2 R AES,

S B TT T 2RI
4. T GDCA Wi R S BOEHA AR SIEL MtEE, SEOT P a7 8 2 2k

¥
5. GDCA K ft i e, 58Uk 82480,

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIEALFRAE Indemnification by Subscribers

© N o O

WA RS M 350 GDCA BT B Rk, 1T )7 N AR H I 2 DA -

WP HREEMHER, IR, SR BERMEA TR, 35 GDCA K
BERUFIEAS AR S5 U Bl 28 = 1 52 451 3

P R e s T RIS B AV . 8%, BUNAAE it . 18RI BOA A0
GDCA L HIZBUMIEA ARSI, ARAS LA N A i GDCA L AR AL 1
PR SHUIR L 5 =7 245

WPERRES AT, AiERA CPS KAHREAEMIE, B RIEFHH 44 CPS
FLSE AR 55 Vi F

UEAS T 7 B AT BUR AR IEFS (0 SRS 41 3K 5, 2 GDCA RiZiE+S i
BAE BT URATHIYIE], i AGZAE g LT AR 5, BE BT S S I 2R 2
gy, 4R GDCA A CPS HUMIVEREAT 1A KRBRAE, A AZIEAS T A6 Ji 7K 4H
I $ 35 W A2 5T A5

RAEH BB EE BA R AR s A MER

UEAS A5 2 R AR AR SEAH AR AR 1A FIIE 5 9 K i 0 GDCA MRS 5
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well
as using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. KT IR 34E Indemnification by Relying Parties

WA RS M35 GDCA BT - 32400k, KA B AR FH I 4 DA E -
1. &ATJE1T GDCA ST I HAIA CPS HlsE i) 3555
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. AXHIFR 541k Term and Termination

9.10.1. AR Term

A CPS fEAE R HER IERAERL, L —hRAM) CPS [FIHf 254 A CPS 1 F—iA
CPS £ HE{E GDCA £ 1F H FIAIE IR S5-I 2 2

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  # Ik Termination

7£ GDCA 1L FIIFARSS I, A CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.
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0.10.3. A& IE 548 Effect of Termination and Survival
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After the termination of this CPS, its effect will terminate at the same time. The contents in CPS wiill
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

02.11. ¥ E5F KN H &% 5 W IE Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA it SCRE R R A S FIUE HI 25 AN U BT DA 31 (1
BHREHEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1. BEITFEFF Procedures for Amendment

%4 GDCA LA RIRE N, CPS 'S5 /NHEHFZR/DHE — A CPS, #fifRtL
T & B SR BERUR T 0 BER B G E b, #5& CP MZER, FF& M
T 1) S i

A CPS HMEM T HT, HH CPS 4’5 /NI IZIT Y, 4 GDCA %4 RIRZ: 2
fILHESS, M CPS w5/ NH M TTHLUEIT, BITJEH) CPS £1d GDCA % k23 A o4t
HE S5 1E A R AR

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.
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0.12.2. BEHMLEIFIHAIFR Notification Mechanism and Periods

BTG CPS it J5 ks 32 B YE GDCA F 3k www.gdca.com.cn R A, Xt 7
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After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

9.12.3. AN EEN FIETE Circumstances under which CPS Must be

Changed

GDCA 1A 45U A% CPS BEATIE U AT T L4 : CPS HhAH ok A & 5 B H R IR AN — 2L,
] ¢ W 1T A LG DTE MY 5547 WY £ B 5 s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

90.13. i 4hF Dispute Resolution Provisions

GDCA. HETT P AR# 7 25 SARTE H-FINIEVE B b = AR 4T 42 LR AP SR o
1. HEA CPS HHHlE, BT TIIE T
H1 GDCA AHICHERI ] 1515 HiE AN Wil
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= W™

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.
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0.14. E¥EHESR Governing Law

GDCA ] CPS Z[EZCmiAmfy) (e NRILAE B 72275 A CEFINERS
B VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5ERERKFE1: Compliance with Applicable Law

To1& GDCA HIEAT 7 Ay S S A A ] b e (3 DL S AR AT Ak s ) GDCA HIE
A% CPS AT« AR AIRE A3 22503 F rh A N RS (174 . (£ 75 GDCA Bif%
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Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure  should be compliant
with laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation
to this CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWMY Entire Agreement

GDCA [ CPS e B R S5 M Gl bl Hx. TAANE 3 #65r. KTXHZ
MERABTBEE TN, B2 Tl IO ELE GDCA [z
LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents  will
completely replace all previous parts. The previous parts would be placed at the GDCA web site for
browsing.

9.16.2.  ¥ik Assignment

GDCA A, MR4EA CPS iR HIAUE SR J7 HIBURIAN L 5%, #0729 AT #%
HEVE R SR E REAT BRI RN L 55 B Lk o B LEAT R AR I AR MR BB E T 0] 53— T
RIAEA 5255 K DTAE AR BT

167



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%{Aiﬁik%%mmu (V4. 7 )]-[&)

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 43I Severability

UWAA CPS IR AR 55K ERH B FH B 15 GDCA B e X A= A= i S T 4 H1
TE NTCREAS BT IS, GDCA A LAFE S AR AL G PR M BT 2 5%, (i LAk B 3
HREIAZN, GDCA KAEL B HEE BTN A

TERRARAEAT IG5 RS RUET 2 BT, GDCA ¥4 KM 22 question@cabforum.org, &
%1 CAB i1z CPS th ETHIME R, FFHA I O 2 A LI SR AAEAE T A LR 5
%1132% (https://cabforum.org/pipermail/public/).

ARG, B CA/B IR ZER BB, {# GDCA FI#F& CA/B I
Baseline Requirements AR 2EK, A E 15 AR5 GDCA MK 5545 R B 5 A i 4%
S . RS BAERET ARG %, X GDCA ¥ CPS [W1&1], JIa CA/B itix
[R)3E HIFFAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives

available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. BRI 4T Enforcement

GDCA 7 H], FHEASIT 7 RS 25 LR RIAT GDCA 1) CPS HREIRLE , A
IWNIZIMRE RA AT Z IR A E -

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
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it should not be considered that they will not be executed in the future.

9.16.5.  AH[HLJ7 Force Majeure

GDCA AR PRI R K9 AN AN IR SRS AS ATy S rid A CPS
FUET R TR S IERETGIEEAT 5T .

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAh% K Other Provisions

GDCA X} A CPS H A H & fRBHL .

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number=7d 09 97 fe f0 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= Of 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 {4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

=L R5 M8 CA IEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ZIf{ R5 & CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

B RAEV RS 2:IET CA

See “GDCA EV CPS”

=ML RA OV IRG%EH CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=#{Z X, R4 OV JR&#HET CA
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Serial Number= 78 b6 25 84 85 f2 84 9e
Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 dO

B RA IV RS #EH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %I R4 IV Fa+ET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

¥z RADV RS ZIEP CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 DV JiR%5#HE+H CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 €6 64 f3 a6 18 80 4d 5

Hee K R4 AARDREHZAETS CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#(% X R4 A% Z1IE+ CA

Serial Number=6c¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

Bzt R4 @] FHET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{% X R4 @] FiE+H CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz R4 HEAIT EH CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name= #{zF X R4 FERET FIEH CA
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Serial Number=68 f5 ae 07 7b cb da 8b
Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= 8e 9b 9a db f5 ec ¢4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c
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GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 Oa 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab 8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 0Oa 28 d3 e3 1d
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Root/CA Certificate

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1l

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: Jun, 11 2017 to Dec, 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CAl

Serial Number= 16 af 5b 0d a4 89 29 7

Validity: Jul, 6 2017 to Dec,31 2030

SHA1=6c 77 49 a4 16 7e 2c ce 64 72 99 47 d5 18 01 ea 29 ad b7 b5

GDCA Public CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 65 2e 2c 77 09 48 78 17

Validity: Jun, 11 2017 to Dec,31 2030

SHA1=ec 38 58 08 db fb 85 ea 75 3d 09 d1 ec 67 1f dd 24 59 03 fa
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Appendix 3: GDCA CPS Revision Records
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3.2.7.4 44 I HA A
A % 7 Domain
name recognition
and identification

Deleted validation method 3.2.2.4.5 of
the Baseline Requirments v1.4.1.
Adjusted the version number of the
Baseline Requirments, and added
validation method 3.2.2.4.7 of the
Baseline Requirments v1.5.6.

5.5.5.1¢ 3% I [H) B
Bis BN
Requirements for
Time-Stamping of
Records

“The GDCA file
must be created
with time-stamped
signed by GDCA
digital signatures.”

Changed to “The archived records of
GDCA are labeled with time, and the
records generated by the system are
required to be added a time stamp.”

Other revisions

Adjusted some wording issues, and
other parts that may cause confusion.
Minor adjustions as per the RFC 3647
structure.
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