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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1. /A F] 84t Company Profile

B AR I G IR /A ] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5 “#ziX"), JFEA “I REFIERHIGEF OERA R ", BALT 2003 4 3 H
6 [1.2005 49 J, GDCA fkikim it 1 [ 52 % s A B A Ji Bl A3 S = M B 1 W v o 2
B A EEHONFERS CRF YRR ATIEY G AHIES . ECP4401021007) 1 HL+
WIEMRS PG 2 —; 2008 4F 12 H, $RA5 E SR BRI 1 €/ F i it A B
FIEY; 2011 4F 4 H, J8 T KSR HL R B EUS B TIAEARSS BE VRS, 3R1E (L
TR HFINERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGEAT
SM2 BETH g, i T E K ESE R A 7 g A, 2015 4F, GDCA @il T
WebTrust [E Br 2248 THAE, H& 7 EbrbsE s & 8 AR S KF, ol LR gt4ak
W T IEARSS . @RS R TR E, 2016 4F 5 H, “T AREFAEB AL OH R
WN]” LR B RBHE R BR A 7

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed through the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP4401021007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016.

GDCA B4 5, J& “T" AREBFIEFHIMEF OHRAR " M5 5. MamMmaE
W55 Al BB B IR AT 7 &4k, fEEAHETS GDCA LA “J ZREFHE
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BNER O RA R 4 XTI P FREE P R TR E 01 IR
A7 A HRURRURIE I U5 B R O IR A R4k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

A& BB QFT RS A7 RZERE, GDCA BT NH TS T ES
Lot x5 AL B SR A0 B ) F T A TE AR 55

With a business philosophy of “Authority, Innovation, Services and Credibility”, GDCA has been and
will continue to dedicate itself in offering electronic authentication services of high quality to
industries including e-commerce, e-governance, and social informatization etc.

1.1.2. BT ARG (CPS) Certification Practice Statement (CPS)

A HTAUEME SR (faTFR CPS) R4 (Hh A NRILHIE M 72544320« CFELTIAIE
MRS EBIMNED . (T VAEIRSS B FINE) SRR K, T4 T GDCA
RAEAT T AEAR ST AR . T IAIEAR 55 T (R DL B FHAEAR S AR 2
F AR 5IE. A CPS i GDCA LU I3 SCHLMEIE A JF B AT R Ui J i 1254407
FI AT MILAAR RS 5%, Uik GDCA Frigftiy iy IMER S 2 ek, Tk,
BUB 35 =7 T IEAR 55 %1+ GDCA Frdgfit i 7 I ER S5 R M STAEVE R, A< CPS
BT T I IIRUE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA and its branches make this
CPS available to the subscribers, relying parties and other relevant participants through open
publication to ensure the validity, professionalism, and authority of GDCA's electronic authentication
services. This CPS also clearly defines the limitation of liabilities for the electronic
authentication services provided by GDCA.

A CPS ik ) 25875 (GDCA E-i5En%) (http://www.gdca.com.cn/cp/cp), [Fl
o i fE (B O oW & & uE B O N UE H R )
Chttp://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). fEFATA CPS
HId A2, (GDCA IEHSIE) 5 (EERTELIUEB L ET IR A/ N E
JO7 4 DA R DU A B - 7 FH - B 45 A 0 T s F 1 A A4 IE T HATIE SR ),
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JS7FH T R B s P 5 T AME 100 (GDCA UE 1S 5E0E Yo UE-152& 75 80 T B ik P 5 T
NI AT AR AL 5 SR (0 SR R REAT 1 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong" (http://www.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808_108276.htm). The
following principle shall prevail in case of any conflicts exist between the above two policies: the
certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %15 CA/X ' #8181% (CA/Browser Forum, [EPRHZL, W HREFR CA MV #e
BEEH, 2 CA EERFRMERINLI, www.cabforum.org) KA 1 &H i A ¥ Baseline

Requirements Certificate Policy for the Issuance and Management of Publicly-Trusted

Certificate Policy for Mutual Recognition of Electronic Signature

Certificates (f4F5 “Baseline Requirements” ). Guidelines for the Issuance and Management
of Extended Validation Certificates (ffii#% “EV Guidelines”) #E{T% K FIE #E A LA {F/E
SSL 7l -+, PASHCH A 1 ¢ Minimum Requirements for the Issuance and Management
of Publicly-Trusted Code Signing Certificates). Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates ({i#i#% “EV Code Signing Guidelines”)
BEAT RS RN BUA LA EAR D LR, IS E LRGN, IR A
i IR A AT LT CPS, WA CPS 5 CA/NI #8181 s (CA/Browser Forum) & A7 [FAH
FARERTE TP RIS A — S0 T7, WIBL CABE #3183 1E 3CR A I TE J9 o

GDCA conforms to the latest versions of the Baseline Requirements Certificate Policy for the
Issuance and Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline
Requirements”), Guidelines for the Issuance and Management of Extended Validation
Certificates(hereinafter referred to as “EV Guidelines”), as well as the latest versions of the
Minimum Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates, and the Guidelines for the Issuance and Management of Extended Validation Code
Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”) published by
CA/Browser Forum (an international organization, also known as international CA browser alliance,
to establish international standards of CA, www.cabforum.org) to issue and manage the

publicly-trusted SSL digital certificates and publicly-trusted code signing certificates. GDCA
checks the updates on CA/Browser Forum’s website and continually revise its CPS according to
these updates. The specifications of the CA/Browser Forum shall prevail in case of any
discrepancies between the provisions of this CPS and the standard specifications published by the
CA/Browser Forum.


http://www.cabforum.org/
http://www.cabforum.org/
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1.1.3. GDCA iEH Bk %M GDCA Certificate Hierarchical Architecture

GDCA H i 6 MRIEFS, 73518 ROOTCA ilE45 (RSA). GDCA ROOT CA iE$5.
ROOTCA if45 (SM2) F1 GDCA TrustAUTH R5 ROOT iE-P . it R5 1R CAEP.
GDCA TrustAUTH E5 ROOT iEf5. #AMR CA FNi&gh CA, LKA FiEf. GDCA
AN RAMBHH CAIEF .

Currently, GDCA has 6 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA TrustAUTH R5 ROOT certificate, %7z 4 R5 #& CA
certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to issue
subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
g TR GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
| ]
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)EH) 2 B 5 % 0 & B R AR UE S, %5 RSA, WEHKE N
2048-bit, FEEFHAF L CAET, Hr: (1) GDCA Guangdong Certificate Authority iif
1, WK N 1024-bit, 2R HHK AN RSA 1024-bit (N NZEIEF . HUZEIED.
W% RAE B A HANEUEH; (2) GDCA TrustAUTH R2 CAE, 4K JE v 2048-bit,
2R K RSA 2048-bit £ RSA 1024-bit (AN AZKAEH . HLASEIEF . R&IEEH
FH A ZEIE S

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA
1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE 15T 2025 4 8 H 23 HE#.

ROOTCA (RSA) will expire on August 23, 2025.
GDCA Guangdong Certificate Authority if 5T 2015 4F 7 H 19 H#|##, 20154 1 H
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1 Hitg, GDCA A2 CAIEFRE KT/ iE+5. GDCATrustAUTH R2 CA E+545 T
2018 4F 12 J1 15 HEH, 2017 4F 12 J1 15 Hi2, GDCA ¥ AFHEH]Z CA IEF2ERIT
JHIEFS

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
I
GDCA Guangdong
Certificate Authority
I
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA il TS IR %47 K & iy 1024-bit, "~ # GDCA Guangdong Certificate
Authority 1IE+5, FHKE N 1024-bit, 25K ZHKIE N RSA 1024-bit N ANKIEF . Hl
FIZAIES . B AR A At AR

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE+5# T 2024 £ 12 3 11 H 331,
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iF 144 T- 2024 4 1 H 12 H2[H, 2016 4 1
H 1A, AFEAMEHZCAERERITFIES.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)
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ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

I | I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iEFs (SM2) 2 [ Z i E BUR FARIET:, #iB5%EN SM2, IREHIK
[ 9 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) k3,
KN 256-bit, 25K E# A SM2 AN NI MU ZRIES . w8 2KiuEH
AFAB AU TS o

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA ] SM2 iE15# 1 ROOTCA (SM2) R Guangdong Certificate Authority
(GDCATrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iE4s (SM2) ¥ 2042 % 7 H 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH¥47E 2034 42 6 A
21 A2, 2030 £ 1 H 1 HilZ, KA % CAIEREKRIT T ES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

¥ v 13 v '3 ¥ 2 L
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA

T

l

EV SSL Server
Certificate

EV CodeSigning
Certificate

OV SSL Server
Certificate

IV SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

Type | Individual
Certificate
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GDCA TrustAUTH R5 ROOT HiE+5 IR % §1H & 7y 4096-bit, T8 8 M CAIES:,
Hrr: (1) GDCA TrustAUTH R4 EV SSL CA, #HKJEN 2048-bit, 2R HHK LR
RSA 2048-bit [ EV SSL k45 #321E45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
BRIy 2048-bit, 25K % FHKE N RSA 2048-bit ) EV fRA%4E 44 J41E+: (3) GDCA
TrustAUTH R4 OV SSL CAIEfS, B Ky 2048-bit, K% I K RSA 2048-bit
¥ OV SSL AR5 #% 5iF15: (4) GDCATrustAUTH R4 IV SSL CA, Z £ 8y 2048-bit,
R REHR L RSA 2048-bit (1 1V SSL ik 55 #32KiE4S; (5) GDCA TrustAUTH R4 DV
SSL CA., #HK 0N 2048-bit, 2575 % B K09 RSA 2048-bit ) DV SSL iRk 55 45 SRIE5;

(6) GDCATrustAUTH R4 CodeSigning CA ilE15, Z8HK N 2048-bit, 25k FAHK
A RSA 2048-bit [HRA%AE 4 FUEFS; (7) GDCA TrustAUTH R4 Generic CA IE+5, %4/
KA 2048-bit, %R HHKSE N RSA 2048-bit [IHLIE . N AZKIET: (8) GDCA
TrustAUTH R4 Primer CA, Z8HK [ 2048-bit, 25K B L RSA 2048-bit 194~ A
1 RiEH

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |
Individual Certificate.

GDCA TrustAUTH R5 ROOT 1t 5K T 2040 £ 12 J 31 H 23],

GDCA TrustAUTH R4 EV SSL CA I 5447 2030 4F 12 7 31 HF|H, 2027 41 H 1
HES, AR Z CAIERZERIT FUEH.

GDCA TrustAUTH R4 EV CodeSigning CA iE 1344 7E 2030 4F 12 A 31 HEI#H, 2027
1A LHE, BAFEHZ CAIERERIT FIEf.
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GDCA TrustAUTH R4 OV SSL CA iE45K57E 2030 4 12 A 31 HEI#], 2027 £ 1 A
1 B, BAREHZ CAIERERIT k.

GDCA TrustAUTH R4 IV SSL CA HlE-FiKi£E 2030 4 12 /] 31 HEI], 2027 41 1
HES, AR Z CA IR P,

GDCA TrustAUTH R4 DV SSL CA iEF5K¢7E 2030 4 12 /] 31 HEI], 2027 £ 1 J
1 HE, BAREHZ CAIERERIT k.

GDCA TrustAUTH R4 CodeSigning CA 144 7E 2030 4F 12 A 31 HEI#, 2027 4 1
H1HE, AR Z CAIEBR KT PR,

GDCA TrustAUTH R4 Generic CA iE-R 7 2030 4 12 J 31 H#H, 2027 41 7 1
HES, AR Z CA TR RIT I,

GDCA TrustAUTH R4 Primer CA iE+Ri 7 2030 4 12 H 31 H#H, 2027 £ 1 H 1
Hig, BAFAMHZ CA UK FiE.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

Bz i AL R5 MR CA
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KRS
HRCAIEF
' | ] , l ] }
WL R4EV i R4 OV B R4 TV Heicnt X R4 DV Hremt R4 Hunt R4 Bt R4
IR % #HIEF CA JIR % #EF CA IR %5 #8E+ CA R %5 #HE+ CA RIFZEFZIEF CA HERET FHET CA AT FHEF CA
A 4 A A A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

R R5 AR CA IEB MR B H K FE  4096-bit, R % 7 Mgt CAETS, Horb:
(D #Hziff{ R4 EV IRBFIET CA, BHKREN 2048-bit, 2K EHKAEN RSA
2048-bit ] EV SSL Ik 55 a5 KIEFh; (2) FeiR R4AOV IREEHIET CA, BHHKE N
2048-bit, %K HK AN RSA 2048-bit ff) OV SSL k%5 8 FKET: (3) Fwehf R R4 IV
MRS EAETS CA, Ky 2048-bit, 2K B K E N RSA 2048-bit [¥) IV SSL il 55 4=
FiEF; (4 A R4 DV IREGFHES CA, FHHKE N 2048-bit, 2K %HKSEE
N RSA 2048-bit [¥] DV SSL k&8 2K1E s (5) el R4 RIGZE4IET CA, %]
K J A 2048-bit, 25K FHK A RSA 2048-bit US4 AE 0 (6) Frzehf{t R4 ¥
WIT RS CA, B 2048-bit, 22K EHK ) RSA 2048-bit (IHLIE . A
Es (7)) BgerR R4 EAET FHER CA, HHKE N 2048-bit, BRFHKERN
RSA2048-bit A 1 KilEHi.

The length of % ZzH{{ R5 iR CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% i1t R4 EV ARZ#/1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) $ %I 1 R4 OV k% #34E1 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH{t R4 IV
AR5 Z3ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
Bz iR R4 DV R4 #4EF CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) # 7% R4 {UIB25 4 E+5 CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #&hfX R4 Hi@EIT 7 iEFS CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #Z i\ R4 At
1T FET CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

Kz mhAX R5 AR CAE-F44 T 2040 4 12 H 31 HEIH.

ez RAEV IRFHIET CAUETR/E 2030 45 12 H 31 HEIH, 2027 1 H 1
Hi2, A% CAERE& LT FIES.

HZ U RA OV IRSSAIET CAETHAE 2030 4F 12 /) 31 H 2], 2027 4 1 7 1
FE, A% CA IEBZ& LT FE.

Hez iR R4 IV RS #UEF CAEFHAE 2030 4F 12 H 31 HEH], 2027 41 H 1
HiE, A% CAERE& LT FIES.
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H X RA DV IRFFAHIET: CA IEFKEAE 2030 4F 12 H 31 H 1, 2027 41 7 1
Hi, A% CATEBE& R iE.

ez R4 AR IUETS CA UEFIGAE 2030 4F 12 7 31 HEI, 2027 41 H 1
HiZ, BASEE % CAERE&RIT IR+

ez R4 @ IT FUETS CA UEFRISAE 2030 4F 12 7 31 HEI, 2027 41 H 1
Hit, A% CATEBZ& R iE.

ez A R4 FERET FHET CA UEFISAE 2030 47 12 ] 31 HENH, 2027 41 1
Hi, A% CATEBE& R iEH.

H22 i R R5 # CA certificate will expire on December 31, 2040.

Bz R4 EV RS 231F-F5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV IR45 #HIE+H CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B R4 IV RS 233FH CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 DV R&#3IE CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 RIGZ 4 FF5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B R4 81T SiE 5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B i % R4 ZalT FEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH ES

! | ] , } | y
GDCA TrustAUTH E4 EV SSL. CA GDCA TrustAUTH E4 OV SSL CA GDCA TrustAUTH E4 IVSSLCA | | GDCA TrustAUTH E4 DV SSL CA GD&::;::“;T::‘ GDCATrUstAUTH EA Generlc | | G ca TrustAUTH E4 Primer CA
A 4 A ; 4 A 4 4 A 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT ik (& i 55y ECC, MK Ay 384-bit, Tk
7 AN g CAES, M. (1) GDCATrustAUTH E4 EV SSL CA , 8K & 256-bit,
2R B E N ECC 256-bit (1) EV SSL iRk %5 #8351k +5; (2)GDCA TrustAUTH E4 OV SSL
CA, HHK N 256-bit, 25K %K N ECC 256-bit [1) OV SSL AR %5283k (3D
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GDCATrustAUTH E4 IV SSL CA, FHIKE N 256-bit, 25K % 8K &y ECC 256-bit )
IV SSL AR 45 #835IE5; (4) GDCATrustAUTH E4 DV SSL CA, 4K A 256-bit, 25
REHKE Ny ECC 256-bit 1) DV SSL k%5 #33iE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK N 256-bit, 5K EHKE )y ECC 256-bit 4 LALAE 4 FKiAE+:

(6) GDCA TrustAUTH E4 Generic CA iE+:, % HHK T 256-bit, 25K % HKE N ECC
256-bit MK > AJSEF; (7) GDCA TrustAUTH E4 Primer CA, Z 41K i iy 256-bit,
SR K ECC 256-bit (9NN 1 28iEH.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT iE-5#4 - 2040 4 12 H 31 H ZIiH.

GDCA TrustAUTH E4 EV SSL CA ilE4544 £ 2030 £F 12 J] 31 H 33, 2027 % 1 /1 1
Hitd, A% CAEB&RIT e,

GDCA TrustAUTH E4 OV SSL CA i34 4£ 2030 £F 12 /] 31 H#],2027 % 1 7 1
Hi, KT % CAE-RZERIT FHES.

GDCA TrustAUTH E4 IV SSL CA -5 7E 2030 4 12 7 31 HE|H, 2027 41 H 1
Hi, KT % CAE-RZRIT HES.

GDCA TrustAUTH E4 DV SSL CA i34 4£ 2030 £F 12 /] 31 H#],2027 % 1 7 1
Hit, A% CAERB& R .

GDCA TrustAUTH E4 CodeSigning CA ik 54 7E 2030 4F 12 A 31 H £, 2027 4 1
A 1R, BAFEMEHZ CAIERZERITFIET.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 HEI, 2027 41 H 1
Hi, EAFEA % CAE-RZRIT HES.

GDCA TrustAUTH E4 Primer CA 1iE-5#47E 2030 4F 12 H 31 HH#, 2027 fF1 H 1
Hit, A% CAERBZ& R FHE.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
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GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T i GDCA TrustAUTH R5 ROOT iE+5. ##i 4 R5 # CA iE45. GDCA
TrustAUTH E5 ROOT KM 2 CA P& KM iE15: GDCA #fE CAB Wiz
Chttps:/iwww.cabforum.org.) & AT ] 58T A (] Baseline Requirements.  EV Guidelines
AT RN BN S RTE AT SSL $ il 1o, BLACEHT AR ¥ {Minimum Requirements for
the Issuance and Management of Publicly-Trusted Code Signing Certificates). EV Code
Signing Guidelines FFAT%5 & FE BE AL AEAE USRS LAUE TS, & EE L E RGN,
Holg FE SRR YR F R AT AR EATE1T CPS, WA CPS 5 CA/MI Y #5 181x (CA/Browser
Forum) A AT AR AR EERIE T B 25 5 AN — 2t )y, WL CA/ e a3 18 dn IE Uk AT
HIRTE T o
For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, ¥zt R5 #& CA iE15 and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements and the EV Guidelines of the CA/B Forum for the
issuance and management of the publicly-trusted SSL digital certificates, and complies with the
latest versions of the Minimum Requirements for the Issuance and Management of Publicly-Trusted
Code Signing Certificates, and the EV Code Signing Guidelines of the CA/B Forum for the issuance
and management of publicly-trusted code signing certificates. GDCA regularly checks the updates
on CA/Browser Forum’s website and continually revise its CPS according to these updates. The

specifications of the CA/Browser Forum shall prevail in case of any discrepancies between the
provisions of this CPS and the standard specifications published by the CA/Browser Forum.
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1.2. XRE4FRE#RIR Document Name and Identification

RICRIFRAE CEUCR B AR AR A R A =] B UL B ) (F#iFk GDCA CPS.
A CPS), CPS A“Certificate Practice Statement”fI%i5 . fEACRIH, CPS & [HTA
HH s S SORY 44 B8 AL I FH 2 98 o

A CPS LA HESCRUE TR A, 5 PSR St SORAS BB S, ERA R SC
JSCA g o
This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS”).

And CPS is equivalent to “GDCA CPS”.

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI £&53% PKI Participants

1.3.1. BT NEARSPLH Certification Authorities

GDCA 2Rl (hHe NRILAE i 7284350 . CR T INEIRSSE BINE) HE, K
VLI =77 L NIE R S5 B . GDCA Jlid 25 M2 v 1528 5 15 3 1) & J7 AR UK $L
FAUEFS . R MEEC IR IR AR 55 5 T B Oy FE TR B 2 5 AR

GDCA is a third-party electronic authentication service authority established by law pursuant to
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing certificates and providing certificate verification services to the parties who
engage in electronic transactions.

1.3.2. VMMM Registration Authorities

GDCA HFF It MM 4 GDCA IERIBUE L5573 3K, A FEUEF5IE
MEZ (RA) ity IEPAHSZH T (LRA) 25, FEMLIRZ N GDCA HIIETS g &
ST ML AR S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

13
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1.3.3. T J* Subscribers

TN, TP RLER TSN IEBFA AN, £ GDCA MUK IE+ I
AERART, AT N WU BRI i (R A e A e b 2 I kde s e 55 4 A
T Al s A B

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A FT Relying Parties

GDCA IFF5 7 45 3T it GDCA #2416 HL T\ T3 o o T4 44 A T A
P HAEN SN ST LR, BT DR GDCA 9 MEH31TF.

Relying Parties are the entities who are engaged in related electronic authentication activities
based on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAthZ 53 Other Participants

HAh 2 5% #4879 GDCA ¥ HL T ARG ShH- HEAH AR 55 i Hofh S

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.3.6. IEF R Certificate Usage
1.3.7. EEHEPBR A Appropriate Certificate Usage

GDCA 3T FHubA 2@ FH RS, $2 AR AN, AT G AR - i A
UEF SRR IEZE L INE MR BFEIAA OA RSG5, HUMES FRIEATN o B4,
BRI RR IR B S 3 BEAT (R ROEIE NS S5 BR 7 BEOVIE A iR B B S A
A SOE N 2 541, GDCA 1T k45 w] A2 N A AE HL 7 BLSS . HL7 7 55 I ot
o timshh, DSBS GE. B4 SSBEEINEF S H A, (Rt OR HLI R
EAE AR XU B (AR TE A LS A LA B S B AN R 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
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different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R WET:, MIhae baf LU 2 512 4 7 2

1L SOHAE, fRIFERHA GDCA EAEMRS MIEB A & G EiE .

2. IUEE BN, RIF R GDCA il BRI 4, o] DR UE(S B AR AL
FEHRRE, RIERBERERR G

3. ERMNIENE, HUEMEORIEALE T FEOTE BN, AltiRe T REG3R
BT o

4. BRHCTFREA, KBRS 5 AN PTHRAG M ¥ A 4 R 25 A AT BT

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Identification: the certification can ensure the validity of certificate holder using GDCA trust
services.

2. Verification of integrity: the assurance to an entity that data has not been altered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Verification of digital signature: the certification can ensure the non-repudiation of transaction
entities by verifying the digital signatures.

RAEUEFKAY, GDCA i K BIERAFE N NFET . HUSEIEF . WadiE.

SSL k5 ae k4. AR RUEFSE . Hrdr:

® T NKIERANUGEIES, RS SAEB 255, 0770, BPARP
RSN, SOy 428, KB, 20, 25007 2™ ks

® T SSL R4 2K1ETS, X424 DV SSL (Domain Validation SSL) iE45. 1V SSL
(Individuals Validation SSL) iE+5. OV SSL (Organization Validation SSL) ilE 5401
EV SSL (Extended Validation SSL) ilF43;

® PSS ZIUES:, S NS A UE A EV ISR AZAE TS

® WA IUEFA N HkAT 43K

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
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Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.
VPR DR SR s B, B 32 WA o e SR AR RS G R 2R, ANFEIE A
A A NG

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.3.7.1. A AEKIEE Individual Certificates

Y-S WNIIE S ST AN LS PAYNEIE =g NI DN AR A - S AR (ol A A N
£

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

SR TSN IESE
There are four different types of individual certificate:

1 BN NIEB——RETEN (5 BAL i R AR IE D) RE, 1&H TR 44
3] 14 P T 45 I T 4038 B A FRL 7 IB0SS R Ak e R 35 1 28N N UE T I 0 7R B4 B 4 %
kL, GDCA R FHHAE A F BT s (15 B, WA bl . FHLS L. 55 1 R NEHA
DU T RFEE AR T4 22 A BRA E W P I 44 . & vy . R st S
UE B IR /NETAE 555

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement,
including e-commerce and non-e-government transactions. There is no need to offer identity
information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |
Individual Certificate can be used, but not limited to e-mail signatures with low security requirement,
client-side authentication, and small transactions that do not require any identify certificate etc.
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55 2 R NEH——RBHE W A5 ARSI R P S AIE (5 BN s v 254
SEDRE, TR A — 5 SR LT 55 N AT S AR T ST N AT . R A
2 BA NUE-P I 75 SR 0L BRIV £ 4 BORHE 5., GDCA TREIER 7 T A 15 8., o ZEI,
I ZE BB =T Bl RS T A AN NI S5 B 55 2 R NEAS AT DA 6045
EAR T HEERM RS 5. AR 555 .

Type 1l individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable to the e-commerce
with high security requirements and non-e-government. When applying for Type Il individual
certificate, GDCA requires the applicant to provide some personal information, to verify the
information submitted by users and, if necessary, to authenticate the identity of the individual
through an authorized third-party database. Type Il Individual Certificate can be used, but not
limited to login through internet and the transactions with medium amount payment.

% 3 BN NIEB——LIAERM A5 AL SRR 2 2 J0N B0 ) B GIE . (5 8
FABCTRE AL S IRE, 18X 2 4 BRI 1 HL T 7 55 L FH AT AT I HL 5 I8 55 I A0
o HIEH 3 R NIEF TR A2 B0 5 05 8 S B EL, GDCA I Ziixt B i Bk
FHRVE P REEEAT IR, SR 7y T DO 15 & AU, FA RT3 T i\ BOR R
F RGBSR = J7 B P b 45 B AT U BRI . 28 3 N NIEH W DU T8
FEEAER 55 5E B RS S NIE . BB T 558 5%

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for e-commerce and non-e-government with higher security requirement. GDCA
requires the user to provide complete identity information and application materials when applying
for the Type lll individual certificates. The GDCA must authenticate the identity data and application
materials through voices, videos, photos, etc., or compare the information with authorized
third-party database. Type Il Individual Certificate can be used, but not limited to the authentication
of specific application system and e-commerce transactions with large amount payment.

55 4 T NIEHS——SEIE M A5 B A% 3L 22 2 900 i i 19 B AEE S 15 200
W NE 72544 S T RE 38 T 22 4 B SRAR e A P10 55 I P AT P 8055 8 P 4o
HE 25 4 A NIE B I FE e (52 B 1 5 0015 B B AT RL, GDCA b AUl L 1 # AL
R 58 B SI it X T P 5 00 S5 AT A, AR A IR B R A A B S BB
=7 Bl B4R S AT LEX IR IR . 26 4 SR NUEF AT DU T RS EA R T i1 A R
BAT KB TRHSZH

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security level, including e-commerce and e-government. Users
required to provide complete identity information and application materials when applying for Type
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IV individual certificates. GDCA must verify the identity by voice, video, photograph, or face-face
verification, etc. Type IV Individual Certificate can be used, but not limited to the signing of
contracts and large amount payment of e-commerce transactions etc.

1.3.7.2. HLHIZEIEF Organization Certificates

MR U R THIESS, FUM ARG AL BURHLR, Ha BiRsE.
GDCA NZEREH 1 ANEE 2 BHMNES:, RAEAEH 3 KA 4 BHUHIES:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

% 3 RHIEF——SEIAEM A5 B AR B RE 10 S IE S {5 8 e Mgy 26 44
£ PP i A 7 ot S I SR R R ) AE KR LB e SR i € g VAR E K R T S
NI I F SR AL e B (0 S0 15 2 % A KL, GDCA (b AU HULRIIESF BERE S H iR
RREATIRUE, SR 7 20T DOsEEE & AU A RS ST B\ B0kt FRR 5 B2 501
5 B BB =07 Bl e b 4 S AT BRI . 55 3 FHUMIEH AT UM T B (EHARR
THEMA ARG S NE. B4, .

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements, including e-commerce and non-e-government transactions.
Subscribers are required to provide complete identity information and application materials when
applying for Type Ill Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database,
etc. The certificate can be used, but not limited to the authentication of specific application system,
digital signature, and encryption etc.

55 4 FNUIE S ——SEBUE M A5 B A% R 22 2 2000 e K B UGIE S (5 BN
BT AR TIRE, 8 T X 2 4 BERAR vy 10 FEL 7 T 55 I FH AU L1 IE055 L FH ALK
G 25 4 UM IE I Fed (52 B 1 5 045 8 K BB, GDCA L AUl L 15 # AL
R 58 B SI it X T P 5 0 S5 AT A, AR A 2R B B R A AR B S BB
=58 e AR BT LU IR AE . IZZUET L AUE LA USB Key S5 N8R IIUESS, T
DT O EAR TS RPN KA TR S5 5%,

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level, including e-commerce and
e-government. Subscribers are required to provide complete identity information and application
materials when applying for a Type IV Organization Certificate. GDCA must verify the identity by
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voices, videos, photos, face to face verification, and compare the information with authorized
third-party database. The certificates must be used with USB Key. They can be used, but not limited
to the signing of electronic contracts and e-commerce transactions with large amount payment etc.

1.3.7.3. B4 UEFH Equipment Certificates

B 25 B OB FAIE S, B iR ST as . B At B b aess, SSIEEH A
TR BB R S E, B A2 4E B RIS, B, 45 0R55 &MU fIE s 3 v
i AT LA W il (R 25 2 ) B 43, JRBIAE SSL IS I 18 LA XUTT JEAT I 231

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.3.7.4. SSL AR%-2KE+ SSL Server Certificates

SSL S5 A ETibniR Web Wl Web [ 5525 0 5 43, T LU 1UE BA 0 1) £ 473
aCE G $RAE SSL INEEIE, AMFHTHRZS . SIATHIZEA BURIE.

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA Jr %5 K& 1) SSL k55 & K E 5 A HE LA T DU Ah-

® EVSSLilE+ (Extended Validation SSL Certificates), 13 & 561k U AR 5% 2% iiE 5

® OV SSL iF+ (Organization Validation Certificates), B[ 75 EU&IE R4k T J8 HLAL BL 52
S briERL SSL UEFS

® |V SSLiEH CIndividuals Validation SSL Certificates), B[ 75 ZAGIE M uh 475 # N A
S5 bR AERY SSL AIES

® DV SSL iEf5 (Domain Validation SSL Certificates), RJJ - 56 iE 3t 35k 44 FT AT ALK 3
S B SSLAET

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.
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® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAES. IV SSL ik Al SEB R i L3 45 S8 1000 85 LA K X s £ 473 4 9 1
TifE, DV SSL k45 R R AL sl A5 BN TRk . EV SSLE+5#1E (GDCAEV ik
FHTF IS, A& CPS ASFEAf H kAT B A .

SSL A5 #HE AN BR B4 Fh 2, Wi Ig44 . BURIRE 55

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.3.7.5. A4 FUFEF CodeSigning Certificates

PABZEAAE AR R BAFARS KR IREE T, R T8 RS M4, A
BT RRZG . A INEENH .

ARBSLE A UEFAT P 2K, AR ARS R AR xR E AR . 1=
BURAT S BEPIFERNREA .

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

ARG 2 4% JE PALFE AL 2 ZE A EV R ZETS, EV RS 4IE i H
GBI I B The, FTAS IR 06 08 A 4 BR G0 — ¥ T4 S 0 SO bR v 2 ™A
HE R CRAP LA o BV ARES 2544 UE 5384 (GDCA EV E-F B UMV S5 RN, A CPS
NP HHEAT B B 34

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict
international standards of identity verification and private key protection mechanism. EV
CodesSigning certificate conforms to "GDCA EV CPS", which is no longer covered in this CPS.
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1.3.7.6. ZHAERHEH IR 245 R%F CP Object Identifiers of Certificates

5 1R NIEP 5. 1.2.156.112559.1.1.1.1

55 2 BN NIE5ER%: 1.2.156.112559.1.1.1.2

55 3 RN NIE5Em%: 1.2.156.112559.1.1.1.3

55 4 2B NAEP5ENE: 1.2.156.112559.1.1.1.4

55 3 ZRHUME 5% 1.2.156.112559.1.1.2.1

55 4 Y UME TSR 1.2.156.112559.1.1.2.2
WA IE 5 : 1.2.156.112559.1.1.3.1

OV SSL lE+i5HE X RARIRAF: 1.2.156.112559.1.1.4.1

IV SSL iE 5 SR BE X RARIRAF: 1.2.156.112559.1.1.4.2

DV SSL iEF5 sug X RARIRFRF: 1.2.156.112559.1.1.4.3

EV SSL ilF 5 5K BE AT SRR 1.2.156.112559.1.1.6.1
AR5 44 2RAE P S X R AR IAST: 1.2.156.112559.1.1.5.1
EV SRR IE P SRR RAR AR 1.2.156.112559.1.1.7.1
BT A NIEP S0 RARIAFRT: 2.16.156.339.1.1.1.2.1
B HDNUIE RIS RARIART:  2.16.156.339.1.1.2.2.1
Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Ill individual certificate policy: (1.2.156.112559.1.1.1.3)
Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)
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Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.3.8. FR 1 E 5 B A Prohibited Certificate Uses

T RAMIES, HRBENH TAEH AR ER S IE G MR B, SAE
BREMT AN RAL, TAGENE R ST 45 S BUMIE S E ], HUMES ANBESE
NN N EAE R, B E AR AN ARHURIEF R o AR &1
i, ABEAS CPS HIfRY

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Any risk raised by inappropriate usage cannot be addressed from the
CPS.

E-P AR IR AR AR AT s [ SRR B R B X 2 2 (I T A, 75 0 e i
H e R AT P BATA . Rl A, ERABE T AMTEAT . BARBUE T
SERABE R IR B, BN T EZRORm G, Wz (R IE . SR KL ST
OB IR S 2 P A IE I ] R G el E 6] R G, OV E RET I BEAR Al AE S BUET .
N G4 T 5™ PR B RR

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, otherwise all legal liability that triggered by
this will be taken consciously by subscribers themselves. Special note here, the certificate is not
designed for, not intended for, not authorized for control equipment in danger, or for the occasion
where the failure is required to avoid, such as operation of nuclear equipment, navigation or
communication systems of shuttles, control systems of air traffic or weapons, since these faults or
failures may lead to death, personal injury or serious environmental damage.

1.4. SRWEEHE Policy Administration

GDCA ZAaHMEZ i1/t GDCA HL T INIEAR S5 T SRS I e e i BEALAY, S Bl
A CPS, JFAE N CPS Siitier i I & 1) fie e R E LA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.
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1.4.1. SRS SCARU B BALH Organization Administering the Document

SRS SRS BNy GDCA 224 SRME 2 DA 2, VBN HEME A BINLA S ST T . A
BHA CPS. GDCA A RKRE NS HRA T AR EHE . 7B O, ML, HR
Hls s I8 E RS LS YR AL A SRR AL

GDCA % 4= 5 lE 23 1 42 I AT R LE SAE T3 SR M R AT 87 BRI HER, 355247 — SRk
ERG WARIE TR, 2% A4 AT A A SRR E AL

AR TEWE SCRS AT AR5 55 H AR AT BUS BT 67 5

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right to vote over management
and approval of certificate policy. The Chairman of the committee may have two votes for decision
in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.4.2. Bt Z A Contact Person

GDCA K53 HL-F-INEME 55 R BEAT ™A% (O i A, it GDCA $i 7€ & 1 THIHLI
FTAHRFE . AT CPS A . @il BEm%E, #ErT L% LA T BT R

BRI ]: GDCA {TBUEHRI]

BRAN: Tt

WAk bk https://www.gdca.com.cn/

H PR AR . gdca@gdca.com.cn

R E: AR NRILAIE 2R8I TR X 2R KU 2% 448 5 o K S 565 23 #%

MR 4w fi: 510030

HL15 5 15: 020-83487228

fEH 515: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control
of CPS. Any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:

Contact Department: GDCA Administrative Department

Contact: Ms. Wang
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Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: 020-83487228

Fax: 020-83486610

1.4.3. WRE CPS fF& K& HIAL# Person Determining CPS Suitability for

the Policy

GDCA %A B /2 ) CPS HEMS il %€ 1 e i BUBMLI, & H g HLHE CPS.
HRIE CPS 55 S B o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.4.4. CPS Ht#EFERF CPS Approval Procedures

AHUH] CPS Hi GDCA 4= 5K HE 22 23443 CPS 4 5 /INHIE SCHY, CPS 45 /)
HE a1 GDCA ZA KM BN 2 H %, B inalit)s, EXE GDCA B 7 M
uh ERAN, JERIE CRPUGERSEEINEG) e, Wbk fiz HEr=+HZH
] TV AME BB 5.

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after thepublication.

1.4.5. CPS {&1] CPS Revision

GDCA FRHE ] 5% AR M e AR SR FRAE (KR 1 Bl 55 R JE AR 0 B BT % CPS,
CPS 4’5 /INAMRAE IS IE Bl 2 CPS ST &N, $248 GDCA &4 s 23 i & Hik%,
£z ekt fs, 1E7E GDCA B J7 Ml b & Af .

K CPS BDFAFAE — K. WRTNAESE), WEIERAS . SR RAR . £
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B T8 S ABTT 1835
AT G CPS, M MR A 2 H i =+ H 2 ] 1A DAL ANE B 4 %

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. The proposed suggestion of revision
will be submitted by the team which is responsible for writing CPS based on relevant changes, then
it would be reviewed by the GDCA Security Policy Committee. After approved by the committee,
GDCA will publish the updated CPS on its official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.5. X HYEE Definitions and Acronyms

1.5.1. ARiEE X —%FE List of Term Definition

GDCA B R R A IR A A 48 S
GDCA % 4= TRIE 2 14 | GDCA IR 55 2 P ) de e SR 8 BRI B HLAI AN CPS — 8
PE W E AL

BN IE AR 25 ML GDCA KB T HEREF I CA BERRAHFIANIE RS LA
(Certificate Authority, CA), LR UETIINUENIA, MUK UE
Sk

FEMHLAA FEMFLK) (Registration Authority, RA) 47 5t A HIIE 5 i %
AREFIT RIS R, IR IR EIRSS I, A
UEH HAE @S M R A S, SR TORHIE S HR I AT B A
PRIRFNEE], R EALEBIE PR E R, AR B FIIEIRSSHL
FEJ A SR UE P B T A R

A B 52 3 AHYE W2 5 (Local Registration Authority) J& 52 FiE 15 R
Z i, 1ERA GDCA INIEAR S 4 R EE ) P B 2 1H 7] FH
FURIIRSS T4k, 4L CA 38 RA HIFRBUNE 5585

SN PSTFANUEB HIEE IR ME S, PhBh P 2p By e 45
. R T
% PITHZIEB REE S, B P BEECT IR B .
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EHTE T

HL P2 A IEIE S HL IR AR 55 4R 138 25 5 (1 A DIIEIIE P A AL 72544
Sy GRS EI AR OG5 B BT St

By eSS il P 7 25 44 AR R 28 40 N B AR W28 44 AT 2844 500
P 1) — Rl T 2 AEIES

24 FARMN 22 N B AR W1 268 44 AT 2 44 Bt 1) D R 3
ARFBL

By IR AR FTAER AR R N RGN F TR AT I L AR A
RSP — Pl 7284

LINECEZUN FEARTFA FLT R A4 M AE s O DAAS N By sl DAL I ARR I
2 St TR A4 N o

L2844 M7 FEAR T BT 28 AL DR IE S B 1 25 A I (S T AT

ESEE PN

AP (TR HIER
)

FEFL TR R R, R 72840 5 LT84 N R SRR
FERIITFRE . AL H .

N GRS
)

FEART T IRAIE FL T2 A4 U

P

ML FAAIEAR S U R SIE S (0 SE 4k, B MONIER R N
TEHRTFZLN AT, TR FES N,

AR5

WO TAE PR SR SEAR . FE TR R, RN 7284
W7 HATT AT LGE S A AAE— T

GDCA

Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
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identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the electronic certification service

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification

Certificate authority to prove the electronic signature, identity, qualification and

other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the relying party on
electronic signature

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

Subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
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‘ or may not be a Subscriber.

1.5.2. YENEAE R H & X — Y3 List of Abbreviations and their Meaning
CA Certificate Authority B UIEIR S ALK

CP Certification Policy WE 5 SR W

CPS Certification Practice Statement T MY 45 50 )

CRL Certificate Revoke List EBROE Y+

Global Digital Cybersecurity

GDCA _ Bz AR A R 2 7]
Authority CO., LTD.

KM Key Management Center SRR T 0
Lightweight Directory Access

LDAP e R H U5 I P
Protocol

LRA Local Registration Authority A H Y A7 T

OCSP Online Certificate Status Protocol TERAE TR A WL

PIN Personal Identification Number AN ANEUR PG,

PKCS Public KEY Cryptography Standards N FR BB SRR v

PKI Public Key Infrastructure IN TR LR i
RA Registration Authority M AZ AR ALK
RFC | Reduest For Comments VSR AT P A LI )

2. B R 51 B ® B Publication and Repository

Responsibilities

2.1. GDCA g B JE Repositories

GDCA 15 B & — AN A TR G B E, EREVSIRAE . BUEHE D M 5UEBH %G
S .GDCA 15 B JFE N A AFEEAIR T LLF N %¥: CP Al CPS AT F1J SERRAS IE 15 . CRL
WAL, PLAHEEH GDCA NEMAAMIIEE. GDCA ¥ &N EAAAFEIES . CPS
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BATHILE TR N, REARRIRIES CPS M RIEHEM —5. GDCA 55
JE AT DL k. https://www.gdca.com.cn 2], B%H1 GDCA B $& & [ & @ 105 %
5.

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain

consistent with the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn
or via any other communication methods specified by GDCA at any time.

2.2. \IEE BRI RAL Publication of Certification Information

GDCA 7E 5 J7 %k https://www. gdca. com. cn AR5 B, 1%Mukfe GDCA %
MFTAE SR B RAUBRE.

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6J5 mT LA i 17 7] GDCA
(1) H SRR S5 2 3R BGIE 5 B A R IE5 5158 [FIS, GDCA $RAEAE Ll R 2 il
5, AT BT AT SER A AR P RPIRSE R .

RIS, GDCA K2 M4 75 B R UH A T B i B AT 15 B AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can check the
current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEIT FHET AR 5 AT, 3@ i H 3 IR 5525 B0 J7 Mk F B HAiE F AT CRL
RAi, RAGAWINAKT 24 NiF, BIFE 24 /N R Aol CRL; S 2AMER T,
GDCA W] LA BAT YsE UEF AT CRL MR ATES 7] . GDCA B4 R AT — I HLFINEAR &5 HLAL)
) CAEF#EHYIE (ARL).

R LAt A 2R B B AT TR RIARER, B GDCA BT ke, X 5 A % A2 B
I L, I R A B BRI .

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
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hours after the certificates are issued or revoked. In particular, GDCA can choose time to release
the certificates and CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 18 B FEVhIA$EH] Access Controls on Repositories

GDCA 15 B BIE AT A TF R AT ARFT NARRENS BB, T IXL(F S A1k
Y7 IR AN SZAEATBR 1 o

GDCA @i M i Ryt g aieil 2Bk IE Ll RN 5
A REBEATAR B IN. MBR. B2 KAnSERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. miniR 5 X5 I1dentification and Authentication

3.1. 4% Naming
3.1.1. LKA Type of Names

GDCA il & I ECF kS, & A MUK N FIUE BT P EARE 4, XHES B & i &
A E R IEEATER], JFEUARKMRRICREER . IEBFAEEnRe4, U
% (Distinguished Name) EA B ELEUEFEMAN, RUEHRATH KM —R4I4 . GDCA
FIIEFS 4T & X.509 dRitk, 70 BCZa it 45 A # LR BN 4, R X500 Fritdr 44 75 7

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

X SSL RS AR, BT A M3 B 1P Huhik #RA I B U0 44 b, i@ 44 o 3
AL B IP Mk, AR A AR 2 U A4 R KA B 1P Sk

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative
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Name and the common name is a primary domain name which must be one of the domain names

or IP addresses from the Subject Alternative Name.

GDCA IE P UA ATUAL) HY) 3 A B 1) 44 iy 44 R0 40

Naming rules of issuer’s DN are as follows:

JE& T (]

EZ (C) CN

A (S UEPAURE P Ehy, B A

HX (LD UEFS U e T, B A

ity (O) Global Digital Cybersecurity Authority Co., Ltd.&k

GDCA Certificate Authority

HLRIFEETT (OU)

GDCA AT REMKHE I - L R AR XS AR [ AN R 1
MR 9 P AURAIESS, BT EA GDCA 45 v Al BAAL 35 AN 7] f it
LRI

W% (CND HEME N CA 4
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(oW applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA iEF51T /7 1 = ARER ) 44 iy 2 B

Naming rules of subscriber’s DN are as follows:

JE I =1
EZx (© CN
A (S WP TER Gy, B3 AH
X (LD VP ETES T, BE A

31




Il semnmennaman

GDCA

GDCA HL FAIEME M) (V4. 5) Fix

Ly (0D

XA EENUIRIT T, T e LR A4 K

HUREETT (OW)

AU U A A N2
VP PTAEA LA (R AT
FUAt 3R £ 7y BlE 5 2 ) S

B (B | TP Rk, 5

HWHA (CND | GESIETD, Bl WUSREES), B NiEd (4
NEBRNEF), BHAR AR 1 44 5K

Attribute Value

Country (C) CN

State (S)

State of subscriber (if included)

Local (L)

Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;

Organization Unit
ow

One or more following options can be included:
OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;

DN T i 2 FRAR IR AT B — € BARGR IR S IR EAR A RS IR ASIE S T3 2

Email (B Subscriber’s email address (if included)
Common Name | Domain name (equipment certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names
3.1.2. Xt 2R ALK E SR Need for Names to be Meaningful

A SRR E A RR, ik T 5 EERAHT I ARG E LA EE .

The common name in DN has a representative meaning. The common name identifies the end
entity’s particular name mentioned by this certificate. Identifier describes information of the

specified entity with bound public key.

3.1.3.

TP RIEALZ B4 Anonymity or Pseudonymity of Subscribers

A% CPS FlsE, GDCA [T AEREAT v il 45 FRF I AN RE 1 B 44 B Py 44
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Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. HRA R LB RBPU Rules for Interpreting Various Name

Forms

GDCA 25 K B BT & X.509 V3 b, B4 #5085 X.500 brifE. BH4
I 4 0 B GDCA & X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.15. LRI ME—# Uniqueness of Names

f£ GDCA fEAESAN, AFENT T HRES 0 AR B A 2 A GEARIR, LAEME—. {2
XFFE 377, GDCA W] LA FLME— i) AR B 42 9 HAE K 2 SKAEFS o e+ R Y
BUANFERT PAFAEA R A4 FRIS , SEAESE HiE & L Se e, 5 AR 2 1 A B iR 45 2 3 B
DX 51l ) S0

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FEFREIRS. %5 54/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 WAE S 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIEEE A Initial 1dentity Validation
3.2.1. WF A FAH B 77 Method to Prove Possession of Private Key

UE - H 0 AIE FH 575 5 BT B8 A A SR ARG R O RAEH , IE B G 7 v LS FEAIE T3 HA
HHEPEEHTES (PKCSHI0). He 5% HIR IRk, 835 GDCA R
e IR 5 20, G HEAS AT IE AR AE 1B (R 20 T AR 28 R A7 g A T A6 B2 Y PIN i) 25
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Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MNANESHHI% 5] Authentication of Individual Identity

T IAEBEENNSES, SFENASGER. AL IGE . SSL sk
UEASEE, 7 I I AR 2000 A N FRAR B AT OSSR 40 el iod ik w4 e e 56
AR FCSEE T T 450 B A At LR ELA T LASRAS H S 2 BT ) B 4315 2 10 75 35
AN NSEAT P IRIEAS B R _E AT HE B A4S B s BRI 5 FR i AR I 8 v R 32
UEFS HHF AT KRR, I ARIEA R 5 4E

For the application of all types of individual identity certificates, including individual certificates,
CodeSigning certificates, SSL server certificates, etc., the identity of applicant must be
authenticated by GDCA via trusted database validation, on site authentication and other methods
that can verify the identity of applicant. Applicant or applicant’s representative should sign the
application form and accept corresponding terms of his/her responsibilities described in the
attached agreement.

GDCA 2R NI HR I IR AR, $hAT A F S 8505 2, — R
o RS, watEgiE, K5 s R, SN A AT

GDCA must perform different authentication methods depending upon the type of certificate applied
by the individual. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

L XF 1 RMNER, $UTLL T4
GDCA HRIGIEH P TR AC 1A B KT P B AT B0AIE o Ak i 77 20 mT LR
F R E AR A S0 P BT H1s . TS 55 F A T 52 7 2ok s DR FR 1 28 T4 22
[R5 B 2 NG TE . GDCA AN . AELRFTAE K HIE T P BRIGUE (S B LA
b S5 B E LM, rIEER. BT HiEE AN,

1. For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

2. XFFE 2 B NIES, $ATEL T4
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2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

3. MFE 3ERANNIES, $ATLLT 5

1) A NSO B FCSEEAAT R o IR SORT AR AN N B O I B B IR 4% R BUR
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2) GDCA W] UL 1E HETh . M. 408 S5 B R BUR S =0 Budle 122 55 U5 50t F i
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3. For the Type Il Individual Certificate, the following authentication is performed:

1) Ensure the identity of the subscriber. This can be validated by ID card, military officer
certificate or other valid document issued by governmentagencies. GDCA can also ensure the
information of subscriber by cross-checking with well-known third-party database, to ensure
the consistency of the information from different channels.

2) GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. as well as validate through cross-checking with a well-known
third-party database, to ensure the consistency of the information from different channels.

3) If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

4) For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

5)  When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
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organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.
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For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This can be validated by ID card, military officer
certificate  or other valid document issued by governmentagencies. GDCA can also, by
cross-checking with well-known third-party database, ensure the information of subscriber is
consistent with the information from different channels.

GDCA must verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face-to-face if necessary.

If applicant delegates an agent to summit the application form, the identity of the agent and
authorization document should also be validated.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. X TEEEEEIERN NS 555

AN NS HE B HEES R VAETIS, GDCA R B 4y AT 4% 1 45 31 -
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5. For the individual mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When an individual applies for a mutual recognition certificate of Guangdong and Hong Kong,
GDCA shall conduct a strictly authentication process on his/her identity:

1) While a face to face authentication is conducted to a person's identity, GDCA should confirm
the identity, which must be corresponding to the subject of the certificate, of the applicant by a
legal document of attestation (including, but not limited to, identity cards, passports or other
identification documents).

2) While a remote authentication is conducted to a person's identity, GDCA should confirm the
identity, which must be corresponding to the subject of the certificate, of the applicant through
comparing a legal document of attestation (including, but not limited to, identity cards,
passports or other identification documents) with an authorized third-party database of identity,
as well as validation by elD or biometric authentication in combination with video, voice, photo,
etc. GDCA may even contact the applicant via telephone number retrieved from a third-party
to confirm the identity of subscriber, if necessary.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

FEIRAG « LA 44 R W LF AR AIE ) 3 R N 28 PR LRI, 3 7 E IR %
HH ARSI LA, GIaESR AT A RO VBB B SO B BE X P
AR TR 55

WRANNAT 75 2L, GDCA i ] LU S =T 3R A5 B RS 1% B & A S
fir, WR GDCA ik =7 BRI Fr A rfa BE S, AIRITEH =5 AT e, sk
I & SR BN (5 B ATE IR R .

GDCA must verify the ownership of proprietary when a domain name, a device name or an email
address is used as the subject of the certificate. For example, the subscriber should submit
ownership documents of domain name or written ownership commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

BEAh, AZERF, GDCA AT BLisE He B B8 A Bk .
HE A S PRIE S R LS 2 RS ARG H)IEH 5T(E . GDCA ik
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If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility. The GDCA does not undertake any obligation to examine the
validity of applicants' identity documents (e.g. ID cards) after a limited review according to the
requirements from relevant legislations.

For DV SSL certificate, GDCA only verifies the ownership of website’s domain name. The
verification of ownership should be performed according to section 3.2.7 of this document.

*FF GDCATrustAUTH R5 ROOT il 5. #2248 RS # CA 1IE15 .GDCA TrustAUTH
E5 ROOT &K M2k CA T2 R IVT FE+, GDCA @ESLiPAhbrue TR A AAE e =
KSR VERE DUIE P IE R . XA “m X7 PIETEK, GDCA BT AR 4.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, Z{Z M1t R5 R CA iE15 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. Bt B 45 % 7] Authentication of Organization Identity

EATHLN (BOFHE . SRS, E AN 4 RIS HLRASRIESS
WA RIUEFS . SSL AR S5 A FAE P8 A RAUE IS, NBEAT ™M 10 B 3 5501, oo Ay
A5 00 P R R L SR | TS T 85 ) B A7 Ak DA B HLA R ASRAS B 335 3 B ) 5 155
B SR HURISEIT P HAIE S B 2R AT HR 8 A B B 78 0 A IE S i 5 10K
M7 (AF) FoRRZAEFHIEHA K&, FHAREMNKTUE.

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, equipment certificates, SSL certificates and other types of certificates,
should be authenticated strictly by cross-checking with the trusted databases, making a face to face
validation and other ways that can clearly prove the identity of the subscriber, etc. Subscriber or
subscriber’s representative fully delegated by the organization should sign the application form with
company’s chop, and accept and affords corresponding responsibilities described in the attached
agreement.

GDCA o ZiARYEALA BT B 5 HIE PSR AN, 0T AR ) S A 28500 05 38, — At
T, UETFAIEE, ek, S TR, S A A T
GDCA must perform different authentication methods depending upon the type of certificate applied
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by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

1.
1)

2)

3)
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1. For the Type Ill Organization Certificate, the following authentication is performed:

1)

2)

3)

1)

2)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. or cross-checking withwell-known third-party database. If necessary,
GDCA may contact the organization based on information from third party, such as telephone
number, email address and so onto verify the authenticity of the applicant’s information, e.g.
job position of representative or whether the person from the application form is the real
applicant.

GDCA should validate the materials submitted by the authorized agent and the identity of the
agent to ensure the authorization.

55 4 RHUEFS 1) B 13 55

BRI R SEAAAE R BRI SetE . BRI sUmT Lo BURFHLR 2 A I 20
fF, AFREART TR e gl A AN ISR, JHBE SR A
SCAF BB SR =5 5 P AT R B A

GDCA AUEMEFHIE LG M. R SET7 200 i & e 15 Rt Til, &
WOALBER =7 Hdia o X i o S L R MR AT 30, B R PR L1 B 5% B 4h
R, BER, GDCA IEMIAAT IR A7 3. WA 72, GDCA w5
=R BRI RTE SRS WEEUE B A5 NS RS MU BEAT IS, DLBA R B & A
HREAESE, s AR AR BRERIE R TP A AN B2 HIE A

39


http://www.baidu.com/link?url=bXHFAOoH0ibcBWL8PsrBtVKcFCmfsiKf-LokmsF0KiAJEZjAZ7pUZ1B4A8C4xg7DrOT55ZlY7Cpt3vyP8nemLQZDLW-Lzarsfz62da1D2duaLmztBGegi5xKSCG5N8Gt

l] ﬁEIITﬂ:T-HininﬁHEL._I

Gooa

prem— GDCA Ff T IUENV ST R (V4. 5) hi

3)

4)

5)

o H LN A 4 22 0 N FRIE 70 BRAE P 30 B B 2 I3 N RO 3 IE AT
HIRE TP N B RGN AL . D ZEIT, SOSRAUARZREN Br 4 S5t [ X THI ) o 4%
77 2

A WA LA IES EEN A RIFUERN, EHEIEXHL R GIA %
BOH, A0S SRERAE 184 Fr A AU A JEAGIE I SO B B &0 BT AU T
RUEE

WA\ 75 2, GDCA & F] LR I 55 =77 SREL IS BOR IR 1% s ML & 4
1R GDCA TiE N B =J7 R B il (M5 B, PIRAB8 = 7 #iAT A, siEK H
T AL 1E B ANEIA L

2. For the Type IV Organization Certificate, the following authentication is performed:

1)

2)

3)

4)

5)

3.

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. and also cross-checking with well-known third-party database, to
ensure the consistency of the information from different channels. If necessary, GDCA may
contact the organization based on information obtained from the third party, such as telephone
number, email address and so on to verify the authenticity of a particular information item of the
applicant, e.g. job position of representative or whether the person from the application form is
the real applicant.

GDCA should validate the materials submitted by the representative, as well as the identity of
the representative and the signed document from the organization to verify the authorization
from the organization. If necessary, GDCA shall do a face to face validation for the
representative.

GDCA must verify the ownership of proprietary when a domain name, a device name or an
email address is used as the subject of the certificate. For example, the subscriber should
submit ownership documents of domain name, and supporting documents or written ownership
commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA should conduct a strict
authentication process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) While a face to face authentication is conducted to an identity of authorized representative,
GDCA should confirm the identity of the representative by a legal document of attestation
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(including, but not limited to, identity cards, passports or other identification documents).

6) While a remote authentication is conducted to an identity of authorized representative, GDCA
should confirm the identity of the authorized representative through comparing a legal
document of attestation (including, but not limited to, identity cards, passports or other
identification documents) with an authorized third-party database of identity, as well as
validation by elD or biometric authentication in combination with videos, voices, photos, etc.

GDCA may even contact the applicant via telephone number retrieved from a third-party to confirm
the identity of subscriber, if necessary.

sbAh, AER, GDCA W] LABE B B il E R4 m 77 M Bk
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If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For DV SSL certificate, GDCA only verify the ownership of website’s domain name and not verify
the identity of the subscriber. The verification of ownership should be performed according to
section 3.2.7 of this document. For the subscriber certificate issued by the subordinate CAs of
GDCA TrustAUTH R5 ROOT certificate, #{ZzHf{t R5 R CA IET5 and GDCA TrustAUTHES ROOT,
GDCA establishes evaluation process to identify the applicant with potential high risk. GDCA can
refuse the certification request from this high risk applicant.

3.2.4. W& S 1% 7] Authentication of Equipment Identity

B S 1 5 0 RIS LB AT & AR T AN [FR), GDCA U617 7 BEAT B 43 %
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Authentication on equipment identity varies by different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

BT 1) B A7 55 AR AN [F) SR 2 HEAS [R] 1) B 4 22 501 7 AT, AT o AN,
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

WIS T2, GDCA v LA A EE = J7 SREXIAIAS BRI UE % Bl & A A &
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If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.2.5. SSL AR &4 51 1% ) Authentication of SSL Server Identity
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.7.

WRANNAT 752, GDCA i ] LU S =T 3R A5 B R BIE 1% B & A S
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.
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3.2.6. KRG 4 540 B4 7] Authentication of CodeSigning Identity

PR RE AL B 7 1A S 9 AR Al AR H11 A 5 1A R SAAT AN TR 1) B 356990 75 2K, AT 7
PRI, 2884 CPS 27 3.2.3 4157 4 RHUMIES SERARIAT; 1T/ DA, 1%
A% CPS % 3.2.2 15 4 FA NIEHERHREDAT . EV AURBREA B 1) %255 1845 (GDCA
EV EF ARG RN, A% CPS ASfix HibAT BAK B ik .

FE A4 AT, AR BN, 2500 FACRD R 44 E 1548 IV Bl S 75 B
FFERBLIE IS, ARV A HACRD A ZAE T XA AR, =R
R BATENZEA

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. . For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type |V individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. 42 A F 4 %] Domain name recognition and identification

Xof T A4 O BRAIE , A SRR ) SEARIE FT DL G I BE A R, 1 ) B JE AL, GDCA

AR BA 0075 30 ) — b

1. G AL T IR S5 B BB B 58 = T 0 P v 2 90 38 R84 R S
THEAF RS S0, DLAIE BT MR B ARAT FE By NS A A SR R,
o] AR B SCBEE B AR (0 IS ERIEMHE R 844 EE55), il
15,42 B T A A . 4 51 77 S04 Baseline Requirments v1.4.1 %5 3.2.2.4.3 ¥ifl1%5 3.2.2.4.4
s

2. AR 344 IR 55 ML AL B 4544 IR B S AT A 2 . %80 U7 Ui Baseline
Requirments v1.4.1 % 3.2.2.4.5 75,

3. #EHE FQDN (EaMREE ) B URl (Si— AR AR BIFEZIMN 0T X258 1
5 RS, W7 UL R FQDN HSERREHIAL . %55 77 s AE
Baseline Requirments v1.4.1 5 3.2.2.4.6 7.

For the purpose of domain name validation, entities to be validated may also be the applicant's
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parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the
validation of domain names:

1. Obtain the e-mail address or phone number of the domain name owner listed by the domain
name registrar or other authoritative third party database, and check the key information (e.g.
documentation information or domain name details etc.) with the owner by emails or phone
calls to confirm its ownership of the domain name. This way of validation conforms to section
3.2.2.4.3 and section 3.2.2.4.4 of the Baseline Requirements v1.4.1.

2. Verify according to the domain authorization documents provided by the domain name
registrar. This way of validation conforms to section 3.2.2.4.5 of the Baseline Requirements
vl1.4.1.

3. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the FQDN, to confirm the applicant’s practical
control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline
Requirements v1.4.1.

XFFIERCAHE AL, GDCA S ZERCAT A I 13844, PRUBERCAS (%) Al is4s 2
ARV i S WIEN I S NN - AT I EARS IR (A PP B <SS URE S IE PR G DS

GDCA fH4EACHT %) A M4 B R AR AL . A IR S 2 e 2 LAY
PR AL RRIEFS B, BRAIE I 2 RERSAIE I HL S8 A P2k A4 I i A i 4 22 1)

WE, GDCA B ERHUL EMAL A AT, DLz s, iR
RHEVEFFRBAHRN A B, 1ZFTEE AGHEEIX SR

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. HURIRE & FRIGAE Verification of DBA/Tradename
EUEPFEErh 5 DBA Bl 2R, GDCA wJiEid UL F 5 S i &/ —Fh DLz 52
H i & A BUE % DBA B ML &2 FR :

L R T X (TR BRI B T E O o A AEAESA AT S0, 5
S HHLG
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2. AEERIEEE R

3. SMTUE B DBA A FREE ML A4 MR A B LAL VA i ;

4. AT SCRFSCAF IR R F 5

5. WLk, FRATXIK L, (5 RXIKE, BUFERMBLE, B4l GDCA AJynI %

8 IE T X

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.9. FeE B N 5% 5] Verification of Country

FrUE R A E SR T, GDCA BB EE = J7 B 2 A H) (A3 DNS id 3%
SR P Huhk B FRE ) 1P HhE Sk AR\ BT AR [, B AR H0E N1 IP Huhk BT e [ 5 s A
SEFR P AE B — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.10. IP Hbihk IR A FI % 5] Authentication of an IP Address

GDCA KR LT 7= i —Hh,  DABIA H I8 & 4 A B bras il i 1P btk

1. HiEERMEAEREHZ 1P bk fuE s ScfE, gt IANA (the Internet Assigned
Numbers Authority) B% X3 ACEEHLAZRA 1P Hhik 43 T R UF B SCEF

2. {EAE IP HAER) URL (GE—BRIEFRIART) HITELM T X 2 5€ ifE B T ),
i I 7 S PA A FR B 0 1P bk ) SEBRAE AL .

GDCA adopts one of the following ways for the authentication, to confirm the applicant owns or
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practically controls the IP address:

1. GDCA confirms the applicant’s capability to actually control and manage the IP address, and
the applicant provides relevant authorization documents over the IP address, such as the
authorization documents on the IP address assignment obtained from IANA (the Internet
Assigned Numbers Authority) or a regional agency.

2. By making a change to the agreed-upon information found on an online Web page identified

by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address.

3.2.11. B RIEFIHER M Data Source Accuracy

FERHAEAT Bt R Dy m] OB RIE A T 2 /T, GDCA XHZRIR [ T it #E
Bk, N e i T SR T PR, RN H A
P A5 B I EERR s
ELSSSZER HIbpTE S
Hyapenir, AR AR H 1
B X 23 AR AT A B RT U5 T A2
Dhy e B A PR M L

o > w bdpoPE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

3.2.12. WA WERTT 15 B Non-Verified Subscriber Information

HWH, BV IZRAIE P SUESR I B 05 B R EAA B WA AT EERIRIE LS, X
TBCH BEORIGUERIIT 5 S, GDCA AR IHIRAG B H S, AR R ST

In general, apart from some necessary information require to be verified. For the subscriber
information which is not required to be verified, GDCA does not promise the authenticity of such
information and does not bear the relevant legal responsibility.
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3.2.13. A Validation of Authority

HURAT P TR AL I AR P BB AR ML 55, (7 EAEA L 5538 _Ein o S A
NS 8 B (EVSLIN AR ESDI YN E - E T RN

WA 7%, GDCA Flil M 55 =7 13 2 HIE 505 IBUE s 55 77 30 BB N #EAT
B4, LA BRI AR ZEAME RIS, dn s e QBN (BR84S IE F s R
FIREAN NN WR GDCA TR =752 R EMER, ATERE =
AT IR A, BCESRAE S HE H SR (5 EANE B A R

Subscriber of organization can authorize delegated person to apply for certificate with valid
organization seal in related forms or authorized documents as the confirmation and authorization
from the organization.

If necessary, GDCA can confirm the information for authorized applicant via telephone or Postal
mail obtained from authorized third party, such as verifying the position of representative or the
identity of someone in application form. If GDCA cannot get all the required information from a
third-party, it may require a third-party to conduct an investigation or to require certificate applicants
to provide additional information and evidence material.

3.2.14.  H#EE{E#EN Criteria for Interoperation

ST AR R FUGER S, ATLLS GDCA HEAT H MR, (H2i%HE FUAERS:
HUFII) CPS W25 GDCA CP 23K, Jf H 5 GDCA % Z AH R H

GDCA ¥ il A%, #:5%24E GDCA HIRIENU LR fE R, HNZER
FHREFRIE S o

N SR AT e . GDCA 4 ™A% T LA AT

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.
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3.3. FHEIERPIMRIREXS Identification and Authentication

for Rekey Requests

FENT PR EIIAT, 1T T BRI 45 BRI F5 00 156 . GDCA —fi
SERAT PP MR GIN R BBHIRT, FR(E <R

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. HINBZRAREHRFIRE XS] Identification and Authentication for

Routine Rekey

XFF AR RIS R P R, 1T AU R R R IE B 2 B E S,
WPEG 4 WERFEASEE, X ERE RS T LR LA T
®  HIE XS I 1 BEAIE A AR T H HAEN LR s
® JUJEUES LT AP BG4 AT IS E
® A TJREME BT B .

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.
® GDCA authenticates the identity based on original registration information.

BB S RS P S R s (R SO s Teva A, DAL, AT P AR R
SRR, A6 5B A P T ORI 1 SCAF Bl A e s, it sk, GDCA
R A DUE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.
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3.3.2. B4 5 B ABE IR RE X5 Identification and Authentication for

Rekey After Revocation

GDCA ANFEHEIE 545 85 5 12 EH BE T
GDCA does not provide Re-key/renewal after revocation.
3.4. BEERPIBIREXS Identification and Authentication for
Revocation Request

2 GDCA EGEMHA 787 BB MBS 7 BREBR, ARURERAIES, XM
TEOLTCAEAT S50 o AN SRAT P BB ER AL, LA CPS 28 3.2 Tifliid AT S

GDCA or RA can revoke a certificate based on sufficient reasons without authentication.
Subscribers who request to revoke s certificate follows CPS section 3.2.

3.5. TAURSHABIFRIRALZT] Identification and Authentication

for Authorized Service Organization

i&E AT GDCA TrustAUTH R5 ROOT ifEH. H#iff RS # CA iF$. GDCA
TrustAUTH E5 ROOT 25 & )2k CA FiZs k1T FHE+Ys, GDCA HATHEATIET RA, A
4T AL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH
R5 ROOT certificate, #ZzH{{ R5 iR CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

H CANERGE K HHE, GDCA 2K ANRAEF . HUHRANIEF A AL
W09 3 ELL; BRI IR A ROy 5 LA SSL AR 5% ik AN AS 22
YAEBHIA RN 3 LA . — AN RERIE AL dr R AR HE L IR 28k KA
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BH M. M. RS,

From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; equipment certificates are valid for a period no more than 5 years;
SSL server and CodeSigning certificates are valid for a period no more than 3 years. A whole
certificate life cycle includes the application, verification, issuance, distribution, renewal, logout,
revocation and archiving, etc.

4.1. VEFHE Certificate Application
4.1.1. iEF5 115 524% Who Can Submit a Certificate Application

RS FE SEAR AR NN BAISLIE N B A S WU (RAEAT B SRl spr
Az BIAR N RBIASE) .

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as administrative organizations, institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMHEFE 5 $T4E Enrollment Process and Responsibilities

1. UEPBHEMIERE

1) 1T SRR R IR

2) BT RLFIE B AOELE] GDCA TR (RA B LRA) HEATIEF HIE, 1M
WU B AZIEIL S, RN TR Hoh o RS BN S N A AN &R 4
AR

3) VEMHUFI A GDCA $RACIEAS K, 18It B 2 4 il 1% 2 GDCA.

4)  GDCA R M P A1 K25 A UE;

5)  HMHLRE I 2 A iy ORHIE A A AT

2. TE

1) HEHENHEL THIT L CP A CPS S5 302 I, 455 b 26 Tk
PIEHTEE . BRI S AELR ARG N A .

2) I/ A LR GDCA $RftE s, S8 AIHER, E T G5 BEAEIR]

3) MRS T PR AERUE T HEE B B I BORMG — BOMERS A TAE, RIS
FRAE AR R % 54T

1. Certificates registration process
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1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall bring the corresponding proof materials to the registration authorities, i.e. RA
or LRA of GDCA, for the application. After reviewed by RA, the request data are recorded.
The reviewer and information recorder are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2.  Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and this CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EFH BB Certificate Application Processing

4.2.1. HB 5% B ThEE Performing Identification and Authentication

Functions

2 GDCA S EMUME 32 BT P HRIEH HiE 5, RifEA CPS 3.2 LK, XHiT
AT B iR 5 S0

GDCA 7EACFEES Hid I A v, @ 1 AT B CRUE 1345 (B 5 TE 8 1 B 45 BT
o HKIEBA RS BRI HIE .

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.
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4.2.2. iE 4 B 5 fit #E A1 3E 48 Approval or Rejection of Certificate

Applications

4.2.2.1. IEFH BE ROHLH#E Approval of Certificate Applications

GDCA JEMHUAE A Bl 58 i 745 Bl BT e 5 BB A D BT R SZIE 1 K e
GDCA i AT IE UL PR AEIEF 1, — FAEHHORAT, CA KA %L TES
TR RS B R IER .

After GDCA's registration authority successfully completes verification steps for the certificate
application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application. Once the certificate is issued, GDCA shall not have
the responsibility for inspecting the accuracy of the certificate information.

WERAFE TR, EMBUE (RA) W] DAAEHEIESS HHi

1. IZHTE R4 LA CPS 3.2 KT 1 S A BR URURT 55 75 B 7 +

2. FIEH R ECE BOA SO IS B AT EDK

3. HUEH CIRIMUE ST T AR BT

RA will approve the certificate requests, if  the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2.  Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEF B IFE4E Rejection of Certificate Applications

AR AN IIETR, EMPLE (RA) RTRATEZEIESS H
1) ZHIEAFFEA CPS 3.2 KT S i HIAR AT S L€ ;
2) RIS E AN RRER LA T I & UE WAL
3)  HIEHE R ECE AN RRIEZAT P I RN AR R
4)  HUE A BUE AN BB 1 R SR B 2
5) GDCA BUEVEMHU N HEAE I F i 2% GDCA 5 R G il (AR S B E Bk .

If the following circumstances happened, GDCA may refuse the certificate application in case of the
following situations:
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1) The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

X} GDCA TrustAUTH R5 ROOT iiE-H5 . #r i AX R5 #i CA iE-15 .GDCA TrustAUTH
E5 ROOT &AM 4 CA B KT FAES, Wifika i s sk b A fil, 5k
GDCA Y NHEHEZ H i B AT = X, GDCA BIE4Ei% Hii%, GDCA M4 [ 44 i I |
B EE) T A ORI . AR DT N 2% 2 e A U B S5 58 =T KA 2 B, A LI
IRAFFRIE 3 FE A5 R, B GDCA Al TR 5T ) 2 4 1 3 HAth Vi 9 FH ik B RE 17
648 B UE 5 SRR AE IETS, ST RIGES I 1S i KUK i A B3R, TERE 215 F i RS
¥ BmiZHERE L. WFHAERPHIAHIEN, GDCA ¥ HEZHLHAHE.

ST IEZA RS F %, GDCA 8 A1 H i &I - B i 2RI

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, % B8 R5 # CA IIETs and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. Ab PR B35 IR A] Time to Process Certificate Applications

GDCA AL IEMHURD R A S B PSS R ARG S 15 2, — B LAY
B 7P ARG S, R 7 A TAEH ARBHES HIS .

FEA AU BE 15 E LRI [R] S PR Y AR BEAE S R IR THE I AR RS 528
HERAHLIR AT T AHOCASE BRI 15 S i 2 7 GDCA Y HLEEK

RA authorized by GDCA will make a reasonable effort to check the certificate application
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information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 7 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. INEHHTER (CAA) Certification Authority Authorization (CAA)

M 2017 47 A 1 HilZ, GDCA ¥4 2r CAA it3%, R RFC6844 [ 1L & kb H“ issue
“issuewild” & “iodef” FIJ@tAR%E. fEULZ AT, GDCA Xt SSLilE+iHiEA M CAA
. SSL k5248 GDCA MRIUE-P#E N2 CANXYEAS181s EV Guidelines. Baseline
Requirements 3K () AJL RIS AR 1) SSL FT-iEF5.

From July 1, 2017, GDCA will check the CAA records and will process "issue", "issuewild", and
“iodef” property tags according to RFC6844, as part of the authentication and verification
procedures for the SSL certificates. GDCA will not perform the CAA check for the SSL certificate
requests before July 1, 2017. SSL certificates refer to any publicly trusted SSL digital certificates
under the GDCA root certificates chain that conform to the EV Guidelines, and Baseline
Requirements of the CA/B forum.

4.3. FPZ%K Certificate Issuance

4.3.1. EREREEREMIE (RA) MEFINERSHLE (CA) BITH

CA Actions During Certificate Issuance

TEUE A RS FE  RA M HL R S 5T IE B g d L, B HAE RA RG22
RIEFHIER R CA KIERZ KR £% . RA KiE CA KIERZ KiEREBHH RA K
B S50 515 BAORE S I, R ORIE SRR BN IEMT CAIERZEK R4S,

CA HE-RZERK RAAERT RA FIERZRIERG, XRE RA 115 BT 8505
fRE, ST BIIE R ER, IERERRGS KA FET.

GDCA TERLEIET g 2 5, KA RIET . IE T IR R i T YA IR SR B
25 4 IE S HEHE T AR H i

i GDCA 25 R IEAE 24 /N AL

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending  certificate issuance request to the certificate issuance system
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of CA via the RA system. Issuance request which RA sends to CA must include identification with
the measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.32. BT\ UE AR &5 ML A8 A0 3 A AL M X 9T P B 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 RHU LR J Uit 75 J 3 FiiT ) -
1. HLTEARJ 1 32 2E AT
2. TR (e-mail);
3. D AT A, BRI CUn S R s PR A T 30
4. H At GDCA Y4 mATHITT e
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-malil
3. Face to face (such as the applicant gets certificate from RAT, etc.)

4. Other secure and practical manners considered by GDCA

4.4. VEFEES Certificate Acceptance
4.4.1. T B ZAEFH HI4T A Conduct Constituting Certificate Acceptance

L TP EATUIIR R T GDCA IEHi R 55 i ik 45 R B = ek BaudAh, ik
PG EREIT P2 TR,

2. GDCAVEMHURAE T N EAET, T #UE b 4 R AR E R U B #g
BT P2 TR B EUARMRERAT P TR

3. W TIMIEBM T, HEEA I RO BEEE IR 2

4. AT RHIEFS B UEFS A A AR R

57



l] SN RIZRIRERIE
o R A GDCA T IAREAL 5 M (V4. 5) 1

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

XtF GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ilE

PR BT UES, W RIEZIE B RIAT -

1 T EATUI R L T T GDCA TIE-5 AR 5 Wtk 45 2, TR T 8 oe ER IR 1T %
% VES,

2. GDCA JEMWUMZELT P RYE T, BT FEGES, FFUuE-iE e gg - & Fof
GDCA I\ A FE 7 ARIE AT 7, BIMRERAT #5532 Tk

3. WEER VIHRMRIERMOT I, I B IR ROIE B R R I A A

4. AT RONHIEFS B IE S A 25 B HRAE R U

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAEAR S HLHISHEF B & A Publication of the Certificate by the

CA

VI P 32E P )5 , GDCA 1E 24 /NI % FE+ & A 3] GDCA 1 H AR Ss 2%: .
GDCA KH . M H RS B S5 MR AT 28 KRS « 28k 56 B8 s B 3 2 A 2
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After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. P I\ AIE AR 55 AL R 5 o i SE 4R 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Ko iF UM RS AN HoAth SR it 4738 25 o Hopth sizfin] UBE R M H SR 548 A
1% GDCA B &% R FAE+

GDCA and RA will not notice to other entities. Other entities can obtain GDCA’s issued certificates
by querying the directory server.

45, FHEXNFUEHBIfER Key Pair and Certificate Usage

45.1. TP HIRARIERRMER Subscriber Private Key and Certificate

Usage

WPHESEAS TIEFHIE %32 T GDCA P kbS5, #HN & FREsy S
GDCA. K7 A R MBRIFN LS 56K 1T P2 B TIET, B3 R A7 HAE 5%
JS2 I AL o

WP A BEAEAR CPS ME AN F Y FE AR P AA A S, XT3, AT
M5B MRS, TP MBI L AR XTI uES, HASW xR
PR RE AP E A5 B AT . AEIE-B RIS A2 )5, 1T s 1B ZIES
XL AL o

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
rights and obligations. The subscriber who receives the certificate shall properly keep the
corresponding private key to the certificate.

Subscribers can only use the private key and certificate in the CPS specified range of applications.
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For the signature certificate, the private key can be used for the signature of a message. The
subscriber should well know and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

45.2. W AAFER A Relying Party Public Key and Certificate

Usage

RBT I ENIN SR B TG R, A AT LU AR
ARAFH 72540 08 L RIE 5 B A5 A
FAAAZEE A4 X N FRAIE P R A T 5 AT (FIE 5

I A CRL B OCSP #fi A i%%5 44 X ML IE+5 42 75 4 11 4 5
RS (1 PR3 5 R 2644 5
i FE B A PRAERE 4 o

o ~ w bdpoRE

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

A B SR AR AN R, KB ST E A A (S B

MK TT T B IE MBS B I BS, AUB I IE 2 e 3R
Fi, SRJEAE RS R A SNSRI . W07 LK I e [ s
27

BT N
(EPSSa W sEs

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFHEH Certificate Renewal

UEAS SR A SCRUE T 7 1 A P BCHAETE B R OU R, 93T 7 85— 5K
UEA . UEHEHI JE R A AGEENME R, IR R R FIE B 2R ER, W
WS4 IERFS5E, M EEB RSN B & A PR SR HE (5 B A5 4

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate. When renew certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

4.6.1. IEREHKIEIE Circumstances for Certificate Renewal

Xt GDCA Z R FIFET, 1T P EIEB 2T 30 R n @HATIE B H . 3
JART 30 RN, 1T A] V5 i) GDCA IEF5 I 45 W 3t 5 31 GDCA 33 AT LAG ZEAT UE 5 5 37
. FIEIEBER LR HSEMER, REacBIRBNTHENEL. EBEHE,
VTP 6 20 EE T R RUE

XF T SSL iE+s, GDCA 25211 ' AEAN B8 % BHI F i BEBE

For subscriber’s certificate issued by GDCA, the subscriber can update the certificate 30 days
before the expiry of the certificate. From 30 days before the expiry, the subscriber can access the
GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application. Applicant for certificate renewal has no need to fill in the registration information, while
the system will automatically obtain the information. If the certificate had expired, the subscriber
must apply for a new certificate.

For SSL certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key.

46.2. ERIEHEH K SE4E Who May Request Renewal

RV B 35 A 51T 7

The entity who requests certificate update is the subscriber.

4.6.3. IEPEHERAILEE Processing Certificate Renewal Requests

ST UEP T, HABIS RS BIFRIE . S0l R . St EE A 56 E A4 )
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L. TP REIEFA7/E S H.th GDCA Bk
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3. BT JRENME BT S 20 .

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.

FEVA EBAERIE @ L 5 GDCA A A HLHERE AETS

FEAEAS SIS, 3777 AT U SR AR B BB 18 SR AT 2644, GDCA KX HIJ
BN EHERNEE B E AT IERVE . SRR AN — PR A IR A 25 )
GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® [ XTHIE(E EITESA, CA HHEAIE A 24 TR
® ] /EMME BEA KA, CA T HIFEETME B i T8 R iEP

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

VP AT BLE % M AR IE 5 AR R A REAT UE B8, 42 IEAS CPS 2 3.2 i [ 22
SKARASAH L FRE S B E AN B e B 5 kL. GDCA FEAT R[5 T #S Al b IX Fh ) 46 1iE -5 H
T A5 XA e 5 ST I 1) 5 1 A B T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR FEBE T P B84 Notification of New Certificate Issuance

to Subscriber

[M4< CPS %5 4.3.2 15
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See CPS Section 4.3.2

4.6.5. M REZEFHIEFKATN Conduct Constituting Acceptance of a

Renewal Certificate

[F]4~ CPS % 4.4.1 7.

See CPS Section 4.4.1.

4.6.6. B IANERES VAN EFHIED R KA Publication of the Renewal

Certificate by the CA

[A A CPS % 4.4.2 7.

See CPS Section 4.4.2.

4.6.7. BTN E AR &% LA X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[Fl4< CPS %5 4.4.3 7.

See CPS Section4.4.3.

4.7. EPHEHEF Certificate Rekey

R B TR R 1T P BUOHAR 2 55 38 A B — X % A I FRE A A K — AN HTE
5o

UE A P BT e 7R AR SCUE PV IME S, T P IR RS RN I R 2 15 S
GOAT B AL IR AT s R N R R B RHIE 5 B SRR SR & 44 5, I LIk
AP I AR IE .

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.
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47.1. IEBHHEB R Circumstances for Certificate Rekey

GDCA [fiE - 91 BB AR EA R T BU N S -

1. UEPALBHMEER M A RS

2. EFEI.

3. UEHERI.

4. BTHAR. BORZARPE, GDCA ZRIETHFHHIE R

GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. The certificate key expires.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

4.7.2. BRIEPFEHFEH LA Who May Request Certification of a New

Public Key

SR 53 B ST 0 SE AR AEF3T

The entity who requests re-key is the certificate subscriber.

4.7.3. ERZEHEE T ERBIAIE Processing Certificate Rekeying Requests

GDCA FHIF 5% 5 5 57175 3R 1 A #3811 31F 5 50 8717 SR A AR A 52 B
GDCA IF P25 4H o 35 SR A BV AL [E] A CPS 58 4.6.3 i ik .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. TR BHE BT P 4% Notification of New Certificate Issuance

to Subscriber

[F4 CPS 45 4.3.2 i,

See CPS Section 4.3.2.
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4.7.5. T R B FEHRI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS 55 4.4.1 75,

See CPS Section 4.4.1.

4.7.6. B FIAE AR DA X 5 43 BBk 5 i) R4 Publication of the Rekeyed

Certificate by the CA

WP EAZIEF A, GDCA fEHMUE IR 8] RRIZAT 7 B8 IIE i kA #) GDCA
INIERSIE 2

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.717. BTN E AR 45 LM Xt Fo At sS4k 3@ 45 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 71,

See CPS Section 4.4.3.

4.8. {EFHZ T Certificate Modification

ERAE BRI, TP AUET TS . GDCA A TH52 0 2k HhFTIE 3 1)
P A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. E 253 118 Circumstances for Certificate Modification
WRAT PR ARG B AR AR, W ilA] GDCA #HIE AR .

WARAEP A S E B A W] BERMT BRI 55 A, AT 2 AN BE FRFIE 522
8, HREEmMZIES, HEHAEHRRIES.
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If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. ERIEPHARTE K248 Who May Request Certificate Modification

THSRIEA 22 B [ SEARIEAS 1T 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEHRREHERIALER Processing Certificate Modification Requests

RT3 B4 AT T UE TS B L AR AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R BHE BT P4 Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. M2 EIEHKITA Conduct Constituting Acceptance of

Modified Certificate

[F]A CPS %8 4.4.1 7,

See CPS Section 4.4.1
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4.8.6. B INERS AN EZEIERK KA Publication of the Modified

Certificate by the CA

WPEAES 5, GDCA fEHFLE A 18] PORZ AT EF A4 2] GDCA 1 H il
%R 5.

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

4.8.7. BTN E AR % BL A X Fo A SE4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS %% 4.4.3 i,

See CPS Section 4.4.3.

49. EH BB FER Certificate Revocation and Suspension

4.9.1. IFP B84 R Circumstances for Revocation

4.9.1.1. iTHERERBRER Reasons for Revoking a Subscriber Certificate

LRILCL T TGO, UETS LA A -

1L T PLAS R S SR IE 15

2. AT/l SN GDCA BRAMTHIIE T3 SR AT ZIHAL HABEIE I B AT

3. GDCA 313 1 ilk#s, WEMS5UEHBAHM KT FAHER 7%, SAHFE
Baseline Requirements 28 6.1.5 77 A58 6.1.6 1 FUFH R EK

4. GDCA 313 T IEHE 2R H AL

5. GDCA KB P i 7P . CPICPS H ) — T al £ T K 54

6. GDCA 3k 7T B FQDN =k IP Huhk i A TR VE T (B, BEvkBrak
R A C 22 A TSV AR R A Oy, A4 VE I NS RS N BOAH SR VE AT K
MRS5S 2 1, IR AL AT N R B BE 42 D)

7.  GDCA FREFMECATIE T8 T4 0 BAT 9w 1= Ve R 73445

8. GDCA FRZEIEASH {5 2 L E KA

9. GDCAZRRIFEPBRI% K AT 4 Baseline Requirements %3k 5, GDCA f) CP B, CPS;
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10. GDCA AATAT HHBILEE T A A5 BANHERG . AN LSl A 15 5 s

11. GDCA HI TAEMERF k2, HARE 5 —%K CA BRI LA BHIE 1S 44 iRk 55«

12. GDCA {4 Baseline Requirements 25 & AES IR R, SRl s 261k, Bk
Hakg:4E4" CRLIOCSP {5 B/ ;

13. GDCA ZREH TEKIUEBHI % CA FIFLVHIE R 1 Al BERI41FH

14. GDCA ff] CP =k CPS ZLR 41T J b 135

15. WEIBEA Py A bk 2 S A SRR S o B A (94, CA/Browser 1842 1 g A
N B 44 B K ST AT R KRS T A A, ELUIE - TR R B
[E] P9t GDCA S K B 4e) 5ok 1 AN il 252 (1 RUKS .

16. CPS HHEA BT (AT WAL IR B2 AN O i Ay M BEAS s FAR K s TG RN vk
L MR BBV ISR BURAT s SO B A A 0 R R R Hoe b A
JEL A P

17. GDCA CAJBATHEG LS55, W RIS 2 .

Certificates must be revoked if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with the Baseline Requirements
sections 6.1.5 and 6.1.6;

4. GDCA obtains evidence that the certificate was misused;

5. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

6. GDCA s made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

7. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

8. GDCA s made aware of a material change in the information contained in the certificate;

9. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

10. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
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or misleading;

11. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

12. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

13. GDCA is made aware of a possible compromise of the private key of the subordinate CA used
for issuing the certificate;

14. Revocation is required by GDCA’'s CP and/or CPS;

15. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time);

16. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

17. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

KAETHIER, T GDCA iEH RS 24 HFES, i1 CA. RA. 23 &
B HE RS B (RFERS R & &M FRIE) M HRIE, 7 CLmR 8 AR
1. GDCA 5 RA. 323 25250 Bl & bl kAU

2. ERRHRAE LA TR E B PO R R e B
3. HTEHNTE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, RAT or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.
UEASIT P I R DB PR IE S A 2 4k AE i T, A2 EE A GDCA #EAT MidH o
XFT SSL RS AR FUESS, A HBLLA AR R — T LIS T, W H AT eSS MR
1. TEALAT GDCA f3HHIEFHh 44 5 1P ik 0 {5 AN FE R BT R P 1 %, 3l
AE N A PSR4 I BUR] CAGERBE B BRI . S i LA R A 2 2 0k

69



Il semnmennaman

GDCA

GDCA HL FAIEME M) (V4. 5) Fix

5.

I TR R R A IS

GDCA 51— AN AL LEF B FH SR 56 IE— MR VE MR R 510 T84«
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1 CRL/OCSP;

TEFS AR P 25 B0 2 B 17 0 253 e B A 7 A 2 32 g IR«

If certificate subscribers discover or suspect the security of private key of the certificate has been

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL server

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA’s right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. B CA IEHH AR RE Reasons for Revoking a Subordinate CA

Certificate

FHHBLLL BB — Rk £, GDCA NAfE 7 RZ W mAH % CAIES:

GDCA K13 T k4, FB SIEBAHX MK CA RHER) T HE, SAEMNE
Baseline Requirements %% 6.1.5 %5 A2 %5 6.1.6 7 AUAHCE K,

GDCA 343 1 k4538 2| i FH e

GDCA 3KBIFH % K R BERF4 Baseline Requirements Z23k, =2 CA KA &
CP/CPS;

GDCA YN AEAT H AR UE P 45 EAHER . AL AT 1% 3

GDCA i TAEM R T 1LIEE, HARS 5 —5K CA BRI AR HEIE S R4 IR 55
GDCA fk## Baseline Requirements 2% & UE i A1 2R, BRp e sl 1k, BraE
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Hakg:4E4" CRLIOCSP {5 B/ ;

7. GDCA ] CP/ICPS EK fiff gt CA E5;

8. UEFMIHEIA Py 2Bl 2y N FH B R B B R (914, CA/Browser 1932 1T BEIA
N B 44 BB R A S BT AN g R T e, ELAIE 3 N PR R B
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GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the certificate is inaccurate, unreal
or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by GDCA’'s CP and/or CPS;

8. The technical content or format of the certificate presents an unacceptable risk to application
software suppliers or relying parties (e.g. the CA/Browser Forum might determine that a
deprecated cryptographic/signature algorithm or key size presents an unacceptable risk and
that such certificates should be revoked and replaced by GDCA within a given period of time).

4.9.2. B RIEH R SE4K Who Can Request Revocation

TESRAUE P A SCAR NIT P FEMLI . GDCA. & VAN RN G . 4k,
W 7 NSRS B BRI LA B AR 55 = v DARR ASUE Y ) @i i, A AN
GDCA &I REIER.

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.
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4.9.3. ME5TE R AR Procedure for Revocation Request

4.93.1. TP EF0RH B 45H3F The subscriber actively proposed to revocation

application.

1 AT FREMALSE HE A R, JFREIET MR, MU AL SE /I
B S ) B 3 AR A SEAR B B 46

2. JEMHURPREAIEF 4 F I R 3R 2045 GDCA, 1 GDCA 58T i o

3. GDCA #2fft 724 /NN HUES F A FRIE D%, 1T Aradad BLR J7 2RI
® Hiif5h%: 95105813
® E-mail: webtrustreport@gdca.com.cn

4., GDCA URRIHE G 24 /NS AT 45 s .

1. Subscribers may submit the revocation request to the RA and complete a certificate revocation
form, and the RA will verify the identity of subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.b

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® (Call: 95105813
® E-mail to: webtrustreport@gdca.com.cn

4. GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T P REES] B 48%1E TS The subscriber is forced to revoke the certificate

1. 24 GDCA EEMALAA 787 B AR (S 5 2 M i 21T P IIE-B, GDCA EiiE
WHUR A 56 N 53nT LAE I P9 3B 5 (R AR S P A e o

2. (EIEBMAY)E, GDCA BUEMBUMR BTG 1, AREMAE. miEs, @R
ZEAT FHIEF OB A S AN B el o B R RRERES T P, TE L EIE LT, GDCA
St B PR UE o et st AT A o

3. GDCA $RfH 724 /NI FRIIE S ] R o A AL B AR o

4. HUHTT . FNENUE S B BAESRAER . SR R LA AR S =07 R IIE 0] BE A7 AE 1]
A, G0 B PR R . IR L R TR SR RRD &R 44 S, Al e
i3 AR 5 AT 10 A o
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® HiifiT5id: 95105813
® E-mail: webtrustreport@gdca.com.cn

GDCA B s5 5, 76 24 /B STZAE 15 ) Al 2 N R EAT A, 3T BL R As

HERRSE R ML

(L ks R

(2 FHNL ) BRI 5 5

(3> AR T B R A SEA

(4> 7% GDCA CP/CPS LT J* Bl S5 AR S LV AR A1 155 1
(5 BUTVAHILHLAEE .

When the GDCA or RA has sulfficient reasons to revoke final subscriber’s certificate, related
person of GDCA or RA can revoke certificate through internal formalized process.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® (Call: 95105813

® E-mail to: webtrustreport@gdca.com.cn

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.
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4.9.3.3. B FINEIR S ML A S E 1 F4Y Revocation of electronic certification

service organization certificate

GDCA A S EF M4, AN S TR0 € )5 4 v LLEAT .

GDCA's certificates will be revoked only after the approval from the regulatory authorities
concerned.

4.9.4. A TE R 2R Revocation Request Grace Period

AR SRt D i A R R SR SR AR, A R AU R I S AT R 8
/NS EAPA B o A 7 5 i AT 14 73 4 SR A AR AR BT IF) 48 /N R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.95. B TAE AR SH1IH AL 2R 7 4438 SR B PR Time Within Which CA Must

Process the Revocation Request

GDCA A3 i 8H1H KK YN 24 /N

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. T REE R R ZESR Revocation Checking Requirements for

Relying Parties

GDCA fRIEAELL AR &M, WMUT AT 4E GDCA B Rl Bt T & .

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

49.7. CRL RAFMZE CRL Issuance Frequency

GDCA If] CRL & A {24 /INiF, BIEE 24 /i B AT BT CRL. {HIESFR K &
500 T AT LAE CRL 7B AE R (1 X 48 AL B 2 AF RE S ARAIE ), CRL A2 EP A= % GDCA
il 5 11 R AT TR R

GDCA updates and publishes certificate revocation list (CRL) every 24 hours. But CRL can come

74



r] SN RIZRIRERIE
o R A GDCA T IAREAL 5 M (V4. 5) 1

into effect immediately determined by release strategy made by GDCA in special emergency
circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL AR KB H j5 ) 18 Maximum Latency for CRLs

GDCA ¥] CRL KA i K i I (8] g R A 2 S5 1Y) 24 /NN
Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.09. ELXRASEWKT A Online Revocation/Status  Checking

Availability

GDCA [HFEAS 1T/ R T 32 AR SO PR R 55

GDCA supports OCSP responses for subscribers and the relying parties.

49.10. FELRESEWESR Online Revocation Checking Requirements

FP AT L AT LIRS AR, GDCA WA BB AL T LRI . U SR AR 75 TC
LA CRL, JURLEIE OCSP 87 il W3 i1 AAHIE PR #EAT & ifi o

Users may feel free to inquire status online. GDCA does not impose any access limits.  If the
relying parties cannot query the CRL, and then they can query certificate status through the OCSP
or by visiting the web site.

4.9.11. B4sE BRI EAL R ATER, Other Forms of Revocation Advertisements

Available

GDCA ARt iy 8915 B H Al A AT 2

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. 4 B E KK B E R Special Requirements related to Key

Compromise

FRA CPS 5 4.9.1 WHUE IS, 24001 P BEMHLR AGIE 5 3 8 O 42 s Bl v]
RE LR, 2R 1) GDCA #2 HIET5 s il oK

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.
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49.13. iEPEEAERE Circumstances for Suspension
Not applicable.

4.9.14.  ERIEFHEREK S Who Can Request Suspension

Not applicable.
4915  H=HEIFERFATFRE Procedure for Suspension Request
Not applicable.

49.16. H=HEABIFRFRS] Limits on Suspension Period

Not applicable.

4.10. EFIRFSIRS Certificate Status Services
410.1.  BAEHEME Operational Characteristics

TP A LUE R CRL. LDAP. OCSP #HfjiEiRAs, i AIEB RS AR SS B %
Yo 2 U 17 SR AT A 4 e 7 B8] R 5 & AR BRBE 7T

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

4.10.2.  FR%AT A Service Availability
GDCA #fit 7*24 /N FEFARES B HIR S . RIFEMZE VPO T, 1T P REfE 5L

I IRAFUE SRS A AR 55

GDCA provides 7X24 certificate status query services. If the network is permitted, the subscriber
can timely obtain certificate status query services.

4.10.3.  W[IESFME Operational Features

UEFRRES B H A AT iR 5577 91T M ] GDCA fi3 %€ 1) CRL Hiuhik, il H k5%
PARHL A RS, I T CRL BIAM, BHTIEFIRE M.
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Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. IT453R End of Subscription

NGEEY SORA VN e

1. 4T/ F1E{E A GDCA etk fimf, 2 GDCA #& ik s 1 Hig .
HE AL NA CPS 5 4.9.3 FHIE . GDCA WAL, R IIT AT NIE
A 4h

2. MUEBHRINGHIG, TP RIEH SRS e, GDCA MESIEHE, RIIT I
TTIGAT N IESREE

3. UEA OWHI, B AT UE BB R ST, R T AT A IE A R

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2.  After the expiration of the certificate, GDCA revokes the certificate if the subscriber doesn't pay
the renewal service fee, which indicates that the subscriber’s ordering behavior has been
formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— H R PAEUEBA RO & IR A GDCA FIE T INIERR 5, GDCA 7EHLHE HL 4
163K A R SERAEIZAT 7 IR M, IR CRL A S 2EAT %A ;  GDCA
TEAIC S 7 A UIE T B3R A R I 52 SUDREAT W 45 2R i BRAIE 45 B A ST 7 a1 AT
S} =P

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.
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4.12. BHER. ZH5KE

Key Escrow and Recovery

4121, HHAER. 2 EREREESITAN

Key Escrow and Recovery Policy and Practices

GDCA ZRIT 1 AfE FHASTT Jr B 7 UE Bk A s 44 & 400k, 17T 7 o] LLEHE
GDCA AT Pt 47 A il 28 2 S N I R o 28 2 AN EH I8 2R BT i G 53 2k | 1T
H C&+H, GDCA Xt IHASKAH FHAE

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers should undertake the responsibilities by themselves for the losses incurred by the loss
of signature private key, and GDCA refuses to take the corresponding responsibilities.

UEASIT 7 a6 B GDCA AT A AR s I B L g A, Rl
REHPEHPOETER, HUEIT ) ERE I E E Y, L GDCA fiEt i
WA INE =], GDCA [ KA #PVE H A LI W, #3217 I, N
VPR R N

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber should apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

WEFIT A2 AN T P BATRE , GDCA NEZIT P4 AT E K E .
GDCA ANEEALT P AVEARIFLE AR E IR % -

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122. =EEFNHESRERRIENTA
Session Key Encapsulation and Recovery Policy and Practices
XS BREVEH LB A5 B 7 FORE R i A, B S B RE B A ]

Mo th PN, %28 N E SRR E R RE 21 E 9.
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The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.

5. NIENLHA W, B ERAEMER Facility, Management, and

Operational Controls

5.1. YpEIEH| Physical Controls
5.1.1. yHhhr B 57847 Site Location and Construction

GDCA (¥ SUANHL S S A% IR B b e St -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2010 ({5 5% A HARUEFINIE R G % 15 [ H AR K 22 2 AR MG D
% JR[2010]7 A (7055 HL DR BE Al 15t g 1 5K )
GB50174-2008 { HL1{& B RGBT 336
GB6650-1986: (it MLHLL HIE SR AR SFAT)
GB2887-2011 (it 5LHLz i FH AN )

GB30003-93 {HL-F-iHSH LML it T S SRt v )
GB50222-95 (5 A FiA A& Ve it T iy KT )

GB50116-98 (ki H Ak E R G veit e )

GB50057-94 (BB & Bt #va)

GB5054-95 (fI% T AT FL e iRV )

GB/J19-87 (CRMEIE X5 4T Bt HTE )
SJ/T10796-1996 (i+SHALHLES HIVE B HAREA &A1)
YD/T754-95 il AL b5 & LBy 47 i )

vV V V ¥V ¥V VWV ¥V ¥V V VYV VYV VY V

A\

GB/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

»  State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

» GB50174-2008 “Code for design of electronic information System Room”.
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» (GB6650-1986 “Specification for raised floor of computer room”.

»  (GB2887-2011 “Specification for computer field”

»  GB30003-93 “Construction and acceptance test code for electronic computer room”.
»  GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» (GB50116-98 “Code for design of automatic fire alarm system”

» GB50057-94 “Design code for protection of Structures against lightning”

» GB5054-95 “Code for design of low voltage electrical installations”

» GB/J19-87 “Code for design Of heating ventilation and air conditioning”

»  SJIT10796-1996 “Specification for raised floor of computer rooms”

»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA Bl r -4 Ll vl B vl X WL 6, e — sz it iy, BagBine . Bk B
Ky BIEEEDIRE, BEANLG G A ME—R N I AITERS, GDCA HLHL55 IR D RE
FOONL X RS X . BEHX, BEX. ALK AANXK. RS AR 4 6
HBENFZAL X 35 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AJEX B Public Area

RNIXBEFHAD . KEE, REE, HESAEEREA RS, AL IEXIAR

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.1.2. #1EX Operation Area

BAFDGE RABRIEAN G BN R TARIX, 75 2[RI {8 B IR0 R AR S0 531
AFTLAEEN, A DU M E X BT H Bl . WZJEHFIG, B (85 A48 SR F ok
B3 45 o
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Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.
Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.

5.1.1.3. BFX Management Area

EHX 2% RA BHZER G, CAEM, Bk, diHEh G, MEEH, s
B, & RAM CAEHG, Wit WML 24 R TAEX, R ARavrE X HUE & B
SABEN, /5 ZEPAE O3[R A B iR R AR S0 ) A T BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. R4 [X Service Area

ARG IX FE 223 M LDAP RS 25, OCSP AR4578. RA FEMIRSS 4%k %, R Al
AR5 DX e A BN GRE N, 75 B AN L 6 [R) A P 5 0 AR S R AR S i A e DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area needs two administrators to use identification card and fingerprint identification at the
same time.

5.1.1.5. it [X Core Area

PO IR, I B ORI 5 1], £ 353 CA %4 IR%58. CA MR
PEIRZS58 KM M IR 528 I TIBUIR S B e e 6, ROV K LS M R B
ARG T EL B AN B 5 76 P S R0 A T LU . 0
LR, FRIRE R,

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

81



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIENL SN (V4.5) ki

5.1.2. YIE 5 i Physical Access

GDCA B WA 9 Bl TR T T RGN 1 MR AR E RS, XTI RS
AT IR, SER B IANC R IR, I TR RSB EAR . 12 R G RESEI S U ]
WRL JFATIRENIRE . TR ST SR R e S 1804 Rek, JF Hit
HY R T8 [ TARAT I TR C SR ATAR SGAE B AR, 55 X A% 0 X 7 28 A B 0% () P
AR R AR SUCE AT ABEN, AL AR S IEHLD B ARG, A X 1450
ST RN, R E 1.

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Wy B ) A LA 7 T
a) MRS BHIEZEITEH . TENAFRMEH SR REL 6 DA BERLUE E
AR, HE TGN B RS ANE BAR.
b) IRERG: MRAEMAMAEEEAN FFEFFBIIFT KB RS 45 5 5 5
SLfid R AR R R RG TR R E .
c) MIERG: HIAMYILENRE R AEHIIEE GRS, S22 XiE
FIERAE X IBHEAT 7%24 /NERTIWTRAR . BT B TR DR 6 N H, LL& A,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.
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5.1.3. 225 A 3% Security Monitoring

WRIEHLG B TR 2 0% R AWK, AW R SR T 2504 B
RSN T 240, UPS kel 7 R 48, MBI T R 40 B WU 7 R 48, RIRER
My #2198 WKENTRE. BT 2%, 1ETRS% KERET RS NEARE
WA WUAIRBRRGL. 2205 REGUIRGLEEAT 7*24 /NN S2IF I, D9l 2 s, 5
AR R, IRIC R ORI Dy 6 M LR,

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. B, 77 525 Power and Air Conditioning

AN R PR TT s IR Bt . — B S L, BCEA LIRS, L
DEC B A ML B . BT R ST, ML R T ANt B & 48 UPS, AT g it
KT 8 /NG TT . HLG5 X PR A T B s b, SEEUMLAE. S5 as. ML i &5
REE A

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

WU 25 R X8 A BE R LA, 32 AP R s B WL AL BLAE TR « ML H
300kcal/h m2 #fifar it 5. BEFEEIIHERE: 35°C: AF=IMLHEE: 0C: i
HNBATHIRE: 2241°C, MXHEE: 5535%/h o AR, HLEZE THXASG, WHl5EdE
ATHR, DRAERLGS A R 23 0 SR R XU L D R L s g 2 /08 ¥l P ) SR 5 ) L

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.
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5.1.5. 7K B85 16 Water Protection

NBTIRKEXHLGS BB, GDCA FENLGS 1A = N B B IR K IE RS IKIRE
R 2 7 25 o Pl e, — BURAE K S RIRE, Sl RN RIS, S it . R A2
W AN DY HE KR Stk R, — BUR A K, JKBESZENHRIE R 25, JFX A AN E B
(HESLIPOSE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.

5.1.6. kRBEH Fire Prevention and Protection

GDCA M3 N 2% X IR T IR R JCR IR 2% JF 238 1 KR B el R 4
LA KARGE, BRGRA A T LU 2380 =HE 377 5

FEEIRET, HPP O A KERS, JORIRE i a5 BB DX AT K R )

SRR IRENE S . 20d 30 AFIRIERS, KRIREE IR HE S, Bk
ARG, AR, B SRIUE IR SR BHE S, B XA T TR, B A R .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP XL FEANLTAER, wf OB B XTI T3/ B s8Ik, [ER4%H
PRSI TR, L XA KER, EEHES R IREE S, Ak
B, HEYEARBANJCE, $ 2l AR e e 3 X AN 2UR 3%, B RS2 B R
ARG, WORKAAK G

HAD . FAIRIURSIHER RN, AT A SEELHUN. SR R 5l

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
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operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R4 Media Storage

GDCA XWHA B A AEBORME F s 2 B K Bk Bife B Bifiih, B
Bl BT AR A SR I 2 A T R . SR T A A AL TE A L A s Bl SR ] S A B
SRR ISEIL TR A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R4 E Waste Disposal

2 GDCA A5 MIARSK SR ARRE CAS P 75 2 A7 R TR LI, ah ZBR A it 6
8, MG R IIEIRE . BB A U B A A AR IR AL B ATAR G 3 R 3
BEIRT VSR H AT I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.9. S &4 Off-Site Backup

GDCA #1371 st Bl 540 bl AL M T AR Gt R e Bt . o i H S 50
AN A SRR A S BEAT S L S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.
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5.2. FEFF##H] Procedural Controls

5.2.1. A {E A Trusted Roles

f£ GDCA RALH L FIMEAR S IERE T, BEMAT _EREmEB AT . (R
AR BB R E AN #8 GDCA MU AIE At XL (B3R H AR T
PAME R RE AR REEHAR, ZaWit NG S EHE AR LS EEA
15, BRI ALAAFRAIZR L GDCA 1 b Az it B i .

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. FIESFER A S Roles Required per Task

GDCA £ E AR 55 JUVE hons SCH A 55 BEAT P A% 1, BUBIRAF R ZE 2 DAl fE M ik
A 5E . Biln:
1. CEPIACE MBS BRI T2 5 Al E N R 3 ML SE
2. ERBAARLGMNE QR FEINMRGEHANLTN 2 AAEN ISR
3. HRRMERIET: FHE 2 ADAE N AL SR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. BN AERRENE XS Identification and Authentication for Each

Role

GDCA Jit A AH {5 M IR IR DA 285 — e R e B 45 1IE » %5 UEFE P /£ GDCA

86



Il semnmennaman

GDCA

GDCA HL FAIEME M) (V4. 5) Fix

I DA B2 B L E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FERFTHEH A B Roles Requiring Separation of Duties

£

NIRIER G 24, MIEAE A G B EN, Bl GDCA HIR{E Mt i A F B A 4H
GDCA #ATHR T3 /3 B A 1, BFR AR T T3 th:

a) k52

b) EE CRL %Kk

C) RA LS4y

d) CAZHHEM

e) ZAHIt

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of

duties include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing

5.3. A R$EH Personnel Controls

5.3.1. B ZHMITRER Qualifications, Experience, and Clearance

Requirements

GDCA X A FH ATE Mt i) TAE N S A ZR AT

1. A% REFMHESN TR,

AT E SR M, IR GDCA HI4E— 2 J g .

Sy GDCA i R ZaEHAHNE . M Al

HA REFHIANANZ TR LN DT 1 TAERR A R 4f Mk
Hoa% RAFHI BRI 1R

a c w N
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6. THEIUIRICH
7. REEAZG RALH) TAE N A JUE & AR G TAR 450, Bl GDCA AHIC B,
WA A% 5 77 g _E i o
The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5.  Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA'’s related
training and examination before they start their work.

GDCA ZER7E X r] {5 A N 53 B R4 Bk IS RO AR I ToRe
Wi CA Iz AT HE M TAE . JoRAT ML KA RIC 5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B =¥ BFEF Background Review

GDCA 517 KINBUMERT TR BN EAE, 58 sont nl 5 52 LA 5t

PIAT R RT AR B3 AR SR RN PR AT A5 B3 A6 20045 T (R o kAT 1 St & 9 5
B LR EEEE LR, WANE . AT LMW FRAE KN RS E SRk
AT . HRIEENMEHASETBL Rl et A el JEHr NRE=ER
RIA%SE o

GDCA collaborates with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRRE N A A R AR,
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Background review including: basic review and full review.

Basic review includes reviewing  work experience, job recommendation, education and
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review.

B A
a) NFEII SO RSN G NBURET DUBA . SRAHI T B0k B, S
PIEEMVAESS . ZAAIEAS . BERSUE S B ISR AH A RGIE R
b) NFHETTELEIE FeR. W&, BV 2O IR B AR SR BEAT 4
5E o
COETHMA S, AL MERIANR, Al NERIEAIL O Al 5 N 5L B4
® (ARG SE B R AT
® fEBIAHIEE N UL
® [EHARAN B IEM BE 22 I ARBR B IE ] 5
® LiEHhA ™ EAMKMATA.
d) AAMITEEIZ S, HENE. BRERET B, REAZO K
AN OB B EH 5, 36T 2 MYIR A5 52 o AR5 Z2 045 R AR R 1 2
e) &%1%, GDCA 5 iy TAAT fRE i, PLAH 3 TA VR ER CA IEH RS T
REMBURAE S RN, GDCA MR 1% FEAHU BN 5375 BAH I 2 Bl XE BT 7K $H R A5 A
GRERN ST 5, DUERENSFF S IR IEIX S N DL R (S RE LA A R
The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® \With evidence of the unreliable staff
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® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
review period, extra inspection must be required. Appropriate arrangement is made according
to the investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. B E SR Training Requirements

GDCA HRAE A5 M G IIL R, 48 TR R AR, ZER A AT
GDCA Iz 8K %

GDCA ARk %R

GDCA 248 PR SRS A LA

A7 BTG — K

PKI LRl 04

LY 560 UE AN B A SR AR 5

G MEDK SN 55 2 A PR B

CP. CPS B MAHRARHEFIE

GDCA EHBUR . il B XMk

[ KT P AIE RS B . VERL B ARitE . RI7s
Hofth 5 ZEHEAT (5 11 45

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
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® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures
® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

®  Other needs of training

GDCA ¥ it T IIE IR E S GC R IF A, X T2k SSL RS A ik 5 1A
BAZAEPEAE RAIE R, AT aiE i 55 1)l A F) Baseline Requirement A1 23R
(1) N AZ 300 A it 26 A ) B 7K

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL server certificates and Code Signing certificates must pass the training and reach the skill level
required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BEI ARIMESR Retraining Frequency and Requirements

X 78 4 AT AE A B A B A (O N 5, R 22203552 GDCA A B — K.
TP VERFIZE RN, BEFE R DT A SEREN FIARE . b5k, GDCA
RARTEHUA RGTT . SRS RS EOR, AN E I ZR N AT 4R 8551

For persons acting as trusted roles or other important roles, they should be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAHeEArE#e A AT Job Rotation Frequency and Sequence

GDCA FEHRN 5% 1) AR b A 5 8 o SRRy K A s AR LAY PR 2 2 7 B SR 17 1) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FEER A B B TAYE% % Performance Investigation

GDCA fTBUHBI 12 B A TAE N GO &HB T TEAT TAEiE A S AN A 5158
%, ERNRIESSRER GBI TAB S, B2 BT S0 .
GDCA administrative department will carry out work records check and performance appraisal for
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the various departments in each quarter. All in-service staff shall fill out the performance
improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.

5.3.7. FIFBUT HEI4EF] Sanctions for Unauthorized Actions

A IERIN AR A EGE B AR GDCA R4t HAF RS S5 OL
GDCA — £k, LRI IZ A R RS SAETS . RN 2R R G HAR, JFiZA
ARBAT I T EE, SEitixtiZ4 N R IEIRAIE . T30 TR DU RS RIERL
Fe Kb B A i

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. WWSTA2 AIESR Independent Contractor Requirements

X A& T GDCA WL N E TAEA B, {EMEE GDCA M55 5k TAF M Wl 5570 52
PBURIRNL 5 N Bt B BN SO R5 2407, GDCA 48— 2RI
o RIS REH,
o HAF1EM MRS TAFAR:
® GDCA F2fftgi— [ R AT R VI 4 2 A IR, Il N A RS EA R T GDCA
U5 52 UL U AT EE A TR 55 RN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.9. AL A THISCRY Supplements for Personnel

FEES I A Y], GDCA $ k4 i3 THIE IO AR EA R T IR L2E:
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During the training or retraining, GDCA provides training materials including but not limited to the

following categories:

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

5.4. ®HitHERER Audit Logging Procedures

5.4.1.

CFEARIZEE] Types of Event records

PITAT R AE GDCA I E K & S A o B St AT b I 8] BT & I 0 SR A T ER A

1.

a > w N

FErh, XeEds, AR TIERBEE ARG BTN, MM ZAE T ER:

FAF LI H YR A 5
ISR RER:

LR MIFRAY;
LSRRI

R EAE,

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records

should contain the following information:

1.

2.

The date and time of the event

Sequence number for the record
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3. Type of record

4. Record source

5. Event recording entity

XA FEEAR T

1 A AN RS EE, OISR &0, A KE. R M.
HA . B, AP ER LS

2. EMBLRA G A E BEE, OB R L R, A
HEBE;

3. EBHIEREM, WRHITEZTIG ERHIER AL, BERORARIE
R B B8 UE BRI R A7 555

4. EBAEMFAAKE SN, ORFEBREIE. ik, . % RER
A, O RITEARIIVIR CA REESS, X T CA REMAKINAER
B R Ko A, X T R G AR s 1) R s R 4 P, 22 4x . U
SCAFEGE R TEOMIER, RGN B R AT A R

5. BikEEANE th AT L A

6. ARGURIEFHM, WBERGEAMNKH, REBRMGIE. MEk, BESESE
(EF

7. CA Bitirvia), AIERAUN Gkl CA Bt FERALN Rt CA B0t Ak
) N 22 A il Bt ) V75 17 5

8. A ASVEEILR, WEMSBIRIIKS FiFiist, REMRIHATE. ZH,

QI FFILR, AR

These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,

uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’'s agreement, the

applied company, application data verification, application and validation data preservation,

etc.

Management events of certificate life cycle, including application, approval, update, revocation,

etc. System security events including: successful or unsuccessful access attempts for CA

system, unauthorized access attempts for CA system network and files, operation (read, write

or delete, etc.) for restricted and sensitive documents or records, system crash, hardware

failures and other abnormal events.
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5.  Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. hb3E H BB Frequency of Processing Log

GDCA A #kAT — ¥ H EERERAC T, o A0d S BUR M LB R, B H AT KR
ARG HE M. Fra i o H S T NBAT R A B, DS R B 2 2 A g
VRS, RN SRR L) 5 g AT AL 2

GDCA carries out log tracking process on weekly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. #HiH H ERRFHIFR Retention Period for Audit Log

GDCA ZFERAF B PR S B s H &, EEIERAEH T HEELHAH, #
IR A 424 AR RS T4

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ HE R Protection of Audit Log

GDCA (i it H B AR B, JF HSeBlastn, Hh A orih i tHaE
BEAHEAE S . GDCA HAT ™K P BLAZ B U7 i Pl 16, AR OR A BB 524 RE
PR H AU, AR A B BN BR SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.
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5.4.5. #Hit H EZEZAEF Backup Procedures of Audit Log

GDCA 8 T R ER SO Hi Mk 558 B GURT 6 1 N G383 ) JEAT ¥ 1 H SR H T SRS Y
VAR B3 o P A SRS LA 5 0 o T R R SO LAk A7 A T 4 R A TR 2 A R SRS P A

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. HIFKEE R4 Audit Collection System

GDCA & & HalH iz R4 UL H e 5 VR, ABIIAAE RN AR GRS A% F 1
BT H EBE R G

1 EBEHEAL,

2. ERERRG:

3. IEPBHZARS:

4. mFEEERG

5. IEPRIEARS;

6. ViSRS

7. WEh . BUEEZAEHE RS,
8. HAMTEH IR,

GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7.  Security system of website, database

8. Other systems considered by GDCA for necessary audit.

GDCA i fH 8 T T H i e E 3R R G0 T & TESK
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GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B FHFLARRE S Notification to Event-Causing Subject

GDCA KRIMHELIR, RACKB AT H ATy, EFERVE AT a5 4
DR B SR IDURF I X6 S5 Tt RO o AR08 Bl 2 ROAT D9 R R 5 D7) Wit 2 LT ) i
55 IR FENEER T AL B A I

GDCA A B GE 7 15 S ELFAF I S AR AT 3 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. &5 4 P Vulnerability Assessments

CA ZAFEFAREEOR . BORME B0 S AT HESS AT 04, J& 107 AR A
FIESS IR, ST oRAb, J& T AR IR MRS T, GDCA REAEX RGBT MEga PETEAS,
PAPEAR RGTIZAT IR o

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be remedied immediately. If some
weaknesses can’t be remedied, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.

5.5. EFIARY

Records Archival

5.5.1. JHR%IE F KIS A Types of Records Archived

GDCA Xt UL T LS F#AT IR, B EA R T
1 EBRGERANTHH O,

2. UEFANET AR
3. EPHIESC RO, IEPRSHUMERIE 4R ME S, SUEHiT P i
4. HIHOR;
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UEFS M . TR 55 R SRS 5
RLBRL WREARTERIFEE. X FHISERER
HRIMR S AERPPAE SR

GDCA archives the following events, including but not limited to:

1.

2.

5.5.2.

Certificate system constructed and upgraded documents.
Certificate and certificate revocation list.

Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

Audit record
Certificate Policies and Certification Practice Statements.

Employee information, including but not limited to background investigation, hiring,
training, etc.

Various external, internal documents of the review and assessment.

AR A HAFR Retention Period for Archived Records

XFFARRERIE R, HOREREAFEK . X+ RERIEFAN RS 2 2H D
FLUEARS L O B 21 50 7 22 4 e 95 PR DAt el — Bk H Ot

1.
2.

3.
4.

ST PP A= i 3 N O B R A AR, fR R 10 4R L.

X CAEFS R B A A6 a3 A 8 B AR A, ORI DT CAE
U EA A JE B

VP EF RS OR B IR A D THEF R AU 10 4

CA E T AVE L ARSAE CA TEPARISE AL A A2 4h, FAMAR 10 4E.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives should be retained to complete the security

vulnerability assessment or audit consistency.

1.

Archiving for management events in subscriber certificate life cycle should be kept for
more than 10 years.

Archiving for management events in CA Certificate and key life cycle should be kept for
not less than life cycle of CA certificate and key.

Archiving retention period of subscriber certificates should not be less than 10 years after
the expiration of certificates.

CA key and certificate archiving should be kept for 10 more years after the end of life
cycle.

98



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIENL SN (V4.5) ki

5.5.3. AR SCAHERI47-3 Protection of Archive

GDCA #i#fi =t GDCA T HHEAT I MRS o o tHBRERSCRS A PR 75 LU R 2545
FAEVELIE T o AR S BOR B 2 47 sCEAT DRY7 s R ELOR B — S R BRI A
1, R4 GDCA k55 8 3 B RT BAVG ]«

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4. AR A ) &4 #2F Backup Procedures of Archived Records

XHFRGUERB R T IASICR, BTG, S0 SRR T A A

X A VAR BORE, AN BT, (R ERIBU™ R A Bt DR IE L 2 Ak

FITAT VRS ) R 3 SO RSN BB 1 ORAFAE GDCA (MU 8 SR E St DR A7 L4 1
ARSI B 22— R U B BB AR R B T 3, SN R AEE B A AP
TAEN A B G OL S, A REXT R R AT IR ME . GDCA £ 2 e pL_EARIESE
IERP R 5 R G A AT IIER . 1B R A .

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O B E K Requirements for Time-Stamping of Records

GDCA I SAE AN & A IS R AN #5117 GDCA Hr' 2544 I TRl B

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. ISR R 4t Archives Collection System

GDCA 1 1T EREFAS RINEE R R EA CPS 28 5.4 TR AETESH UL .
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GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. SRIBFIRLIS VA4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA 224 it m AL 45 & B 40 7 e B GDCA B REER 2 MBI, 7E3k18
SEHEERYRAE B, AUIX 2 N DL3ET EL AR

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HFINERFVMBIERHRIMR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCA FIMIIE A R KA 30 4, AR AR RIES, S+ CA L
PRI RS, HAT RO T RO A R0, ARTh g CA HEERIT e,
HA RO T CA AEB AR

WRAEFS K 2 CA EB AR, EIEBNA P&,

Maximum validity period of GDCA's root certificate is limited to 30 years, and the expiration time of
the certificates of subordinate CAs and subscriber issued by root CAs are not later than the root ce
rtificates. Also the expiration time of each subscriber certificate issued by subordinate CAs is not la
ter than the relative subordinate CA.

The expiration time of the certificates of root CAs and subordinate CAs must be stated clearly.

5.7. HFINMERFZVHMFEHKEE Key Changeover

FEUEFS RIS LAY, GDCA K42 HEIE 5 SRS 0 5 o AR A AT B e, 26 BT UE 5
FEEAT H AL RS , P2A% 1208 GDCA RT3 BLAO ML . CA P15 1 A R4 LA
VLR
1. fE CA LA A f A WIS AT 15 IE 225 B (0 N JEAS, B ERAE CA BUIEF RIS ey
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2. TEAFIEZRCE T AR 5 2B RN, 4K2EH CA R K CRL, HEIR/G
—IK N AR,

3. ERUMERL CA BHIXSI, JEHE A S IR .

4. RWPRATHTT CA S,

5. MAGREBATEEREZ A R, AHIEER .

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the
certificate, CA continues to sign CRLs with the original private key until the last
subordinate certificate expires.

3. CAKkey generation and management must strictly follow the key regulations.

»

Release the new CA certificate timely.

o

Ensure the entire transition process safely, smoothly and no vacuum of trust.
GDCA HEEL FUEPEHE R KM & EH R H i . Y HE, GDCA
TR =AHE:
® HRVAZ A S B AN GDCA IEF;
® HIRAZ A S IHABM GDCA IET:
o [HAHZEA A& AHI GDCA IEH.

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

®  GDCA certificate with new public key signed by new private key;
®  GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;
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5.8. #HMEHRMEWKE Compromise and Disaster Recovery
5.8.1. HiFAHFELBEREF Incident and Compromise Handling Procedures

N T B s v LA A PR ORI 51 T R AR IR L, GDCA 5L 1 — R 51 B S AL B TR SEAN
FAb B 7%, Bl
1. GDCA R4k MIE
2. GDCA #HKHHMATER
3. GDCA RGi#&Mh SEITH

2R AL AR N K42 8 DL 7 SRR DGl B2 R, AR S FR A 1K 52 T R R
e, R AT B S M T

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter.

5.8.2. THERIE. WAME/BH/EFIHMIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA k55 24t I A E Z ARG BHIR S PoE R BREAT 1800, FFhlE 1AM
RIS PR . 2R A A AS BRSO . T RN BER AN RESR B IR 3 IR 55 . AR A ik
I < B e R A 5 I B R AN W] T 7738 7 R AE , GDCA R % S ME R R TR St Pk 2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3. AR EAALEFEF Entity Private Key Compromise Procedures

TEHUR I NOBIEUE H AR R AERITE LT, GDCA R REUT F1I P PR 2 4 30 45 -
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LIV 7] 22 2B I AT g B FR A

IR R ER S5 P A B O, N R SUE B AT IR

R EAK R GDCA L5 B BCE S, WIH 573 5h—4 GDCA %4l 5544
R EOY S5 B N BT RS

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it should be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

2 CA MR k. #e Btk #2, GDCA JA s HKSFAF RN S PR

% I & R AR I & K AT VP0G, €T shitil. DR E MM CA LS, K
SARHLBLT i it

1.

7 B a] U UE IR 55 5 B0 2 3 R HC AR IBURT 32850 1 DV, e g kR G Al 2 R 45
PRWIIT P AT IE S, RIS Tk o FH P R 25 8 52 3R

7 RVIE R AR R 7 6 A S IE B UIE IR % AH DR 1 R Gt

SERIAS T DA A ET, T CRL il OCSP 158, MHEHIT - Ak
it [T GDCA BN A BT 13 0T

HIIRGERZ KRG, %18 GDCA CPS K THE B K IIHE, HEHBEK FHIERMT
ZIEAER Y CA ETS.

GDCA BHHERZ K5, #orElilil GDCA fFRE. HFEMES . HTTP &5 Rk
i o
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When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a

major emergency treatment process, which is assessed by GDCA Security Policy Committee and

the relevant experts to make a plan. If the CA certificate must be revoked, the following measures

will be taken:

1.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4., After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

Mgy CA RVHHILE . BB, AR, MR BB AR =5 O SRR, HRAE

CA M:

1. SZBEPA) GDCA BEATIERIFA BOH B2 SAX FE G K, FiE 28 & 8T E+

2. GDCA 7B HE A UE AR 55 B B 0 8 S AN A BURF 3257 58 1 V3, Jm e sl A A
NIRRT P AT IE Yy, SR it 38 G FH P R 0 18 52 KA R

3. LRI EIAR KA T IS S UE PN IE IR S5 AH R R S o

4, STEDREITE DB R IIETS, TH CRL fil OCSP {5 &, HHIET P AR T
.

5. g CAUEPBA KRG, %1 GDCA CPS = TiF B KR IFE, BRI FIE
:Fgo

6. GDCA #HHIEPE KRG, HorEliEid GDCAEEE. HRMRS 2. HTTP &5 ik

5 KA o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.
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3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UESIT P AL AT RE N B S8E. B BR . ek, BB =F eI R, T
4% GDCA CPS HIHLE, 156 B IETS 3, I MR 8 g 3 AIE 15 .

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.8.4. RAESE KN ES: AL /7 Business Continuity Capabilities

GDCA fEi i A 5.8.1. 5.8.2 fil 5.8.3 R KM, @it H&AmHLH, FHE
24 /NI 2 NI 2 T 55 1) TR 384T -

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.9. HFAEREVAMEIEMYIFIZ1E CA or RA Termination

GDCA #¢ 1= 1 JR R T LA Gy D9 41 2 450 S R R A 25 B SZ A0 R TR, 3 S 32 40 S R ]
e 145 GDCA IR ALK, FEHHZHURF R 5wl F F= A K.
£ GDCA 4 1EH, W2l
TS5 AR AL
FEH GDCA 4 1A,
A1 GDCA 15 1EAH G S A
R H R % %5
EFS A
Kb BRAF RS SCAF ISR 5
{5 A TE O AR 5
AR H R RS 25

© N o o ~ wWw D P
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9. KHIFHFMSESA:

10. #bFE GDCA 2% B 51 Al GDCA MK 25 # 4 1A ;
11, AL,

12, AbBAIAFAEBUR OO

13. ik GDCA FHLAELF .

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:
1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9.  Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.
12. Process and store sensitive documents.
13. Remove GDCA mainframe hardware
H T2 HZ A e HZ R R M4 1L GDCA, JUT-ZE 5 A R e, E—r
ANFIFE GDCA Z1b i id@ & iy iy R] R F, B T3 A2 1R R 25 11: GDCA, %23k GDCA
AT PR RS RS R BT IR 2R K2 1 GDCA, £ GDCA A1
Jo, RBUE P BRI GDCA £ 1EXAT

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA natifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.
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6. INER GBI AR L £ H] Technical Security Controls

6.1. X HAERS %% Key Pair Generation and Installation

6.1.1. FEAXT A4 R Key Pair Generation
6.1.1.1. 242 BN B Generation of Signing Key Pair

CA FEAIR 1 [ 28 Y 38 0 1 T HEAE AN VR AT ) e AR B . BRI R, B3 A7
fifi o AR AR E NG FIPS140-2 AR RIAHRHE . 11T FIPS140-2 AR Jf AF2 B 50
P A BRI N AT ISR bR, B SO0 T35 607 i B T i B BREOK,  [RI FIPS140-2
PR SIRPAT, RAEE e BBCR VAT B3R T e Rettd , RS RRE) &
LRI BUR . TS P AR O R AR R E I [ 5 A B AR 14 E AL

AP A, LTS B X BVEHRBUR L E . GDCA SCRFZ R 2%
ZEYIN AT PTG AR S AR (dn: USB Key), AT DU Al AR i B A
DR (s W YERE AR IO, Web RS B AHR AL B A I RS, F
T PR R TR . T2 4 B NIER. 5 4 BHUIER . B&IET,
VU ZBASE PR AR s A R AR B B . ANET AR 3, B PIN  AE A VE RN 1245 1) R
iE. GDCA ZERIAR . NS TREAE T |, TS | 24 IR M.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product

manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

The generation of the subscriber’s signing key pair must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptogrammic module (such as USB Key) or a standard software cryptogrammic module
(such as the cryptogrammic module provided by the browser or the key generate function offered
by web server software, etc.), so subscribers can choose according to their needs. It must use the
hardware cryptographic module to generate keys for type IV individual certificate type IV
organization certificate and equipment certificate. In any case, the security of key pair’'s generation
should be guaranteed. GDCA shall implement adequate security measures in technology, business
processes and management.
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Xt {f AR (4 25 A LK) GDCA TT 77, L2004 P ] 5% sy 0 o b A/ T 1 5
A RS AL BN, Bl IO L. B0, USB Key. IC REA R, 1T/ fE%FEX Le i
HT, BiFJE GDCA B H KAGRMAMIEEZHEH . GDCA il FHRHE R & E R %
R R AH G AE ) USB Key 1E AT 125 42 35 5F % 0 AR B RIAE A 1 4%

For all GDCA's subscribers using hardware cryptographic modules, they have to generate signing
key pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB
Key and IC card etc. Before choosing of these devices, subscribers should consult in advance
system compatibility and acceptance with GDCA. In addition GDCA provides USB keys to
subscribers as generation and storage devices of signing key pairs which are in accordance with
the relevant provisions of state cryptography management.

GDCA — AT P A R4 B X, AN P 11 Hig 34 GDCA ik,
GDCA 7] LICA HE# A A B AR, 3 BRI RA A I RIAS, SRR 98 3 it
UEB AR 22 A WSV R — 1, (FUR B T e B B s ko VI 56 D DA 22 i 5
%, GDCA AR THEE X5

Xf T GDCA TrustAUTH R5 ROOT k5. %X R5 # CA iE+45. GDCA
TrustAUTH E5 ROOT %K M2 CA FRZEK AT FHES:, 3T 7 %4 13T 7 B &k
55 BT B N B IS A MU AR . GDCA T 252 93T 7 AL 3 % Al CSR, Fh
BN R EE I SSL B ARSI 7 AT P B A S el S A ATEEH T A
I BE AL ECAE AR O BE LA B R R B I FIPS 140-2 58 00 R 1 n s i 4
e, K 2 /0 RSA 2048 {15k ECC 256 1. 7£ GDCA Mk (i F ALV A= il T2
FITP= AL B ER T 7 730 . GDCA AMRAFATAT AR RS, T X 2efE BEFR R4 F
JE MBS -

TEFAT P AT R FAE 2 A I FTAEAN LS5, FE7RE H SR 9248 BT o
Generally, GDCA does not provide signing key pair for subscribers, only when the deputies obtain
authorize by GDCA with application form, and generate not to hold copy of private key, making use
of effective preventive measures ensure the key pair keep safety, reliable and unique. However,

due to the loss caused by this key to the missing, leakage or other reasons, GDCA does not
assume any responsibility and obligations.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
LI R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
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RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.1.2. In#s# 4% 4E B Generation for Encryption Key Pair

TEFIT P N2 50 B GDCA AT )~ AR FAHE B O R A R, )
RAAFHEH P OHHTE L. HIEIT P T B E I E R, B RE EHE
OIS TRRE, BT P i HRE T P R A R N B

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT %K M2 CA FRZEK AT FHES:, 3T 7 %4 13T 7 B &k
55 T B N B IS A MU A . GDCA T #2532 91T 7 AL 3 % Al CSR, Fh
IRy E @ SSL A ARSI AT P E A R S A T A
I BE AL ECAE AR O BE LA B R R BB I FIPS 140-2 55 — 200 R n s i 4
HHEEE . K 2 /A RSA 2048 {78k ECC 256 i, £ GDCA ki Fi FARH A= il T
FITP= A R A FR AT P 730 . GDCA AMRAFAT AR HRI D, BT X s BRI 4 F
Je R

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%
2L R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s key pair is
generated by his/her own server or other devices embedded key generation mechanism. GDCA
accepts the generation of keys and certificate signing requests for the subscribers, and the private
keys are delivered encrypted and protected via SSL secured connection to the subscribers.
Subscriber key generation is performed by personnel in trusted roles within a secure cryptographic
device that uses a suitable random number generator (RNG) or pseudo random number generator
(PRNG) and meets or exceeds the requirements of FIPS 140 level 2. The key sizes are at least
RSA 2048 or ECC 256. The use of the private key generation utility at the GDCA website is at the
sole risk of the subscriber. GDCA does not keep any private keys or passwords, and all such
information is deleted after delivered to the subscribers.
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6.1.2. TN RHEIRLIT 7 Private Key Delivery to Subscriber

H1 GDCA T /s g B b O 3R N B B I T K, e B L™ A4
B ALIE FILT P E s ST B 5 i, LB 77 if%ik4s GDCA, @i
GDCA TRENT FIEHEARR, T B CRES SR R 2 AL P A

GDCA submits application of encryption key to Guangdong key management authority for
subscribers and Guangdong key management authority will use digital envelope encryption
technology to encrypt private key with subscriber's communication key and send it to GDCA by data
stream. Subscribers download the private encryption key from GDCA, decode and save the key
using certificate carrier.

Xf T GDCA TrustAUTH R5 ROOT k5. %X R5 # CA iE+45. GDCA
TrustAUTH E5 ROOT 25K 2 CA P R BT e+, AT HATAZ R, GDCA
R ERGFAPIE LT F7 o GDCA AT 252 AT 1 A XA CSR, FABH NS (R4 5 8
b SSL I AL IR LT 7 .

For subscriber certificate issued by Subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %1
LML R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber generates
private key by himself/herself. GDCA does not need to send private key to subscriber. GDCA
accepts the generation of key pairs and certificate signing requests for the subscribers, and the
private keys are delivered encrypted and protected via SSL secured connection to the subscriber.

6.1.3. NABRAIEHZ KB Public Key Delivery to Certificate Issuer

HIE R R LR 3 B B O 3R B B SR, BB B 0o 7= AR i s A $AE
B IE R AT EC A BN, DAy S 4 E PRI, B2 AN
X SR B SO BEAT R RIS R BB PR BT AT . R AR A A
HIE A5 UE TSR UE TS 2R AU 5 I 2E e

Xt Hi GDCA TrustAUTH RS ROOT ., A {{ RS # CA iE45. GDCA TrustAUTH
ES ROOT 2Kk i) 4 CA FrR K I FHESS, 20T 7 1 RA TS PKCS#10 #% 2UHIE
BREAERE BB B4, DR 20 A 911224 GDCA %
Ko
GDCA requests the application to Guangdong key management authority, and Guangdong key
management authority will using digital envelope encryption technology to encrypt public key with
communication certificate and send it to GDCA by data stream. GDCA will decode the cipher text

and issuing certificate with decoded key information. Communication certificate used in the process
of key transmission is generated in the initializing stage of CA system.
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For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
ZI R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, end subscriber and RA
sends certification issuance request to GDCA electronically. The request contains public key for
GDCA to issue the certificate. The request information is encoded as PKCS#10 or other packing
format with digital signature.

6.1.4. B IMNERS VA AL EAWKIB T CA Public Key Delivery to

Relying Parties

GDCA [f)/A 80L& 1E GDCA HZE R IR CAIEBANY S CAIEHY, i#id GDCA &
J7 Wk E4T KA. GDCA CHFM GDCA MG N 7 L i A4, DUIE T P Al
T 5 2 A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FEHEEER AR Key Sizes

GDCA SCH7H) RSA K E A 1024 f784 L, SZFFH SM2 K FE R 256 17,
Y ECC %HK A 256 LA o WIREZEHEM .. BUF EE VIS S HK S
BTG AE SR, GDCA <58 48 .

The length of RSA key which GDCA supports is 1024 bits or more. The recommended key length of
SM2 is 256 bits and ECC is 256 bits or above. GDCA will conform to the specifications and
requirements of key length from state’s laws and regulations, government, etc.

6.1.6. HEFH 4k Certificate Carrier

GDCA HRFEAF RN TR, AR 7 PKCS#I1 Bl o [ 52 %5 6 A8 1 )=y v 25 1)
USB key fFVIEF #ifAk. USB key 7 —F BAT 24301 R G RIS R 502, H N AR
A UVE B R N D e, Rl sE, X5, BB RIPEAR, BAED)
HER B HIIRE -

According to different application requirements, GDCA uses PKCS#11 or USB key which has
passed the review of OSCCA as a certificate carrier. USB key is a cryptographic device with
security file system. Its internal chip has a security module based on smart card, which is secure

and reliable, and easy to carry. It will destroy the key automatically when suffering violent
destruction.
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6.1.7. NASBHIERMFERE Public Key Parameters Generation and

Quality Checking

T PR AR 2RO GDCA AT 1, A w0 [ 5 2 T 2 e v
AR B MR B AR R, BN HL. In%E K. USB Key. IC REEA: BANIEHL,
FEIM X L 4% A TS AIARE . GDCA YIRS % R R N B I HE% D
SR T R R A ERER.

ST SHUR BRI AT, [RIRE i i 5] 58 SR A R e Vim0 o0 25 1 46 AR 2 A1 ot
BT, BIAinE ML %R, USB Key. IC K% . GDCA I\ yiXLeis & RN 4 B (1 1)
W, HRSOARE T RN ESRER.

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.8. 401 F B i Key Usage Purposes

GDCA IR CA # XM T2 8 LU M E:
1. fRFR CA M EZE;
2. P2 CA BIUEF S A8 XAk
3. HITEAHBOMAUES (40 OCSP M N AR IEIE ).
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
PRSI U Tt 22 ik 55, 140 S 3 DGIE « AS Al A NS S0 e B 5%
T I AT LUR T3 SO0 88 A
PPN E AR A A, ATSEELE A ALE S AR BN SR E S5 2 e bl .
Subscriber's key can be used for providing security services, such as identity authentication,
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non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. AR ZBLER TEREH Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 2B B B Ay 4 RT#E #]  Cryptographic Module Standards and

Controls

GDCA Jit HJ B it e 24 10 e 40 1 S B A8 B R AN mT I 72 o BB AR RRG, EBE A7
fifi o AR AR S MBS FIPS140-2 ARAERIAHRAE . |1 FIPS140-2 AR I AR 2 H 1%
P A BB TN AT NI SR bR, B SO0 T30 i 7™ b B0 BEEOR, Altk, GDCA fE
RN BN, XS FIPS140-2 AR EOK, JEAE FE S8 0% E BBURYE Al AT iR &
HrisEEtE ], RS IRucs) miRatrsort. T s g4 st S i p s e i [
FEMEETEE . NE.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
refer to part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the

product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

6.2.2. FLEH% A (m i%& n) Private Key (n out of m) Multi-Person Control

GDCA AL BH . MR, &0 RIS SR R T 2 AR B, BSRIRUTL
=07, R0 AR 4 B 5 AT I L B h L B/ E e = AR R AT I
B R, EEE AR PIN TS, 4 B R B HEAT B 1

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.
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6.2.3. FEAWKE Private Key Recovery

NYUES B ot B B O R SR S I R AL, X s B B A
T I e B B B OV B, B DR [ SOG4 FH 2 00 85 1 a1 REAR R AU
FEREAT RNEIRE, i B A ik

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. AT Private Key Escrow

IS B AL T R A B P B OB, AT IR A4 TR0 B AL B
HHCRE, HHERTOARTIE.

JIR AR B O AR DRAIE S s A 2 A, ST RLE SOE R A, R
A 2 agn, FEESNFAREVI

The private key of encryption certificate is escrowed by Guangdong key management authority. The
private key of signing certificate is kept by subscriber and not escrowed by Guangdong key
management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

6.2.5. FAEH &40 Private Key Backup

AAEH R AR I3 N =PRI & A s MRSty CRZR — U R R SRl Fa AT 440
RSN CEMX RGP RAEREE D, MERD (FERGHITRINKBIE, Mt
AT A o

WIGEAL % 7 R SRR AL B HEAT IO RL B #5477 o

AR 0 R LTS AT e By, Bk HE%
T TR AR B35 R L TSR AT e 4y, BER — K

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
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incremental backup of private key library once a day.

6.2.6. FEAIFRY Private Key Archival

AV B O BT R B S BT VAR R A, DRAF I T SO I 2 I =
399 PR R RN 8 SRR AT N O ORA A 5 5 B v R B0l e R MR AR 2 o
FEHZIM)E, GDCA f£ 10 RN SR RAE . RIS fRAF 2270 7 4

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. FRASH. SABFEER Private Key Transfer Into or From a

Cryptographic Module

AEE BN EEE R, APIE BT A U G ) BINIE A5 34 ) 3 SOl X
o TG B ML ATERE RS BT =20, IFXHERR 2 RORLEAE B AT X AR I
A feArtE BNE B AR AA M X, SAR DAL =AEB B RN SN, @5 SIE
A HEFN

GDCA MUY AP M R B b 3 Y 598, AN SRV It o X 4%
AR A S ARSI ROF H AT AR SEAR GRS, T T B BT
N BRI R BRI 1 ORI SR 1] 42 i 15 1t

Private keys are of paramount importance. The private key information must export to the cipher
storage area of certificate carrier. The export of private key is as follows: GDCA must split the key
into three parts, encrypt them using symmetric encryption algorithm respectively and store them in
storage area of certificate carrier. The import of private key is as follows: GDCA must decrypt three
parts described in export process, combine them into one and import the key.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.
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6.2.8. RAAAEBHBERKIEME Private Key Storage on Cryptographic

Module

CA FR G2 5 v £ K FH [ 5 B 0 B ) S A VP ] (O IR 55 38 B AL, A 3 A AL
P /DFFE FIPS 140-2 = Jbn i sl A 56 20 22 47K F, RDBII 500 A7 A 8 A 55 4 35 R A LA
P, FEBEAN AR o A A 22 B SCH AR RE AR 2 A0 L2 Ab

WP ARG TER & B X B LS HAE ) USB Key /M RECCIHIERH, ATETE
USB Key H £ IIALVEH, AR SCITE U IRAE o« X T3 TR A 5 A A I FA R, A
TFPEREA B R A e P AR A R P, 3T Pt ) DL R R FH G 2 A DR 18 e R e
TR

M T 2RI AR BT PR B B0 e 2 /D F5 5 FIPS 140-2 —Zbx
HEE R S5 2 22 4K F

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. HOEFVH % Methods of Activating Private Key

HHEH MM E CWEE ARSI, TR R RERE, HE=
YEHE AR

X FAFTRAEE A USB Key % s HLee Hofh i Qi £ itk s g 17 7
AL, AT AT OB (2 1C RETT DR AT TSR ke T R Y Al
Ja, ¥ USB Key. IC REMAMMKAET, BARY 04, WRARGE. X T147K
FEAT P SRV AT S AR R o (AL, T BEZR A 5 BRI it N B 1GR9 TS
PABT IEAESCAE S 2 P SRS 0L T, FAR N S8 AT 7 BT SEHUNTAR G AAEH . G RAF
TEAE R AF AR R RV AT 1 ORAP, I8 B R SR ) 28 e R AL B R T8
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AR O ORI RV, PRI IR, AT A DA REBUE R -

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. EBRFAFEIFIRAR A Method of Deactivating Private Key

HHEHE RS B OEE G REFRSTREEYL, TR HMERE, &
B G FN Y.

— BB, BRIFXHMIRS R ER, RS TIEEIRES . LR
M=, RAREREEE, RREEAT — R, IR BT 0 ke, R Z
AT o

GDCA f B AV BABE RS 107 SR HHIR 1 B RIRAS . DI R Bl 1 d p i e 2
Thy AP ARG RERBEUER AR, gaAn] LT ORAE

PRI IR L AT oo, BB URIE RS TH L, BT
BB R A TP ECH, DIWT RS, AR -

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.
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6.2.11.  SHEBFAHAI ¥ Method of Destroying Private Key

WERFVHA AL, 8 5 AR B A PRI s 3 mas e, an R AL T8
PEIEERET Y, T A I A A A 25 7 76 7 TIE BR: n SRALF AR I A e
WA INEE BB 1IC REDAPIESAE. [T, FraHTEeE R PIN i3, 1IC R
2 A DA ZB A Y S s AL

WP AN R, Bl 5 A R I (A B B A B S 5 ERiT 7 e
FAE T, 1T P RIEA SUH SR, IR R TR W B H B 5 IR
FERUARET, T P AR A CPS [IHLE AT .

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  FEREELHLFIIEE Cryptographic Module Rating

GDCA i F [ % % b5 3L oy Jh v AR W] PR S35 =

GDCA uses the cryptogrammic products approved and permitted by OSCCA.

6.3. FEHXNEHEK HM F T Other Aspects of Key Pair

Management
6.3.1. A%HIHRS Public Key Archival

X RGP B AN HBEE AT e AR ERAT, STERAF A EAME BT RR N, #
PREEIRI 2 4 52 B AN HE R .
NHPIW)E, GDCA TE 10 KN 58 i RS #AE .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.
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If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. IT P Z4H AR A4S 8% Archival and Destruction of Subscribers

Trusteeship Key

TERLRE «
N/A.

6.3.3. TP BB AR Certificate Operational Periods and

Key Pair Usage Periods

INEAARVER B IR SR AT A%, (B IR AN e R fr— 2.

x24I RS, HAV R BEAEIE AT RO A 4w DU 82644, AABIIN AL
FEWBRASE L UE P A RAWIRR o (E52, O 1 SRIEAEUEFAA AW N 44 1015 2 n] LSS AIE,
OB IR AT DAZEIE S 978 ROYIRR EASE

xFFnE @ e+, RAHRBAEEBERONANA TR TInERELR, S
FEWBRANE L UE P A RAWIRR o (E52, Oy 1 ORIEAEUE AT BV N 1045 2 n LUEJT
AN A TS BR AT LALESIE A A RO R DA S

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X5 T S S0 I RS, ALV A 80 R REAEUE A RN 4w BUEA .

A MEHAZ A&, APTRRSIR AR L B E

FANFER BRI PR FIE s CAE, IEB MG, fERIER & ME T,
FCVFAS Y S PR X UE AT . (B s I AN RETC BRI A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.
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If a certificate has multiple usages, the usage periods of public key and private key follow the rules

described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

X T AR AUEAS,  Ha PN fo VR RS SR 1 S KA AR 4o

1.

10.

11.

12.
13.

%} ROOTCA(RSA)Z: K& K] RSA2048 fii CA iE$5, a8 ik fovrfdi 4
PRS2 10 4, mI/bT 10 4F;

%f ROOTCA(RSA)Z K1) RSA1024 fi. CA E-1S, HEHN K o vrfi 4
P72 10 4, A>T 10 4F;

% ROOTCA (SM2) %K 1] SM2CA iE-1, HEHN 1K fovr il a2
20 4, A>T 20 4,

X T GDCA [f] RSA4096 il CA iE+, FHAEHX & v HFR 2 30
AT 30 4

XfJ GDCA 1] RSA1024 £ il CA 1IE+:, H2 B i (K e VP Rl 4E PR 2 30 4F,
A/ T 30 4F;

Xf T GDCA 1] RSA1024 fifil CA 25k 1) RSA1024 ] CA iIE+:, JLEFHIXT 8%
K ARV FER & 20 4, AT 20 4;

Xf-F GDCA ] ECC 384 iz iR CA {IE+h, FLa IR e Fu VR4 I 4F B2 30 4,
A/ T 30 4F;

XFF RSA2048 7 SSL 45 24iE 45, 2018 4F 3 A 1 HAl, HLEN K i
R HIBR & 39 AN H, W4T 39 N H; 2018 43 H 1 HE, HEHAMMHEK R
VA IRR 2 27 M H, AT 27 A

Xt T RSA2048 FrARKLZEAAE 15, Ha P i B K Fu Vi P BIBR 2 39 AN A, 7T
F 394

XF T RSA2048 kR SSL RSG5 &E15 S AR ARSI e+, Fs P
K SRV AR R AE 8 4F, 1l A>T 8 4F;

X1 RSAL1024 AT FHiE+:, HEPIX R RvHE HERE 4 46, 7T 4
ey

ST SM2 AT FHIETS, B AR K R VHE AR 4 45, AT 4 4
XfF ECC256 7 SSL 45 #%iE15, 2018 4E 3 A 1 HAl, M HHK i
R HIBR 2 39 AN H, W4T 39 AN H; 2018 43 H 1 HE, HEHAMMHEK R
VHERIR R 27 M H, v T 27 A H;
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14. X+ ECC256 fiARIZE 1S, HaHM K RvE A2 39 ~H, o
bF 39 1M H;

15. XF ECC256 fifk SSL R 45 @ k15 M AL AE AR AT FHE+, B XS 1)
K SVHEFAER A2 8 4E, A>T 8 4E.

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1. For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

2. For ROOTCA (RSA) RSA 1024 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

3. For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

4. For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

5. For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

6. For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 20 years or less than 20 years.

7. For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

8. Forthe RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 27 months or less than 27 months after March 1, 2018.

9. For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair
is 39 months or less than 39 months.

10. For the RSA 2048 bits Subscriber Certificates beyond the SSL server certificates and
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

11. For RSA 1024 bits subscriber certificate, the maximum usage period of the key pair is 4
years or less than 4 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or
less than 4 years.

13. For the ECC 256 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months before March 1, 2018. The maximum usage period of
the key pair is 27 months or less than 27 months after March 1, 2018.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair
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is 39 months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less
than 8 years.

6.4. WEEIE Activation Data
6.4.1. BOEEIE R A28 Activation Data Generation and Installation

N TRV S A, UETT P AR R e O A 6 IR I & A R, AT e 4
PR . et ey R A . . BRI

CA RN MBS B, D25 H B S A0S B o SR s B A I R, ™
REBEAT AR 0 RAMER . 3T PRV BEOE & s, BFH T T EGEBRE4 (DI LE
BEERAIRME) . USB Key. IC R [1E Rl 1448, #RUTE 224 Al SER ST N BEHL™ 4.

GDCA F=AMus s, BFH T FMEUEBM D4 ((UEBEH SRR,
USB Key. IC RI{JB 4%, #BRIER A SEMIREE FRNL A, X Eein 4, #5
SEIE I AT AR TS, BB L S R AT . MR S AT e KR U
18 FH 8GE 205, GDCA @A ' B ATRE T 1B L.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FIA IR AP 2R RAZ AN S RGBT, NAZIEAE LR LA JE
1. &8s

2. BDAG NN FE

3. AREAEIRZAMHE TR

4. ABEFIHRAE G 44 A R
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5. AREMEHAEH. HIGEHT
6. FAEETIEKK T AT

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5.  Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BEEIE KR Activation Data Protection

XF T CA RHIIBIE SR, UGBS B # 8 aT 521 U7 o B1S A F RIS A
R, SN QRS BRI B ER

VP IS B A 22 A TSR A BE 74, AT % R, B icAbls
BEATHH S, ATTREAR TR . W FAET R A H A B PIN BB LRI FAGHRL, T R %
FEAREUFH A B PIN 19, B bR S BT HC . G A A53T 7 4 P AR AE R R B, 3T
FUAR R R AR N ARG IR TRCAL S RAM R A RE, NiZ&
O BOE R AT 2
Activation data of CA private key must be separated in a reliable way and kept by different trusted

personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BUEEHE ARG T Other Aspects of Activation Data

AR BOE B AT I, MRS AR R T T B R e, B
AEHBGM R . BAR AU -
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AL B A AN 75 N NOZAH G IR R e e R P e T R A e R L
ERBUE T, HESBEE R TR R (G B S5 B Bl AT Hdis ) 76 70 B
FAR, s HA I TELR TUL Z0R i .

HRER AR, X RFIESRAT P BOE SR A a0, BUE W

1. W AT HIEIER R4, FiE R e KA.

2. T PRIPALEHEE IC . USB Key 114, GEGT P AR ML 55 82 H] 0 75 22 Bl I
TUAHE, &R 3 4> H R M E BT .

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. THENLZ4#EH] Computer Security Controls

6.5.1. KA KT ENRZEBARER Specific Computer Security Technical

Requirements

GDCA REilIf5 B2 A3, R IE RS GIE AR R G 38Y J AN 2 SRR T )
Tk AME B A CRFIAMEIRSEELINED, 288 1S017799 15 B 22 bRtk RIE LA

HABAH DG HME B 2 Ahrvtl, e tHARIL, e e A BRI AU B, 7EI8E b 72U
St B ARNE T EEWM BRI TE S S ORI | BT 425
Ly EE Nt NN ARG e 2 N - Sy Bl

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
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security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RS DR RIS UEN L], O ERIA RS (845 CA RGE. RA RG0) Uil
BRFKIN 53 70 BCPEE— RO, T R 017 TR0 A PR PR 1) AT AR A ST ER K B /MU - 15 17
I FEIRR A 44 4 BLRCEC PIE PSR 3R 8 s T 3

I AR I T T B B0k CA AP REE S I R SR R E RS, A
RRBIRGHBIITT A

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

%ol RGBS AL RGN B, B KRG S5 HAD RGEERE . XFh B L
B L B g 5 110 180 FH 2 e Aok I 448 1) 7 1) o S PRV 817 38 BEL Lk A A I N A1 I AR A2 7 22 4 0
“%, REVIA~RERES . RA CA RGiE 5EHAF N, AULET/EFTE. U
n] R G AT E N 52 A) LRI 415 i) CA 8

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THENL %4 PE Computer Security Rating

GDCA MRIFEFHIEMA BRI TIIME , G EZ R 2 2SR ER, L%
EEERHE

GDCA [MMIE&RSE, i 1 E SO BRI % e H A

GDCA MINIERGE THHENL 2% 22 4, 347 H B 508 08 B R 2 8 1T RHATIE &
giv tHENL MR TEEEHE, JFRIEAR T X RO FEL, FERG R
ARG 7 AT TR NGE
GDCA achieves a system of security level in accordance with the specifications of laws, regulations

and administrative departments and the requirements of state computer security level.
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GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.

6.6. A EMIEAREEH] Life Cycle Technical Controls

6.6.1. ARG K #zEH| System Development Controls

GDCA A vt AT o R A LA J 0 -
il RE 28 ] AR I TE R AR SRR AR R, IR AR ™A 12 IR IAT 5
i 7 2 i P S AR AU RE B B 5
TR REFF I AHETE SRR GEREAT PR T Ja - R A& 25 8
A% B HR B R EAT A RUAE LR 20
S =7 YRR B A
2 RS T AT S BE
[FINf, GDCA AT RIRIERNE, 275 1S015408 bR, AT AHIR LI FITT
KA

o . &~ w Do

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B PR Security Management Controls
GDCA WIE RG G B2 A8 B, i 181G B 5K % AL A8 3 R A DIg AT 48 BNV ik
ITERAE
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GDCA K —Fh RGN E BAR Rk HIA B R AR E, CAPT R HE M

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

A2 HERI BRI, AT ZatE iR d, FRIRBIREREHAR, 25
FAAE LRI o 0 B0 35 PR R AN 22 25 L 48 A8 SN ™ A% 1) 22 A LRI, BT e
IR v T

GDCA MIER G A i s TH LU, IR IH B AT AL BRI, 15 S 20
IR A 2 4 (05 B AFE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A A B 22 24541 Life Cycle Security Controls

GDCA L R SR A et B vl RREEMERO T2 R, HLrp 4 7R, R
i JA IR 2 o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML HIZ4#%] Network Security Controls

GDCA L &R Gk F 2 Bl K AR 4 B 2 P2 SR e i IR s I HL S 5 35 (1
VIR HAR .
WIER G RIS RS IE . EWIE-BEEMOCHIERIELhRE, UMl M2 AT .
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R GDCA #HU 51 LRet it N GDCA iE-fi)iR%5 #5 . GDCA iE+5 H %/l %# . GDCA
(W T S

T IR %24, GDCA WIENL S R HH0E 7 NN 2wt BisgEpy
TR RS, JFH I R K AR W 22 Ao v s 8 A0 I R GRS,
PUJS AT RE Y FEAIR A B T 0 28 1 XU o

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJ[EIEX Time-Stamping

WIERGHIS R RS H & #AF H EBLZAT R R R o XL [ R R A T
TR BT S A 207 ) T B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. EF B REFIRMELETREWI Certificate, CRL,

and OCSP Profiles

7.1. {EFH Certificate Profile

GDCA 1§ F I FELHAIE F % T & [ ZAH AR UEE SR, & ITU-T #EFE A — N E FRbr v
ITU-T X.509v3 (1997): 15 BHAR-FFM RS Hi%E-H3: AFEHEZE (1997 &6 H) Frifk
F1 RFC 5280: Internet X.509 A4H3EAE#itIE A CRL 254 (2008 &5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
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(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

7.1.1. FRA<5: Version Number(s)

GDCA iEFi 54 X.509 V3 Wil Fitg 2,  AAAE BAF AR UE TS A A= Y o

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. MEHH B Certificate Extensions

GDCA [ 1 48] X.509 V3 JiiE Fbr #EWURIFR Y FEIILASE, L] T B XY e
T
® iEFihRAEN
1. UEFARAS (Version)
i8] X.509 iEF % A, E N V3.
2. UEPBR%)5 (SerialNumber)
Bl i1 GDCA 73 Fo g iEA5 R ME— I8 RUBR IR
3. ZABEIERRSF (Signature)
T %€ 1 GDCA 25 A E -5 s FH 25 4 i
4. KA (Issuer)
FASRAR IR REF 1 CA 9 X.500 DN 4%, HI GDCA &A@k, BfFEEZ. 4.
ms AU, AL A4 . il
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. UEFAH X (Validity)
FISRAGE MR AT R, ARG UE TG 42 R H IR TR) DA K 2% R4 H AN 1] o
RO FIEB, & E R EiE B GIEA R A .
6. UEFH 4 (Subject)
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faEVEPREE I X.500 ME—42 5 BFEE S A T B SA0ER T IAE A 4,
AL email Hitk SRS A5 B4

7. UEPBFAEEATEHEE (subjectPublicKeyinfo)

IERREEE AT EE BSOS WA EEGE: IEBREEENQITEHNME: 2T
M SRR IRRT . AR IRRFE S AT P55 hash 5%

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name,

e.g.:
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN

5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.
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7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

® EfY I

L. AURHLAEZ AR RSF (authorityKeyldentifier)

MURHUAE B R IR e it 7 — P70, DRI SIE BB A R A 4
WUR#F T A 2 A FHIF B T RAEZWINERA 2 /N4 % HN Y R .

2. EMEHAFRRFF (subjectKeyldentifier)

AR BE—FRUA R B — R E APIRER I 57 e RFR IR T AR A FF
W ER X E B RES (i, SEHERRAERD.

3. EHIME (key usage)

858 KPS TS, ANRHUBL BEmE, HEEmE, HHIIG R
UFUEH%544, B00F CRL 2244, Hm#, Rfg#, R&4.

4. CRL RA[ &

H1 GDCA #EE ¥ CRL KA i

® Certificate extensions
1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA

® [E ¥R

EEOTANF] I 582 AR 55 75 5K, GDCA A R3% 8 S — 26 e 1, AFFHA R TR
T
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1 HfRET: HTRRIT & RS,
2. MW A TR AR
3. LRUEMS: HTFRomdlk TriEm 55
4. EBECIES: HTRoadkER-S
5. fEAEMSS: MEBAUANU AR FARRLT 7 R — 5
6. MIBLEICUET: HFRoR AT,
7. MASIESE: HT RS ER S5
® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

2. Insurance number: It is used to indicate the subscriber's insurance number.
3. Organization Code: It is used to indicate the Organization code.
4. IC registration number: It is used to indicate enterprise IC registration number.

5. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

6. Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

8. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. HEX ZARRRF Algorithm Object Identifiers

GDCA 2 R HIIEFH, B BE AR AR N shalRSA . sha256RSA fll sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

7.1.4. £ # I Name Forms

GDCA %5 & Bk 4 FR T 2 A% ORI A 2545 & X501 Distinguished Name(DN) i) %
il 4 g 2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.
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7.1.5. Z FRBR | Name Constraints

GDCA ZE R WIES:, HARBAZAIRA Fe v B2 BE 4, A 2 & LRIR A
Ko

Name of certificate issued by GDCA must not be anonymous or pseudo. The name should be an
identifier with meaningful contents.

7.1.6. TEHEmEXT R AR RAF Certificate Policy Object Identifier

UEP X S AR IR FFRIA CPS 28 1.3.7.6 5.

See CPS sectionl1.3.7.6.

7.2. EHRHHFIR CRL Profile

GDCA A% % CRL, ftH & #{diH .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. R4 Version Number(s)

GDCA fES 8 4112 R X.509 v2 4% 3.
CRL issued by GDCA is formatted in accordance with X.509 v2.
7.2.2. CRL fl CRL % H¥ BIW CRL and CRL Entry Extensions

GDCA HEB M 713 (CRL) & — Ay A i #3F B B S 4 n 2 masiE
%13 . CRL %K # & CA, GDCA iliid &Ai CRL 4t ik I 7l BHPIRAS

E)=8

1. CRL MRRAS: Hk4EE CRL MMUALE R, GDCA KH 12 [F X.509 V3 i X i
ff) CRL V2 fiA

2. 457k GDCA XA shal RSA. sha256RSA. sha256ECDSA. SM2 Jz ECC %44
Bk

3. WiKFE: FEEZKNMM DN &, HERK. A, i U, BALETTRE A S
Jio

4. ERETE: AR A HIITEME, H RURBIA CRL KA [A] o
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SEHSIA]: 4RE NI AME, I RARITR —Ik CRL K2R AT RIS TA] CARFR 1
S| (56 FHAZ 480 6

MIHIERAIR: fBEC8REsEERMIERIIER. RPRPSEIETRFE]5 A
US4 7 B 1) AR ]

MR HFRRST (lssuer Unique Identifier): Z<IikRiR I SKIGIEE CRL E24
MIATFERH . EReHEnE— CA R IAE % H.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.

GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revoked or suspended certificates. The list
contains certificate serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELIEFIREIMI OCSP Profile

GDCA KH IETF PKIX TAEHI K HI—MELIUEIRZA L (Online Certificate

Status Protocol, OCSP, RFC6960), %W & X 1 — FibntE B35 KA R AE B A% =X LA
WIEF & SRS 1. 7E GDCA B J7 Pt T4 OCSP iy % /7 ¥ J- 44 i GDCA B J5 M
i R AT OCSP #/E U I BEATRC &, BT {E ) GDCA HIFEZRIEH RS A I ikS: . GDCA
R R OCSP i B 22 /0405 BLR ik () OCSP ALAL HE AR I A 75 -

1.

2.
3.
4.

Version: & )5 I (¥) OCSP Ml ({1l A5 ;s GDCA [ILELRUEASIRZS PN v
signatureAlgorithm: %%’% OCSP [f15ik;

responderID: 2% OCSP WIS, 25K AP SHAL Hdls 1 ZEE AHIEH T 4 .
producedAt: OCSP Wi 8 A= B 1) H S A 7] 5
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5. Signature: OCSP Wi BB 7254 .

6. Nonce(—RPEREALEL): 7EARZSTERIH S HBE— requestExtensions 7% & Al K 7H
BH (1) responseExtension A% & H AL F — IR BENLEL, By 1k Bl .

7. UEFRRES: UEBREICIRES, SEAR. MR,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderID: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

7.3.1. OCSP &R Fmg M AL B OCSP Request and Response Resolution

—> OCSP 15 KRB & DL T4 - WhUlAs s A g% ZoR . HARIEB AR IR AT B 9™ R I14%

FERRZ —ANER G, OCSP JIR 55 i Wi LI BEAT 41 R Gl

o [FRIEMIM L

® B R 55 A A B SR AHE SR AR 55

® IEREE TN SEENEE, WREA DR RF B2, B4 OCSP
R 55 SR A AR AR s AR, R BN E [T R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services
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® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRA#E R R Z A GDCA IERRE A E R THTEA, TERPIRSOIE.
WERARL OREE . RE1. BIEAERH LN A
® [N GiFERIRA
M 2 55 44 R
XV R e 45 1 5]
Y e
B HIE GARIRTT S
Xt R R A5 B B A 1254

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed

WAR RS, OCSP %% 25 oxik Ml — MRS B, IXLHNR(E B A GDCA iEH%
REFEHANZE L. HEME B R EAFE:
K IERREAALHIE R (malformedRequest)
R4S % CinternalError)
WM AR (trylater)
TEL Y (sigRequired)

FKFZAL Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® frylater
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® sigRequired

® unauthorized
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8. INEAL ¥ 3+ M H A ¢ £5 Compliance Audit and Other

Assessments

8.1. VFAh B M &R 5 1F © Frequency and Circumstances of

Assessments

GDCA R A3 N EAT — IR — B B THAIIE B VPAl, FRRR I E 2D 3% % & 11
TEBREAT VMY, CAORAIEIE IR S5 I Ptk . 2 vE im0 . Frh X iiE 5y GDCA
TrustAUTH R5 ROOT iE-f5. #rZ i X RS R CA iE+:. GDCA TrustAUTH E5 ROOT 1iE
PR M CA FITZEKI1) SSL RS54 IEF5 -

GDCA should conduct an internal compliance audit and an operation assessment each quarter to
ensure the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL server certificates issued by
subordinate CAs of TrustAUTH R5 ROQOT certificate and #1% I/ R5 8 CA certificate and GDCA
E5 ROOT certificate.

BT PR TR RIPPAG 4, GDCA IEHEE M SL ¥ i v i 9 55 BT, 4218 WebTrust X
CA IR AT 150 o H ANV Ay

1. AR (P NRIEMEBFERE) . CRPERS S EIMNE) SR ER,
TP — RHE 2 E T IV IR A

2. GDCA R IE K L HRI T ER . [H A SCHRUERIA CPS 111 S iz & A il
5, TRHRN VAR R R TR, R A AT — IR B PR A, BLEE X GDCA
WHT LA (RA ZH %) MV H .

3. GDCA HEEMALI iS55, 4%/ WebTrust X CA B LHRUN, R4
AT — RO R ANV A o

4, GDCA FFHEAT — AR PG AR, IR0 3B S54RI B, 1Al B A &
A AT REME SOE BB , HEURAE H RTINS BOR RGO SAE I S R
JSERE AU, AR U PR, G SEREHFAERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
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Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. VREEME B Identity/Qualification of Assessors

GDCA A ERH T, H GDCA %A & A2 Mot S I TN F v vFAh /N, s
THPAL N HBAT BRI LA

GDCA BB MM TR, NAZE A& DL B B -

1 IRAVATH. AHL T PERETIR, L =h R A

2. THATENEERZEER. BEMEZEER, PKI BOR. drdEFI#ER(E

3. A& RGUS T RN L BRM TR

4. FASAMSLER Rk p

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.
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8.3. VFMHEESHBIEME ZHE K} KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #iil R G5 ANU 1 R G B 01 MBI 53R AE 21 TAE KA AN RE

i

o

2. ANERVEALE (fF B L AR BRSL TR 55 i LU HARLR) A GDCA 2 1A 2
MSLHIRER, BAEMENLSS . WSER, B L EAR A E IR L LU IEAL 1
FRNE, VRS ERLDAL, AR, FAHIZS XS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LA AR LA R WA
1) ZA RS2 78 7 1 S
2) dzE TARGAEAG 2 15 2™ A 5
3) FETARAL CPS. ML IV 2% e ZORIT AR 555
4) FIHE. CREGTE, EEAEN -,
5) e mAFAEHA AT BEAAE A 2 A XK
S5 =7 IS S5 BT R WebTrust For CA BINEIEE R, X GDCA #HAT ML H 1T,
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements
when conducting authentication services

4) Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks
Third-party audit firms perform assessments and evaluations on GDCA to be compliant with
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requirements of WebTrust.

85. XWHBEAEFRIEFEE Resolution for Problems and

Deficiencies

T AU B 45 b v 1) R, p o A /N2 7 B O ) R ) B AR R )
BEAT V55 CAOBE RN 56 25 (A 00 o 58 UK B T2 B CSoBE J S BRI 1) 7% 1) o F PG /N
PR 45 ik T AR i AR

X} T GDCA BBLEMHAG A vh 45 2R, iz IEAE #4736 ) A% CPS J¢ GDCA il
FE AL S RE K4T 9, GDCA ¥5-F LAIIE, FA RS A A B (kX 2647y, [Fi
G GDCA I ERFATI S B N S RAT IG5 P E RV E LA, GDCA R 1k
SHZH U I HLF AR 5545 FAZ AL

S =07 HAH RS S Al 52 RS, GDCA #2 MBI TR S #4780k, FFie2 ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA (18 T &5 SR [a) AHURY & HARE B0 1T AR B 71328 B HOAE -y LA AT 1E 20d
e, XA REIERIT P Asbaal, GDCA K R T iR .

=07 MR S A e S, TR T R, FiEid www.gdea.com.cn W3
BEAT AT o ATAR 55 =07 [V PP A SEAAOE S Al 25 SR EE RS B, #6205 58 B 1 )
GDCA FHIE A HFIA )5 38, HAES GDCA KRR, 2 574 MLE I 4h; GDCA {#
BATEIX J7 THI VR A
Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will

notify the subscribers of any potential security risks timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be
published at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes
and methods to GDCA in advance before notifying the evaluation entity on the assessment
results or similar information, except otherwise defined by law; GDCA reserves the legal rights

in this part.

8.7. HAbiRfL Other Assessments

TERIE o

No provisions.
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9. B TFAEMHE AR 4% 2K Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S AL L IR SR 55 [ AU E 1T PO g i, BRI e dm
HEARE B 50 AN BRI TR B ST, IR B 2R 48 Fe T DGR AR S5 UAL 9 o v
IRE N RAHETT S FENC SR bRAETE Y, REASE W SR bR HE AL T, GDCA AL
FRAE T GPIRIL,  BEXS AR PR A4 H AN ] R YA 2 SR B A0 B 435 e

R GDCA ZZZE M HHHa B 4% F1 GDCA A AN AS—2, DL pgfh
i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. Guangdong electronic certification service charge standard is approved
by Guangdong price administration at presence. In the standard range of the charge, namely not

exceeding the upper limit, GDCA has the rights to launch different charging and discount policies
targeted to different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEFHE W # A Certificate Inquiry Fees

FEVERAROAA, XHZIERE S TE R, HAT GDCA AU E M. RIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik i WS 1 iU
2 I o

0 SRAIE 5 2 ) U B B A AR T A4k, GDCA K2 J I8 kA3 www.gdca.com.cn
BT AT,

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at
its website (www.gdca.com.cn).

143



Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIENL SN (V4.5) ki

9.1.3. EH R BURSE BRZE# %% Revocation or Status Inquiry Fees

GDCA Xf THEH A AR A, H BT AU 2% o BRART 3R IR IR 5K
52 GDCA A4S, GDCA -5 7 i S BUSLiZ ISC (1 9

I SR A AR S AE B B I R BUR A AR (T A2 46, GDCA R 23 S I £ 9 i
www.gdca.com.cn _EF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR 3 B Other Service Fees

1. Wi i GDCA RHUAUR ) CPS sALABA A1l LI, GDCA i il
R ] 7 A e 3 O AR B A 9

2. GDCA Hg i I R UL A7 N R AAHICAR S5, GDCA fE51T 7 8 HAt S
BB W IR

3. HAth GDCA K Ziol# I Refe AT HIPH, GDCA Hio K oA, )
.

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B KK Mg Refund Policy

GDCA ST YK HL (B Y, 7 345 HR 75 R 58 3 9l FH DR D e o 3 bl ] DLIRSE 4F,
GDCA AN F AT 2 F

FESEHAIE B E A RAE PRI e h, GDCA 357 M I BRERE A 550G . 1 o
GDCA & T 4% CPS il e 1 ST B & B oK 5%, i1 i LAZEsk GDCA M iE 15 9F
Bk, £ GDCA 44 TIT P HIEF )5, GDCA #4537 RIFEIT /2 o HiFZAE 45 S A0 0 2%
M ARBURIEEIT F .

144


http://www.gdca.com.cn/

Il somrnnnammas
Soen rmnpm——,;e GDCA H-FIENL SN (V4.5) ki

PR RIS AN PR 10T P15 2 2 AR A2
SERGE G, 1T R Ak e E FiZAEH, GDCA B 7t Hak Bt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PREEFEEE Insurance Coverage

HIL R HIE T4 GDCA #iil G, UEBIT . MRH 7 55 544 1] DL GDCA 740
WERE BT (V8 BRI E T TR A 6

® GDCA KIEBH R KA P LSMASE =7, SBOT 7 sl iy 8 240k
iip

o iR T R RAEMME B BT, GDCA KGR K Tik+, FHUK
7 TS

® GDCA ARAREUEZRXIT FHE s (5 BT M A K 7 HIET, S80T
FHE KT T 2 R

® i1 GDCA IR K FHUE B AR B ST, SUEIT - 80 Wy 18 52 11k
[¥); GDCA Kt AN e 5 1)

®  GDCA X TARAHIEFT o MMy 55 S JAE IR 21 & F ST BRI ZE A

H RS LA -
HE5 2R e Tl
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 J&. (RMB)
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

SSL Server Certificate 1000000 RMB

9.2.2. HAh ¥ 7= Other Assets

TERE o

No stipulation.

9.2.3. X A LA REKERELR Insurance or Warranty Coverage for

End-Entities

GDCA Ui Je |4 CPS il rER 5T, WEHIT /. OBy & SR m] LLH i GDCA
ARG TR GRE LA E R TR . 74 GDCA kG, AL iZ SR AT % .
A R A G
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If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or

contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FAE4ABR Liability Exemption

ARG/, N2 %kk GDCA Z5i1E:

1.

T 7E B I8 ] GDCA Huv b B, A X552 -

1) A SRS, e HERAMELRE R, AR ERELE . TR R
AE R

2) PN %ELRE GDCA i K IEUFIE B EARTI RS PIN 19, A1 PIN
e S0 B e P B AR B S A AN

3) I FIENH B CRE BT TR B, RUGE TREL, Ze R RS

4) ITPRMBRTELHERE LR FERE RO AL REN, N2 R & A
GDCA JKAHRAS T, FHe& b i % i 725 44 i E R ;

5) 1T PEAE FHECTUE SN 0 2508 ST [ S VA VERURIAT O 3 i BE . A4 5
FUEFAE )y GDCA FiLE 18 A i Bl A0 A A AT n] FH 3846 1

6) I STLAEUE AT R A AN AT B E 1 AT Ok E BT Rk it
AR BRGSO IET:

7) ATV SUCSSHRAE I AN 1) GDCA K 224 Ml 55 52 B 5 A8 4 R 25 %

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
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information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HMTATHAERT SEETIEBE AR EE, Tl TESR, SEE, &
1L AR ME RS 1 AW ME 2 “ARTHi 7, RIEARBUL. AR %
FHARETC A Z NGO, B EART
1) BARUZEFARRE, WFEHE. KLk B A, S, oK.

o, B NEE RIS,
2) MG HEFREFACEBUF TN, SRBUFIUA T ECR. R HEMATEL
P, B B BEELSA SR .

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events

like war, strikes, chaos, and etc.
3. GDCA 15 £ B 28 Wi b SRR T R 1 S B P uE PR R B iR BB b, .
EBR, BEE . KB uE RS B ATTRHE 2 “HORTEE” 51 R
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3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLEMHEMEE 1 A VERE B HE B UGEL S5 RN, mATA 45 %
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FESEBTANITH , A LU G R 2 G B 2 B A0 T AR S5 88T T 53
fE:

FEREST A RIE A I EORAT (B i 728 2 IR BAAUE P 5Rms ) AOJEat b, N FHAE
B AN T YRR S5 EEHR T EF LEASRAT Y, AR+ GDCA B RIESS
(A 2 BB 2 5 RS () STAT AT R A%, GDCA 1T 7 AR 6 7 ot 2 5 R L BSURT 4 5

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.
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9.3. W% BRE Confidentiality of Business Information
9.3.1. 215 E Y8 Scope of Confidential Information

£ GDCA # At i FIMEMR S, LU NE BAUARE (S B

1) GDCA i I #2544 M 5 4

2) HHCREHE: AMHE, REBHE. PRHENEER, XEE S8 GDCA LN
REGEE, RAZEHE T AFNSE AT USSR, BIEERER, AL AT
KA o

3) HAthth GDCA #1 RA fRAFEMI/N NI A FIE B IRE, BRiEEER, A A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1) GDCA subscriber’s digital signature and decryption key

2) Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3) Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ABTHFHKE B Information Not Within the Scope of Confidential

Information

GDCA #1 LA T 5 B AAAREE R

® 5l GDCA RATHE-HHI CRL 5 .

® 1 GDCA 3(HF. CPS HAIMIE+ Hems {5 .

® GDCA #7], H47 GDCA il ' Jiflifl, £ GDCA Ml A TF R AT HIME B o
® ffh: GDCA {5 5 MR P B TR TR IR O Hicdfs T FR S

GDCA treats the following information as non-confidential information:

® Information in the certificate and CRL issued by GDCA

® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications
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9.3.3. R REE BRI TTHE

Responsibility to Protect Confidential Information

GDCA H ZHE 5 R AT 9.3.1 HHLE MRS B 3T 5 L5

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFFREE Privacy of Personal Information

9.4.1. BRAALREE 7R Privacy Plan

GDCA 3 FHE-A3T /N AVERHIIAL B, I 52 488 [ A A HERHE AL 0 )
HISEHLSE Bt [FIRT, GDCA T (A (IR P et 52 A AR B RRIERT A N
T

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. YEREERA B E RS B Information Treated as Private

GDCA & X LA 5 BONIET T T IR AAE &

® i ARCGE S AS S IE S Y FRALHLAACRS .

® iIJTHIBKARHIE,

® i/ IEfEhE AR

® I JHIHATIKS .

GDCA defines the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents number such as ID number, organization code

®  Subscriber's telephone number

®  Subscriber’s mailing address and living address

®  Subscriber's bank account number
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9.4.3. AN REFRL 15 B Information Not Deemed Private

GDCA & X FEEARR T LU MG BABAMIE 1T 7 FEAME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

® IR, ARG,
o iR AR
® i Ul E LK HEE A .
® i) HIHLTHRA

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. fR4P B FA I 5 4E Responsibility to Protect Private Information

GDCA A ZE R SR AT 9.4.2 FHE IIES HEH DM AR THES X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. R BEAEERNE M 5EAE Notice and Consent to Use Private

Information

GDCA R R I = (125 BRORYUEFAT P I NBSAL, FRR RIS 1) 2 = T B R
CAFHH N NBRAAME B o BRAFMRIEZ R BEUR 1 sR I vERUE , ERASENE-BIT 7 VFnT
Z AT GDCA fRIEASAEIEF T 7 B E AR+ 1 N BRSNS A5 B e ey
KIE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.
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9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

AT EHLOR 7 2 GDCA $RALAH R A UE 43 F 2 1A G {5 BT, GDCA T4 it in R~ A5 R
PPAIE-ZNEI N

VP A NI s 43 145 .

T % GDCA I3k 1 8 57 1 V0L o

GDCA #-4 BB ZR ik A AR LA (S B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfs BB BB Other Information Disclosure Circumstances

UARAEASIT 2R GDCA SRR 2 7 SR IR 55 SO AR = i, GDCA I 5
SR P Lk 44 A2y ki 5545 B SR AL 258 = F il ey A .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. &MiRFHL Intellectual Property Rights

®  GDCA A7 IR B XHIEFS LA S GDCA HBE I T BRAT IR 48 A AL o
® GDCAXHFIEB ARG RA AR LA a7 F 8L
®  GDCA AR E R TR AT RSt

® GDCA Wuk_EAARI—YIE B8 GDCA 7=, K& GDCA HH W, A EER AT’k
TN,

® GDCA RAFIIET 1 CRL ¥5% GDCA 3B It =,
o XPAMNEEE BRI AIANYE A GDCA e,

® JIkIRH GDCA b SRR EL A (BURRIFR DND BLRZ I b A 48 24 3 SR (R E
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® GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

® GDCA has the right to decide to use which software system.

® Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&RiREHER Representations and Warranties

9.6.1. B TFAEAR S HLH BIBRIR 548 4% CA Representations and Warranties

GDCA 7EF Bt B T UE IR s S 2 o B T

® GDCA ZE R4 P IMIEH 54 GDCA [¥1 CPS [MFTA S MK

®  GDCA EIAEF 1T FUBARATAT AN A, KEEAR T L FEma 1T 7 (E A st R e 5
ek

® GDCA K Sz mAiET .

® GDCA IR#ZRAET 5, A 3 B [AliE 15 B & VIR B A i A 2 A

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® GDCA revokes the certificate in time.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

UEH AT RA G, GDCA TRAERRARZIUERITT FE B AN, UET AR {5 B AR
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After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. EMAHFIBRIR 5 AR RA Representations and Warranties

GDCA HJEMHITES 5 i FIAE RS SRR T R i T

1 $RELEUERIT P NS R 58 4 75 & GDCA (1] CPS YT A St 2K .

2. fE GDCA “ERGIE il , A2 UML) 2 AT S B0E - 5 RS UER g H
[¥ifs BA— 5.

3. VEMUKRI%Z CPS HIRE, L] GDCA $258 M. B A5 k95 Hii .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. 1T P B2 5484+ Subscriber Representations and Warranties

WP — B35 GDCA B MIESS, BB AIE GDCAL FEMAHLA K ASHIEFS AT
RAFNAEL LR A&
® IR GDCA ) “Hrilb I STEF " MA CPS w1 T AT 25 R 26 A
® EUE-PIIAH RO N AT R T4
® i) {EHIHIEBI FVEMHUAR M SRR L. e BAUER, TR R AT
UM, DhiESEE B AT E.
® UWURAAEMRIEN, MaIT AR PIE AT IEN ST AE. 1A ST ARE A
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S5 I AL

®  [RARAT P ASAEN U E] P T B BN E 1T REAS SR TEN LR (AL
) Bt IFE 55 o

® —ZEERAEH, BERIRIT T RIBAHLZ A CPS T A S Mk, JFRIBAER
EIVA R DARIISNE

® PSR, T HIN AR T DU IR ORREXT AL, A8 T
ARG, RSB TP 18 R BT LR85« kR . B iR 2 3R AUAE T 5

® NHIEAAEMKE GDCA 27nid (A W oAe BB TIEE, ARG EA R T 5m
TRV (142 SCRIAIE 5 1 55 (X0 85 0 R k=5

® ILASfEAS CPS A ML At A Vi Bl N AR T, JURFIE S T2 I S AU B A 9 10
I H.

o CRIzar. SEMAMORPT ILUE BRI MEE MR S

® AU ZAE T, ARBLL RO, MAZRIE GDCA Hs AHIES:: 1)
EAS T IS BN B BOVRT R BANERR S 2 2) IEH T 5 2A9H R R
iR 3) AILdaRY, A B UL 1288 nl BeAUA .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

®  Subscribers ensure that they don't engage in business performed by the issuing agency

156



l] EXSTRIIT ?F!Illilliii/\ﬁlﬁ.ﬂﬁ'z."‘ﬁl

Globed Dligital Cut

GDCA

GDCA HL FAIEME M) (V4. 5) Fix

9.6.4.

L.

(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

W5 Wi 5 4R Representations and Warranties of Relying

Party

SFAS CPS KA HE

FAAIE PR AE R AE 1) ¥ FELRH PR A8 R IE A5

FEASRUE T, XHIES I E AT BRI

TEASHEF5 AT, JdId A i) CRL B OCSP #i A E 152 T 4k 4 o

—Hi TR ecE AR RS 7 AR AR AR B0 RS 4 GDCA

R B R BEAT HMEE , JF HARH PR3 Y B B Bt N B 452K
® NEIELAEMKE GDCA A7nid (W] oiAe  BHT . FFEE, BAREA R T 50ms
TR (42 SORTALE 5 1R 55 AT 0 R k5 o

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® Verify certificate’s trust chain before trust the certificate.
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Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih25& kiR SR Representations and Warranties of Other

Participants

GDCA MEE L FIMIEIE AL 2 5 FH AR a0 A& -
WS AS CPS WA HUE -

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

43 Disclaimers of Warranties

7% CPS9.6.1 H ¥ BAHfA LA, GDCA A& AH H At AT A T 2 ARAIE A X 5%«

AEEERIT P S8 HAh 258 PR 2.

AN FL DR ¥ Bl A8 P PR AT ] 000 A8 R

ASKHIE P78 R H 6 LLAM 1 R AR AT A B4

ST HU, W4 AR 9 35 8538 B 55 P e b B i) 2 7 450 e
.

WA CPS9.6.3 /KN, EUMKAS i ;A CPS9.6.4 Z 7k ik, 73 LA%FAR
GDCA 2 51T

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
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majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.

9.8. APFRIFAE Limitations of Liability

EFAT T K77 GDCA F2 L B T UAIE RS N F IS SHEShIE Z 5%, GDCA
KRNI A CPS9.9 #ILE (KA PRI £ 51 4F

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K5 /F Indemnification by GDCA

U1 GDCA i) T 4 CPS9.6.1 HH IR, HEF51T /7 KI5 524 1T LI i GDCA
ARG TT (8 A E st BRAM . B PR B, GDCA &IHAT PRI 2 57T
1. GDCA iEHEE RIS KA P LAAMAEE =07, SEOT 7 BURE 7 18 Z 81K 1
2. TRV PSS RECBURNER . BIRMEIL T, GDCA 2R IEH H L T 45RME B,

FEAT B AGTT E ZHUR
3. 1E GDCA AT P &AL (5 BB BURMEE RV 1B 5L, (BT SRIAT 28 RIS,

SE R EZ PSR
4. 1T GDCA (R R FEGEBRVAB AR G, WHEe, SBOT P sk #5240k

¥
5. GDCA KA K BAHUET, S EURIUT B2 1K1 .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.
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3.

If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

J34k, GDCA W £ BRI -

GDCA Fi 3 M4 XS5 AE T A CPS 9.2.1, IXFhE 42 PR AT Al GDCA MR
PLEHIHE, GDCA 244 5T J5 I 1 (it SLZ @ ANAR G M A

ST BT P B AR AT (R SR 3 B, GDCA AR BT, BT F sk #is 947
7HH

GDCA R A TEUETS A HOUIFR Py A 453 R % 54T

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIMEALFRAE Indemnification by Subscribers

WA RS M 3 50 GDCA BRI B 2k, 117 B AR H I 4 DA -

WP HIEEANE R, R#E. dRe#E S ER AT LR, S8R GDCA K&
HARBUEAS Bk 55 WU B 5 =5 8 2 s

WP RO s T RIS B AV . 8%, BUANAAE it . 18RI BOA A0
GDCA JHAIZBUMIEASARSTHIA, LARAS LA A N A & i GDCA Je HAZALN
EF IR SHUIR L 5 =7 245

WPERRES AT, AiERA CPS KAHRERAEMIE, BEERIEFH 44 CPS
FLSE A 55 Vi B

UEAS T 7 B HE AT BUR A UEAS (0 SRS 41 3K 5, 2 GDCA KZiES i
BAE BT URATHIYIA], i AGZAE g DLAT AR 5, BE BT S S I 2R 2
gy, W0 GDCA A CPS HMIVEREAT 1A RBRAE, A AZIEAS T 7 b Ji 7K 4H
I $ 35 W A2 5T A5

RAEH TR EE BA RS AR B AMER;
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6
7
8.
9
10.
11.

UEASH IAE S R AR AR AR A5 LA IR 5 JF S &1 GDCA AT 5
BAMNAGIRIE RO IR, SBRAZ R E . I Mk
FEAFFIALNEA B R BAAAE SE R I, A% A8 AR5 I R ) 38 1 GDCA KA 77
EAS B EASE A I IESS 5

WP HIEFAE BARIE 128 =J7 AR AL

FERLE VS AME RIEFS, I W SER U TR 30

If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

10.

11.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate  the CPS and related operation practices when using certificates as well
as using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Unreal, incomplete or inaccurate information provided by subscribers.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.
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9.9.3. WA TT L FH4E Indemnification by Relying Parties

A RS T3 20 GDCA BT R HUR, KA N 2 7K I AL AT
1. A JE1T GDCA ST PRI CPS HlE 1) 3555
2. REEMKIEA CPS MVEBAT G #%, FHUGDCA S AHFANIIES Ak 55 HLAL Bl =

JIE R E
3. MEAGERIMGE MEBUET, WIRHTT PIRTIES A7 (R 0 ] YIRS A 15 % B

IEFS ST ml RE N SIS T2, (B RERUESS 5
4. WA BARAE FEAERE AT 0L
5. RI A 8IS A CRL B OCSP i iE+5 2 S8k 4.

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. AXHIFR 541k Term and Termination

9.10.1. AR Term

A CPS AR H AR IE AR, B —RRAH CPS IR J%; A CPS 78 F —hiAs
CPS 4%z F BifE GDCA % 11 i F-iAIF AR 55 5 2 25

This CPS will enter into force at 12 o’clock midnight of the effective date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.
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9.10.2.  # 1k Termination

£ GDCA 1B HL T IMIERSS I, A CPS #1k.

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. WAL IE 5B Effect of Termination and Survival

A CPS #ib)5, HABpKFERS 21k, CPS N AR AN TRAE, EXf&IEZ
H A A AL RVE R SE, CPS A 25 7 TR M E S ST SR BRT3ARIE T -

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

92.11. 25 F KA FH ES 5 YW E Individual Notices and

Communications with Participants

A CPS &1L )5, GDCA Mui SRR BINA R HDUM AN Z 5 AN A UETE 3011
THRXYHEN.

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. &iT Amendments

9.12.1. BT FERF Procedures for Amendment

% GDCA %4 3RIgZE ML, CPS Y5 /NARF B/ DEHA — A CPS, HifRI
PG IR SRR IR 0 1) (0 SR A G I Bt #58 CPIEESR, FF& MRS
T F 1) S b i 22

A% CPS MMELCRITEHT, B CPS Zm’S /NHAR BT, £ GDCA 22 4% SR IE 25 A o34k
#EJ5, H CPS w5/ NAMSTHLUET, BITJEH) CPS & GDCA %42 HRNg 23 i itk f5
TERXFA KA

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
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requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. BEHMLHIFHIPR Notification Mechanism and Periods

BTG 1 CPS &ttt J5 K 37 BN 7E GDCA M3k www.gdca.com.cn R A, X+ 75
FUR IR S BARSE T OE M E L, GDCA 71 & BRI I [a] P 38 1A %%
Jis A BRI R RLARIEA 5% 75 52 BRI 5/

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

0.12.3.  UFAMEENLE N FIET Circumstances under which CPS Must be

Changed

GDCA AU A CPS HEAT e T 46 OPS Hil 5 A 2 5 4 B e R — 5,
FE 5 s 00 T A LRI M 54 W T B B R 26

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.13. %4bH Dispute Resolution Provisions

GDCA. EFIT /M7 S5 SR AE F TG 2 o™ A2 iUl 32 LT 20 SR AR ok -
WRIEA CPS HIHLE, WIS s

H1 GDCA MK ER T 1153 5 HE A Wi 5

AP RRIG AT RIE R T T AT Rk

R 5 GDCA BB EA CPS FITiy K AT - AR VR IA T, 5% GDCA i
TE M PRI RAIR BB

= W e

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
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2. GDCA’s related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

0.14. E¥EHESR Governing Law

GDCA ] CPS ZHEZE AR (hae NIRILAE B T2275) A (R IERS
B VA,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5i&ERERI&E 1 Compliance with Applicable Law

To1& GDCA HIEAT 7 A S S AR A ] b e (3 DL K AR AT Ak F) GDCA HIEH
A% CPS (AT« AFREAIRE A3 22503 ) rh A N RS (174 . (£ 75 GDCA Bif%
BOEMBUR A CPS i R MAEAT L, #93& Brp fe N RAT 721

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure  should be compliant
with laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation
to this CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&%% 3k Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

GDCA [ CPS e B R S5t . bl Hx. TAANE 3 #65r. KTXHZ
MERAFEEERBEIONE, 82U P Sl PO ERE GDCA MMk
T LA A B A B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents  will
completely replace all previous parts. The previous parts would be placed at the GDCA web site for
browsing.
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9.16.2.  ¥ik Assignment

GDCA R, IRYEA CPS FPiiR AL SR I RIBURIAN 55, %07 3 Nl i%
HERZ R (R AH DGR AT AURI RN XL 55 HOFEAE o BCEELRAT Sy R LRI AN i B 55 Lk 05 %t 5 — 7
REAT 555 K DTAE IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3.  4r#I% Segmentation

WERA CPS FIAEA 2% il He 7 FH S 38 a1 24 25 e s HL At ol s LA 3 5 ip i3 A 2 —
ok TR R R TR A B AT 0, IBAA CPS HAR (170 A m] AL 1K — 2%k
1T 4R SEPRAT o

In case any clause or provision of this CPS is held to be unenforceable or invalid by a court of law
or other arbitration agencies, the remainder of the CPS shall remain valid.

9.16.4.  3&EH|IMAT Enforcement

GDCA 7 H, FEASIT /7 KT 5 SEARRIAT GDCA 1) CPS HREIRLE , A
L ITMRERAAT Z I E -

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it should not be considered that they will not be executed in the future.

9.16.5.  ANH[HLJI Force Majeure

GDCA X PRI I KO MR AHAR R S S AT 5 /1 A ini& A CPS
MUEBRDHEME S FERBUEIEEAT 7158

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.
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9.17. HAhZ K Other Provisions

GDCA X} A CPS H A A fRRAL.

GDCA has final interpretation rights to this CPS.
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R 1. ATHEEERER

Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe fO 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 €3 80 9¢c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 d0 ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

&=L R5 M8 CA IEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Zf{ R5 f& CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

B RAEV RS 2:IET CA

See “GDCA EV CPS”

=ML RA OV IRG%E+H CA

Country =CN
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Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{% It R4 OV R4 45iET5 CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 dO

B RA IV IREHIET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{% I/t R4 IV JR%#iET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

i R4 DV RS #$IET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 DV Jik%5#HE+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 €6 64 f3 a6 18 80 4d 5

it R4 RIS AIET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=##% X R4 A% Z1IE+ CA

Serial Number=6¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

Kzt Q R4 E@iT ikt CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{% X R4 @I FiE+H CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bzl 18 R4 FEREIT FHETS CA Country =CN
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Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #%iff4 R4 FAaliT 7 iE+ CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0Of 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢
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Validity: March, 31 2016 to December, 31, 2030

SHAL digest=8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c

P 2: FEATFREERRFR

Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe cO 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAZ1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9
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GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b ¢8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc e9 52 69 ¢8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 0a 28 d3 e3 1d
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B3 3: GDCA HEFAIENL S HNMBIT e %R

Appendix 3: GDCA CPS Revision Records

oy BT E 4.4 Jig 4.5 hi U
=)
1.1.2 H-FIAIE
W %5 # 1. #iiE CAN AR iLIs CA %
. ( CPS ) RAEF R 1) BAg A4 F5
Certification 2. P BRI BRF A hr
Practice o
Statement (CPS)
1.1.3.GDCA ik
HE R R 1. $8E CA/X 881 CA %
) GDCA RAE T 1) BAk 44 F5
Certificate 2. P FEARKDZE LR BRF A bR
Hierarchical 1.
Architecture
g | L45CPS B AL CPS BRI
CPS Revision
;2-7-%? 1 H ffﬁ 1. L 5B )7 i3
. W, BRI BARELE Baseline
4 Domain  name . o
recognition and Requwm(‘ents R — SR AR
RN 2. PR ER BT A SR .
identification
c 328 #Hl ® % ¥ DBA/Tradename 6 iif #i
7 M A2 BRI IR I
g |29 R E [ 575
ffA 5 45001
A b /ﬁfﬂi fﬁ e P MBS 7L
g ;5;;5?57% R R A HMETI P A
4.2.4 Certificati
g |00 Authorily 5 CAA B E AL,
Authorization
(CAA)
4.9.1.3F 15 i 4 ?R&equfimjnts 43183“:; 1. %5 Baseline Requirements
10 T I %1, 3. 5. 6. 7. 4.9.1.1 FHIZ5K 2. 4. 8 F1 14;

Circumstances
for Revocation

9. 10, 11. 12, 13 M

15,
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11

4.9.2.1% Kk
i B4 10 Sk 4k
Who Can
Request
Revocation

PR RAEAS A ISR K
W7~ LIRS A4t e B A
M =T7.

12

4931 1] J' &
B R A
17 The
subscriber
actively
proposed to
revocation
application.

P 24 /NI AGUESS A H
LY S Y E SR

13

4.9.3.2.1T | 1
5 1 B R
The subscriber
is forced to
revoke the
certificate

e AIEAS il R A A0 AL B ]
L5 o

14

6.1. 25 B I A=
5 %3 Key
Pair Generation
and Installation

1% GDCA W2 N TT J A K
BEHXTRI CSR R .

15

6.2.8. FATH 1E %
i A5 e 1) A7 ik
Private Key
Storage on
Cryptographic
Module

e R AN A5 2 UE AL RSP i
A Y R BSEA  R RERA vEE

16

6.3.3 i Ti#EfE
1 R0 2 BH X A
Mo 8 R
Certificate
Operational
Periods and Key
Pair Usage
Periods

SSL XS B A Su v
IR 2 39 A -

2018 %E 3 H 1 HJgm, HZHxt
M RV IR 2 27 A
Ho.

17

711 W A

= \ersion
Number(s)

x4 Version Control

fR A5 Version Number(s)

18

7.3 AELRAE R
A P ¥ OCSP
Profile

FE 26 0E IR & B X
(Online Certificate
Status Protocol, OCSP,
RFC2560)

BN 1R SRR B il
(Online  Certificate  Status
Protocol, OCSP, RFC6960)
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9.6.3. i A
1) B iR 5 48 £k P i TS 2 40 AT
19 Subscriber F R R BUIE TS A R R
Representations i5f 7] GDCA HiiE M85k .
and Warranties
BAT— 8307, BTSN IR
20 HAbAET A — 75 5 5| TR BB S
ik .
ontents . .
Sections Revised va.4 v4.5 Remarks
SEQ
1. Specify the name of relevant
specifications published by the
Section 1.1.2. CA/Browser Forum for the
1 Certification Practice issuance of certificates.
Statement (CPS) 2. Specify the standards which the
code signing certificates conform
to.
1. Specify the name of relevant
Sectionl.13. GDCA specifications published by the
e CA/Browser Forum for the
Certificate . e
2 Hierarchical issuance of certificates.
. 2. Specify the standards which the
Architecture Lo e
code signing certificates conform
to.
3 Section 1.4.5. CPS Clearly define the frequency of
Revision update
1. Amend the description on the
ways used for the authentication
Section 3.2.7. of domain names to clearly
4 Domain name conform to a specific way of
recognition and authentication as outlined in the
identification Baseline Requirements;
2. Disclose the validation of
wildcard domain names
. \S/E(r:;?cr;tion 3'2';; Disclose the rules for the verification
of DBA/Tradename.
DBA/Tradename
6 ié;g.()\r/]eri fication of Disclose the rules for the Verification
of Country
Country
7 Section Disclose the rules for the
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3.2.10.Authenticatio
n of an IP Address

Authentication of an IP Address

Section 3.2.11. Data

Disclose the evaluation on the Data

8
Source Accuracy Source Accuracy
4.2.4 Certification
9 Authority Disclose the rules for CAA validation
Authorization (CAA)
1. Disclose clause No. 2, 4, 8, and
i Clause No. 1, 3,5, 6, 7, 9, ! . . .
Section 4.9.1. 14 of the Baseline Requirements
. 10, 11, 12, 13 and 15 of the .
10 Circumstances  for . . section 4.9.1.1
. Baseline Requirements . .
Revocation . i 2. Disclose the circumstances for
section 4.9.1.1 disclosed. . .
revoking subordinate CAs.
. Disclose relying parties, application
Section 4.9.2. Who ! Y g bart PP I.
software suppliers, and other third
11 Can Request .
. parties as those who can request
Revocation .
revocation
Section 4.9.3.1. The
subscriber  activel . - .
y Disclose 24x7 certificate revocation
12 proposed to . .
. requests service and how to submit
revocation
- the requests.
application.
Section 4.9.3.2. The
13 subscriber is forced Disclose certificate problems
to revoke the reporting and processing mechanism
certificate and service.
Section 6.1. Key Pair
. y Disclose the rules for GDCA to
14 Generation and .
. create key pairs and CSR for the
Installation .
subscribers.
Section 6.2.8. Private . .
Disclose the hardware cryptographic
Key Storage on .
15 . module used to protect the private
Cryptographic keys of the code signing certificates
Module 4 gning '
Section 6.33. The maximum usage period
Certificate gep The maximum usage period of the
. . of the SSL  server e .
16 Operational Periods certificates kev pair is 39 SSL server certificates key pair is 27
and Key Pair Usage yp months after March 1, 2018.
. months.
Periods
Section 7.1.1. . .
17 . Version Control Version Number(s)
Version Number(s)
18 Section 7.3. OCSP | (Online Certificate Status | Changed to: (Online Certificate
Profile Protocol, OCSP, RFC2560) | Status Protocol, OCSP, RFC6960)
19 Section 9.6.3. Disclose that subscribers of code
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Subscriber
Representations and
Warranties

signing certificates shall promise to
request the revocation of their
certificates by GDCA in case they
identify any certificate problems.

20

Other revisions

Correct a few mistakes in section
numbers, adjust some wording
issues, and other parts that may cause
confusion.
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