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1. 3] & Introduction

1.1. MR Overview

1.1.1. A FE]fEi 4 Company Profile

#2e AR 3 A B2 7 (Global Digital Cybersecurity Authority Co., Ltd.), fii#k GDCA
B “He AR JFOR T ARBFUEIAE DA R AR 7, ST 2003 4 3 J1 6 H. 2005
9 H, GDCA fkikidid T [ 5 %A a8 # Ja A B A5 B\ i se ks ai &, o e E e it
I\NF A CRFAEIRS A ATIEY (FFATIES : ECP44010215007) [ FAEMRSHIIMZ —;
2008 4 12 H, 345 E ZE 0 BRI AUA K (R P S i B VFaTIE): 2011 4F 4 H, Gl
T E GG R B AR5 RE VPG, 3RS (RS s UAE RS HLAD) (4
T A021) BEt&. 2013 4, XTHTUGEARS: RE#ET SM2 Sk 4, IRl | E RS
HRAL 2 A, 2015 4£4), GDCA il T WebTrust EBFrze 4 iHAE, H& T E
BrbruEAb ) IE B BRI SS K, AT DR HE AR fL TAEIR S o 3ERIL 55 R J 75 22,
2016 “E 5 H, “T AREFUE B IAIEH DA R A w7 542 09 “ Bre s AR R A IR A\ 7. 2017
8111 H, GDCA JFIRTERT —RHERAZ 5y, BERTIFR: B, IEEAS: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{Zh1{t") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and
Electronic Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service globally.
For business development, GDCA changed its name from "Guangdong Digital Certificate Authority CO.,
LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was
admitted to the National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of
"¥ZBHL” and stock code “871932".

GDCA 4, Ji “J AREFIUEFHNETOHRAF” KI5, 6ids. Haimzehs
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Sl BRI AR A IR A" &4k EEARTS GDCA LL “J ZREFIEAS I IE A O
AIRATF” ZATHEF PN R H T AR AHEB VAR WA RA " A4 R
FAHI) 55w “ B AR BB i A IR AR 7 &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

B ACREF “BUE AE. Bk 87 B EWR, BT “EERER T M4
WA, BTN I B AEARS R

GDCA upholds the corporate values of“Authority, Credibility, Professionalism, and Innovation”, fulfils the
corporate mission of “Trust Connects Parties from all over the World”, and is committed to becoming a
“first-class online trust service provider”.

1.1.2. IEHZEmE Certificate Policy (CP)

AR GDCA [IE 5% (CP), /& GDCA By il B4 Iskrg i, EH TArl
HH GDCA Z KA B ETIE B LA RS 5 k. Al k. BH. . B
UEFAIAR G v 45 IR 25 il M55« VR IR R BRI . X SR FIE (R4 GDCA
BOPAE PRS2 MR sE 30 1, 5 — B 1E GDCA T8 il Py —E0E F i s — M4, [tk
TEREA GDCA ZEF N RERE TR AL RIFE S EARIR . A% CP J AN GDCA Fl %25 75 Z Al k4
PEVI L, GDCA F1% 2575 Z [ AU S35 AR SEAATT 2 18] 2528 11 25 S B SR B o

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between
GDCA and participants are established by other means of agreements with such participants.

A% CP i 2 CHIRI X509 28 5 P Al 5 fta ik -5 SR g AL ook S5 HEZR D C Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), B[ i H I
FrRUEH LR “ HIEM TR TAE4L” CInternet Engineering Task Force) 7€ i) RFC3647 hri )45
PRI 2R, R B E (GB 26855-2011-T 15 & 22 A4 AR A FASEAN 15 it U 5 5 s 5 A E
Ak 55 7 BIHESL) HIZSHI AN 2K, R b [ VA LA GDCA Hyia 8 EORIETE 2
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The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMEFRFE I (CA), TEA CP LM FABARIE A CAES, ZRIT
FOES . ZEFARRZEEFIR FVC R, AE TR AN RILT P a] DU R R 47 I 4535 s 22
LR RIS W4 OB BRI A EIRN . R IKIBA CP ot
FHAT (0 LG ER, R R BB IKIE. GDCA TR SN (CPS) %A
CP MIZI3R, VE4NEIA T GDCA 1EA L TIAEMR S MG FAERIE T . AfaT42 (EE15 LA R AR
(W E AR AR RE i. FT4 GDCA TEB T KA T W5 A CP A% CPS [
ST, PR SHIET A RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer
the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

7% CP j& GDCA #i =[5, GDCA IIET RS LK (CA) %1% CP i€ CPS, RA 4%
HEA CP JeAHIG CPS HEATIE TARSS FIE %0, 1T Ay S o AAH G SR iz B AR CP A A
K CPS WRERHEFRIMEM . BAEIFEATAHICH) 55 . GDCA 1 TH CA. 4 CA, %
FUEMHURE L sy 5532 IR, X EESLARHTE GDCA VAR R AR Z IR SS 4k
The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification
requests according to this CP and its related CPS. Subscribers, relying parties along with other correlative
entities determine their rights for using and trusting the certificates as well as perform corresponding
obligations on the basis of the CP and its related CPS. GDCA has established services entities at different

levels, including root CA, subordinate CA, related RA, registration authority terminals and business
acceptance points.

11
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1.1.4. GDCA iEH BRIk ZE#) Hierarchical Architecture of GDCA Certificates

GDCA HEiH 7 MRIEF, 4058 ROOTCA iE+ (RSA). GDCA ROOT CA iE-.
ROOTCA iE+; (SM2). GDCAROOT CAL iik15. GDCA TrustAUTH R5 ROOT HiE+i. %2}
& R5 R CA iE15. GDCA TrustAUTH E5 ROOT iE15, SEAMR CA R4k CA, LAEKR P
WEFi . GDCA AR AMTH G CAEF .

Currently, GDCA has 7 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA ROOT CAL1 certificate, GDCA TrustAUTH R5 ROOT certificate, #Z&
Bt R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs
to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
(‘H_f'iblfi’\cf’:ﬁ“’ﬁf’gﬂi_iU GDCA TrustAUTH R2 CA
(RSAL024-bit) (RSA2048-bit)
| \
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)IE 1 72 Bl 5% % i 8 B = AR UE 15, %S 5HE A RSA, MEHKEN
2048-bit, FEHAFZ CAUET, HA: (1) GDCA Guangdong Certificate Authority iiE3,
KN 1024-bit, 2R KN RSA 1024-bit (AN NBIEF . HUZEIEF . Ha2KiE
FAHARZAES; (2) GDCA TrustAUTH R2 CA iIEH, 4K N 2048-bit, %R B KE
4 RSA 2048-bit F1 RSA 1024-bit FIAN NZKUEF . HUMZRIUET . W& KUE B HAREUE T .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate
certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA certificate with
2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IE-H5#4 - 2025 4 8 H 23 H 2,
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority 1iE-+5F- 2015 4 7 5 19 HF[#, 201541 H 1 H
i, GDCA APl % CAE T2 KITFUE T . GDCA TrustAUTH R2 CA IEF5#4F 2018 4
12 A 15 H#M, 2017 4F 12 A 15 Hit, GDCA KA % CA IE BRI FIET.

13



r] SR RIXIRIGBIRD S
ﬁ (RO TR C e Secun ity Athonityg Coe Lo GDCA -L[E;FB%H{% (V2. 2 )]-[&)

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will expire on
December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit>

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iE MR K A 1024-bit, K1 GDCA Guangdong Certificate
Authority iEF5, KR 1024-bit, 25Kk %K N RSA 1024-bit AN ANFRUET . WL
UEF . B RUEB A AR ZRIUE TS .

The length of GDCA ROQOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCAROOT CA 45451 2024 ££ 12 /I 11 H 2.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority UE+4% T 2024 /£ 1 H 12 HE|H#], 2016 FF1 H 1
Hitd, A Z CAIERZRITFIEf.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)

14
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ROOTCA
(SM2)

I

Guangdong Certificate Authority
(SM2)

[

| l l l

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iEH: (SM2) & [H B R HIMRIE T, #EN SM2, MBI
256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iFH, FHKEN
256-bit, 25K KA E % H L SM2 AN NZKIETS . HUZEIE TS B8 SR PSR A ZRAUE 15

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key
length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm.

GDCA 117 SM2 iE1535 i ROOTCA (SM2) I ] Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) %% .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCA iE+: (SM2) #5F 2042 %7 A 7 HEIH,
ROOTCA (SM2) will expire on July 7, 2042.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEHI47E 2034 42 6 A 21 H
2, 2030 1 H 1 HE, KAREMEMZ CAUERERIT T IES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOQT CA1

GDCA Public CA1 ‘

[ ] [ |

individual organization equipment
certificates certificates certificates

individual
certificates

organization equipment

other certificates
certificates certificates

other certificates
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GDCA ROOT CAL IEH MR Z K 4096-bit, T i% 2 Mgk CAES, Hr: (1)
GDCA Public CAL, ##H1K %7y 2048-bit, A% K RSA 2048-bit (Y NFKIEAS . KLY
KIUEP . W&AFHEBRIAMZIES: (2) GDCAPublic CA2, #HHK5h 2048-bit, %K %4
KJZ 9 RSA 2048-bit /N ANFKIEAS . HUMASIEFS . B S F A SRS .

GDCAROOT CAL il 1345 T 2040 = 12 H 31 H 2.

GDCA Public CAL il 7 2030 4 12 H 31 HEI#, 2027 4F 1 7 1 Hid, KA FEH
% CAE-BR AT FHES

GDCA Public CA2 ilE-fl 7 2030 4 12 H 31 HEI#], 2027 4F 1 5 1 Hid, KA FEH
% CAIEH R RAT FEFS
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs under this
root CA, including: (1) GDCA Public CAl1 with key length of 2048 bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (2) GDCA

Public CA2 with key length of 2048 bit, used for issuing RSA 2048-bit individual certificates, organization
certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v .2 v 17 v v v L
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT HiE+5 AR & 4K B0 4096-bit, F ik 8 2k CAIEH, I
H1: (1) GDCA TrustAUTH R4 EV SSL CA, ZHH K&y 2048-bit, 25K % HK B RSA 2048-bit
ff) EV SSL A5 #8281+ ; (2)GDCA TrustAUTH R4 EV CodeSigning CA, 24K & 4 2048-bit,
ZEREHIKE Y RSA 2048-bit () EV AR5 4 251+ (3) GDCA TrustAUTH R4 OV SSL CA
T, BEHK TN 2048-bit, 25K ZEHKE N RSA 2048-bit [ OV SSL MR & #8KEF; (4)
GDCATrustAUTH R4 IV SSL CA, 5K 2048-bit, 25k 4K E N RSA 2048-bit [1) IV
SSL AR %5 2 25IEH; (5) GDCATrustAUTH R4 DV SSL CA, ZEHIKJEy 2048-bit, %5k % 4H
K% 5 RSA 2048-bit [ DV SSL A% #+J5iE15; (6) GDCA TrustAUTH R4 CodeSigning CA ilE
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1o, BHKIE N 2048-bit, 22K FHKIE N RSA 2048-bit FIRIGA4IIET; (7) GDCA
TrustAUTH R4 Generic CA iiE-13, %47 i 5y 2048-bit, 25k % 4K 5 A RSA 2048-bit (4L «
AMANZKIFEH; (8) GDCA TrustAUTH R4 Primer CA, 8K JE N 2048-bit, SR FBHKEN
RSA 2048-bit fiI4~ A 1 KiEH.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is
used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 EV CodeSigning CA
with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server
Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit IV SSL Server Certificates. (5) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is
used for issuing RSA 2048-bit DV SSL Server Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA with
key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH
R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (8) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA
2048-bit Type | Individual Certificate.

GDCATrustAUTH R5 ROOT k34 F 2040 & 12 A 31 HFI#.

GDCA TrustAUTH R5 ROQOT certificate will expire on December 31, 2040.
GDCA TrustAUTH R4 EV SSL CAIEF5447E 2030 4F 12 H 31 H 21, 2027 4 1 H 1 Hig,
WA T Z CATERZE AT FEf.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA ilE- 564 7E 2030 4F 12 H 31 HE|H, 2027 4F 1
A 1HE, BARMEHIZCAIERZRIT FIE.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA iE+#7E 2030 4F 12 H 31 HF|#1, 2027 £ 1 H 1 HitE,
AL % CAFBZKRIT FiE .

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA E5¥47E 2030 4F 12 H 31 H#I#,2027 41 A 1 Hilg,
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KA Z CAIEBZ KT FEf.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA ilF H 5 7E 2030 4F 12 A 31 H 3|31, 2027 421 H 1 Hilg,
BAFEEHZ CAIEPRERIT FES.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA iiF 54 7£ 2030 4 12 H 31 HZI#, 2027 £ 1 H 1
Hig, BAHEMHZ CAIERZE AT FEH.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iF45 ¥4 7F 2030 4= 12 A 31 H#I#A,2027 £ 1 A 1 Hikg,
AT HZ CAEPRERIT T E .

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA F5EE7E 2030 4F 12 A 31 HF#H,2027 /£ 1 H 1 HikE,
BAFAE % CAUEBZRIT FiE .

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

6) H#AURS R CA

H RS
fRCAITEH
¥t R4EV Hrtfi R4 OV it R4 TV Hricat X R4 DV Hriert R4 et fiRe Hiert R4
IR 5 #IEH CA JR% ZFIEF CA MR 55 #HEF CA Ik 5 #E 5 CA RIGEZIES CA FEREIT FUET CA T FHEF CA
A A Y A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

$rez bR RS MR CAIE R IR S K E N 4096-bit, T 7 NFgk CAIES, Hri: (D
U R4 EV IRSTEHET CA, EPIKEDy 2048-bit, 2 APy RSA 2048-bit ]
EV SSL R4 #52KET; (2) FUeiH R4 OV RS HIET CA, KN 2048-bit, 25K
K RSA 2048-bit 1) OV SSL 55 #2K1EH: (3) Hf R R4 IV RS ZHIEF CA,
KN 2048-bit, 25K PIKE A RSA 2048-bit [ IV SSL AR ST #82KIEH; (4) Bzt
R4 DV R4 #HEH CA, FHIKE N 2048-bit, %k % HIKE N RSA 2048-bit ff] DV SSL i
ZamdRiEt: (5) #umi A R4 RIDZZIET CA, FHKE N 2048-bit, SR HHKEN
RSA 2048-bit FIACHSZE 44 2KAE 15 (6) B R4 BT ik CA, BHIK Y 2048-bit,
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R N RSA 2048-bit B N AZRUET; (7) Frii{R R4 FEaETT FETS CA,
A N 2048-bit, 25K K E N RSA 2048-bit 1N A 1 2K1E+ .

The length of #ZH3{t; R5 #R CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #Z=AHX R4 EV IRSSERIET CA with key length of 2048-bit is used for issuing
RSA 2048-bit EV SSL Server Certificates. (2) #ZRIf R4 OV fRSSEFIEP CA with key length of 2048-bit
is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZhH1X R4 IV JRSZEEIEP CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #ZH{t, R4 DV RSSESIES CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) #{Zh3{L R4
ABEZIUEP CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
LB R4 EiE1T FUEP CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) #{ZRHX R4 EREITFIER CA with key length of 2048-bit is used for issuing
RSA 2048-bit Type | Individual Certificate.

ez A RS AR CAESHE T 2040 47 12 H 31 H 2.
LB R5 1R CA certificate will expire on December 31, 2040.

Hez AN R4 BV RS EIET CA IETSH7E 2030 4F 12 A 31 HEHI, 2027 41 H 1 H
&, WAFEHZ CAIE R RIT P IET.

LB R4 EV IRSSEEIET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B R4 OV RGZSIET CAIETKAE 2030 4F 12 A 31 HEIMA, 20271 H 1 H
&, BAFNHZ CAIFRBERIT FIER.

LR R4 OV PRSSEEIETP CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA IV RS ZSIEP CAUEFH7E 2030 4 12 A 31 HF|#, 2027 41 H 1 HiE,
BTG % CA IE R KR IT FE+ .

LB R4 IV RSSE8IEF CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz R4 DV RS 2HIET CAEKIE 2030 45 12 A 31 HEIM, 20271 H 1 H
&, BAFMNHZ CAIFRERIT AIE.

L R4 DV IRSSE8IEP CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA RIS 4ZEF CA IEF4AE 2030 4F 12 H 31 HEIH, 2027 4F 1 H 1 HiE,
BAFEHZ CAEPRERIT T ET .
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LB R4 KIBESZUETP CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

et R4 1T EH CA EDIEAE 2030 4F 12 J 31 HE, 2027 451 H 1 Hid,
BAFAL R Z CAUF B2 RIT FIE .

LA R4 E@IT LS CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 ZERIT FAEB CA EFEAE 2030 4F 12 H 31 HEHY, 202741 A 1 Hig,
BAFALFZ CAUF B2 RIT FIUE .

LA R4 EREITFIES CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES.

! ! | | ! |

4 2
GDCA TrustAUTH E4 EV SSL CA GDCA TrustAUTH £4 OV SSLCA GDCA TrustAUTH E4 IV SSLCA GDCA TrustAUTH E4 DV SSL CA GDC%:;;S;::?: GDEA ""“Agr Eachnade GDCA TrustAUTH E4 Primer CA

A k.

EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT iE B % i H LA ECC, REHKA N 384-bit, Tk 74
g CAIEP, Hrb: (1) GDCA TrustAUTH E4 EV SSL CA , 4K N 256-bit, 2Kk %
K ECC 256-bit [ EV SSL k55 #+250E15; (2) GDCA TrustAUTH E4 OV SSL CA, #
KN 256-bit, R FEHIKE N ECC 256-bit 1) OV SSL R4 #5EH; (3) GDCA
TrustAUTH E4 IV SSL CA, 4K N 256-bit, 254 % 4Ky ECC 256-bit 1) IV SSL k%%
PAHAEF; (4) GDCATrustAUTH E4 DV SSL CA, #4HK 5y 256-bit, 255 % 91K JE A ECC
256-bit ) DV SSL k45 #8251FF5; (5) GDCA TrustAUTH E4 CodeSigning CA, 4K E N
256-bit, 25K % EHKE N ECC 256-bit 1RAL%E 44 2R1E15; (6) GDCA TrustAUTH E4 Generic
CA UET, BN 256-bit, 25K %K N ECC 256-bit FIMLIE . N AFKIEF:; (7) GDCA
TrustAUTH E4 Primer CA, %43 5 4 256-bit, 25 & % 47K 5 A ECC 256-bit [~ A 1 ZAEF

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server

Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit
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DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is used
for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key length of
256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4
Primer CA with key length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT i 45T 2040 £ 12 A 31 H 3.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH E4 EV SSL CA IE- 54 7£ 2030 4 12 H 31 H 33,2027 41 H 1 Hitg,
BB Z CAIETRZERIT FET.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CAiF5#%7E 2030 4 12 A 31 H##A, 2027 41 H 1 Hi,
AT Z CAIEPRERIT FEH.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA IF K £F 2030 4£ 12 A 31 H &I, 2027 F 1 A 1 Hig,
BATEHZ CAEPRERIT E .

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CAiF5%7E 2030 4 12 A 31 H##A, 2027 41 H 1 Hi,
BT Z CAEPRERIT FUER.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA ilE 5K 7£ 2030 4 12 A 31 HEY, 2027 £ 1 H 1
Hitd, BAFEAMAHZ CAIERZ R FIEH.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA iIF 534 7E 2030 4£ 12 H 31 H#|#,2027 %1 A 1 Hig,
BAFAL R Z CAF B2 RIT FIE .

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA F-347E 2030 4F 12 A 31 HF#1,2027 41 H 1 Hig,
BAFAT % CA IF BRI FE+ .

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
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GDCA will no longer use it to issue subscriber certificates.

Xt+ GDCA TrustAUTH RS ROOT 43 H# i X R5 i CA 45, GDCA TrustAUTH E5
ROOT £ &I 4 CA T K IIIT FHETS: GDCA 84 CAIN % 2% 181 (CA/Browser Forum,
EERAH, ARERR CA N, REHE CA EFsbr#ERIHLF, www.cabforum.org) A Afi

5T A 1) Baseline Requirements Certificate Policy for the Issuance and Management of

Publicly-Trusted Certificates (fij#% “Baseline Requirements” ).  Guidelines for the Issuance and
Management of Extended Validation Certificates (f&i#% “EV Guidelines”). Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates (f&#% “EV Code
Signing Guidelines”), H CA %4> ¥ ZH & (https://aka.ms/csbr ) 4EH7 ] The Minimum
Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates (f#]
Fr“Minimum Requirements for Code Signing”) & Adobe F%4t/A w] kAl the Adobe Approved
Trust List (AATL) Technical Requirements (f&iFR AATL FiARER) , BT AR H A SLAT
{5 ) SSLITLS HUr ik BAMRISAEAZUETS, EHIEE L EHEIL, FERG R SaRE HOR A i A
BATAELT CP, WA CP 5 CA/MI A8 1s (CA/Browser Forum) AT FIAH AR HERIE H (1)
FKAA—EUHTT, B CA Y ER183A IR 2R AT I RTE

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, #{ZRH{{R5%R CAIFH and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
versions of the Baseline Requirements Certificate Policy for the Issuance and Management of
Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”), Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV Guidelines”),
the Guidelines for the Issuance and Management of Extended Validation Code Signing Certificates
(hereinafter referred to as “EV Code Signing Guidelines” )published by CA/Browser Forum (an
international organization, also known as international CA browser alliance, to establish international
standards of CA, www.cabforum.org), the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates (“Minimum Requirements for Code Signing”) maintained by
CA Security Council (https://aka.ms/csbr) , and the Adobe Approved Trust List Technical Requirements of
the Adobe Systems Inc (hereinafter referred to as “AATL Technical Requirements”) to issue and manage
the publicly-trusted SSL/TLS digital certificates and publicly-trusted code signing certificates. GDCA
regularly checks the updates on CA/Browser Forum’s website and continually revise its CP according to
these updates. The specifications of the CA/Browser Forum shall prevail in case of any discrepancies
between the provisions of this CP and the standard specifications published by the CA/Browser Forum.

WA IETF PKIX RFC 3647 CP/CPS HE4E, 7 CP 373 A& 1Y, id: GDCA UL k%%
FITis B i) 22 A il it , Ak 55 R S it . 9 OR B RFC3647 (R AA KA foag o, &b & “ A
W MRS iZE T AER

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To preserve the

outline specified by RFC 3647, section headings that do not apply are accompanied with the statement
“Not applicable”.
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1.2. R4 #5457 Document Name and Identification

A SCREFRAE (B2 AR A A R 2 IR 5 50 V2.2) (R FR “¢GDCA CP V2.2) 7, “ A
CP™). AFRAMA CP KMEITERIESH T, A CP AP HIE 5 FEmg 15 70 il — 4>
ME— [P BARIRRF, BRI S LA CP 2 1.4.1 7.

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy V2.2"
(abbreviated as “GDCA CP V2.2" or “This CP”). Please refer to Appendix for detailed revisions of this
version. This CP specifies a unique object identifier for Certificate Policy of each kind of certificates (see
CP sectionl.4.1 for details).

A CP LA e SCRUE LA A, A7 9 SChA 5 o At BIAEATT B, MR BA A SORicAS
‘\/ﬁ‘ o
This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or conflict
between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKI &5 PKI Participants

1.3.1. B NEARSEHIM Certification Authorities

L FINIER S ML (Certification Authority, f&iFK CA) ZMURIE B HISE/A . GDCA &R
i (R NRILREBT2440E) . (BT IEIRSEEINEY BE, RERLMnEE =0
R VAEIRFSHLA . GDCA ilid 45 N FHL 752 5 is s i &4 7 EARMUR B e+, $RBHE PR
EARSS S F BT BN B UIEIS 32 5 k. CA MR ZAT P EdL F CA BRI 1L
RIIARTE, EM—MEBDEMR CA, — MR CA B—HRIE Rk R,

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a trusted
third-party electronic authentication service authority established by law based on "Electronic Signature
Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification services to
the parties who are engaged in electronic transaction activities. CA also means an element in certificate
architecture that is issuing certificates to terminal subscribers or subordinate CAs. Root CA is a special
entity, which is at the top of certificate architecture.

1.3.2. VEMPLA Registration Authorities

ALK (Registration Authority, fEiFR RA) 3R CA @ i E MR, MiAEDHiEE
&y, HHEBIELEIE T PiEE . R 7 RARUETAT, B AL, HE 1) S REAHE .
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UEFS B AU CA BRA S FITE TS FEK 58 BIE M, FFRHEHE B 3E3845 CA BLRA.
CA B RA xS HiEH 5 13 L e BTN, AR5 g 28 SOE R %GR . R
BRAETS, WHEFRBORIRS HIEE . RA IEATLARYET P 5 ERUHIET, &R CA T
A LA, IFRAEF I SRES #8513 (CRL) H

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. 1] Subscribers

WP BN CA SYGIES I s, BB 455 GDCAIER I A AL, 1T/ A HHE
MNRZRHEIFA B WERIT AT AA — B 7 2 HE AN PRIESRAS WA & 2 AL
NN EBRNFNE T I — DAL DN AR S RBUFAS. g e
Bk, —BmE, AN ZAA RN AL S S, X T 3% KIS,
W T UEF G S EARRORR RN, Tl N B R R B NN, IR
I R AL B A NI BEFR 55 o

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belong to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

W PRERE UL R A TG0 E HME—SEAR, A5 FLAIE A5 e — X B (0 AL B 14 o 442
o AT FITEAR CP (VG A3 FHIE TS, FFRIEA CP 2952 (1 X 55 .

Subscriber is the unique entity with corresponding public key in certificate and has ultimate rights to
control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.
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1.3.4. 5 Relying Parties

MR EARMBARIE S . EARER A ANNRAL. U7 7] LU IEIT 7, W] LASZIE
;FE‘LTFI o
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

FSAT B —3KAE 1, ARHUT W UGAEIE 1 B3 (5 R, S 7R P ey 41 3%

(CRL) HiffiH OCSP J7 A WUEFIRES . M7 AN I & B # % 5 A B A5 £ —5KE
Sil

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking

up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before
relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAth2 53 Other Participants

Hfh 2 535 259 GDCA HHL T UAEWE S FE (AR I 55 (i HoAth 2

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFRA Certificate Usage
1.4.1. EE M Appropriate Certificate Uses

GDCA (i1 FEF 2B HIES, FROIEFRA AR, AT ER R . s NIESS
FERBGEZ AN WA BhEIr A OA RGt5E, HUMIE FHREEAT W L R Bis, sk 4s
RIRbR IR B8 Sy« BEATAE BOEIE NS B 1 BUOYIEFAR R AR 5 4y (A [F 1103 B0IE S
R ZE 55N, GDCA T EH AT A iz B A TSS9 AN, DASEEL S 4
WIE. R4 SR N 5 H 1.

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart from
different applications caused by the identity of the certification subject, GDCA subscriber certificate can be
widely used in e-government, e-commerce and other social activities to realize identity authentication,
electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the validity and
authenticity of identity between peers of communication via Internet as well as the integrity and
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confidentiality of information.
GDCA i J e+, MIRE AT LA 2 N A1 22 4 7 2L
Certificates issued by GDCA can meet the following security requirements by functionalities:

® SrfiEst, fRIEKRHM] GDCA (SRR S5 HIE e & S & ikik.

® Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA trust
services.

® RHE(5 25k, fRIERA] GDCA B ik HEr 244, Al LS IEAS BAE (&
FEFE A B, AOEARY R B — 2

® Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

o (SEMNUENE, SRIEALIETT RO B IPUENE, AR e RGBT

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

®  HUKAE, XHEEARSE S AN AR (4 B B 525 44 BEAT BRI

® Non-repudiation: the certification can ensure the non-repudiation of transaction entities by verifying
the digital signatures.

MRHEEF257Y, GDCA s R HAEFAFE N NZHE T MU ZEIE S % & J8IE1 . SSL/ITLS
RS 2R SUFH . AR 4 2KF 4k, Hirp.

According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SSL/TLS Server Certificates, and CodeSigning
Certificates.

® X TN AKIERANIZEIES, GDCA T RIEFM 2 aER. S, &
PRI SEAR, SRy 428, FKlim, 2 e 5o, %507 8™ 1 .

® For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the

certificate. The higher the class, the higher the security level, and the more strict the authentication
method;

® XfT SSL RS #KiUFFH, X4 N DV SSL (Domain Validation SSL) iF. IV SSL
(Individuals Validation SSL) iiF+5. OV SSL (Organization Validation SSL) il 3£l
EV SSL (Extended Validation SSL) iF43;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
SSL (Extended Validation SSL) Certificates;

o it USRI, N B R ZAE A BV AR I

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
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Certificates;

® iR A I AT,
® Equipment Certificates have no classification.

WP AT DARYE SEPR T 28, H AR e R A N B G AIE 528, A FRIFRES BA A
[7] F) S VL

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. N ANKIEF Individual Certificates

WA 2N NIIEUCTAESS, D AEAE AR NBSEE SN G, AS 6. 4l A TAE.
MAEIEF R CGF 1R NEFS . 55 2 R NEBAE F SSUTLS iE-H A
AL

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificates (Type | and Type Il individual certificates are not applicable to SSL/TLS certificates
and code signing certificates):

% 1 RN MNEB——RAHE M A5 B AL R P A RAIED e, & TR 290 )
R4 HE S 1 R NIEBI LR Mt 5k, GDCA R f KL iz &= 2.,
UnERAE AL . FHLTRSSE, RN T A BRI LT R AR A4 L B U I A
To AR B O UE W NS 53 55

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement. There is no need to offer
identity information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |
Individual Certificate can be used for e-mail signatures with low security requirement, client-side
authentication, and small transactions that do not require any identify certificate etc.

85 2 FANIES——RMAER A5 S FE T K B GE. 5 BN E My 40 55
B, T A ERK B U TS 2 R NIEB I TR AT IR &4 BERHE
&, GDCA HIUEM iR e iIfE e, By, B Ul A 58 =07 ot e 45 77 s A A
M e 5 S, ZIEBN AT EBRMIIES R PR A5 5%,

Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
in the process of online information transmission. It is applicable for the cases of the high security
requirement. When applying for Type Il individual certificate, GDCA requires the applicant to provide
personal information, to verify the information submitted by users and, if necessary, to authenticate the
identity of the individual through an authorized third-party database. Type Il Individual Certificate can be
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used for login through internet and the transactions with medium amount payment.

% 3 BN MNIEPF——SEIAE M L5 B AL d R th 2 e JO B0 i S AdiE . 5 2 na
Py 2 EIae, G TX 2 EERE RN . HIEH 3 N NIEH fF iR te B
S35 B HRIEREL, GDCA I ZRS By BEURL K B AT RFEATI8E, S uE Ry AUnT DS s
B MU A AT SUEEAT B BRI SRS B S BB =T Bl P A5 B AT B
XFIRIE,  IZAEAS N T3R8 N 2R G A B I ORI 17 5558 5 55

Type Il individual certificate is used in the process of identities authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
application areas with higher security requirement. GDCA requires the user to provide complete identity
information and application materials when applying for the Type Il individual certificates. The GDCA
must authenticate the identity data and application materials through voices, videos, photos, etc., or
compare the information with authoritative third-party database. Type Il Individual Certificate can be used
for the authentication of specific application system and e-commerce transactions with large amount

PRYMER KA NAE F——SZBUTE W |15 B it A rp 22 A B i ) S IE {35 BB s 0
oy Thae, EHTNZEERIRE MM SR FIEH 4 B0 NI R iR fte B
S35 B IR, GDCA LS TE R WIS A I8 S5 B SI i T o 1 ) 265 1) &% 07 sk AT
N, BEANE LA IIURE HE 5 A2 1015 B S5 BUBIERS =7 it e b 045 22 AT EUXTIRAE, A
ST A A AETT . KB TR 9558 50 5

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security levelst. Users are required to provide complete identity information and
application materials when applying for Type 1V individual certificates. GDCA must verify the identity by
voice, video, photograph, or face-face verification, etc. Type IV Individual Certificate can be used for the
signing of electronic contracts and large amount payment of e-commerce transactions etc.

1.4.1.2. HLH#KIEH Organization Certificates

MR LGN B TIE TS, HUA B RS AAL BUFHLOG. #haHR%E. GDCA A&k
55 1SRG 2 BHUMIEF, RAEAE 3 BANEE 4 N UMIEF:

Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Il and Type IV Organization Certificates.

55 3 RHUVIE P ——SEIAE M _EA5 B R P B IE . {5 BN k724 557
e, G TR A ERE R AN AT RS 3 SRHUIE I fRdR e B B 5 8 S H
TEA KL GDCA AU HLFIEAT BURE K B M B BEAT S80IE , 98:30E (1475 2 AT BB R 3 AL
5507 FCREAT BN BORE FRE 3 SRS A5 S S BB =05 Bl e 1A R kAT LEXS BRE, 1%
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UEFS N FHFE B R GEH S GIE S 7240 i <5

Type lll Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements. Subscribers are required to provide complete identity information and application materials
when applying for Type Il Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database, etc. The
certificate can be used for the authentication of specific application system, digital signature, and
encryption etc.

5 4 BHUHIEF——SEIAE M _EA5 B AL R th 2 e 00 m i B A 15 S0 3 A
TREVEYIRE, TR R A TORR N UK. ISR 4 REUVAIEFI R e ft e B &
A5 B HIEM R, GDCA AU 15 MU 171 0 S5 B S it T X i 45 31 5% 7 s AT
W, BEANE LT HR i A RS HAE B 5 BUBE = T7 B0 e vh 15 B AT IR, 1R
TR TERAET . KBTS H%.

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level. Subscribers are required to provide complete identity
information and application materials when applying for a Type IV Organization Certificate. GDCA must
verify the identity by voices, videos, photos, face to face verification, and compare the information with
authorized third-party database. The certificates must be used with USB Key. They can be used for the
signing of electronic contracts and e-commerce transactions with large amount payment etc.

1.4.1.3. B&KIEF Equipment Certificates

RO 25 B 45 B TAE S, Wi ARSS2s. By khs. Mhiaess, MSUFBiEs i 1M
R B IE, WA A2 A (E B B, 25 ARSS 28 AVR FAIE 45 ) 0 28 mT DL
) R 3 R 55 B R B4y, B 78 SSLUTLS s @i DA XU AT hnas 451 .

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL/TLS channel for secure session.

1.4.1.4. SSL BR45282KUE+S SSL Server Certificates

SSL/TLS k55 a3KUEToHR1R Web Wbz Web RS54 HI S, 7T LA -1E B W9 a2k 1) B
fEE B $RAE SSLITLS hnaidid, AMEHTHRRZS . ST A4 Bl

SSL/TLS server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL/TLS channel. It cannot be used for signature or
verification of transaction and payment.
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GDCA FIr%x K ) SSL M55 4% FUE 5 A 45 LA S DUF:
SSL server certificates of GDCA include the following:
® EVSSLIiE+: (Extended Validation SSL Certificates), B[4 f 56 ik 4 K 25 45 iE 13
® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
® OV SSLiF+; (Organization Validation Certificates), R 75 BL61IE k3% flr A ML) 52 &
B AR AERY SSL AIEFS

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® |V SSL iF# (Individuals Validation SSL Certificates), B[ 75 3E50IF Nk 4 s # /N N5
By bR HERY SSL AEF

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF+5 (Domain Validation SSL Certificates), [ ' 3&iF ¥ sk 35 42 B AL 1] 5
Y SSL iEF

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL HEF IV SSL iiE 45 1] SZHL M sl AL 2545 B0 25 DL AL I i ¢ 453 PRI B81E T RE
DV SSL iF 45 Rt bl 255 SR N2 Thhe . EV SSL IF %G (GDCAEV iE KLY, A
CP AN X gt 47 HAK )ik .

OV SSL certificate and IV SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CP”, which is no longer covered in this CP.

SSL A 5% #S e AN R FII A ORI, ik As . BUFIRA 55

The types of domain names in SSL/TLS server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.5. fRIG& 4 24E$ CodeSigning Certificates

A4 SRR IR A AU RIS BE AT, HBeH T8 RS 844, A5
TR SR ISR o

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
can only be used for digital signature and cannot be used for transaction, payment and encryption, etc.

RASGRE 4 FAE AT AR, AFRARD R 2 JAE B T REE R WA, =
BURAT . BB E RS
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Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

FRAG2E 44 SAUE P AL @RS 2 A IEH A EV ARISZE L UE1S, BV RIDZE LI H A il
RIS ZE 4 A ZhRg, T AN TR 1 2 A 0 REAJE A BR 48— 1) 7™ 4% 5 43 B8 E AR i ——EV Code
Signing Guidelines. BV U2 ZE 8% (GDCA EV IEHHMEY, A CP ASFEXF Hsk 1T HAKE
CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. EV
CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV Code

Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code Signing
Guidelines. EV CodeSigning certificate conforms to "GDCA EV CP", which is not covered in this CP.

1.4.1.6. FIREFHE RGN RFRIRSAF CP Object Identifiers of Certificates

FEZR CP Oy BESRIE S IEAS HREME U7 Fie — e — R0 SR IRFT, BRI R

We assign a unique object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

51N NIF 5 1.2.156.112559.1.1.1.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
2 B NIEF 5 1.2.156.112559.1.1.1.2

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
55 3 BN NIE T 5EmE: 1.2.156.112559.1.1.1.3

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)
B4 B NP 5%NS: 1.2.156.112559.1.1.1.4

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
5 3 HUMIE S HEm%: 1.2.156.112559.1.1.2.1

Type lll organization certificate policy: (1.2.156.112559.1.1.2.1)
55 4 BHUMIE 5N 1.2.156.112559.1.1.2.2

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
B AIFF SN 1.2.156.112559.1.1.3.1

Equipment certificate policy: (1.2.156.112559.1.1.3.1)
OV SSL ifF F5 5 % % % kxR 4. 1.2.156.112559.1.1.4.1 K 2.23.140.1.2.2 ( Baseline

Requirements ZK )

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the Baseline
Requirements)
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IV SSL i 5 5 B& %F % Fr i £F: 1.2.156.112559.1.1.4.2 }% 2.23.140.1.2.3 ( Baseline
Requirements 3R )

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the Baseline
Requirements)

DV SSL iF 45 5 B X+ % b5 2 FF . 1.2.156.112559.1.1.4.3 K& 2.23.140.1.2.1 (Baseline
Requirements 3R )
DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the Baseline
Requirements)

EV SSL ilE-P35eusx RARINAF: 1.2.156.112559.1.1.6.1 J% 2.23.140.1.1 (EV Guidelines %
)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the EV
Guidelines)

I ARG ZE 42 FAIE T SRS X R AR IRAF: 1.2.156.112559.1.1.5.1
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV AL ZE 15 SRS R AR IR AF: 1.2.156.112559.1.1.7.1

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR 1) FIUEF M A Prohibited Certificate Uses

—MIME, GDCA UL —Meth H I AUES:, wl EURIAS R0 2 [ AR B . B
ftt, GDCA EBLELIAE ER&ZBIREIN, M NEBRGEH TN AP RINE, mARSE
PR S5 B EHVMRE R . 5 B AERBAS—SUE S, ASRgA CP RBIA RIS

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used
as Equipment or Organization Certificate. Certificates shall not be deemed as trusted by this CPS if they
are not corresponding to their respective usages.

WEBAB T ATHEAT . BB TR R v, BUHTZRER
Wi, Wiz e R KPS ATEGEIR RS, 2 P SOE i ) R G sk 2542 ) &
girh, BONE KRR ] B S EBOETS . N G053 8™ A BERIA

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or weapons,
since these faults or failures may lead to death, personal injury or serious environmental damage.
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UEFSEEIEAEARAT S SR . VRO B K 2 S I A, B AR AR (T ik
CARE S BRI AR S 35 AR, 75 s R R R T B AR

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used
in business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability
that triggered by this will be taken consciously by user themselves.

1.5. SEERE I Policy Administration
1.5.1. S SCR B BEHLH Organization Administering the Document

GDCA %4 5R B8 23 1 27 GDCA HL T INIENRSS Fr A7 SRWE 1) o e B BEAT LA, BT E o 4
FFRIRREA CP,
GDCA Security Policy Committee is the highest management authority responsible for review and

approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA #Z & RIg RN HRA T AR EHEZ . TE L. BT L. SoRPL . Bk
55 HL ST PSRN A IE AR LK

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA's management, administrative center, marketing center,
technology center, and and customer service center, etc.

GDCA %4 5 2 O3 2 I T AT R B3 AL A UIE 5 SRS BEAT 8 BRI HERS , 2247 — 22U E AL,
INSRIEEIA, 2= 32 AR T X R E L

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

A SRS SO R Ah A 5555 H AR AT BUE BT 4193

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative cernter.

1.5.2. Bt Z& A\ Contact Person

1.5.2.1. iFH R4 Certificate Problem Report

UEAS R o A E P U SR AUE I DL sz — 58, HAEPS e R A L A5 i /2
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HIRAZ
® KIHRFEZ: webtrustreport@gdca.com.cn; BY
® Fi: (EHNHLX): 95105813 =Y
([EFRBIX): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of the
following ways and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS [a|f CPS Related Issues

BERII]: GDCA 4T BUEHEH]
Contact Department: GDCA Administrative Department

KRN Ft

Contact: Ms. Wang
MR A H kil : gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt R Hi%: +86 20-83487228

Tel: +86 20-83487228
fEE: +86 20-83486610

Fax: +86 20-83486610
Hohik: AR NERIEANE )R8 T 75 X 2R KU i 448 5 et KR A 23 1%

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
g : 510030

Postal Code: 510030
1.5.3. WRE CP FF& SKEEEIPLF Committees Determining CP Suitability for the

Policy

A% CP 1 GDCA %4 HiMEZR iy s fibife, EHEA CP HIMEIT MR A AL .

This CP and the corresponding modifications and version changes should be approved by GDCA Security
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Policy Committee.
GDCA ‘% 4= 5 Mg 2 R 26137 7Pt GDCA [f] CPS £ B 5a4 CP, LU FI k€ GDCA [¥]
CPS &1 54 CP AHI&E M AN o

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EF2F CP Approval Procedures

A CP i GDCA L4 RMEE ReFAL AT REHSHHLM RN BILE SR, $#532
GDCA ‘%4 5RIE 2 =R 1%

The CP is drafted by the director and secretary team of GDCA Security Policy Committee. The CP is
submitted to GDCA Security Policy Committee to for review after the draft.

1.5.5. CP &1 CP Revision

GDCA H1Xf CP HEAT MM I RCA IR ], JF 2 A SRIg R i ST R HL

GDCA R4k [H X HIBURER . BORZR L PRI SO 55 KRG DL BT A CP, [A]
i %+ F i GDCA TrustAUTH R5 ROOT k-3, % if{{ RS R CA iE45. GDCA TrustAUTH E5
ROOT 2 KM 2 CA P& &k AL A {FIE 45 55, GDCA & iR#E CA/B it iz

Chttps://www.cabforum.org.) &A1 5 HT A ) Baseline Requirements.  EV Guidelines. EV

Code Signing Guidelines )3k K H£1T CP.

CP % 5 /NAMAEAR R HIE LI E CP BT EEML, $25C GDCA Z WML R4, 4%

et , 1EXTE GDCA B 7 Wk bk Am .

K CP #RFBI —IK. WERTHNBNS), WHIEHIA S BHAAGR R A 300 E

KB iE5,

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

This CP will be updated timely in line with the changes of national policies and regulations, technical
requirements, standards and business development. Meanwhile, for the publicly trusted certificates
issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT certificate, #{zzH 1% R5
i CAIETS and GDCA TrustAUTH E5 ROOT, GDCA shall also update this CP according to the latest
versions of the Baseline Requirements, the EV Guidelines, and the EV Code Signing Guidelines of the
CA/B Forum (https://www.cabforum.org).

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.
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1.6. X MZEE Definitions and Acronyms

1.6.1. RIEE X — ¥ F List of Term Definition

ARiE 7E
GDCA %A RIEZE 14> | GDCA AIUE RS 1A 2 P4 1) 5 v S s A M B LRI R CP — 2
PEYLE AL
HL IR &5 ML BTN, Bk, WUH KB BRI . iZAREEH
FHR CAs K HZ CAs.
ML ALK (Registration Authority, RA) 4t 5t A FRAIE 5 H i 2

AREAST RS E K, IR 23RBS 4 IANEAR S B, i
AL HEH ELE N R A SR, A STRHIE S B AT
SRR, RO AR IS IE BTG R, AR B TINE
HI S5 LR St SE e 45 B S B B R R RS

EFS B 244 T 3, TR RS S IbE .

UEFS s 713 H 25 A EAS 9 HL TAAEAR ST LA (CAD BT R 72544
HLE SR B BB IR T BT I TRV ER B 3R

HL ARV S5 R I RAEP L, Bk, EH A S BHEZ A — 3t

84 B4 ARG BEE R R IR

e AR E A BFETLIRPR AL RGP T @O mARRE I A

FELGUE IR PR FELGUEP A VI, AT AT L P W R S A S )
W

FH 1B BT R B AR DR s D TP s S, T el
Bedh, S/ ol m IR B 2 BN I T il SR O

N YIS R AR AR AT RVE S, TS MRS

A, DML 5 ReA AR R — IR VR B2 44, K/El
AT R, DUE AU RIRL B A 8l L5 B AT

A o

AR —HAFEREE . AR AR R MR THMEM A%, H
TSI T AHES B AR BRI EE. k. B
LA I RE -

NSRS F 3 A B2 AR AIE 5 MBS AR T 20AE )32 AT F A S A
HERE, AT AT AE FE TS

AR T Fra A CP %19 8.3 Arid ZoR 1) H AR N BIE R SEAA .

AT WA BRI 5 RN B0 Sk

A WSR-S H AR NBOER S AR, HAZAT P s Y 56k
AL S EAYNE RS e .

ANAR7ISHE WIERR S AU SE - HE NAT 7 Z G, 2 sOiE 1
FITHIRU 5 54

WebTrust CPA I KA INE RS AR WebTrust I H AT bRt o

Term Definition
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GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding

Public Key

The key of a key pair that may be publicly disclosed by the holder of
the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.
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Qualified Auditor

8.3 of this CP.

A natural person or legal entity that meets the requirements of section

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.6.2. YEUEAE R H A X — %% List of Abbreviations and their Meaning

CA Certification/Certificate Authority B AIE AR S5 LM
CAA Certification Authority Authorization DAENLR R AL
CP Certificate Policy TEP A
CPS Certification Practice Statement L ATV 2% 100
CRL Certificate Revocation List BRI 5%
CSR Certificate Signing Request TERIE SR
DBA Doing Business As RIS
DNS Domain Name System 4 %
EV Extended Validation 3 PR R /1Y B
(US Government) Federal Information Processing | 2z i ip) BEHE B b
FIPS Standard o
HbRE
FQDN Fully Qualified Domain Name S AR I 4
Global Digital Cybersecurity Authority CO., LTD. K22 B AS BB O A TR
GDCA
W]
gTLD Generic Top-Level Domain i P T 22458 4
IANA Internet Assigned Numbers Authority I 4 R 4 BE AT M
Internet Corporation for Assigned Names and HELW 4 5 5 52 4 i
ICANN | Numbers
B
1SO International Organization for Standardization BRbRHEAL 2 21
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KM Key Management R TH
LDAP Lightweight Directory Access Protocol 2B H 07 M il
LRA Local Registration Authority A HE LM
OCSP Online Certificate Status Protocol TEAE AR A ML

State Cryptography Administration Office of rh [ [ 5275 S5 L A T
OSCCA | Security Commercial Code Administration of

China INVAE
PIN Personal Identification Number A N AR5
PKCS Public KEY Cryptography Standards N B R b
PKI Public Key Infrastructure DN LRI e
RA Registration Authority FEHLI

Request For Comments SR P A (— TR
RFC o

W AR )

SSL Secure Sockets Layer el A
TLS Transport Layer Security Tl e 4

2. KA 515 B EFFE Publication and Repository Responsibilities

2.1. 15K FE Repositories

GDCA {5 BPE R — XA TFIE B, R ARAE . BURHET K S5 B K5 B
GDCA {5 B FE A A UFEAR T LU NN : CP M CPS HUAT A LA iE+5. CRL. i/
i, PASKHE B GDCA 2 2 R ATIE B . GDCA ¥ i R AT IEF . CPS 21T FIH
VRN . GDCA {58 FEnT LLE I MAk:  https://www.gdca.com.cn i), B H1 GDCA [
i 4 5 (L e R R A

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published by GDCA when necesary.
GDCA will release certificates, CP and CPS revisions and so on timely that must remain consistent with
the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other
communication methods specified by GDCA at any time.
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2.2. 5B KK Publication of Information

GDCA 75 J7 M https://www.gdca.com.cn & Aifs B, %Mk GDCA KA T EEE
RE B, M. BB RIE

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the
primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA @i H SRS 28 KAV P RUEHAT CRL, 31 7 5K #EJ7 7 LAIEIS U5 ) GDCA K
B SR EGIE 5 1013 S FEYIF B33 [FIRf, GDCA $2ftfr Z6iF RSB MRS, 1T/ 8k
7 AT S B AE B RPIRASE B

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through GDCA’s official website. Meanwhile, subscriber or relying party can get the
current status of certificate instantly via OCSP service provided by GDCA.

[N, GDCA i 2 i i ZR MU A T R M NEAT 15 B R A

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIEE)FISHZE Time or Frequency of Publication

GDCA fEVT R K BE RS, 8 B 7 sk B 2 RHIE AT CRL K AT .

%1+ i ROOTCA (RSA) iE45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA ROOT
CALIERZR K CA FTZ K AT FETS, CRL KA 8 /N, CRL A3 208 Ml KA
it 24 /N

XfJ i1 GDCATrustAUTH R5 ROOT iiE+i. #rZ X RS A CA iE+5. GDCA TrustAUTH
E5 ROOT 22K I gk CA TS AT FEf, CRL KAGFNIN 24 /i, CRL A 2508 #l s &K
RIS 48 /N

FERZRTEN T, GDCA FLLEATHREUEFM CRL KA A [A]. GDCA H4E KA —Ik
HLFUAE ARSI CAE P 51% (ARL).

GDCA releases automatically the latest certificates and CRLs via its official website when the certificates
are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no more

than 24 hours.
For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #ZHI{X

R5 #R CA JE#, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are valid for no
more than 48 hours.

5 R I R B R A (R FATEE, f GDCA NI we, 1Kl R AT %A A BT
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R, I AT B S BRI .

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is efficient, timely and consistent with the requirements of the laws.

2.4. 15 BEVF$EH] Access Controls on Repositories

GDCA {5 B E T iIME R Sb AT RATH, AR ARG A, WX EEA5 2 A B 1)
ANBEAEATRR -

GDCA il Mg 2. Rg et 2B ik LA RN 5174 6
BEATAE BEERIIE N MER. B2 KA dERAt.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. #y4 Naming

3.1.1. 4257 Type of Names

GDCA R WA TIEH R & X.509 brit, /MFCgs b5 RiAT & I EAR B 4%, R X.500
LIELV

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSLITLS 55 #RiE4S, P sk A% #8720 2 AU A4 v, iy 25 AU ) 44 9 23844
WAL — At BUAE B 44 Hh ) 4344 B TP Stk

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xn A B X HIZER Need for Names to be Meaningful

VPR AL 5 i i 4 BLEAT — @ AR S, WL EUE B R BN A LA R
BRI S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. TP RIEAZ B4 Anonymity or Pseudonymity of Subscribers

PR G Oy RET, R R 4. 4.

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. FEREAS A} 48 B9 Rules for Interpreting Various Name Forms

1K X.500 Hij 44 iy 44 MU AR o
The interpretation should conform to naming rules of X.500 DN.
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3.15. 4 ME—: Uniqueness of Names

GDCA NARUERE KL HAT P eSS, L EARE4%, £ GDCA GRS A2 ME— 1. 2
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. E B4R FAEA 771 Method to Prove Possession of Private Key

UE P B & 0 AGIE B 456 5 BT By A o B AR B AL, IR B B 7 VS AR IE P S T
BEHaE&HTE4 (PKCS#10). H'E S5HAH MRS HR R, 803 GDCA E R IH ik
W, EAEIRS IVIGELE S (o E i S A A BRI R PIN i) 2%,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

NS I AR TR 2
Authentication of individual identity includes the following:
1o SO B R R AN IR T N B i B B S5 B BURFHLAIATUA B BERZAIE B AN A B 4
WA RO, B A 2 R A RO RIBUBER =7 Bl A

1. Authentication attestation includes but is not limited to valid government issued personal ID or
military 1D, or valid authoritative third-party database signed document.

2. BRI OCRE B 5 A RO EUE =07 B R SRR TARSY, #ERE EIRE
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iR, (HEME SR & DL HIEHE AN,

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VTSR DX B MU R S5 5 SRS BURFH LR 28 R KA 2L

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XFUAREAELF AN B34 RT3 75 2R A8 H e AL SR AL AR UE B AR o

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ANRGER LA, AT B TP RS2 NS
UEFS S B 3RO B I N RS IR 1) S5 B R EN

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FFEHIZHR SAE, DUAHITAR SR TN
Ji&

puil

o

If the request contains organization information, GDCA should confirm the existence of this organization
and the applicant belongs to the organization.

GDCA RGN NFTHIE AE PR IA T, BITARBGHEN TR, —Rins,
WP RS, ZaEgE, %7 080K, SAIANRBAm. 5 12BN NIET R 2
EA NIEHAER T SSL/TLS iiF H AL 2 44 50EF .

GDCA must perform different authentication methods depending upon the type of certificate applied by
the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information. Type | and Type Il individual
certificates are not applicable to SSL/TLS certificates and code signing certificates.

Lo XF58 1 N AGETS, $hAT BT 40
1. For Type | Individual Certificate, the following authentication is performed:

GDCA RFWAEA P IR IE R, AXHT il 4 3T 5AE . #iA 7 =Un] DR A
HIE R AR I BOE I L . LA S A TR 7 R SR R 1 A TR AS (1S R
SIFIHALE . GDCA ANHAIN AN LR BT & HIUE 5 FH BRI UE (S 5 LAAT K3 A 5 0315 22 LS
AR, BT HEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
subscriber. The information submitted by the subscriber can be validated by sending a verification code,
making a phone call, sending an SMS message or any other reasonable ways. GDCA will not ensure or
guarantee the validation and reliance of other information, and will not validate whether the information
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belongs to the subscriber, except the information submitted by the subscriber.
2. XTH 2R NES, PATULTFE:
2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA Sk - Frdg A2 s 2, IR (B 2 0T 7 IS ik 4% o A 2CRT A
FEIE IR A AR SIS B HL T FHURE AR S At T e (1475 2R BAIE FE & TR A1t i
RS, EN, R R A RS =7 R A T 77 3O R SR AR B
B BATIZSRIIE, W OR FIEE PR AL HE B 5 A L R 2.

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending a verification code, making a phone call, sending an SMS message or any other reasonable
ways. GDCA can also validate the identity of the subscriber through the well-known third-party database if
necessary, to ensure the consistency of the information from different channels.

3. MFFEE 3R NIUET, $uAT LR %50
3. For the Type Il Individual Certificate, the following authentication is performed:

1) HAEREE S ISR 2 . B 5 SR AU SRS i o 2 D — b R BUR
MUK I A0 A R I S OE R SO (R RS e, I, B EiEe
fil [RISEHIERE ), GDCA A BEAZE WA SCH 5 A A B el R 2, 0 #E1 , GDCA
A DL Ik 8 R A 28K A IE B SO FOBUER B = B R AT i A A R By,
A DL @ A SRR O B IR A 05 B AT SERAIE, BRI
REEMEESRELR .

1) Ensure the identity of the subscriber. This must be validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
shall inspect the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document, when necessary,
GDCA may also verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. as well as validate through cross-checking with a well-known third-party
database, to ensure the consistency of the information from different channels.

2) BRAHIEFE AL, GDCA R LGEE ML 57K . RAT R IK 5 B A5 R K AL A5 A% K
P 1 1A 1k B2 AR R 25 4 1) B E WD S A

2) GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) BEIUEBIERMELM. GDCA M . M7, 5 HRIEEZIGERIEK.
3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone calls etc.

4) XTI BN B34 RIS, 38 75 25 A8 H e AT SR A AU WAL o
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4)

5)

1)

2)

3)

4)

5)

For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5) HHIEEEUSIMEER, HFEMBMNZIMEEFAE, DRI ARSETIZL
R R 5 o AR SRARSARIRIE B SO B0 EE =5 8 e . AR Wil s 755

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XTH 4R NES, HATEUT %5

For the Type IV Individual Certificate, the following authentication is performed:

1) BAHEE SR ESCIENE R o BN RN G35 1 DU IRG HiEH
BB B AU K AR 5 O B SHE SO (s R SHE. 37

R R IR B AR [ SHIE R D, GDCA K B R B SO 5 A A i B i B i 1 R

2) B R KA RS IE A SO ROBUBS = 5 Bl B AT R BN, B R SR A

BEAESRH

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document type),
GDCA will inspect the copy for any indication of alteration or falsification; and 2) Cross-checking
with an authoritative third-party database that issues the valid identification document, to ensure the
consistency of the information from different channels.

2) BRAHIEF AL GDCA AT LGHERE ML 97K 5 RAT R IK 50 5l f5 ] R K B A5 A S
A 2 Rt bk B B AU 22 5 1) B e B S B i

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) EEIEBIERMESEN:. GDCA MG, WD, 5 HIEHEZSHERIER.

GDCA should verify the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) WAERF, GDCA WLGHE R FIE LG M AR S5 300 HE 3 S 34T i A
AT LA 1 AR 7 AT R A

GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face to face.

5) T LU PN N B3 4 SCRRE 1, 38 7R ER A H e S 3 S ARE AR o

For the application applied by someone in his/her name who works in an organization, the applicant
also needs to provide the proof materials from the organization, etc.

6) HHIEELSUSIMGEER, HFEMNZIREAE, ULHIEAREE T
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PRI 5 o A EESRARSSAEIME B SO B s =5 8 e . RO Bl T I 55

6) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

IR A T2, GDCA i w] Ul 55 =J7 R A5 BRI Z HEE D A 51,
R GDCA EiEMEE =T 3R A iR MR S, TR =7 TR E, sERPIEE RN
WHME BARE R R}

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

BEAh, AER, GDCA i n] P sE H e By ZE 4 U7 s Bk}

If necessary, GDCA may also establish other required identification methods and information.

FI A S5 RIE MR ST RL, IR S IR R KA ST

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.

3.2.3. WM B4 %5 Authentication of Organization Identity

RG] (BURFHURL . Al A8, £ AHRY SCRIEHURIES . & RIEH 5%
RAUEASI,  NEBEAT A% (1 S0 000, BAR IR 7

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL/TLS server certificates and other types of certificates, shall be
authenticated strictly, including the following:

L BN BSEAAER . BiEmsetk. Blmdr AT LR BURPLIGRE R A R0C
f, BAREART TR E G S SN ARGIESE, B I 88 kA O HIAL
JBE =7 B P A o
1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as

valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. BEUEHE RS B 5 A RO B =T Bl e M BURLE AL, s BIHE
iR, (HEME S HRA DL EHE AN,

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.
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3. JERLAE. EREUE . RN SO ECE S SRR L e T U 2 AL R
BRMESEE, HIE AR GE RS IR LR E & ISR S

GDCA shall verify the organization information through telephone, postal mail, required attestation or
other similar methods.

4. AT AT R I X T B MU PR S SR ASCBUR LA R K (14T A

Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. MNP NRBER LA, AT BZ: ALWIERS LI NHE
IPPRUEAS B BT S22 I0 A RS B e I SR B SR B A

GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA R IE LR T FE FE BRI AR, AT AR S %5007, — RS,

RS, ZAanE, ST TR A%, S0 N A T

GDCA must perform different authentication methods depending upon the type of certificate applied by
the organization. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

1)

2)

1 AT 58 3 BHUMNESS, AT BLR 451

For the Type Il Organization Certificate, the following authentication is performed:

1) HRANU R SEAZTER) . BRI, Bl 7 T LU BURHIG R 17 R0
i, AFEEARET TR E PR Sl m A SRS IESS, Bl 2k Ak
SCAF IR R = 75 B0 PERf N o

Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2)  WHNRBCHIE IS, BMCERHSINRR A IES I N RIS . BRI
77 AT LU N o 2 B BN UM IR AR AT 1 S Ip N RS A e AR SO A Bl o 55 =07 4%
PR TE SRS WREUE pR S5 5 305 RN REAT IS, ASRIS AL A 5% HR I B AL
FHMHIA

GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XFH A RHIMRES, $ATULT %5

For the Type IV Organization Certificate, the following authentication is performed:
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1) GDCA @ A& @ M. A 8557 30 g AU SR L A 5 4 BORLAT HR I 44
RLEAT I, 6 B N DATE O 181 7 UHEAT R A

1) GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessary, GDCA may conduct a face-to-face
confirmation.

2)  EVNRRISEAEAEN . BVRISER . BN 7 2T Do BURFHLA SR 10 300
, BFHEARRT TRIEM P gl B A H NSRS, FEiE &R
5B = 77 B R 55 77 20 AR S R ARLEEAT RO, B ORFTIR LS B S A g
B3
2)  Confirm the legal existence of organization. This can be proved by a valid document issued by a

government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

FAIZBCHRIE IS, RMCRAL LW SEASIE S iF AR 2 AU . Bl 520
UL N A TR RS ML I N RS A SO, FFEE 26 =5 B 2 il 5
. RS B 557 S\ AU AT IR SS,  DASRAS LA Ok HR BB B A A

Confirming the authenticity of the authorized application means that the person who submitted the
certificate application on behalf of the organization is authorized. The confirmation method can be
checking letter of attorney with organization's official seal and valid identity document of agent, contacting
the applying organization via the phone number, postal mail and etc. from the third party to obtain
confirmation about application or authorization of the applying organization.

SEAh, W ERF, GDCA I R] LA e H e T i 2 2 0 SN Bk} .

If necessary, GDCA can also set other required identification methods and information.

3.24. W& S B % A Authentication of Equipment Identity

B S B S A SARPE L B A & AR AR, GDCA U 1T 7 #EAT B 43 453k,
BAEIN AR

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI P IR AR IR, s A 8 SR RSO R R BN k55 703
BB I NSRRI R A AR A

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

WA BB A0 % AR 3 AN [R) R 45 B A R ) B 4 46 91 5 AT, TP AN AR, &
P4 RFEHE AR CP 2 3.2.2 1158 4 BN NAE BRI AT ; 1T P AN, 2 JEAS CP 26 3.2.3
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TE 4 FHUIEF E A AR AT -

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA
performs the verification of identity in accordance with the CP section 3.2.3 class 4 institutions certificate
identification process.

A A4 B AT R 1 25 RSN, SR T BT 2 5 2 A GBUR ),
I T7 AT DU B AL T 8 BE B SO BOM LA N 2 4% B A B A P T A 1 48, FF i
A,

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants
shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

RN NH T 2, GDCA i w] Ul 55 =J7 R A5 B RIE IZHEH N AN 511,
IR GDCA Tk NS =7 (3 2 E T i 8, AT A58 =7 AT A, BRER A it
WHNAE SAHERI AL

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

UEAh, I EERS, GDCA IRl PAE H e i 245 7 AR R

GDCA can also set other required identification methods and information.

3.2.5. SSL 4578 540 1% ] Authentication of SSL Server ldentity

R TR R PIEF R A R HAT AR R RT3, AR A%

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

Xt OV SSLUEH:, F5UGUER vk T &N B SL Gy, HY50) 77 %A CP 26 3.2.3
T 4 BEHMNE PR RFEPAT .

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV organization authentication procedures in section 3.2.3 of CP.

XTIV SSLUET:, TR UEMI s &8 3 N AN ESLEfy, HAER 5 %A CP 5 3.2.2 7
B4 N NEPBENRAERAT .

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in section 3.2.2 of CP.
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X+ DV SSLAEH:, 30 AS N BB LRI Xt 354 (9 BT AT B A AL, e/ X AL B
AN NI FLSE B A3 BEAT B8

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

SFF EV SSLAETS, 4517706 ME (GDCA EV iETi5KES), A% CP ASFEXT Hib AT Ak
]‘%ﬂjﬁo
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

FESE A AR NIEP A R SRR, 85 B Z A e BIAE 2R, GHE 4 1)
Y P IEA CP 2F 3.2.7 T AT

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CP section

3.2.7.
IR NA T2, GDCA i w] Ul 5 =J7 R A5 B RIE IZHEH N A 511,

R GDCA ik N =T5 3 B T M5 8, AT RSB =07t AT A, SR i AR it
WHMOE BARE R4 R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

UEAh, AE, GDCA i n] RAE H e B 2K 500 U5 sUR B

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RIS 4 543 1% 5 Authentication of CodeSigning Identity

e FAS 25 44 B 0 1) 2 AR FARES AT & A RIHRAT A F 1 B 4000 05 2K, 37 P L
K, 32 HROR CP 3 3.2.3 558 4 FHUMIE-B 4 NIRAR BT : 1T /N A, %A CP 28 3.2.2
T 4 B NIEBERREAAT. EV RIGEZ G455 (GDCA EV iF i), &
CP AN FEXS HHEAT Ak e ik

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCA EV
CP and not covered in this document.
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HIEARRDRE A AT 7, AU EA N, e 200 AT 25 44 1IE 4 Y0 BBl L 75 ) 04
HERISCA, AR AR AR R E B A T s R a A RABUR. RE
EJEEp

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodesSigning certificate.

3.2.7. .42 FIH A A4 5] Domain name recognition and Validation

X TIRAA SRR, B AR IE ) SEAARIE P AR FREE I BE A R], A w] st @M, GDCA

AR RA T %505 A g — Fif

1o 34 T IR S5 AL BB B = 77 Hcahs e v 2 1 38 ) 34 R S D i LT R A
PURCE HL T IR A7 S S A A ISR R, A A2 B B L. 46800 77 3
Baseline Requirments v1.7.0 58 3.2.2.4.4 5. [VF: C. A {4 Baseline Requirments v1.7.0
F 3.2.2.4.3 DIRIE AT A R 1277502 2019 4 5 1 31 HEHAA A 1.

2. 737 FQDN (SEABREIA) 1 URI (G—RIFEFRATF) MTEL M TT_EX 2052 15 5
BEAT SN, T AN RIEE X FQDN HSEhrtsihilil. %77 XiEE Baseline
Requirments v1.7.0 5 3.2.2.4.6 17 .L1Z 777 L F 2020 4£ 6 A 3 Hitg 2% 1L {# FH , Ktk GDCA
ANFAE A Z 7]

3. JEHHINHIEE 4 E DNS CNAME. TXT 5 CAA 1t3% H AT B B SR 4 R A7 1E K
WA E AN FQDN (g4 PR e 144 ) dziil . %577 2B G Baseline Requirments v1.7.0
932247 .

4. BT RALEEENUE I TSR A (il BN SRAE SR LA A H
TR UGZ SRR R T, FFONE SR AR s ) HTTP 20O RS RIED, LU
INHEE X FQDN S bRzl il . 1% %577 2% Baseline Requirments v1.7.0 5
3.2.2.4.18 75,

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or other
authoritative third party database, and contact the owner by emails to confirm its ownership of the
domain name. This way of validation conforms to section 3.2.2.4.4 of the Baseline Requirements
v1.7.0 [Note: section 3.2.2.4.3 of the Baseline Requirements v1.7.0 is no longer used as it was
deprecated as of 31 May 2019].
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2. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the FQDN, to confirm the applicant’s practical control over the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.7.0.
[This method is no longer used because it is deprecated as of 3 June 2020].

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA
record to confirm the applicant’s practical control over the FQDN. This way of validation conforms to
section 3.2.2.4.7 of the Baseline Requirements v1.7.0.

4. Confirming the applicant's control over the FQDN by verifying that the Request Token or Random
Value is contained in the contents of a file (such as a Request Token, Random Number that does not
appear in the request used to retrieve the file and receipt of a successful HTTP 2xx status code
response from the request). This way of validation conforms to section 3.2.2.4.18 of the Baseline
Requirements v1.7.0.

X IEACAHIE A, GDCA Bl IEACAT A7 MK siAa,  DRAE 13844 52 B T & 28— Rl
SR AR BBUFH SN, TR

GDCA FRZEEACHT () AUl ¥4 FLAE R AR A « 2~ S 28 4 A4 Y B LA 4%
il R34 E P R, BRIE FR O & RRREAIE B L 58 A 45 i3 44 (1 BT i 44 25 1)

WE, GDCA B Z R I EMAL (s A, DAz M8 AL, dn iR E SR
THE RN A, ZHIEEAMFELIMIER.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of
the wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. WL R & FRIGE Verification of DBA/Tradename

FAEFEM P DBA sk 2k, GDCA wlilit UL R J7 3 b i & > —Fh DI Sz H1if
A B % DBA B L A2 FK -
1. G FTERE X BURHUR S B AT R B B BV oL AEFEBOA R ISCR, Bl 1%
BUR AL VA i
2. AIEERHRE SRR
3. HHTTE B DBA A RRERT VAR BUR LAV 8
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4. BT SCRESCAF AR B8 1

5. PMLIKE, HATHIK S, FEHARKE, BURSRARIBIE, B4l GDCA AT EERE
U3

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants

have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other form
of identification that GDCA determines to be reliable.

3.2.9. FrE B 85N 5 % 5] Verification of Country

RS 3B R AL S [ SR T, GDCA JH IS BUB AR = 77 04 22 25 1 i DNS 18 3% W 7s [
IP bt B H 1 1 1P HBhESRAFARTEE, #i PR AIE A KT 1P Huhik BT 78 [ 55 FR g N\ Sfs A 7 [
—‘ﬁo

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.10.  IP HuhkRIAEIAFIZE 5] Authentication of an IP Address

GDCA KHLL T 7, #l HE & A B SEbraz il i 1P ik

1. TEAE IP HbEA URL (G0 —BEUEFRIRAT) AITELR N T Ex 252 (15 Bk T s, d@id ik
77 UL A G 0 1P ik () SEBRdz iR . %551 77 B Baseline Requirments v1.6.6 £
3.2.2.5.1 1,
GDCA ANA[ Ay IP Hiuhib% & EV SSLiE1i.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically controls
the IP address:
1. By making a change to the agreed-upon information found on an online Web page identified by a

uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address. This way of validation conforms to section 3.2.2.5.1 of the Baseline Requirements
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v1.6.6.
GDCA must not issue EV SSL certificate for an IP address.

3.2.11. BIERIERHERME Data Source Accuracy

FEAGATART R SRR E A AR BECH RRAE I 2 BT, GDCA F iU K mT At v, R e, &
SO IS A PO AT VAL, RS R LU 3
1 PFrifftE B,
2. B EORIEHH AR
3. HulEALRing, AEEIEER H K
4. RS A AR AT A K AT )
5. Dy el B SR A G HE S

%t T ROOTCA (RSA) iFf5. GDCAROOT CA iffi. ROOTCA (SM2). GDCA ROOT CA1
WERBAR Mg CA BT RILT FET, 4 A VTAl Jy m] M SRR A5 ) 5000 sl S AN
IEH AR, W GDCA Wl izsdls X o3Cft: %1t GDCA TrustAUTH R5 ROOT HIE+45. %
IR RS #2 CA IET. GDCA TrustAUTH E5 ROOT 5K [ 4% CA FITZ R AT FIET, #5 WA
At S P AR RS B4 e 5 A5 10 B8 S S A R e TV 28 R T 825 K, Il GDCA Al 2 448 & 3¢
.

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the data
or document no more than thirteen months prior to issuing the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained such data or document for a period no more than the maximum
validity of the certificates. For the subscriber certificates issued by the subordinate CAs of GDCA
TrustAUTH R5 ROOT, #zif4t R5 R CA L5, and GDCA TrustAUTH E5 ROOT, GDCA may use the
documents and data to verify certificate information, provided that it obtained the data or document no
more than 825 days prior to issuing the certificate.
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3.2.12. BAHEBAFHITF{E B Non-Verified Subscriber Information

UEH P HE B BAE, RERIERE EARENIES.

The information contained in the certificate must be validated, the information that is not validated shall
not be written into the certificate.

3.2.13.  FHWHHIA Validation of Authority

BT A Ip NI P PAIE L 550, GDCA RHEAT 1 T 5l -
1o JEREE =07 S ik WA AR SS BRI 2R L BUR A AT R A R SO ST S Z AL R A7 4E 5
2. JEMEHUERBOCCM BRI EEEE R I B BT [ 5 DT sORIIEZ N &

T LR BLR HARAT PO AL

GDCA 3 St ¥F FIE# 1R E ML AR FATEIET . 27 HE & B IR aR 2 1 r] LU THE
FHIFILAN, N GDCA MG AEZIEE N 3 LSMETIES HIFFER . IR HE
H ORZSERI TSRS, GDCA LA Hiig & 1R it S BN R s .

The following verification will be conducted while the representative of organization subscriber applying
for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA shall not accept any certificate requests
that are outside this specification. GDCA should provide an applicant with a list of its authorized certificate
requesters upon the applicant’s verified written request.

3.2.14.  EH#EHEN Criteria for Interoperation

ST HAR I T E RS WA, TTLLS GDCA #AT H#e4E, {HIiE % IAERSHIAT
CPS W5 A GDCA CP %3k, JfH'5 GDCA ZZ MMM

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA RHRIE TN 2, $529F GDCA MR IENUSE RIS KIS 2, I A B RARLIA
EF.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
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the agreement.
R E IR B HE, GDCA #4746 T AT

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

BEHA, GDCA RZRAEFIAZXAEFS

To date, GDCA has not issued any cross certificates.

33. EHEITERKIFRE L5

Identification and Authentication for Rekey Requests

FEREAT CP 55 4.7 T HTI (L5 B SE A, 75 06 SE 8T 1A s R AT 62 01 LU D s 9 BE
KRB I E A .

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that the
request of rekey is from the original key owner.

3.3.1. ERFEHEF IR RE LR

Identification and Authentication for Routine Rekey

St G LR B SR, 3T R U5 1] GDCA TR AR 45 st BEAT A H i, R4
HAEREOT P EIEBEE, WA ERTASAE, TRRGER A HE R RS GDCA IIE
FEINE 2R G0Ks Xof 2 5H 5B B EAT B B - 1T 7 5 1T LS GDCA [ A BLAS) HR 175 25 5H 53T
GDCA 1ML LR UEVT F 54 I3 N A 3500

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

B S 2 RS P D B N S ) SO BB e, TR, LT AR R ST
R, A ZBURR S S R N s F) SR B e 22 i, I 4R 2k, GDCA R ANK
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted before
they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

TS LR NIEFER 2 A NS B RAEFS Ik 5548 K15 L AURS 22 4 k5 GDCA
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AN PR

For Type | individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.

3.3.2. B EEHEFMIRREER

Identification and Authentication for Rekey After Revocation

UEAS SR J5 AN BEREAT S ST

Re-key/renewal after revocation is not permitted.

34. HHERKIRRE L5

Identification and Authentication for Revocation Request

IEBREIE R AT LSk BT P, WATLok A GDCA. JEMLA. 24 GDCA s EMHLAA
A% CP4.9.1.1 Jiridk Bl U 1T 7 BOE RS, A AUHOVE S TE TS, X P 5L T AUk 4T %54E . GDCA
B MU PIE B REE R, WO JE B 3 BN T i e A T LT .
FAT P EBNE RIUEGUETS, MHLIEAS CP 55 3.2 W Frik AT S0 %5 o 2 RIVENL AR 4R
Y, CA B RA K ELH L RIVEHL TS T AR 18 SR SCERVE R SRk, AN PR EAT HoAth
T S

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on the reasons stated in section 4.9.1.1 of this CP without authentication. Revocation requests of GDCA
or RA must be approved by its management or supervision authority. Subscribers who request to revoke
certificates shall follow identity procedures described in CP section 3.2. If the revocation requests are
from judicial authority by law, CA or RA will use revocation request documents of judicial authority as
authentication evidence and will not use any other methods for authentication.
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4. UESA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. {EFHIE Certificate Application
4.1.1. iEF B #5524k Who Can Submit a Certificate Application

UEFS IS LR AR AR LR N SR A S (BT BRI Sl s, e
EiluSiNENEI S

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 5 F4E Enrollment Process and Responsibilities

1. FEME R
1. Registration Process

G KRB R KA S RA, RA WAEZIEK, JFXTHEA, RIERKIKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA W BIZIERIG, Kk RA HI%E4, KT PET . EREMNEMEEY, LICRE
eI ORIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAZUN HIE(E SN IS # 1) BORNEAT 2501
® RA must verify the information of application and the identity of applicant.

® £ RA [ CA FIRIEFIERIS, fREERESERE % e, R, 28

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA KJEMHURAT ST [T 7 5 R0 7k 5 AT L1 25 42 (R4 FH 2% 15

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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4.2.

condition of digital certificate and electronic signature.
® GDCA N EMALKA DA 1T 7 5 AR 55 2 i 100 H AR 7

GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA JEMHUAA FTAERIT P &5 RORAE AN T 7 45 B AR AN S A5

GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiFEMALMAE s L1 45 %1 GDCA 1 54T VE s

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KIEMHUA SR/ 5 AT I STEVEH

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® TSNS THAT ML CP L CPS AR SCIFZYE I, el g Herb ok THE i
PV . BRI OS5 AHELR AR OR A 25

The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

® T/ A AEHAIE S R T R A HE R B ST

The subscriber has the responsibility to provide accurate application information and data to GDCA.

® LMHURAAREXIAT P SR AL AGIE TS S B 5 SE A R — B & TAE, RIS
AR R % 5T

RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.

IEF 54 Certificate Application Processing

4.2.1. PATIRA 5% 7] Performing Identification and Authentication Functions

2 GDCA. JEMYUESZ BT P IIE B R 5, MNA%A CP & 3.2 WIE SR, XTI Fatr

ELRVIESE SR

XFF ROOTCA (RSA) ik i GDCA ROOT CA iE i ROOTCA (SM2). GDCA ROOT CA1

IERZER I CA B2 K LT FIETS, # GDCA MR HE CP 3.2 8 & SRR 3R 15 1 B0 sl ik 1 3¢
B TR) AN S IE 5 e KA RO s BoR KB4k, ) GDCA Wl s I i 540 BRALE B S0 A
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B SAIEF A 45 B s 6T B GDCA TrustAUTH R5 ROOT AiE45 . #4148 R5 # CA {45 .GDCA
TrustAUTH E5 ROOT 22K I 4% CA I KT JHiESs, %7 GDCA #i#E CP 3.2 45 & K3k
75 (0 K0 SIE B SO (R TR AN o 825 K FLiZAS B R A48 4k, 1) GDCA ] F i 454 ik
ASCA, SHE R IE R .

After GDCA and its registration agencies receive the subscriber’s certificate application, they will perform
identity recognition and verification of identification over the subscriber according to the requirements of
CP section 3.2.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained the data or document (according to section 3.2 of this CPS) for a
period no more than the maximum validity of the certificates, and provided that no changes occurred to
the documents and data within such time period. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, #1%hf{{ R5 #R CA ik}, GDCA may use the documents and data to
verify certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) no more than 825 days prior to issuing the certificate, and provided that no changes occurred to
the documents and data within such time period.

4.2.2. IEH H L HERIIE 44 Approval or Rejection of Certificate Applications

GDCA. VEMHURNAE UL EAL B, fHESIRAE BT . WIRIELE R, N8 E
77 A BRI [A] Py RIS I .

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. {EH HIE KL Approval of Certificate Applications

WIRFFE TR ZE, RA AT LU AEIE B
1 iZHIEEAT AR CP 2 3.2 1 FT P S0 bR IR AN 45 A 5
2. HEH B ECE A RO P U 2 AR
3. HIEH CAIIRIE ST AR 3R
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4.2.2.2. iFH HiEMIEL Rejection of Certificate Applications

MR RAFHIEE, RA NAELIET HE:
RA shall refuse the certificate application in case of the following situations:
1 ZHEAFFEA CP & 3.2 Tk 1T 7 B HIAR IR Rl L€ ;

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. HIEE AR L0 S 0l WAL
2. The applicant can’t provide the required identity documents.
3. HIHE RO B AN REREZ AT P UK A 0 N AR

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. FHITEE A B ASRE U H IO 2 SO AR A 2 T 5
4. The applicant has not paid or can’t pay the appropriate fees.
5. HHEMIEPE% ICANN (The Internet Corporation for Assigned Names and Numbers)
REHIHT gTLD (g4 );

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA B EMMLIIN HEAEZ 1 26 GDCA 7 k4. VA2 BiE 1%

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

XfT GDCATrustAUTH R5 ROOT k-5, %% X R5 #2 CA iE+5. GDCATrustAUTH E5
ROOT 2K (% CA a8 R T FESS, G A EE R R4S (E 5 AN i, 80 GDCA ILH
HEHEiZ Bl B m R, GDCA BiR44i% %, GDCA MRYE A MECE . Bimas kAl
KERME . T TT 48 22 A 55 I BUR LR S5 35 =5 AT 44 B0, BRA SRR A JF iR v 48 85 1
{55, B GDCA Z 1 B 5% I 4 44 1 8 AtV i FH 34 B30T 7 0 46 10 B0F 5 175 SR S 1 E
A5, EESLANAEY RS i KU FE A FISR, FEHEZAE-B RS RS 2 B WIS ERE B X THI%R
LA RS N, GDCA K ELIEE 4 H i .

ST IR IE T B, GDCA 3 &1 FR i 5 IE 5 FR i 2R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
i R5 8 CA IE+ and GDCA TrustAUTHES ROOT, if the application is prohibited clearly by laws
and regulations, or GDCA considers that there are highly risks to approve the application, GDCA shall
reject it. GDCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies which are

62



Il semnnnnaemes

Soon S GDCA {E- 53k mE (V2. 2 fi)

responsible for network security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by GDCA due to suspected phishing or
other fraudulent usage or concerns. GDCA will query information from the list during accepting certificate
application. If the applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. A EEGIES HE BB [E] Time to Process Certificate Applications

GDCA JHLFIAEML SN (CPS) MWRLE & BERJUE S B 15 AL PERS (8] . GDCA FIEMAL
K i AE CPS FR5E BT 18] Py AL FHIE 5 B335, T8 Rt fE IS S 40 4 L X IS RS 3 2 2 D TAEH «

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 2 working days in general.

4.2.4. INENLHIEEAL (CAA)  Certification Authority Authorization (CAA)

% GDCA K I3 /£ CAINI % #%1814% EV Guidelines. Baseline Requirements 3R [ 24
JEAI{ER SSL/TLS diEF5, GDCA 2 AIEH: T 4 4 Fe Wb i —> dNSName i CAA
WA, JFEE AR RS

GDCA 1R RFC6844 (£ #fi% 3K 5065 1511 MM e 4b3 “issue”. “issuewild” J “iodef”
HIJEMEARZE: 27 “issue”. “issuewild” Fr2ZE A5 “gdca.com.en”, | GDCA ANZE RS
HIEF: % CAA LTI “iodef” %%, N GDCA 5 HITE# VA8 5 PR 7E fe 15 N H MUK IE
Fe

GDCA RiLA T 41 CAA LR ARG LA E N T2 AT 26 1) 7E4F GDCA (124
Wit P EE ) CAA LSRRG 2) B/ SR — IR E B &4k CAA 105%: 3D 34 BT X A A7
FEFR A ICNNA HRIX 35([¥) DNSSEC HilE % -

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to be
issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended by

Errata 5065: GDCA shall not issue corresponding certificates if the "issue",
not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA shall

issuewild"property tags do

determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
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have a DNSSEC validation chain to the ICANN root.

4.3. UMERZ K Certificate Issuance

4.3.1. IEHZ R H RA F CA K478 CA Actions During Certificate Issuance

R CA HIEFHZE A N i GDCA HALIAIE N G M A AT B2, (R CA PUTIES
BAtRlE.

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

FEUEP R RS RE S RA FYEHEE RASTEF RIS L, JREE#RIE RA REUK AL
PG R CA FIEBA K R4 . RA KIE CA FIEBZ K IE RE BAUA RA 57 %515
BRERE I, IR0 ORISR B I CAIEPREK R 5.

In the process of issuing certificate, the RA’s administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA HIEBL K RGAERT RA FIEHZKIE KRG, XKE RA KIE ST S50 5%,
XA RMEREBRERER, IEBRERRGZERAT P IES.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA 1 RA B&IT PiERHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA HIEPB R AGAIET A, HEESFEDT RA BHIT IEH &k, Hi
PSR AEAT DISRISHE T 7 5, X, M TS, siFEd e 54
€ 15 205 AT P W] SRAFAE 1 .

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4, EFER Certificate Acceptance
4.4.1. IR SZIEF HI4T A Conduct Constituting Certificate Acceptance

1 W EATYI L TTH) GDCA IE-P RS M RAUE T R EAHAF I BT, A T3
Hl. USB Key ™, iE4S T 5 EERIMRERIT 3652 TIESS

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. GDCA VEMMLFARE T 7 NEAUET, FEIIE S R I B8RS, 31T
P2 T AR BRI ERIT P32 TIE
2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will

be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. WHRR VIRMUERRTE, JF R R RHE BB N A

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT ROGEAS B RS N A A ERATE R I

4.  Subscribers fail to oppose or conduct the operation of objection over the certificates or the content of
certificates.

4.4.2. CA SHEPB I RAT Publication of the Certificate by the CA

WEZE 5, GDCA Kzl JE+ kA1 3] GDCA ) Hsxik%5 2 4t. [N, GDCA
% Google ] CT %% Chttps:/github.com/chromium/ct-policy), KT /' IS4 (5 B R AT A 2570
=ACT st

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to directory service
system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA embeds in the
SSL/TLS certificates the signature data from at least three CT servers recognized by Google.

4.4.3. CA B AL SARIE BRI R

Notification of Certificate Issuance by the CA to Other Entities

FRUEFSIT 7 4h, GDCA S MR A 75 B A HAl SEAAUE P28 A
GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.
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45. BHAXTFERKEH Key Pair and Certificate Usage
45.1. T P FEHFIEFR IE A Subscriber Private Key and Certificate Usage

W PHESRAS TUEF WG I3 7 GDCA Fds K HIUEF /5 , PN E 4 [ =857 5 GDCA.
TR T RIBURIAN LS5 1 563K 3T P2 BB TIE T, REREUA B % 35 ORAE FAIE Fxt
P (AL G AR A B . 1T 7 HREEE 7R . A CP LLRAT P WSO & IR L Y
i AR ANE TS

SEFSZUET, AT T XHE RME4L, I RIS Z NS . T
UETS, JLRAEA BT F X R R A BN 115 BT AR . EE PRI s 2 S5, 1T/
DA IE A A UE S0 R AL EH

ST SSLITLS EAS, 1T /1A BUAE A 45 (AIE HE RS b 4] H 1 32 50550 44 %o o7 1 . 45 2 o
HIE ST L
After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and
obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use. Subscribers can only use the

private key and certificate in the CP specified range, and under applicable laws and the subscriber
agreement.

For the signature certificate, the private key can be used for the signature of a message. The subscriber
should know about and confirm the signature content. For the encryption certificate, the private key can
be used to decrypt the information which uses the corresponding public key to encrypt. After the
certificate expires or is revoked, the subscriber must stop using the certificate’s corresponding private key.

For the SSL/TLS certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

4.5.2. 5T ASHFE R KA Relying Party Public Key and Certificate Usage

AR AR IS T B G R R, AT XSS EAT DU AR

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. SRIGECFZ LN N HUE D K AGAT 5

1. Obtain digital signature’s corresponding certificate and trust chain.

2. WHINZEEA N IIEH 2 H GDCA ATk

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.
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3. Ed AW CRL B OCSP HiAZRE 44 X NLFKIIEFS /2 15 4 5

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. RS ARG TR R AR A
4. Certificate usage is suitable for the corresponding signature.
5. fEAREF LR APHRAER 4 .
5. Use certificate’s public key to verify the signature.
6. AL ErUET A RO
6. Check the validity of the certificates
PAEARf— IR R, KRBT A SRR E R .
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
IS T B ROB NS BRI, Al i IR AR SR AG R T RN IE S,
SRJE PR B AP S BN . 0T RO NI S RN A5 B — i AR 4 352 7

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. UFFEH Certificate Renewal

UEAS S FHREASAE T 7 A ECHARAEAE BRI T, T8k — KB
:Fg o
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

46.1. IERE BT Circumstances for Certificate Renewal

% T GDCA Z RG] PHESS, 1T/ TR AEIE B IR0 AT UE 5 5 5.

%tF i ROOTCA (RSA) iE45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA ROOT
CALEPZR Mg CA FTZ R T FHIETS, 1T P Al 1 GDCA UE TR 45 M3 553 %] GDCA
U BEATUE BRI G . FIERE RIS EMELR, KA EIRBTHEN
ER.

XF T i GDCATrustAUTH R5 ROOT iE-5. ¥t ii4R R5 8 CA E+5. GDCA TrustAUTH
E5 ROOT K I -2k CA BT K ICAT P eSS, 117 T5 48 B B SREASIEMHE B o E il
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WS, T 2B B HTUE TS

XFF SSLITLS iiE+s, GDCA #5232 1T I AEAN SR 2 H F i SEHTIESS o 1T 77 Bl EHnIE 15
i), GDCA FiXiil PR AT, DA RSN %8, Wohssses, MZskiT
FHRAETF A BRI

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update
request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CALl, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration. Applicant for
certificate renewal has no need to fill in the registration information, while the system will automatically
obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zzi{
R5 # CA iE45, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the subscibers shall
submit the registration information as they do for the new certificates requests. If the certificate had
expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted is a
weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be weak.

4.6.2. 18 3RAIEF5 58 B i1 524k Who May Request Renewal

RV B 3 5 AT 7

The entity who requests certificate update is the subscriber.

4.6.3. A FEEFEHTE K Processing Certificate Renewal Requests

P UEF SR, HACBS AR AR RERAE. S0l 2R, XTI (R 50 UE R 40 i
TN LA

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. TP HEEBAAAEIF H it GDCA sk

1. The original certificate of subscriber is exist and issued by GDCA
2. IOUENEPHUEE SR AL VE AT AR A

2. Validate the certificate update request is in validity period.
3. BT JRENME BT B 50 .

3. Identity verification based on the original registration information.
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FE LA EIGUE AT %5l f5 GDCA A AT HHERS KIEFS
GDCA can issue certificate only if all the verification and identification above are passed.

VP AT PR — AR B GG 15 RV TR AT IR 15 S0, 4% IR EORIR AR L I+ i
B GHIEM BUEL . GDCA FEARA L T #8 AR A Aa E+5 B (14855 75 A ik 5 ST it
HEHILSEERE S

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BAIT PFAERRIER

Notification of New Certificate Issuance to Subscriber

[A A CP %5 4.3.2 715,

See CP section 4.3.2

4.6.5. W2 EFE BTN

Conduct Constituting Acceptance of a Renewal Certificate

[AA CP %5 4.4.1 75,

See CP section 4.4.1

4.6.6. CA X EFHERKI KA

Publication of the Renewal Certificate by the CA

[FIA CP % 4.4.2 7,

See CP section 4.4.2

4.6.7. CA B H At AR IEB IR

Notification of Certificate Issuance by the CA to Other Entities

[FA CP %5 4.4.3 75,

See CP section 4.4.3
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4.7. EFEHAEF Certificate Rekey

IEBEHEHRIT 7 B S 55 A R X s I RS N A K — eSS

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

4.7.1. IEPFEHEFBIE Circumstances for Certificate Rekey

GDCA HJE+ 38 S AR EA R T L E I -

GDCA certificate Re-key including but not limited to the following circumstances:
1. AR FAIME ER MR e 1S

1. Revocation certificate due to private key leakage.
2. AR EIH;

2. The certificate expires.

3. ETHEOR. BURL &K, GDCA ZORUEHH TR .

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. TR SR UE5 2550 58 % 1 Sk

Who May Request Certification of a New Public Key

S SRAIE T 8B TR 1 2 AR ONE AT /o

The entity who requests re-key is the certificate subscriber.

4.7.3. A FEE PR EHE B E K Processing Certificate Rekeying Requests

A4 CP %5 4.6.3 7.

See CP section 4.6.3.

4.7.4. BEIVT PFHEBRIZER

Notification of New Certificate Issuance to Subscriber

[FA CP %5 4.3.2 7.

See CP section 4.3.2.
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475  HMBREREAEIERRTHN

Conduct Constituting Acceptance of a Rekeyed Certificate

[F A CP 2% 4.4.1 75,

See CP section 4.4.1.

4.7.6. CA X B HEFIER IR

Publication of the Rekeyed Certificate by the CA

[FIA CP 55 4.4.2 7,

See CP section 4.4.2.

TP HTUE TS NIAE 24 /N KA

Re-Keyed Certificate must be published within 24 hours.

4.717. CA B AL AR IER IR

Notification of Certificate Issuance by the CA to Other Entities

[FI4 CP 55 4.4.3 75,

See CP section 4.4.3.

4.8. HEHATE Certificate Modification

4.8.1. IEBEBERIE Circumstances for Certificate Modification

HIAT PR IVEN 5 R, 51 GDCA Bt iE A

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

AN A AL 515 B AR SE W] RERE I LT P BCM S5 BT AR, AT A AN RE HBIE 538
RBERGHZAET, PR H R RIE .
If information contained in the certificate changes that may affect the rights and obligations of subscribers.

The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

UEF5 AL S B AMIE P B P A (KRS . 2% AR — U
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Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. ERIEFHZRE K24k Who May Request Certificate Modification

T SRAE A28 B A SEAORIEAS T /7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. AEEIEHZR E 15K Processing Certificate Modification Requests

UEHAR B A JEAT K B IE TS v E I R AT A0 2], [ A CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.

4.8.4. BRIV PIRERRIER

Notification of New Certificate Issuance to Subscriber

[FIA CP &5 4.3.2 7.

See CP section 4.3.2

4.8.5. WS FIERRIT N

Conduct Constituting Acceptance of Modified Certificate

[FA CP %% 4.4.1 75,

See CP section 4.4.1

4.8.6. CA XA EIEH I & AR Publication of the Modified Certificate by the CA

[FIA CP & 4.4.2 7,

See CP section 4.4.2

4.8.7. CA B A HAR AR UE B R

Notification of Certificate Issuance by the CA to Other Entities

[AA CP %5 4.4.3 7.
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See CP section 4.4.3

4.9.

W H#EYAEAD Certificate Revocation and Suspension

4.9.1. IE RSB TE Circumstances for Revocation

4.9.1.1. 3T P IEHBAS M B Reasons for Revoking a Subscriber Certificate

> w0 poE

L B i —FhEk 2 R, GDCA WAZITE 24 /NI 2 A B IE 13-

VTP LAAS I 2 SRS IE 15

1T P51 GDCA S IRIE i SR AR BB HAREE 1 2 B AT N

GDCA 345 T k4, WEM SiEH A RT P AVHIE S 1 it

GDCA A% THE4E, UFBAXSIEF - FQDN B 1P dthibih 1135 44 452 B sl il A (1 56 E AN IR 43
At

LRSI 0 —FhE 2, CA RIFE 24 /N2 WIGHIES, HAAZITE 5 K2 NHT

BUET:

1.

2
3.
4

© © N o O

10.

11.
12.

IEBRHEFF 4 Baseline Requirements % 6.1.5 5 J2 5 6.1.6 15,

GDCA 345 1 k4538 2] i e

GDCA FRZ&AT Ji = 137 J ¥l CP/CPS i) — i sk 2 1 K 71T

GDCA R AR FQDN B IP Hihik ({5 AN AR VT (oldn, kR sl
T ZERE 1AM AL A RT3 A2 M NS RS N FIAR DG PF AT R R 55 3L
el BRI AR S R 4D

GDCA 3k 28 JE il HeAFIE 5 P 56 50l HAT S0k 1% S P ) 138044 5

GDCA FZEUE i pr 5 S I H KAk

GDCA JKRIF P K K AE & Baseline Requirements 223k, =% GDCA ff] CP & CPS;
GDCA A9 fr 84 5 S Hh BLAE IR o A5 B R R RS B

GDCA 1&## Baseline Requirements %5 & UEF AT R0, B sl 21k, BrAEH 4k
4:4E4" CRLIOCSP {5 K&/

CPS HIRTT M BATHACIRBZ AU BT BARKE: tH RN E0EE RN, EE.
P B A SO BURMAT s BT AN 3% 09 5 D5 3 B At A5 2K s
D

GDCA CaJBATMA LS )a, T RGNS 3%

CA 35  HH B T R P AL BRI B AR 22 B0 IE R 5325, 2 VR T AR A 4H %% 5 o A
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EAME (1l Debian 59%4H, UL: http://wiki.debian.org/SSLkeys), BRAFAEBIRARIIEYE, E
WA A R B ) 7 1R R

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any Fully-Qualified
Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one or
more of the following occurs:

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;
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12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's private key
to compromise, methods have been developed that can easily calculate it based on the public key
(such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that
the specific method used to generate the private key was flawed.

KAETIMER, 3T GDCA MRS R4 IIESS, #illn CAL RA. 328 meie
Mg AR CRAEIRSS RGP I BEEAE I E) (R AIESS, AT DA HAIES:
1. CA 5RA. X G&F8T P& E 8 K AR
2. EFARVAR A AR BE PO B R A A R
3. HTEHMMFE.

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, LRA or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.

HEFAT P an SR R I E R BEIE B AV e A R AR IR, RILRLEET CA HHTRUES . X T
SSL/TLS MR&5#8KUEF, & HILLL NMERE — D LG, W HHE T e AR .
1. CA HUMPRENIEZ ANEGTE, Wbkl A iz 4 J0i% . S IR ) & 4 24 115
CA HUHAF A — NEBCAUE T3 RIS TE— M RVEME 1R 5 T34
CA MU HI T FM R R 21 B8 4T, IF HoRZHEH AR CA SR BB IE 1 (M SCREPERRAE
CA ZJRAEFSIIAUR O Jiis BOp s 5 1k, BRIE CA O H 22k, 4k 8245 CRL/OCSP:
UEFS R HEA A 2 BRI s 17 0T I FH A B 8 o ARt 7 AN T 42 32 1 XU

o c w D

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server certificate,
if the following one or several cases have occurred, GDCA also need to carry out the certificate
revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under the
circumstance of that GDCA's right to issue certificate has been expired, revoked or terminated.

5. Technical content or format of certificate causes unacceptable risk for application software vendor or
relying party.
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4.9.1.2. 1%k CAIEFRHIEESFEE Reasons for Revoking a Subordinate CA Certificate

EHILLA NS ) —FELZ B, GDCA ZUTE 7 K2 W 9% CA EF3:

1.

o g M w DN

GDCAZRAT T UL, UEWI S IEFS A X BT 2t CARBHIE 21 7 403 , BAN 45 & Baseline
Requirements 25 6.1.5 7 & 5 6.1.6 17 FIAH G LK s

GDCA 3Rf5F 1 L4518 2R H AR ;

GDCA R BAUFP 25 R K BERF £ Baseline Requirements 3K , 5 41 2% CA K BEFF & CP/CPS;
GDCA Y NAEATHI A 2% CA TEFH HE BAER . AR SZE R AR T

GDCA ti HEM IR LIz s, HARS 5 —K CA KRN LR BEIE P I 55
GDCA f## Baseline Requirements 25 & UEFI AL J7 20, BB B ¢ 1k, BRI 4k
#:4E4 CRL/IOCSP 15 2

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Baseline Requirements of Sections
6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

GDCA's right to issue certificates under Baseline Requirements expires or is revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. 75 R UE F 4 F 5248 Who Can Request Revocation

© a > w DN

DA SEARTT LA SRS — AT ES:

GDCA EEMALI AT LUK HE A CP 55 4.9.1 7% ZERHMUEH — T k4,

SEFASNUESS, WEART P AT L RIS A1 8 AN AGE

T HUHGIES, RN RAT BEHAE RI C 22 R 4 U HOUE

T RAUES:,  RATIA RA& IHU B A AR AT SRS TS SR DA 2R IIE T
R BUR BT R H A AR TR AR T e .

M7 LR AR RS L B B AL BOH AL 4 3 = 75 PT DASRASUE 15 i) R 5, 5 A
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GDCA 15 & FLE s TE 15

The following entities can request revocation of subscriber certificate:

1.

GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

HA GDCA w] LU HRIEH 5 4 CA ES.

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. IEPREEE R A EER Procedure for Revocation Request

4.9.3.1. T P iERMASIEF The subscriber actively proposed to revocation application.

A w0 D

VTP ARSI LR SR S He [0 15 B e T AL

TE YR ATURE R S5 FR SRR ST B 0 A0 RS B El ) I 2 1k
MU R R FR 5 R 425845 GDCA,  H GDCA 5S¢ Bl «
GDCA $243t 7%24 /NI (R H i IR 45

Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. T P #3545 E S The subscriber is forced to revoke the certificate

1.

2 GDCA BEM LA 7853 FIEE A (S tH LA CP 28 4.9.1.1 15 L, Al i P 3
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B € RO TR IE 5

2. GDCA $2fft 7%24 /NI AJAIEAS e A 5 AN AL B

3. MRHTT  FRENUR S ST AR BT S B LA A5 55 =07 SRS UE A5 i AR 75 N, GDCA
oz 2H 2R A AR AR R A 4 SRR DR A S U IE S 5

4. GDCA f#HiT /M iEfia, dddamra, WiiEFases. milssE, &ET e o
SR SR B

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section

49.1.1 have occurred, they can revoke subscriber certificates through determined internal
processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

4.9.4. A TE K B 9% PR3 Revocation Request Grace Period

R SR I T e A T IR S T, AR S SR U R LM B M e 8 /NS
PPt o AR IR S A AR 15 SR i EAZ B[] 48 /N Py dieth

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

495.  CANEHHEHFERKIN R

Time Within Which CA Must Process the Revocation Request

GDCA B %21 SR 21 5¢ U 2 18] (Tl FRHIRR ,  AS L 24 S/

The cycle of GDCA processes revocation request is no more than 24 hours.

496.  KBOTKREIEDEEKER

Revocation Checking Requirements for Relying Parties

WRHT AEMA— MIEF AT L2 & ) GDCA AT CRL B A ABAT T 5 A AIIE 5 7 75 B4l
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Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

4.9.7. CRL RAFMIZE CRL Issuance Frequency

%t F-H1 ROOTCA (RSA) iE45. GDCAROOT CA iF45. ROOTCA (SM2). GDCA ROOT
CALF-PBZ KIS CA B2 K 1T FE+, CRL & AT A 8 /N, CRL A2 i KA
#IT 24 /N

%fF-Hi GDCA TrustAUTH R5 ROOT iiE+5. %% /X R5 #i CA iE+5. GDCA TrustAUTH
E5 ROOT & M7 CA Fi&s K IGIT FHETS, CRL RAGE NN 24 /N, CRL A 3508 ik
ANt 48 /i, H nextUpdate 7B {E AN H thisUpdate fE 1) 10 K LA |

T CAETS, GDCA K CRL &A1y 12 4 o iR i 2% CA IE+:, GDCA
TEREY 5 24 /INEF 2 P EE T CRL, H. nextUpdate 7B FIMEATSHE H thisUpdate 18 /] 12 4~ H LA
.

FEFRFIR B SAE OL T AT LAE CRL SZRIAR R (B M 2% AR5 25 A1 RE S ORAE ), CRL HAZEPAE
R GDCA il 7€ ) R AT SIS IR E -

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no more
than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #iZ&Bd{t;
R5 1R CAEH, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are valid for no
more than 48 hours, and the value of the nextUpdate field is not more than ten days beyond the value of
the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL) every
12 months. In case the subordinate CA certificates are revoked, GDCA shall update and publish the
certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the nextUpdate
field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL K A7 KB K J5 i) 8] Maximum Latency for CRLs

—/MIEFS BB B R AT B CRL ()3 i B[R] AN et 24 /N

A revoked certificate will be added to CRL within 24 hours.

79



Il semnnnnaemes

Soon S GDCA {E- 53k mE (V2. 2 fi)

4.9.9. FELRASZE W AT FH # Online Revocation/Status Checking Availability

GDCA M A UEA 1T 2 AR 7 R AL AE R TR E IRk 55 . OCSP M W% Zii#F & RFC 6960
IR, I HA# OCSP R4S #2544 . OCSP R4S #% HIUE P 5 IE/E AR A FAE F i [ — 4~ CA
259, OCSP JIRZ% 2% HI3IE 5 A0 & — A RFC6960 & X127y id-pkix-ocsp-nocheck 147 FE Tl .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC 6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. ELREEHER Online Revocation Checking Requirements

M e LLE BT FEZOIRAS B W), GDCA AR 1 BEATAT 1 B UL FR «

GDCA #24} Get Fil Post #1757 i) OCSP #ififle45 .

XFFT RS, GDCA R 52 /b4 UK 558 OCSP {5 J&. . OCSP M 5 i) i KA XU 4 10 Ko
X ¥ E AR IIETS, SZEDEEH OCSP.

X+ g CA LSS, GDCA %4 12 4> H 83 OCSP {5 2. = 4t CAEFild,
AE 24 /NP BEET OCSP 15 /5.

T ARZER PR IPIRS A WIERK, GDCA A3iR[E “good” JIRE -
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked certificates,
OCSP status will be updated immediately.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

49.11.  HAEBENHEMERARR

Other Forms of Revocation Advertisements Available

k%7 CRL. OCSP #I, GDCA 7] A3t 5 B R A R A0, (HIXASE LA

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.
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49.12. FHHBERREHER Special Requirements related to Key Compromise

AR CP 5 4.9.1 WHUE IS IEAL, 23T 7 BRE MU FE A2 B 2 I, WAL
HITa) GDCA # tHE P i K . R CA HIEH] (IR CA Bih gl CA B 2l e
MRBERAR T, NAZAE A BRI E) Y A 2 5 2CR R @ T - AR AS T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EFHEHEREE Circumstances for Suspension

GDCA ASFFUEFHE#E.

GDCA does not support certificate suspension.

4.9.14.  ERIEFHEREMT/E Who Can Request Suspension

GDCA A SZFHIE .

GDCA does not support certificate suspension.

4.9.15. HEIEFRFFEF Procedure for Suspension Request

GDCA A FFIE T

GDCA does not support certificate suspension.

4.9.16.  HAEAHWIFRPRH] Limits on Suspension Period

GDCA A FFIE T

GDCA does not support certificate suspension.

4.10. EPFIREHRS Certificate Status Services
4.10.1.  #AEHRHE Operational Characteristics
TP LLEE CRL. LDAP HERS:. OCSP BFiF ke, iR RE RS RS
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JREAZ 0} 25 1V SR G B AR W 2 TR R A AL R RE )

PRI, GDCA ANREIE-F B MIRTMIBRH/E CRL HXHUHId®k. GDCA R
MHER CRL FARAGEE 4 U H AU 10 5% .

GDCA Al OCSP H i it 5% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services
described above should have reasonable response time and concurrency process capability for query
request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration
of such certificates. GDCA does not remove the revocation records of code signing certificates from the
CRL.

GDCA does not remove the revocation records in the OCSP.

410.2. RS A Service Availability

WEFIR AR 55 A ZRAUE 7X24 /NP e] Y, HL i N S TR AN 1S58 10 #5.

Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten
seconds or less.

4.10.3.  TFIRHRHE Operational Features

ANEH

Not applicable.

4.11. TR End of Subscription

WPIE M BUT AU I R BT AT 9 154

The following circumstances of certificates indicate that the subscriber’'s subscribing behavior has
formally terminated:

1 AEBRE A AT
1. The certificate is not renewed after the expiration.
2. RSB B A

2. The certificate is revoked before the expiration.
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4.12. BHITLE 5% E Key Escrow and Recovery

4121,  EHAREESRENEBETH

Key Escrow and Recovery Policy and Practices

%t H ROOTCA (RSA) iE45. GDCAROOT CA iF45. ROOTCA (SM2). GDCA ROOT
CALIERZ R IH S CA FTZ R T FET: UE1T 7 N2 28054 i1 GDCA ARIT 1l AR
BEYVEE O IR, JEHTRE B S OB T L YR A R SN
AR, WTLAA GDCA $2 tH BB %52 4H, GDCA &8 R4 % A& oL e
AR, AT PRSI P IR EAR L N 2 A

WEFIT P A A BN T HATIRE ., GDCA AT 84 BB E AR A .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL : The certificate subscriber's encryption key pair which is applied
for by GDCA on behalf of the subscriber is generated and also managed by Guangdong key management
center. When the certificate subscriber needs to recover the encryption key, the subscriber should apply
to GDCA for recovery. GDCA will accept the subscriber's application and help the subscriber recover his
or her encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and
recovery services for subscribers' signing key pairs.

XfJ i1 GDCA TrustAUTH R5 ROOT iiE+i. #r X RS A CA iE+5. GDCA TrustAUTH
E5 ROOT 2K 2% CA B R IIAT FAET5: 1T OB A% T 7 AT 2B . a3 4% el
INEEREAFORAE, GDCA EERAT F b ZiUfs I A2 BB I FIPS 140-2 55 — 40 ER s e -2
HOREFY, AR R ME— ). 1T ARG GDCA AT /7 BEAT AL s 4 #l
CSR. AV e, MhEe % Frd 4 BT 7 B C&4H, GDCA Xf It A&4H 5. GDCA
ATRBEIT PRV R IR 55

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %
Z R R5 R CAIIETS and GDCA TrustAUTH E5 ROOT:The key pairs of subscribers shall be generated
by the subscribers themselves. In case the key pairs are to be stored in a cryptographic hardware, GDCA

requires that the subscribers must use cryptographic hardwares that meet or exceed the requirements of
FIPS 140-2 level 2 to properly keep the private keys, and must always keep unique control of the private
keys. Subscribers can authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the
responsibilities by themselves for the losses incurred by the loss of signature private key, and GDCA
refuses to take the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.
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4122. SEFEFANHESKENRIKESTN

Session Key Encapsulation and Recovery Policy and Practices

R IREE A R E 58T ORBR 2T E ], B G R E B R E N A&
WE PN, #52E HE SR E IR E 210

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.

5. INEHUM B & B BRAEI

Facility, Management, and Operational Controls

5.1. YyE#EH] Physical Controls
5.1.1. b B 57 Site Location and Construction

GDCA H AL BT RE 20 iz X RS XL B REX . ##0E X ALK A XK.
ol DX — > P RE FURE 57 = o JLFe R A /N 0o 4 SLAWAR , LA T0T SR A IR 0 2mm
I FLAAAR . MBBCR STy 3mm (74 SLARAR . F745 T 200 CO2 fRIMIE . BRI S 1k
AR BEskl 1S TSR Bl ] 8 X% 57 ik 2 RS P B e g 2R3 IR
T YIRS e I R R VeI A% o« AFTRUOR S BURL R S A AR A BB A0 X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. YIEE [ #EH] Physical Access
B MR R PAT AR EL . RS, N RIERE B — N
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RN R LA . GDCA ) CPS e ZiUA A R Uy ] 42 | FEAT LU A L€

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. B, /7523 Power and Air Conditioning

GDCA HLps NA %4, AISER ARG & R G, DL RS SR AN B W (Y L )
MR Ak, IERLEANE T ARG B RGAEHE E GO T AL

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. B 7K Water Exposures

GDCA Bl MNA LT TRIEOARTE I, Brib. Al K B, JFBEMEAE I DK ore
JEIIR NI KR DIE 2R S (R

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. ‘KR PB$P Fire Prevention and Protection

GDCA L3 NI 14 i, I 5 A L AR 7 R BRI 1 K R A 2R, X8 KR B
BTN AT b B B A T T 2 A R

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AR Media Storage

XPERA Y BT A TN G T2 2 B oK Bk B Bl B, Bidiss . B,
B PR AR S5 ) 2 4 R, IF HLUE L RS ) OR3P T BE AR IE XA BR S A A8 FAT DT 1]

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof,  pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.

85



[] BSHtNEERERAS
AR S GDCA IF Fo 5518 (V2. 2 RO

5.1.7. Y ALFE Waste Disposal

2 GDCA A7 RS IR TKSCAF AR R AP 7 BB AS IR I e AR AR 580, ot
BRICIEWE o 5 05 e 2 ME TRBURAE J2 I A BRCE A R A B8 i AR A i 32 7o B A0 5 5
e HATIEA I REAT VB B

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.8. S Off-Site Backup

GDCA ML 1 Bl A rhote, AEFH L TTROBRAERT Ot R el . o iF H S B AL
b BURAE BT R R

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEF##] Procedural Controls

5.2.1. H{5 /A Trusted Roles

£ GDCA S T IE AR S RE A, REMA BT B F Rk . (AT & BRI
SV B R E I BRA 78  GDCA NI A M . I S £ B A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. ARSI & A BN 0L

1. Administrator of key and password devices.
2. RGEHANAR,

2. System administrator.
3. ZAWHIFAR;

3. Security auditor.

4. PSS GO SR B

4. Business administrator and business operator.
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5.2.2. FIWAESFEZRI AL Number of Persons Required per Task

GDCA NLAEEL A 35 FIE O S BAT 55 EAT A 2], IR 2 D alfE A kRS 55
— LB AL 55 -

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1 ERAMEM A BRI 2 5 D AE A R 3 NI ek
2. IEBBAERGN)E G FEINDRGEHA AT 2 DNAE N SAIEFTE R
3. WKL % 2 afE N AL F e

1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FANMAERKR 5 X5 Identification and Authentication for Each Role

XA A TG ARG, AT A R AR, DR L RN AL T S T
TEER DTSR . SUEREF7E GDCA BN A FH A AR 9] Th oA E

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FER TS EIF A Roles Requiring Separation of Duties

PrEisi s, iR — D ANEE TR IREERMA T, BUARAEHEIE S g IAER)
fith. FTEPAFINMA O EART:

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1 RSS2 B
WEF58k CRL 22k
REG TR 4
CA HHHE
ZAH

o ~ w D
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1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing

5.3. AR¥IEH| Personnel Controls

5.3.1. . EEAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA S & HH TS Mt AN 7 B B R AN

H& RIFHAE M TR 5

HA& R4 i HIBA SRR
TR ILRE .

o a M w N

A E IR, I, IRM GDCA % — 228k J & 3,
E5F GDCA I . F5E FOf
BA RGN ANER BRSNS T TAESE;

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1. Good social and working background.

2. Complying with state’s laws and regulations.

management.

Obeying GDCA's unified arrangement and

3. Complying with the GDCA related security management norms, regulations and specifications.

4. Having good personalities and working attitudes, with good working experience.

5.  Agood team player.

6. Noillegal and criminal records.

GDCA ZER7E 1 (5 M i) N 51 B b AR A& B R A 0Ot AR A3 Jese

AT EHRIRTAR . ERAT ML REHR I KA

i CA

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to

work, without other part-time work that affects CA daily operation, no major bad records of this industry

and etc.
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5.3.2. B R AAEF Background Check Procedures

GDCA 5A RMBUMNES I TN E1E, 5ERON nlE i TS s A

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

FT A AT 4E B AR RN R A 51 AR A R S o T i i & . WRIFAE D
N BRI A A AT A

All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

BAHE AN TE2 S, BOALHES:, #E, 2 RATmiHE.
Basic review includes reviewing work experience, job recommendation, education and social relation.
SR ARG S AR AT AN LIRS, KRR 22T A,
XA B AEE AL 55 1R B i (57 i A HEAT A T I A

Full review includes reviewing criminal records, social relation and social security besides basic review.
Full reviews must be carried out for key roles that involve with publicly trusted certificates business.

WA

a)  ANFARITHST NI B NBERET DAL . SRBtIn R Bk JBPI. it P
WAES . AR BEREUE S B ik S5 AH A ROIE R .

b) AFHITETHIE. Ee8. W%, ETTE AN G AR SR 4T %55

c) MAMITEE IS FEZ. HEWE. HRERETT SO0 B,

d) 4%, GDCA 5 LA RE WML, LAR G TAVFMEE CA WEFARSS A R
HHBURAE S . RN, GDCA IR HZ IR AU N 5 IR 5 2550 B AR AT 45
AR RRHT IO S 5L, UMEREWS 4R I0 IEIX 8 N S B AT (5 A2 L AN AR BE

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
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management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.

5.3.3. BEYIZESK Training Requirements

N TAE G T REME AR AT, 75 20 5 AT o B0 B AT B IR AR h I, DASE B
(0 2 TAE IO N R . BEIRAZ RS EA PR T LU 2%

In order to make the employees to be competent at his/her jobs, pre-training and re-training must be
conducted for employees to meet the requirements of the job positions. Content of training shall include
but not limit to:

1. GDCA it LA A AT R T IATEME 55 A 5
1. CP and CPS issued by GDCA.
2. PKIZEAFIH;
2. PKI basic knowledge.
KR R AP EPRPR E AP S TR
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAIZEMRFR. FRE R 2248 H#H R
4. GDCA operation system, technology system and security management system.
5. LAFIRTUAI R AL UL R o

5. Working responsibility and job description.

5.3.4. FEIFAEME SR Retraining Frequency and Requirements

GDCA RARYE s B HEAE I, AORIIE B2 g (67 ) 53 T REINAT & b AL 5K, IR 5e
H AR5

GDCA shall arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE RSt # IBEAIYRF Job Rotation Frequency and Sequence
GDCA AR 2 45 BE SR 1] 2 72 HR N 02 R AR B A2 48 45 J BH AT BT

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.
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5.3.6. REFAUTAKI AL ST Sanctions for Unauthorized Actions

GDCA Sig IR BB A, WARSAUT HEATIE L, IR k5
AT, EE TR, SR, ST . SRR AR HUAL BRI . A 47 Y
BRI TR

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities shall comply with
laws and regulations.

5.3.7. I ELAANKIER Independent Contractor Requirements

SHFAJET GDCA MU TAEAN R, HIWFE GDCA k554 5 TAERI Al 55 5 S HLA4
PlgE NG BN REMIZEZ N, GDCA FI4—ER T :
1 NARSRM & EEH,
2. GDCA #HEG— ) b BT RF IR AR A K ARSI, BRI A 2805 {E AR T GDCA UE TS
52 FHAI UL E - AR MY 55

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. BALA N R B SCF Documentation Supplied to Personnel
GDCA - fit25 Py O3 (10 SO RS SR YIRS 53 T CAEAR OGSO .

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. HIHCFEER Audit Logging Procedures
5.4.1. ERFEHHIZEE Types of Events Recorded
CA Ml RA ALK 58T RGAM K F . XEIdx, LiveTahEmeEE 2 24 H
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AR, ANAZEL S LAUME R

1
2
3.
4
5

FAR R A AN A
WM FES
IEERIETE
IRENINPSTE
WA A

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in the audit
trail records automatically. Regardless of manual or automatic generation, these records should contain
the following information:

1.

2.

3.

The date and time of the event

Sequence number for the record

Type of record

Record source

Event recording entity

GDCA Mid k) FH AR EAR T

1.

CA B AN I B MF, G CAMHAEM. & Ml WE. . #l
By OUARE. AR AAPTMEERSE

WA A N I B, AR R, AR R, WOE. A, 4
s

P HIE S, QAT 2T G B IR AL, IR IRIE .
LIS AE GO DR 4755 5

UEFSZE dn BV A S B, BRI HIE . e, SR AU Rgiead
fF, A RIIEA IR CA RGNS, X CA RGML AR H &
Vi, b R G ARR BT 1) KT A, g BRSO EAD S
B SEUMER, RGUEBEL BTSRRI AR

B KBS A D R 2 e FH A

RGREE, WRARGURZIACH, REBRMEIE . B, WE BB,
YAENU B AT 1], AN Sk M ENUR et AFSABUN 51k HAER LAY
Bt K 57 [ N 22 2 A il B0 (X D7 17 5

AEN VLS, UREMSBIRAIK S BiFEs, REPURKHER. ZHE. G
HF L, AR,

These events include but not limited to:
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1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’'s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’'s agreement, the
applied company, application data verification, application and validation data preservation, etc.

4. Management events of certificate life cycle, including application, approval, update, revocation, etc.
System security events including: successful or unsuccessful access attempts for CA system,
unauthorized access attempts for CA system network and files, operation (read, write or delete, etc.)
for restricted and sensitive documents or records, system crash, hardware failures and other
abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CAfacilities, including the access of authorized or unauthorized personnel and attendants,
and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application, system
permission application, modification, and creation, and the changes of personnel status.

5.4.2. A3 H ERISE Frequency of Processing Log

GDCA Rt a s it H, MERBIEE R 2 e MRS, R 22 R
HH L PRI it o

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. HitH ERFEE AR Retention Period for Audit Log

GDCA WA 252 35 (R A7 L T IANIE AR 55 RO H T H S, DRAFIIIR O f 72 2B R B 4.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. #HiHH FZREH Protection of Audit Log

P e T B, BRI Y EAE AT R A i, B IR R . &
o MHIBERSE

All the audit logs should be handled with strict physical and logical access control measures to avoid
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unauthorized reading, modification and deletion, etc.

5.4.5. #Hit H ERZF2FF Audit Log Backup Procedures

X e T H S8 NAZ I ST FTEE IR, 2 AT 4 60

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. IS R4 Audit Collection System (Internal vs. External)

A&

Not applicable.

5.4.7. TS EMHEARRE R Notification to Event-Causing Subject

SRR — AR, REE RS R IZFRN N AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFSHEPEAE Vulnerability Assessments

MRYEH TR, GDCA NEMIHEAT % A e gatEvrAl,  JFARYE PAli i o RO Rfi it o

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. g4 Records Archival

5.5.1. IHRSE IR Types of Records Archived

i ZEAR LR, BR U CP 2 5.4.1 WHUERISL, 07 Zxin Ml st AT 98, (.

In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1 AEBHIEREE
1. Information of certificate application.

2. UERZ AR SR SO

2. Supporting documents of certificate issuance.
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5.5.2. IHASEF AR B HAFR Retention Period for Archive

GDCA FIHTFIIENS HM (CPS) R A B A VRS 10 3% A B AR

CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. AR SCAEBIRST Protection of Archive

S 368 T3 2 PR A B ATE A R U7 ()3 ) R R AR e, RSBl 5 N 53 Fe v U7 1]
ER S, BRI b Bk MR e R ST .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI B4R FE P Archive Backup Procedures

X RGUERIT R T AR, N E AT R, & ST AR

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

X IR, AT BT, (H R RO R AR St DR IE L 2 Ak

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. TC A EBRE K Requirements for Time-Stamping of Records

GDCA [y H E#A IS RS 5%, 2 hiRfE N AT Ll sk B R gt H 3hids .

All the GDCA records are labelled with time, and the time will either be added manually by the operators
or automatically by system.

5.5.6. IHAWEE R4t Archive Collection System (Internal or External)

H H SR NLAE A BRI R L, L4 GDCA HIEMHLA

All the entities including GDCA and RA should construct internal archive collection system.
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5.5.7. REMREHNE EWER

Procedures to Obtain and Verify Archive Information

GDCA (%2 2 vh GI AL 55 B 53 70 il R B VAR5 2 10 2 NP5 DL FERAS e AR5 B
I, ZXHE 2 A9 DUBEAT LA

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should take
place to confirm the integrity.

5.6. 42T Key Changeover

7E CAIEF RIS, GDCA Kixt CAIE-BHEATHE B, R CA BYIR I Rtk
A CP %5 6.3.2 T rh LR R AE A I, T4 CAIETm] LA i B S I AT . 7500 75 22
PRI, B O I CA BT, BME7EZ X AL iy, GDCA ] Bl
A ORI 1 7 A ARG CA . TE—AY CA IEFd I 1, 2R s R b E 50,
PURFEIXAS CA 4R R HISZAR M CA TH S 2138 3 B 06 AT Ae i v

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE BURTRT CA B EFNT I, 20 A% 57 GDCA S8 T B FLIRIE . B B2 R = A
I, GDCA RZEARBTH) CA UEH:, JFKIREAT RAG, T RIS e s S SRIBUET (1) CA
UEF.
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair , GDCA shall issue and publish the new CA certificate timely , and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA BB, W ZRORUEBE M UE 8 AR i I

Make sure that the entire certificate chain transits smoothly in CA key changeover.
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5.7. #HELERMEWE Compromise and Disaster Recovery
5.7.1. HRAHRELEREF Incident and Compromise Handling Procedures

GDCA NL|IT % Ff F A AL BE 7 AN SACBE TGS, U AH S A S M40 3 AL BEAR Y o

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. THEVLEIR. AR/ R

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBTIR . AN B R 1 S, GDCA SLEI R Sh b BAEF, infy
WEL, AL IR IR TR S P R

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SRRV E AL BFER Entity Private Key Compromise Procedures

FEMEN . NAMEHE HAR KRBT, GDCA K RELU R 50 B LAWK E 2 43R 5% -

1. GDCANIERZGM DA HD SR G A BIER . RAE L AT EH,

2. MRAEGHMERIERT, o B AR T B B S AL

3. W HFHIEMHEE HRA AN EEE, HXHE, M CRL 7 BTk
2

4. RNV in) 22 A R AT B A B S B A

5. MR EWE A E R A E S, B R A E A PATIRE

6. WIRFFZEKE GDCA LS5 #RAE A ML B S, W 53 7 — 44 GDCA %4k 55 4 i
gl 25 B 6 A TR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.
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4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another GDCA
security business operator or administrator.

24 CA MRAB B it 7%, GDCA Ja s B KA N SACFIREFF, 22 A g2 S 2 Al
AR L FBAT AL, HIEATANER] . AR EEH CAIET, R RECLT i i -
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. BRI T A E K EEE,

1. Notify relying parties and state administrative department.
2. RAVUEBIEFPIRASBNE B

2. Publish certificate revocation status to repositories.

3. 1#IL GDCA Wi al e il R AR R TvEEH CA WE AL H L E i ;

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. FPAFRIARFA, BEFTONIT P B RIE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. KM 5 HINVS 7R 8288 /7 Business Continuity Capabilities After a Disaster

GDCA fER KA, NA T LA T HL 5547858 ) -
GDCA should have the following continuity capabilities after a disaster:
1. fERVTREERIN NS5 RS, Z AT 48 /M

1. Recover business system as soon as possible, not exceeding 48 hours.

2. REMIKEEEE;

2. Recover information of customers.

3. REMSTRIEVKE R NIZ BT & L 4 B0R;

3. Ensure the operation site meets the security requirements after recovered.

4. AW SRS 55 I BANE SR BT 70 FI SR

4. There are enough employees to operate the business and not violating segregation of duties.
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5.8. CA 8t RA K& 1E CA or RA Termination

2 GDCA 2 HE AL 75 2452 1k ol 5 B, A 250 2 R e N R ] i 125429250
CHTUAEIRSSE BINED S BRI UE LG 28 11 H T VAR IR S5 IR E B R BEAT A 5%
TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China”’, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

fE GDCA & 1L7i, W4
FHEML 55 AR B A

AL T GDCA 2 1L ;

A1 GDCA £ 1L AH I SE A
SR H R 5% %5

UES VRN

Kb BRAF RS SCAF D5 s

{5 A TE O R 5

RS H RS 35

R H R M55 45

AbFE GDCA V554 B 1A GDCA MV 55 #1F i s
- AN A

Kb BRI BURR SCAY 5

13. j#F% GDCA FHUEH.

© © N o g ~ w N

e =
I

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP
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9.  Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware
2 RA R 1RSS5 BT, GDCA 4% 8 5 AT FIAR S s Ab 3 Sk 55 Ak e 5 E A
I

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. INIERZiH: AR 22434 Technical Security Controls

6.1. FHMKAERSZEE Key Pair Generation and Installation

6.1.1. BT A B Key Pair Generation

6.1.1.1. CA XA B Generation of CA Key Pair

CA IR 2 A BT, R 22/l {5 N DA [ 5 5 B 2R o 1L HE A VR ]
U e A . BRI A BB fEE . &R E RGBS FIPS140-2 AR AR KL
5Eo HT FIPS140-2 b dfAF A& B S B 2 BT 1A AT ASCRF AR HE, [ SO0 138%™ dh AT
PRSI BLEDR, AL FIPS140-2 AR SIRHAT, RAE F 505 5 BLECR VF AT AT 52 ik
PR, RS RGE) MR TR . T IS PR s s A B a5 65 1
THBITSEE S NIE.

CA SIS I 2E G A 75 S AR B el — 44 4% 10 5 U Ui AL IE CAfg DR LB CP DL K Sy (70 5
MR . SRR U R A A 2 TR D SR IF R A

I

The key pairs of CAs are generated within the cryptographic devices approved and licensed by OSCCA,
in a physically secure environment and under the control of multiple trusted persons. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to ensure

100



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA .‘U‘_E;Fgﬁ?’im% <V2. 2 )]-[&)

the generation process complies with the requirements of this CP and follow the separation of roles
principle. The procedures and operations related to key pair generation shall be recorded and archived.

6.1.1.2. IT & LA A B Generation of Signing Key Pair

H1 ROOTCA (RSA) i+, GDCAROOT CA i+, ROOTCA (SM2). GDCA ROOT CAl
TEFE R CA BT R I P ET AU AHUE TS, A5 B 04525 42 25 B RN 25 55 4 0
H1 GDCA TrustAUTH R5 ROOT iE+i. # %I X R5 R CA iE+5. GDCA TrustAUTH E5 ROOT
ZR BTG CA TR I FHIE TS N B IR TS, 2544 RN f FH [A) — S 25 B 5

WP B2 B E, AUEAG E R VR BURE . GDCA 3CFF 2 Ml 2 44 %
PRt T, AT DU PR E S RS R (. USB Key), ] DA 5 S AL 2 B Rt b 11
A EE AR, AT DA AR B R RO AR (dn: Web JIR 55 2 PR L AR 25 1 A4 il D g
85D, R HE A IR L AR AT R, B 20y RSA 2048 fizal ECC 256 fir. T
AR NIED 5 4 RHUAEF . RIS, 20 fd AR 5 A 1. A
BRI, BN R 2 VRSB AS B fRIE. GDCA TERIAR . SRR MmEH F, &
oS T 2 AR T T

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1 are double-key certificates, with key pairs including signing key
pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, %%t R5 i CA certificate and GDCA TrustAUTH E5 ROOT
certificate are single-key certificates, with signing and encryption using the one and same key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptographic module (such as USB Key), or software cryptographic module approved by OSCCA, or a
standard software cryptographic module (such as the key generation function offered by web server
software, etc.), so subscribers can choose according to their needs, and the key sizes are at least
RSA 2048 or ECC 256. It must use the hardware cryptographic module to generate keys for type IV
individual certificate type IV organization certificate and code signing certificates. In any case, the security
of key pair’s generation shall be guaranteed. GDCA shall implement adequate security measures in
technology, business processes and management.

(1) %+ ROOTCA (RSA) iE+5. GDCAROOT CA iE-. ROOTCA (SM2). GDCA
ROOT CAL IEH&EK 2% CA P K T iE+:

VI P RS YRR 3 R AL LT, 0 25045t PR 61 5 % R B Sy eV T )8 9% A % 42 AN
Bl AL, Zi K. USB Key. IC REFAR. 1T fEIEFIX L 7T, Bigsm GDCA
HWA K ARGAMAMEZ FH . GDCA [T AR & [ 5% 645 BAH SCHLE 117 USB Key 1
ST 2524 BN A HE ORI 1 4 o
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GDCA — A AT 7 A= B 4 B XS, an iR FH P 45 1 FH i 42 GDCA #itit, GDCA
FTUUCA R BN E B ART, IF HAREA TR ARSI EIAS, SRR 8 I8 5 CRAIE 25 5 10
Ak AP REMERIME—PE, (ER f R A P I L MRS S DA AR AR R, GDCA AN
T AT L5

UEASIT (N 25 % 40 B GDCA RIT 1)) AR A B B O B AR, IR R %
HEH AP OIATER . JIEEIT P R ERE IS AN, TR S E O IR
TORE, AT PR G AT PR A B AN

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with devices
approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC card etc. Before
choosing of these devices, subscribers should consult with GDCA on system compatibility and
acceptance. In addition GDCA provides USB keys to subscribers as generation and storage devices of
signing key pairs which are in accordance with the relevant provisions of state cryptography
management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private keys, and
take effective actions to ensure the key pairs are safe, trustworthy and unique. However, GDCA does not
assume any responsibilities and obligations for the losses caused by the loss, disclosure of such key pairs
or for any other reason related to such key pairs.

GDCA applied for generation of encryption key pair to Guangdong key management authority on behalf of
subscriber. The encryption key pair is managed by Guangdong key management authority. When the
certificate subscriber needs to recover the encryption key pair, GDCA accepts subscriber’s application to
recover the corresponding encryption key for the subscriber according to the specification and process of
Guangdong key management authority.

(2) X}FH GDCA TrustAUTH R5 ROOT iEf5. #rzhf{t R5 R CA iEf5. GDCA
TrustAUTH E5 ROOT 25 & 2 CA P2 K BT FHIETh

XF 1 SSLITLS AEH AN [HEIES:, 77 K% 3% 137 7 B A O RE .

ST HBAFIETS, GDCA FuvFil I ELRAE B BT Fke FABH I (R4 e 0 22 4@ i AL
ST, BT FREE CSR & KIIE .

ST 7 A AATL BAR BRI ZAIGZEAAETS, T PR AR &btk R B8 1 15 %%
A EEART, RVAARNREE WA T, FE AU A F A RE A, GDCA Jlid 22 4 Il R i
I AL

TEFAT P AT (R 3P RL B 2 A ISR AE AN LS5, F AR R I SR R B AT

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, #zzHf /¢
R5 1 CA certificate and GDCA TrustAUTH E5 ROOT certificate:
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For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept by the
subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the CSR for
the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to generate
key pairs, and private keys shall not be duplicated or exported, and the activation of which must require a
password. GDCA will deliver the activation passwords to the subscribers thorugh secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.

6.1.2. FEIEILLET P Private Key Delivery to Subscriber

XtF H ROOTCA (RSA) iE+15. GDCAROOT CA iE15. ROOTCA (SM2). GDCA ROOT
CALIEHAE K CA B2 K HIT FETS, i GDCA AR LT J ) 2 1A B rpvCo i H 85 3%
PIRRIEIER, SO P A IS XS, AT P AR A BN B A AT
TAREINE, DIEERR N T AfEik% GDCA, it GDCA T ET FUEBEAR:, T 7 H]
B ANHIRE Z R TE R, RS I S P TR A AR IR Bk
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management Authority
generates an encryption key pair for subscriber, and encrypts the key pair using the public key of the
subscriber's signing key pair based on the digital envelope technology, and sends it to GDCA as data

stream. The subscriber downloads the digital envelope from GDCA, decrypts it using the private signing
key and saves the decrypted encryption key pair in the certificate carrier.

i GDCA TrustAUTH R5 ROOT ilE 5. #0ZHf 4L R5 /R CA iEf5. GDCA TrustAUTH E5
ROOT &Rk CA FiZE R FHAES CIHHEERSP), GDCA AT EM LA
Fro X B AV RHRRIE TS, AN Ry e il 2 e IE AL AT

For subscriber certificates (e-mail certificates excepted) issued by Subordinate CAs of GDCA TrustAUTH
R5 ROOT certificate, #{Zh¢{{ R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, GDCA
does not need to send private keys to subscribers. For the e-mail certificates that require the delivery of
private keys, the private keys shall bedelivered encrypted and protected via secure channels to the
subscribers.

6.1.3. NEFRIELIE R RV Public Key Delivery to Certificate Issuer

KT IREBEAED, BZ&IT M RA EiE PKCS#10 #% =X HIF 525 44 1 k13 Bak e 3
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FREARAFERKI IR 77 30/ A PR 224 GDCA 28k, IX iR B LI 7
A 2 AR, iz EERET (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

e 21T 1 RA TS PKCS#10 4% xCHIIE 585 44 17 3R A5 B B & B 28 44 1 S ik 5L,
PLHL T 1975 3 A IR A 45 GDCA % K, GDCA TE2S R AEF AT AL T R A1 R AT 14542 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request contains
public key for GDCA to issue the certificate. The request information is encoded as PKCS#10 or other
packing format with digital signature.The subscriber’s signature on the request is authenticated prior to
issuing the certificate.

6.1.4. CA AAMEIEL I 7T CA Public Key Delivery to Relying Parties

A

GDCA Niizilid 24w SERIR s CA R PES T, B2 aul 5 . X T
385575 3.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including download from
security site, face to face submission, etc.

GDCA th 7 Zimnd H s kA H CA EF.

GDCA also publishes CA certificate through server directory.

6.1.5. EHIPKE Key Sizes

GDCA 7 F#ff) RSA %7K fE N 1024 A7k DL L, Hdr AFF I {EAFIE B AT RSA K B
Ky 2048 frE L b, S SM2 B2EAK- A 256 i, R ECC % 5AK- A 256 Bk LA .
FEFFEEN . BUF F BT Z K A A ARG R E R, GDCA #2548 M o

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the publicly
trusted certificates shall be 2048 bits or more. The recommended key size of SM2 is 256 bits and ECC is
256 bits or above. GDCA will conform to the specifications and requirements of key size from state’s laws
and regulations, government, etc.
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6.1.6. ANHASHTWEBMNRERE

Public Key Parameters Generation and Quality Checking

Xof T4 RS B R S LYy GDCA 3T 7, A BHZ 25006 54 FH L 5 85 0 1 A8 38 T DAL e Vi ] 00
B RRELEA TRA R, BNl N, USB Key. 1C R4 AR, FHl X L
B I AE BUTEAIbRE . GDCA Y NIXEE &R BT P B IH . FiR O g & T 250
BAEREKR,

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

ST SEUR BN, [FIFE @ E R %0 3850 T REAE VR T (00 25 3% %% AN A A o ik
17, Bl sL. m#% K. USB Key. IC K%,

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. F4{5 A H ) Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 2K 1) X.509v3 iE P& T8y I, HAES RFC 5280 #rfE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #17F. 15 GDCA 7£}:
R PR BN T HI&, IEHIT P i 58 W i A & %4 .

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.
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6.2. RHARFMEFEER TIEES]
Private Key Protection and Cryptographic Module Engineering

Controls

WAENU L UEE YR, AT RE 2 ] R 25 6 SEDR R IR CA RVAR) 24z T Il
SEORAET R BOR Z TR T IR Bk i S ORI E -

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. LR AR HERN % ] Cryptographic Module Standards and Controls

GDCA WAZBdi FH [ S8 S5 i 3R T 1IN A] . S (RS B A e A= AR CAL 28 R AEF 1
CA FIH AL CA B8, FHIEMEM K CA 4. CA REMZIEHT S FIPS 140-2 55 =2 7
A AREE R, 1T i A ISR FF A FIPS 140-2 25 Rl AR EK .

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs. The cryptographic module of the CA system meets the
FIPS 140-2 Level 3 technical requirements, and the cryptographic modules of the subscribers conform to
the FIPS 140-2 level 2 technical requirements.

6.2.2. FEHZ AFEH (m ik n) Private Key (n out of m) Multi-Person Control

WAENUAE 0 08 I B AR SO #E B A3 HI LR SE L2 44 5 N FERZ S CA I ik
FMBRAE. HOR RIS R o E]” HR, R —A CA FAEHI B 35 e oE 2
Yooy B TR0y, 2 A E N REFE . i SRy— MR S AR R 2 23 E a0k
m, HABEATEEE n ASBIAE N R BERIE AR B REh ) CA RV EXHE m AV
T 5 nANT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.
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6.2.3. FEHFEE Private Key Escrow

ANEH

Not applicable.

6.2.4. FAEAZ A Private Key Backup

N TR RREIT 2, GDCA wZifl)d CA A&, LRtk E/MH. RHE
3 LI (T X ORAFAE R B RO A . £ CA RV SRS BT & CP 5 6.2.1 7 2
RIFAEAEORIAE 1. CA FAEH R 1 2% BT S A AR L b B2 & CP 5 6.2.6 11 EEK.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

P BZAES, WEREA P RAE s e, UG PR T &0, &
i R AAH 7 EER ] L ORI SE IR BLTT R 924, B IR AR AR i i et 2

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscriber’s backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

AT INEUESS, HnsE A b A T s e B O T S, S AL L
A

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. FEERY Private Key Archival

7E CAFLAHBN WIS , D204 F i /& CP 25 6.2.1 15 23R A A S5 il A e A RY R A 2/ 7 4,
IR AR S A5, X CA RAVEHI A SN 75 & CP 2 6.2.10 T2 .

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key shall meet the provision of CP section 6.2.10.
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6.2.6. AASH. BEANFEEER

Private Key Transfer Into or From a Cryptographic Module

CA [ALH], GDCA Ri™ i fZ AR # PHE B HEAT %4, BRILZAMNPAET SNS H#R
TERAPRVF. 29 CA FPIR %00 2 53 SMAORE AT S AR B, DU i Qe i e 2 )%
%, I HIEARSERTEHHT S0 50, DBk CA RV AR, #91. 1Be. JERALEE |
ARIRALIAE -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AFERELT RV MR A s e b 3 Y 1 059, AN Fe VP ke X A7 e
BATFAS R AT, A RGT P R H B AT AREA SRS, 1T H BT
Jias BRI T BRI A ORI AL U 7] 42 6 1 i o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FAEHE AR K F7 6% Private Key Storage on Cryptographic Module

CA RGN ALEH W2 DA% ST 1 T 207 TR 1) 5 0 3 A 508 P o AR T g s 4 3 e A e
b, BEOESE DRI S /D FF S FIPS 140-2 = bRt B R &5 422 47K F .

The private key of CA systems in encrypted form must be stored in Hardware Security Module approved
and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3
standards or equivalent security levels.

WP IR & [ 2O A BEUE ) USB Key M ESCAHIEF . FrffE USB
Key FAEAEIAAET, HRLLESCRIEARAT o X A A F s AR R AL I RARH R AE A
WRSRLS AR AE AN, T BRI BL B e B8 A AT 22 4 TR 8 It O A 2 P s R

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of
OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the private
key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with security
measures.

T2 A7 AR 28 2R 1511 7 FAEH R A 2 Ak B 22 /D 75 & FIPS 140-2 — 2 bRk 5[]
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The hardware cryptographic module used to store the private keys of the code signing certificates at least
meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BEFAEHR 7% Method of Activating Private Key

CA MRVHME M TR 2 pd i, HBOE % CP 25 6.2.2 1idt4r n#], JF HARTT
76 1C REMA R, UATH m %k n 1677 2070 5% NS BUE A BEeE AL .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X AT T A0 USB Key N - & AL el Ho i 72 2R 8 1R 2 A e v i3 T P RL A
WA Ll 14 IC REETT PRy . AT P TN 2 T AR AR JE , FF USB
Key. IC REEMAMMBE T, TGRS L, WAHAPERGE . X AA0ET i ST
FABR R, T NAZR S B A BE ORI SENL, AR AR B A 2
BRI GLT, AN ST P T SR DCRAH a0 SRA7 O B 2 A A e (R AL
B ORI, AT RN B R B AP SES . R DR, Bt
ERSEEINEE, T ER A A RERIE A .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. HEFAEHE 77 Method of Deactivating Private Key

— BRI, BRAFIMORS R SE, PR TEaIRE . R LRI ] 2
B, RVAREIRBE, RBEREAT —ERAE, WORFR AT R, R BTG

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PREAVAR T O FRR G RPRES . DIWT s R S A RS T VERI T P B R 4t
%,
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The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

ST CAREH, UAFMAAHII B Wi, FAEH R R4
The private key will be deactivated when its storage device powers off.

WPGRSERAHBHL ATIE, SR UEREEEN T EL, S0E O 2 i B A SR 2%
FrECH, DI IR, AR R

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. fRBRAABIEIRESHITEE Method of Destroying Private Key

AN . AT ERAR, MBS, W ER. el MEkEERRIL
i

When private key is no longer used and do not need to be saved, it shall be destroyed so as to avoid loss,
stealing and disclosure or unauthorized usage.

X P ERAAT PUINEAIE RS, ERAM S RE, Nz R —E IR, LME T
THEER . W T &2 P 2L, ERAGAPSRE, wRIHERE, hirs
g STk, T UBIE R INER . RGBSR I . VPR A SRAL AR i A
577 AR
For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method

of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CA R, fEAEMAMEH)E, Tk CA R — i Mt T, HAbr CA R
P 8. IR CA APIEHTRIIIR S5 RN FH L2 4 B NS SRS %
. CA TP IAEREEINE R, CA FABII Y S AU 4 CA RV WIS R h A e
O B o e A 1) A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.
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6.2.11.  FRREBRFIPEY Cryptographic Module Capabilities

GDCA i I [ ¢ 5 A8 8 [ DL HEATVF Rl R A7 i, 3RS AU R A8 SR b . IV
PSSR PPOMIET AR 2REOR, GDCA AlRYE ™ b PERe. TARRCR. BEN) R B i aE 5
T (260, PP EE AR

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. AN EHAHAR G TE Other Aspects of Key Pair Management
6.3.1. 4588 Public Key Archival

WZARS CA R ZEAT RS, VRS S R A7 e 2 o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2. IEPEER MR FHHER Certificate Operational Periods and Key

Pair Usage Periods

I BHANRLVEA B A BT BR S5 E S AT OO, (B IR A e R FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B IES, HAP R BAEIES A RN N A AT BL T 80v28 40, AR A 30
BRANE I UEF A BOHIR . B2, N 7 ORUEEUEBA ZUH N4 1045 B T DURAIE, A SIS
FISYIBR AT BALEIE 5 AT RO R LA

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B RESS, AP BT RN A AT LA s S, AR
BRAN IR A ZAWIR . B2, 8 7 ORIEEUE-BAA RO NN #0455 T LUROT, R e
FISBR AT CALEE F5 B RO R BA b

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
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information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

XF T B S5 IR HIESS, RV A B0 R REAEIE A RO 4 v LU .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

H—MEHAZAIER, AP AR Z UL S ORI H S

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

AN TERR R RIS CA B, IEBREME, fFEREZEMNELT, 1t
VRS P D 2 A0 XSHIE S BEAT ST o (E S R AN RE T IR I

7/

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

ST AN RIEAS, L BT o S i 1 5 ) e A5 i AR

1. % ROOTCA(RSA)Z A1) RSA2048 fii CA iE, B4 e K o i 45 IR A2
10 4%, /T 10 4,

2. X ROOTCA (SM2) % &[] SM2 CA iE+, FH 2 8Ixt (1 e A vr Al i A P2 20 4,

Al /b 20 4

3. X7 GDCA ] RSA4096 £t CA iE+5, HEFEHX K sV AR IR & 30 4, 7]
/bF 30 4F;

4. %}T GDCA [ ECC 384 £t CA iE+H, B HXS i fet o vE il FAERR 2 30 4, W]
b 30 4

5. X} RSA2048 {7 SSL/TLS AR4S#8UE15, X fo v F #AFR /& 825 K,
wJ/bF 825 K

6. XIT RSA2048 HiARCHLZE AU, HBEAXT FiH A& o vl H AR & 39 M H, mlb T
39 M H s

7. XFT RSA2048 1iif4 SSLITLS ARSS 28EP LAY ZEHAMAVT FHE+H, H g%
e K Fe VR FAERR 2 8 4, wI/bF 8 4E;

8. XFF SM2 T FUET, HEHNERK R EHERZ 4 4, [T 4 4,

9. XFT ECC256 fi7 SSLITLS k45 28iE+h, HZEAX 5K o v IR & 825 X, wf
/T 825 K

10. X}F ECC256 HARIYAZAEP, HEHX MR KAFERIRE 39 MH, afbF
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39 1M H;

11. XJF ECC256 fiifx SSLITLS Al 45 #s ik 5 A AL ZE 2 UE B ARIT P15, HE AT 1Y
KAV HERZ 8 45, AT 84F,
M 2020 9 H 1 Hif, SSL/TLS il 5sas ik 2 5% (1) et e vVifd FH PR /& 398 K, /b
T 398 K.

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1. For ROOTCA (RSA) RSA 2048-bit CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

2. For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

3.  For the GDCA RSA 4096-bit root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

4. For the GDCA ECC 384-bit root CA certificate, the maximum usage period of the key pair is 30 years
or less than 30 years.

5. For the RSA 2048-bit SSL/TLS server certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

6. For the RSA 2048-bit code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

7. For the RSA 2048 bits Subscriber Certificates beyond the SSL/TLS server certificates and code
signing certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

8. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less than 4
years.

9. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

10. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

11. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the code
signing certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

For the SSL/TLS Certificates issued on or after September 1, 2020, the maximum usage period of the key
pair is 398 days or less.
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6.4. PIEEFE Activation Data
6.4.1. BIEBIR = 223 Activation Data Generation and Installation

CA REHRIBOEEd, A% 5 T8 PRS2 70 B A P BLIMA R EOR, P2t
TR 2 RAER

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

WA BTSSR, BT M EIEBR A4 (L EEREIRM) . USB Key
(¥] PIN A5, 006 Z0AE 22 4] SEROIASE T REAL™ 4=

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. BEEIE IR Activation Data Protection

X CA FAIRIBEOE R, e AUE AL 7 R 7> E1 5 (s EdlE A R AT 5
&, MHZEENRBIRFERTT I ER, 2F TR B ) F 8 & 5t

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

AT P AVARIBOE SdE, B E 4L E PIN B, #RZE 224 ] SE T R 77 AR
PN RE I OB PIN 65, Bribitg sl i, FNoN TRCEL S RGN %R, M
L B BRI AT IR 2

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. BorEE g i HAth 5 T Other Aspects of Activation Data

AR R AT B, MR EAEA AR e T ER. el B FER
Btk FE  BARRAUE -

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.
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HALPIIBEE BE A T 2N N B, IR e R RE P S T R e . MR AR
BUEH, SIS KR B TR (E 2 S o B BRI R A0 Hodie (18 ) B4 v, L
ANC A 2 AR T 6 T0R e o

The activation data of private key which is no longer used shall be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.

6.5. HEMZ4$EH] Computer Security Controls

6.5.1. AT EVZEFARER Specific Computer Security Technical

Requirements

GDCA £#4i1f5 B8, IREFRFEWEHRAAN GEBINE RS S IR
ZARATARMIE) . TAAE BB A E) CETUAERSSEHINED), S 15027001 {58 %
ARRERNE LA ARAR DRI M5 B2 Abnite, e AT . e M 2 A TSRS AU RE, 1Ei8
EHR LS. ARG, EE ARG RS S RARISE . B
Pl PERVT I RES . N BRSO RUE B 4 U ] 4 )4

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO27001 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

ML PR ) 2 P T B B CA BB U R G R Z EWE RS, AR
BIRGFRBI VT -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

ZLRGLA G ARG E &, ARG 5 M RGP R . XA aT AR Ik
BT E AR P RE P A0S X 2% (R U5 1] o A5 P 17 K st BELLE A PAY AN S RN AR A 7 R G R 2%, R A
VA= RGEMTES . RA CA RGEESEIHATH). ALETERE, VN REHKTE
N GAAT LA 45 i CA Hilf

Core system must be separated physically from other systems and the production system must be
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separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.

6.5.2. THEHL 247245 Computer Security Rating

GDCA [IMIEZRSE, i 1 F R BRI 2 ki &

GDCA certification systems pass the security review of OSCCA.

6.6. A= AHABIARTEER] Life Cycle Technical Controls
6.6.1. R YT k54 System Development Controls

GDCA [ A BT AT e I A A AR SR
1 =T WAL &,
2.z AR SE R
A, GDCA [T RIRMEMNE, 2% 1S015408 [HibnifE, PATAHICHIFRIFIIT K
il
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. 4B FPEH] Security Management Controls

GDCA NIERGIIE B A B, ™ MR [ S 4 R 1] AT S AT BV BEAT
SE (N

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA WIE R G BA ™ M R T TE,  IrA 1) R Geat 2 ™% il i ie i s 42
1T MR, ARATIESORTE il A S IFREAT AR ThEe I ALC . GDCA &t
WAE R GEHEAT & WIANAS S B e B ANt
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GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA K JH — T R G 0 B SR ML R HORCE, ARG LRI E

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEPF B BRI R N, t AT Zetbiie s, MRIRBIBEREGHEANR, ZHAE
ZARIA SR N B ARG AN 22 H A A SN ™ 1 1) 2 g2 LA T, AT B AR 6
LRI

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA WAL R G HTAT MR R TR VAR, IR IH B AEREAT AL BRI, B Se i 2T A L
FE A I % A5 BAFAE .

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A A7 JE B 22 223548 Life Cycle Security Controls

GDCA AIE R G B AT B8 o P RR A I T Rt R, e 038 1 e, AR A
w2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML HIZ44EH] Network Security Controls

GDCA AE R GURH 2 25 K e AR 4 Bl 2 APl RGE ARG I HL S 5 35 (10 77 7]
FERIEAR

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N T RN %4, GDCA WIE RS LAHRE T NRIGI . it P E R
gt JFH R R RS NRIGI . Aty BRI RS, DUS T RERRE
ISR B 2% 0 XU

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
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the version of above systems, as much as possible to reduce the risks from the network.

6.8. HEJ[E]EX Time-Stamping

GDCA #2454 RFC 3161, 5816 L\ A Authenticode [#Ii] BBk AR S, FEH T/CEE4 .
PDF &4 % H|i%&. GDCA M5 R4 A St a3t NTP Pl 5%} a8k %5 [F 5 . .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode, mainly
used for code signing and PDF signing purpose, and the system time of GDCA's operation system
synchronizes with this time stamp service through Network Time Protocol (NTP).

7. EH. EBREEFIRAELIEDREY Certificate, CRL, and

OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iE 1584 ITU-T X.509v3 (1997): 15 B AR-H M RS Bi%-Hk: AUEHESE (1997
F6 H) FrifEFI RFC 5280: Internet X.509 A#HFEAE W EIEF A CRL 454 (2008 &5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA i# i CSPRNG “E kT 0 HKE N 64 AL rIHERF FHEFIE 7415 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

UEFS E /DB AR [ X 500 v 38, HRIE (B R R A 2 R ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as

follow:
F-UE 2 R 1) AR
Table - Basic domain of Certificate structure
ik {E B AR BR ]
FRAS 2] X. 509 WEF A XA, fEH )9 V3
FFo HEFS R ME— AR IR RT
B4k AR B 2844 5k (L CP 38 7. 1.3 719D
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2 # DN B IR R 44
ARoREHIE | AT E PR A E (UTC) , Ak ntist (Al [F]42, % RFC 5280 EisKJwht
ARZIERY | E T EERE AR UTC), AL RE AIFE, % RFC 5280 ZR4wi%. AL
WIPR ¥ B A CP 28 6. 3. 2 TR E A PR
= /8 DN EF R 5 B AR 1 B 4
N FR¥E RFC 5280 Zwfd, fHH CP 26 7. 1. 3 iR sk, HHKAHE CP
5 6. 1.5 TR ER
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN
Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. RRA<5 Version Number(s)

GDCA 1T FUERfF & X509 V3 IEH#, MAME BAF AR B RRAE BN .

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field

of the certificate version column.

7.1.2. IEBH B Certificate Extensions

GDCA [ T X.509 V3 FRIE-FArHES I LLAN, A T B Xy il B Xy
JEITHIAE Y2 VPR, B BRAR T RF A R M B 500 A PRIEZS IR

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use

of custom extensions is allowed, but unless special application contains these extensions, GDCA does

not guarantee the use of these extensions.
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7.1.2.1. PREY BT Standard Extensions

® FiHAE (key usage)
® Key Usage

REIEBEPX L BT84, AnTHe, =9, Bdains, =9l Rik
WEFE4, ik CRL %44, Hn®, W%, R4,

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MR HIMZEHNRRST (authority Key Identifier)
® Authority Key Identifier

BT RS S g CA IEF AU N B SRR IR I,  iE-BE R 18 F
FEARRIRY RIS, AR S EIRR IR AT B 160 A7 (MR IE-BHLE K AT SHA-1 B i
G B R 75 0], BB AR CA R 6 /8 DN IX AN JE T criticality 3815 B A FALSE .

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® T EHHIMNAF (subject Key Identifier)
® Subject Key Identifier

R B PR R AT R IURE RS, WE =8 AP A IR A . Y
R, Hy I criticality 1% N FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL &Afi & (CRL Distribution Points)
®  CRL Distribution Points

WEFHH CRL M43 R sy BT, S AR — A58, W LR R# 7 45 CRL 1S
BUMEHAWIEFIRES . g I criticality TR ¥ FALSE.

The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® IRy B (certificate Policies)

® Certificate Policies

IEP A RIUH A A CP o MAEFZEH) CP X RARIRSAT SORIE R E AT« XA eI
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[) criticality X &} FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLKPRHIY TN (basic Constraints)

® Basic Constraints

CA EH AR H1l4™ e T 1 T2 R U ey CA. B 28T PR A5 A B A 47 Fj 10 )
F R E Nk (End-Entity). 1XAM9RIUH criticality 8% &N FALSE. ¥k, X1
HEHED, XA I criticality 38 7] L% & ¥ TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.

CA IEF AR A PR 4 Fe T v 1) B A% K FE 1508 AR UE AR I 2 JE i CA 3.
X F BT PR R CA, H CA iE1i“path Len Constraint”$ [ {E BN 0, Rk HEgEH
A — AT P uEH A URAEIX AN CA E TS 1H

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H X P BT Custom extensions

BEXS AN R BRAE 5 B R 555 2K, GDCA R E 254 I, AR AR T4~ 4 R It
1. HeRES: HTRRT PR RE S 0,
HELWAAND: T Rom AL R .
TRvEM: TRk TR S
EBEICIES: T RstLEBSG
BAEMRS 5 AEFWUAN UG A T ARRT P R HE— 2% 5 .
HRCEICIE S : TR 55,
MASUE SIS TR RS UERE— 45

N o g &~ DN

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.
2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.
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4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.
6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.

7.1.3. B X 5 FR IR AF Algorithm Object Identifiers

GDCA % RIFIEH 1, HIGSIEFIFRIRATA shalRSA. sha256RSA Fil sha256ECDSA, H
H AT TS ARUEFS A A S35 AN B4 1] shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA, sha256RSA and
sha256ECDSA, and GDCA shall not use shalRSA for the cryptographic algorithm of the publicly trusted
certificates.

GDCA FHdi FH I =N G AR, 744 1SO M4 hRiR&G (OID) & FKELE . .

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID) management
standards. For example:

1. BHHZ%
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER := {
iso (1) member-body (2) us (840) rsadsi (113549 ) pkecs (1)
pkcs-1 (1) 5 }
2. THEEE:
2. Digest Algorithm:
sha-1 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={
iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. AEXFREIE:
3. Asymmetric Algorithm
rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1) 1 1}
4. RFREE
A CP iU fa Y [ 5 65 A8 RS T 1A AT AR B AR

4.  Symmetric Algorithm
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This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. Z TR, Name Forms

GDCA %8R IE 1 2 R s % sURIT P9 25755 & X.501 Distinguished Name(DN) i) %i5 44
&

SSL/TLS MEH FMBIARA S A “.7, “-7, & “ 7 (B T7H, KIEBFAMUEfTR
NZIUNE . A SAE RN E.
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

SSL/TLS server certificates cannot only contain metadata such as ‘.’, -’ and ‘’ (empty) characters and/or
any other indication that the value/field is absent, incomplete, or not applicable.

7.15. 4 FRFR4%] Name Constraints

AEH

Not applicable.

7.1.6. IEH T S AFIREF Certificate Policy Object Identifier
M E T RS RIS, RS AL AU SRS RN RARIRRT, 1% RARIRRT 5 AH R )

EAS SN L

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. TRBE FR 14 F IR A v Usage of Policy Constraints Extension

ANEH

Not applicable.

7.1.8. S PR B R HIIE I ATE X Policy Qualifiers Syntax and Semantics

AEH

Not applicable.
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7.1.9.

R PERY B AL FEE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 i1 PKIX ¥H5E—F.

Itis in accordance with X509 and PKIX regulations.

IEF#E51R CRL Profile

GDCA SE#A% % CRL, ftH a1,
A CP %) CRL 54 RFC5280 #rfE. CRL Z/DALE N RHR A A .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

ik 18 B (B R BR A1)

JRAS V2

R R CRL BISEAR, AR # B o

A2 R H 4 CRL M%7 H ¥

TR CRL FIRZERHIH M. CRL KRG 24 /NI BT
A i R CRL Jrfd FH P25 42 502

WUR MUK 3 bR R4

H1 160 A7 AR UEF LI 2 HHEAT RIS 2 SR I EAE

i GERIIES

FI B HE S, AR P R 551 5 AN H 9

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.
This update Issuance date of CRL.

Next update

Next issuance date of CRL. CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed of a 160-bit hash of the value of CA's public key.

Revoked Certificates

List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.

FRAs Version Number(s)

GDCA Hi% % X.500 V2 fiiA ] CRL, IHFRASIEMAE CRL fRAME AL H .
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GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL #1 CRL 4 B¥ B3 CRL and CRL Entry Extensions

AEH

Not applicable.

7.3. OCSP #ii& OCSP Profile

GDCA N #24t OCSP (FELIFPIRSE AR S ), OCSP 1E N CRL WA %ckbh 7, H1E
WE P B HIEIRSE B

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. FRZA5 Version Number(s)

RFC6960 & X [] OCSP hfi A o

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP ¥ I OCSP Extensions

ANEH

Not applicable.

125



[ senraspnmnas

GDCA

GDCA {E- 53k mE (V2. 2 fi)

8. I\ iE ML # & i+ F1 H fh ¥ 45 Compliance Audit and Other

Assessments

8.1.

PG BB FIETE Frequency and Circumstances of Assessment

GDCA N AFZEE N HT — X — S d i Fs B Ve, IR E D 3% 5 & e
BATIEAY, DARIEIE B ARSS (ml Sk 2 A nT #bk . il E 45248 GDCA TrustAUTH
R5 ROOT iF 15, #0ZHffX RS R CA iE15. GDCA TrustAUTH E5 ROOT if 528 K {14 2% CA
JIT25 % () SSLITLS IR %5 88 iE 15 .

GDCA shall conduct a compliance audit and an operation assessment each quarter to ensure the

reliability, security and controllability of certification services. We extract at least 3% of certificates for

assessment. The extracted certificates are SSL/TLS server certificates issued by subordinate CA of
TrustAUTH R5 ROOT certificate and #1%Ff{% R5 2 CA certificate and GDCA E5 ROOT certificate.

bR 7 N ESEE THAIPEAL AL, GDCA IERSTE ML B THIMEE 55, 1218 WebTrust %f CA i)
FRIBEAT Sh 0 e T AT DAl -

1.

MG (R N RILRE 7282750 CRFIMEIRS B M) FMER, FFE—
RIS F R I I VRS A 2

GDCA X EE MBI TAIER . [ SAHCARERI A CP (i S iitiia B AR 55
F IR PP R TR, A 2D WIRAT — N R IV %, X GDCA
W B SR (RA. ZHAS) VR H .

GDCA HEEMAL I # THT 55 BT, %M WebTrust X CA [ iHRIN], &FET—
AN TRV .

GDCA B AT — R PG AR, W3 385 A0SR B, P4l B S A AR
(RIFTBE M S BB, FEVPAE H AT IR Sems . HoAR . RGE LA I it 2 A 2
i X RS, AR KU VP4, B ST AR R R e AR R S I e A
R

In addition to internal audits and assessments, GDCA also engages external audit firms to perform

assessments and evaluations according to the requirements of WebTrust on CA.

1. GDCA s assessed and inspected once a year in accordance with the "Electronic Signature Law of

the People's Republic of China", "Measures for the Administration of Electronic Certification

Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
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specifications of state’s relevant standards and this CP. GDCA shall conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based on
the risk assessment, GDCA develops, implements, and maintains a security plan consisting of
security procedures, measures, and products.

8.2. THEEHIEM/EM 1dentity/Qualifications of Assessor

GDCA N R Hi T, H GDCA 24 Hilg 2 o st A AU EF T 1 i T PRAh /AL, el ot
PP NPT T LA

GDCA BSiE 1AM T LAY, Bz HE A& DUR A5

1. ARV AHOLEMS TSN, A= R

2. TTENGERZERR. BEMBLEENR, PKI FAR. AREMEIE

3. HEBKARGSATHRIM T E AR T A

4. ELEOTH RS

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Be independent.

8.3. THEESHIEEZEKKA

Assessor’s Relationship to Assessed Entity

1. GDCA Hil R EANMM ARG EH A WSEH R WS HAIE R TR AR &
o

2. HNERVEALE (fF B AR BSL TS5 i LU AR L) A GDCA 2 [a] 2
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MALHIR AR, BOAEMTHDNLS . WK, B AR MR FH IR AL LU PG
FNE, PPALERLLSL ., AR, ZNZSEEXT GDCA BT 1FA .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. THHHIAZ Topics Covered by Assessment

GDCA W T+ A A AL
GDCA'’s internal audit includes:
1 IR R B3 7870 W SE i
Y2 AR IR AN ) 15 19 8 TR 5
TSR HR CP MG A 22 A R IT R AR 55 5
FAHE ICRREEE, REFER
FE A AFAE A T REAFLE N 22 4 RS o
55 =7 BT S 45 T % WebTrust For CA FIYEEER, X+ GDCA #HAT L H it

0

o ~ w N
=

A

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. X5 RFXEHKI4T3) Actions Taken as a Result of Deficiency

XF T GDCA W ERE THE5 R e el L, b e H 1Ak /N 2H 7 57 BRI L i) i@t ) S AT HA RE PR 1)
BEAT Y 55 SO AN SE 3 I DL o 5SRO0 7 THEE RSOt e, & IRRE BT e 20 ] o T P Ak /N L 52
ANV 55 etk TAE g st
Audit assessment group monitors responsible departments for improvements and complete status of
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issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA BT MU 18 tH 45 3, Wz AU IEAE#E T3 S A CP Jt GDCA il i€ ) F
fib Mk 5 BSEHIAT ., GDCA 4 T LAILE, FHAR ST HALRIF 1EX 2647, [FRARHE GDCA
(ISR AT A5 B 2. 45 I AT S 45 72 S (T E LAY, GDCA H4 & b X LA (1 HL A
EME 25 RAZAL .

For authorized RA mentioned in GDCA’s audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

ST VLT FTPER5E IR, GDCA SIS T (il B AT B, IR B 1A
.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. THLZRKIEIAS KA Communications of Results

GDCA A FB & THE5 RN AH LA S BAREHE 1T AL T8 S RE A LA A7 1 U0,
XA REIE AT 2 A BR iR, GDCA A I [T P iR -

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

=7 WSS G RS, T E TR R, REid www.gdca.com.en b EAT
AT o ATATES =07 B VT Al SR I8 A VAl 45 R sl UM 8., LS BAHf 1) GDCA 3£
BB H AT 20, JFIETS GDCA KRR, 5N AMERIFRSN: GDCA fRE{EX 5T
VEEAL D) o

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. HiFfli Self-Audits

LAY 8.1,

See section 8.1.
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9. R FHEMH ARV 4% 2K Other Business and Legal Matters

90.1. %%H Fees

GDCA HJ HRAE SR AL 1 BT DIEAH SR 55 TR AU FRIE P37 P S s Y, Bk 3 AR HGR
TS AN RIAR S8 BEAR ] A RIE -

GDCA can charge subscriber certification fees for the digital authentication service provided. The specific
charge will be determined by market rules and regulations of relevant administration department.

9.1.1. IEB AT B3 A Certificate Issuance or Renewal Fees

GDCA SHEBH A EH K, AffE GDCA KIM¥E www.gdca.com.cn F,
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

WIR GDCA ZF WPl R 5 B I 4% F1 GDCA AN AEA—EL,  hsCh s A
1
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEREH P Certificate Access Fees

XFERER, HAET GDCA AYHUEM A . BRARR IR AT R, T2 GDCA
SATESMAI P, GDCA K5 1 B i YACERUR 122 A HRF) 9

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

T SRR P A ) R 2R SR A AR T A8k, GDCA #44x F I 7E M3k www.gdca.com.cn | LA
NP

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).
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9.1.3. BSALIRAE B & W % A Revocation or Status Information Access Fees

SRS ACIR S B, HET GDCA AUWHUEM 2 . BRAEA P B Rk TR, &
Z GDCA ZAF#i4sh 1%, GDCA -5 H /2 s WU i SCE 1 9% F o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

an S HCR AR S AE B B W S BUR A A T AR ML, GDCA K & S i AE K il
www.gdca.com.cn - LA i .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).

9.1.4. HAh RS 3 B Fees for Other Services

1. WA GDCA KA CP s AR G HIVE N SCAFIR), GDCA 7 S A
b7 A (R 338 R b 3 T AR

2. GDCA o) H P S IETAE A ARG S5, GDCA TEH 1T 7 a8l Hofth Sk %
(I B S 4R B TN

3. At GDCA ¥ Z el nl g fR Bt 55 9% 1, GDCA K& S oAt , fHEHI Al

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B S Refund Policy

GDCA XAT FSc B, Bae 15 B R A R 28 FH DX D g By v] LUIRIE 4, GDCA
AN RIS R AR 2

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

TE SEJE P ERAE A2 AOE I #E . GDCA 3857 A% A ERE P A SkmE . S GDCA
B TA CP OFTHUE M THESC B E RS, T/ W BLESR GDCA it fiIfiRak. f&
GDCA 5 11T /' HJUEFS 5, GDCA K SZRIELT P2 o HE I UE F5 T SCAS ) 2 F A AR I 45 1T
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)i'o

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA

revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

IR AR ANBR ) 1T P45 21 B T %
This refund policy does not limit users from obtaining other compensation.
FERGRFG, T IR IESAE FHZIETS, GDCA R st AR TT/E .

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. M%F4E Financial Responsibility
9.2.1. REEYEE Insurance Coverage

DRIBS VE F EZEET XS CP 28 9.9 5 o Il g £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HAhWRE = Other Assets

AEH

Not applicable.

923  NEZLEKRKEIERTEE

Insurance or Warranty Coverage for End-Entities

UEFIT 7 — B %52 GDCA HUES, BEE @ il e RO IE B IR S5 132, A EWRE
ZA P B TR CP R TR AME R E LR .

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.
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9.3.

b5 BAR-% Confidentiality of Business Information

9.3.1. 245 EYEHE Scope of Confidential Information

£ GDCA # Bt i T IEAR S5, LU NME BN IR E S B

1. GDCA i ' I E 4544 S ik o % 5

2. WO AERE: AHE. RESHE. TRHENEE, X8(E S8 GDCA LN
REGEE, RAZEHITAMNSEB AT UEE. RERER, AnJEA AN
KA

3. HAth1 GDCA 1 RA TRAF I NFIA WG BN AL IR T, BRIFEER, AR A4,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETFHRERER

Information Not Within the Scope of Confidential Information

1. H GDCA RATHIEFS . IEF I A
Certificate issued by GDCA and its public key.

2. AEBHRTPEE

Information of subscriber in the certificate.

3. UEPHEHAIR;

CRL

4. AEHNE (CPO. HLFIAMEMLSS RN (CPS).

CP and CPS
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9.3.3. R3P535 5 B B TT4E Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T/ L SR SRS 505%, #A L% CP e,
ARAEAH B OR3P R A5 BRI STE, D AUE A B EOR T BN B o 0 AT IR 3

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREGEERPTEH T EMEAN, ZR GDCA AJFuldl & it BT AR (5 R,
GDCA N 2 HER: [, GDCA R ERiZOREAE BB B 2 % X A il B AT T R4
PAZORILH S A T EE DR R R . I SR Ph Bl R TR (5 B AT i AT AT At 7 1) e £
M55, GDCA ANRLAFHATAT 5 HAH KA T A TR FAS BT % . IREE B IFTH
LA 5 A DG B T A TR A B3 I BT T 3 53 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

2 GDCA TEARAEAR . VAR VBT DA AR AR 130T Tl SVARR P ISR N, A 2ide
BEA CP il MR 5 B, GDCA MMy, M LL s H kSR, ]
IATAHRFIRES B, GDCA TCHKIALA T3, IXFRHRAEA A IS S T AR 1 EE R A S

o

S

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. M ANEEFAREE Privacy of Personal Information

9.4.1. Fa AR EE TR Privacy Plan

GDCA Nl g AL PR T RXHT B A5 B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.
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9.4.2. 1B AR Mb I 18 B Information Treated as Private

B TIEH S W RENE B LUGEFIREE B4k, 1T SR AL H Al A B g i
N USE (SIS Y N (S S DI ERSY R R

Except for the information already included in the subscriber certificates and the certificate status
information, other basic information provided by the subscribers is deemed private. Information treated as
private includes:

1 U AERGE S SIS eSS, AL AR

2. ATHIERAR AL

3. AT ML,

4. ATFHIERATIKR S
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN RNEFTME B Information Not Deemed Private

WPRAREBNERERELR, UAZEBRRESE, B AT, ARUSRAAE
s

o

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. LRI BEFARI FT4E Responsibility to Protect Private Information

GDCA. JEMHUEA 28R E SR CP 25 9.4.2 H i HLE KT P EALME BRI STES X
%o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1 F BaFh 2 B 145 405 [F) & Notice and Consent to Use Private Information

GDCA 7 HANUENY 55 V6 Bl A (8 F T sRAS HAEATT B S, R T 7 S niln). BB
AR 5T PR H o FEAE P L5 B, L2 0 K B h, GDCA #BCA & AT 7 ) XL 55
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W TR IR,

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA TEATATEAE M B E LB LA AR 151 A GVERE P ISR, sE B EA
ZHHEZBE GLT AR E S R RS B, HEE ST P LSS, I HAFEERNT
VL IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHU a0 R T ZHT P BRAME B X057 215 & LM H 1, SR
S EIVT P IR IRAST P R AL, 1 X R R B A A R e AR A 7 SR B B R,

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  RKIEBRBATEREFHEESHE

Disclosure Pursuant to Judicial or Administrative Process

AT . EERBIAT BT 2, GDCA Kl A E Bkt Rk
LR ATBHATHLGZ SR VFi . 4.

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’'s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMREBHERFIUE I HZAHET T 1l SA TR P St B

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBR VLA KU ER T T AR BRI FAIE A5 7 A B 2 Gy B B4R HY F i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. R EIEFENEE R ML B IR 20 .

3. The formal application by arbitration agency with legal jurisdiction,
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9.4.7. HAhfg BB Other Information Disclosure Circumstances

WIRAT R GDCA FRAE SRR 2 K 7 SC R R 5 W B RLAR 27 i, GDCA I 75 41T 1 1)
6 2R FE UG AR BE 545 B LS 20 = F iR 3 A Al .

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other related
information to a third-party such as mailing company.

9.5. &R Intellectual Property Rights

=

GDCA A3 JFAR B AHIEFS LA B2 GDCA SR B S A 1) 4 s iR AL

2. GDCA XHEFIEBRGHABA A BB Fat s EA8L

3. GDCA Wi EAH—1IME B8 GDCA 7=, K4 GDCA Hifi foir, fliAARE
BT AT N

4. GDCA RATHIEFA CRL ¥J°4% GDCA S HII 7

5. X AhEE R R SRS ARG GDCA W7

6. HRZERHZH GDCA b SR B 44 (LU TEIFR DND - BLA I8 b i 45 24

Ui SEARHIESS, ¥ GDCA WU ™

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.
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9.6. [Fid 53R Representations and Warranties
9.6.1. CA FRiR 5% CA Representations and Warranties

GDCA JHIEAS T b Ui H an T $H AR -
GDCA must make the following warranties to subscriber:

1. GDCA 2R HHERFF &4 CP KA L PEEK

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. WAFEP TS 4 E B HERYE CorganizationalUnitName 13 S B 4H);

2. Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCA fRIEHAIG BN 2 & HAFBRNRY", GDCA ZEILANHAT I 2 EHLHIFT &
FHR BRI AE 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA H¥1%A CP IHLE, S s iE 15
4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA Rt[al k5T Fral AR SR, AR ESZmaiT 7 Bk A R A ey 5
PR

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. IRIEFIEE X SIAEIE D B B BB AT (B USRS, 3RS T
A A A TR RN BB w344 B 1P L hESIA 18 P A AL

6. Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certificate’s subject field and subjectAltName extension (or, only in the case
of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. BSUEFIEE AL TR R R AR R E ARG 1AL DR B & RIS

7. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8. SEHLIGFHE it LY /MIE 5 8 “organizationalUnitName” H fir 6, & (R4S B AELE 1R &
AT BE
8. Implements a procedure for reducing the likelihood that the information contained in the certificate’s
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subject: organizationalUnitName attribute would be misleading;
9. R¥E CP 3.2 FERIGUEFHE NI 173
9. Verifies the identity of the applicant according to section 3.2 of this CP;
10. # GDCA 5T E5kHEL, M GDCA 51T JH& &Ik 2 H Al AT KT 7 X7, %
TP T & CAN Y #3817 R A 1) Baseline Requirements % %3k ; # GDCA 51T
FURE] — SRR B SRk, T AR AARER SN AT 26K

10. That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
valid and enforceable subscriber agreement that satisfies the Baseline Requirements and other
requirements published by the CA/Browser Forum, or, if GDCA and subscribers are the same entity
or are affiliated, the applicant representative acknowledged the terms of use;

11, & BTA AR HIE P R 2 FPRES R B CR R A ) ST R e3P 4 R AR (24XT)
NIFHIE R

11. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.

GDCA X i 75 o iU H G $HL0R <
GDCA must make the following warranties to relying party:
1. BRARGIEMIT P BN, UEH i HARTT P S BT 2 AR 1

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA SEA# AR CP K CPS [l E 25 K IIE 155
2. GDCA s in full compliance with the provisions of the CP and relevant CPS to issue certificate.
3. f£ GDCA 15 BFEH AL Qe ks VT, IFHIT P CaizliAR cp i
SERR T ZIE.
3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA K52 5H{R RA Representations and Warranties

1 PRAEBIETAT P A R SE A TR A AR CP AT A Sl PR

2. fE GDCA ERGIEFlS, AU R 5 B0E - P s S g
e BA—E

3. EMHUEIZA CP HIHLE, J it GDCA $RAZUETS i U« S5 R 45 Hils

1. The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.
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2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3.

IT P HIBRR 5484% Subscriber Representations and Warranties

W — B 52 GDCA R K IIEAS , AN J9 17 GDCAEMHHILR e M5 1F HE EA 7Kt »

1.
2.

10.
11.

12.

FEIEF A AN TR 244 s

VTP BRI TRV E WU SR AL 015 B AGR S Se BENTHERA Y, e R SEAE ]
ROEER. Dhid S5 B AEHSUE;

WERAAAERBEN, 2T AR P E AT & STt 1T 7 A ST BT R
RAEAT AN SEFRR 5 1800, 1851 GDCA BB BUIE 5 ARSI

ST PR B A GRS BRI AT (R — IR &84, AT H e 4, IF
HAEBATREAAN, IEH2ERAES GERBA T, 88, IE-BRRASINT AL
P ) FE A 5

FRARZRAT A RN LR (] A5 T B E , 1T 7 SRIEA A AAENLAY (BRERBIAL
LADIIVIE: IO RE

—RRRAES, BIERRIT P RIBANE AR CP T 2SRRI
EIVAORADARIISNE

TSRS, W A A DU IR AR AL RIS H], A ATE R
ARG, RECE BT8ROk B LRV AT % . bRk . LR 2 3B 5
AFIELATAT R H GDCA AN R B B SEHT. AR, BB (R AR T 3R |
RV PR AZ ORI 5 A 55 1)1 T AT 55 5

EHAEAR CP A RlE M VE I N A, JURAIES T 2 SR st A
i F H s

KBz 4. AR R IEE AR . M FE ANl B S A

XY ssUTLS WEHS, 1T STAEAN S5 RAE R AEIEFS P81 H A 25 U 44 068 I8 ) A 55
LS

AR, AR AT B S ARE A BERAF A .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.
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2.

10.

11.

12.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

The subscriber must not use the code signing certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. W IRRIR S54HAR Relying Party Representations and Warranties

1. ESFA CP BT HUE ;

FEMHSEAS AT, B VIE AR RILE (178 BRI BR A 5

FEARBUE AT, XHIEH AE AT IR0 AIE

TEMHUIE 50T, JfId A ) CRL B OCSP #i A E 152 75 B4y :

— Bl T2 cE AR RS E 1A S S, WRiUs IStk GDCA i
R RBEAT AMa2, I HARSH R e i i B B BN B 452K 5

6. AFELAETRE GDCA AL, oA, M. THEE, BB EHAPR T 50

a c w N
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PR B A2 CSORTIE F3 iR 55 B 18 0 AT 9 5%
Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5. S E5FHKREHER

Representations and Warranties of Other Participants

WEAY A CP HIFTA HLE «

Abide by all provisions of this CP.

9.7.

{457 Disclaimers of Warranties

A CP9.6.1 H ¥ B Ak i 41, GDCA ANk HH HAAT AR T 2 LR UEAN XL 55«

1 ARIEESIT . K0T HAihS 55 PRIE N &,

2. ANKE T AUETE Bl A B AT R L DR

3. AXFUEFLE HE H K BLAR R A SRR AT 534 s

4. XETARGS, G B ARK F I B AR 55 T R e s A R AR
BAE;

5. AT HINAR CP9.6.3 Z KM, BRI E A CP9.6.4 Z /&I, 15 LL%kk GDCA
L.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of

guarantee and obligation:

1.

2.

3.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.

Do not assume any liability when certificate is used beyond the prescribed purposes.
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4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APRIFT4E Limitations of Liability

HEFIT L AK#7 R GDCA S i B TR R 95 N R SHE 8 %2 412k, GDCA 7Kk H
A% CP 25 9.9.1 T HUE 1A IR 5TE-

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9. fZ Indemnities

9.9.1. INENLH 22 5 4F Indemnification by GDCA

U GDCA i T4 CP 5 9.6.1 T WFRIR, 1177 iy 46 Sk v] Fi i GDCA 72K 11k
B3 GEEBLE RTTIRID, WL THE:

1. GDCA KUEBHIRMB RGP USMASE =7, FEOT 7 SUk 7 E 245151

2. TEIPRASAE BB RNER . BB T, GDCA ZRIEF I T 4R 5 B,
SHAT P BT 1 SZ AR R

3. fE GDCA HIHNT P25 R BORMATE MR IRV I E B0, (B ATSR 1T P 28 R AES,
S B TT 2RI

4. 1T GDCA M5 A 33 CA FAPH Mt 2 ;

5. GDCA K ft &I fiE 5, 58Uk 824801

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.
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4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2.

IT P IR H4F Indemnification by Subscribers

FEUTRIGOL, 1T B £ J5 K& ¥ GDCAL MREST ik, B 7K A 54T«

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the

liability to compensate:

1.

© N o O

WP HIEEAMHES R, B, dRsEE BRIt A H e virl, FEGDCA LHx
BUIEAS AR 55 LR B 57 =5 T8 52451 5 5

W R B T R ALV . 3k, BRI O ttle . BRI A
GDCA JHIZAMUEF RS, PLEA A AN AL G S GDCA I LA
EP RS MU 55 =T E

WPERRER AT, AHRA CP KAHIARIENIE, BB RAE-PHFARA CP J
SE [ 551 ]

E-FT P B HE A BUR R RS ) Se AR 3R AU K5, 21 GDCA RZIIE -4
WG RT ARAT IR, W RAZAE BT AT AR 5, BB AT 38 H I 2R 2
gy, Wk GDCA 2[R CP MRMIVEHEST 147 K4AE, AT 7 UK HH By
A HENGEUE;

UEAS A5 S R AR AR AR ASE LA I IE 5 9 i %1 GDCA AMKHS s 5

BT AR N RGP, SERAZ KRB E . I MRS
FERAAH R RBAAESGIRNT, A% A FEFS I R 8 %1 GDCA FMKAL 5
EAS B EATS LA I IESS 5

WP RIERAE BRI 158 =7 AR

10. FERUE RN FVE R AME RIIE S, dn N BEEVR IR ARG Bl

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such

as deliberate, negligent or malicious provision of unreal information by applicants when applying for

certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service

agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to

handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using

the certificates activities outside of the CP.
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4.

10.

If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
the CP, subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

The certificate has expired but is still in use.
The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. R IR TT4E Indemnification by Relying Parties

EW ML, T3 E 5 S R GDCAL 1T 35k, N2 & H I 32 374«

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. WAHEAT GDCA SR T M PMFIA CP Bl i L 55

2. RAGKHEA CP MIVOHHT G HL %, S5 GDCA K IHAZAUIIIE T RS WA ELEE =7
24

3. EAGHEBINETE FHBUIES, As B RIIE A | B IR A H 1% T 5
IEH S B W Retl N ST TE TR, (BAT SR RISIE 15«

4. AR AT KHUE S S AT RE AT 30 5

5. KT B ) CRL 5 OCSP #fiAIE 152 75 i 1

Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

145



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘L[E;Fg%m% <V2. 2 )]-[&)

9.10. BXHIE% 1L Term and Termination

9.10.1. AR Term

A CP A2 5AT HIIE IS IEAAR, B RO CP AR RG A< CP £~ —hitA CPAERK
Z HBAE GDCA # 1EF T IAE R 55 I R AL

This CP will enter into force at 12 o’clock of the release date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #k Termination

GDCA # 1EHFINIEARSSHS, 4 CP £k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEHIRER 5FESE Effect of Termination and Survival

A CP %k, BMAMIENG IR S5 281k, HUENL S 21 E A BIRE DIENLR
FUERIZ L . NIENUGFENY 55 2% 15 )5 RORHUS BRI, R AR R S5 2 A TEN LAY, R
UEVT P A 2

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

9.11. MZE5HHAMHEELERXE

Individual Notices and Communications with Participants

WAENUVAFE L ZRIEOLT, ST e RIT FORAE T H0E S i KT
JOHABE ST P ATy, REIE 25 W R (S RRSE, A HERT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.
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9.12. 1] Amendments

9.12.1. BATFE R Procedure for Amendment

%t GDCA %42 RIS 4%, GDCA ITHUE HI A ESR /D HE A — KA CP, MfRHLFAT
A EGEEEI . EEET TR DL AR O E BrbriE, AR A AIEML S5 T R i SR 7 2

Through the authorization of GDCA Security Policy Committee, GDCA Administration and Management
Department shall review this CP at least once a year, to ensure that CP meets the requirements of
national laws and regulations and administration department, to meet the latest SSL baseline
requirements and specifications, and satisfy the actual requirements of certification business operation.

A CP HIMEIT, H GDCA TS FRERHE BB ITHR A , 37759 GDCA 4 RIR & i &l )5,
i1 GDCA 17 BUE FEER 1 ST ZHZMEVT, BT JG ) CP 43t GDCA %24 5% R 2=k v J 1F 200}
AN RAT

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the revision
and the revised CP will be officially released after being approved by GDCA Security Policy Committee.

0.12.2. IBHAIHLEIFIHIFR Notification Mechanism and Period

BTG 1 CP &tk 5 44 S B 7E GDCA f 3k www.gdca.com.cn kA . X T 75 Ei@ it
B HRAE . A51E. WA RIBAIHB L, GDCA KAEA FI B B A E X &7, A FHK
T[] L CRAE AT 557 52 B 50 /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. W AMEITHITE Circumstances Under Which CP Must be Changed

R LR 5L, GDCA A%t 4 CP #7154

If the following situations occur, this CP must be modified:
1 EEEARH I ERRRE, LEmIA CP HIH R

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A RINUEML 55 A R AR HEEAT 3T

2. The relevant standards have been updated.

3. NIERGANA A BE A A HOR T s
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3. Certification system and relevant management regulations take significant upgrade or changes.
4. VEEANERUR BT TR,
4. The laws and the administration departments require the CP to be modified.

5. I CP il ZBRIE

5. There is some significant deficiency in the existing CP.

0.13. & P53EK Dispute Resolution Provisions

2 GDCA. 1T /RIS 5 2 [8] B3, A SR T ISR 3 i e Pl v e ke, 0 o
RATHY, LB VA

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E%EHEAR Governing Law

GDCA 1] CP 5z [E 8 &\ /i i) € BN SR E B 725 44780 s CREFAEAR S5 B BEAMED
CHL TR AR S5 B A B F Ak ) vy s i

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.

9.15. fFE&EHER Compliance with Applicable Law

WU BT SS . 353h. &R BB airra (b E N RIEME B 722D (B
FWIEMRS BB ME) . CRFIMERS HE R INEY DL B A N R LA E A )
ME -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification

Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.
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9.16. —f& kX Miscellaneous Provisions

9.16.1. 58PN Entire Agreement

CP. CPS. iT ¥, FRHUT s FCRN S UK HI P PKI 28 A 2 1 5 B L

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2. ik Assignment

RAEA CP P IR FIATESEAR % J5 RIBURIAN (55, 07 25 AT $2IRVE A A S e 12t
AT RN LS5 (AL o IR LEAT DR A I AN S B 1107 % 3 — 5 IARAT 5255 K STAT IR ST

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

0.16.3.  4#If% Severability

UNERA CP IATAR % 3 B B B T+ 5 GDCA FT7E 4 X VA = A ph M 4 U 8 M G
AN BAAT I . GDCA NLAE SR IR B BRE MEIT %2650, (EHAREA 2L, HARH A
SR, GDCA RLPEMETTHEER BT N A .

TEMAR AT J5 2R KE 21T, GDCA M KIAMEEES question@cabforum.org, @A
CAB iz CP H MBI M{EE, HINH SR EALIBHFFIRFIAFLE T AR R IR
(https://cabforum.org/pipermail/public/) .

AIXHATHEHR], 5l CAIB WIZHIER$Z L, (i GDCA R #F & CA/B i1z () Baseline
Requirements A i5fHEESR, MIAE 5 P ATfT0 GDCA LS H#RAE MBI A kSR EH . Rik
XAV S5 AT HRIAROCR B, X GDCA 1) CP HIfE1T, Ll CAIB Iz B AINAE 90 KN 7E
Jo
In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and

provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
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Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm that it
has been posted to the Public Mailing List and is indexed in the Public Mail Archives available at
https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when the law
no longer applies, or the requirements published by the CA/B Forum are modified to make it possible to
comply with both them and the law simultaneously. An appropriate change in practice, modification to the
GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be made within 90 days.

0.16.4.  5&HIIAT Enforcement

ANEH
Not applicable.
9.16.5.  ANA[HiJ] Force Majeure

RYEA CP il 5E 1) CPS MALIE AT HL /253K, AR & J5 Ml it o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.

9.17. HAhZkX Other Provisions

GDCA A CP B H &AL

GDCA has final interpretation rights to this CP.
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fff=%: GDCA IEH RSB IE R

Appendix: GDCA CP Revision Records

& BAT &Y V2.1 V2.2
F5
3.2.7.45 44 K # A 04 ) I 4 25 FH 38 Bk 77 20 3.2.2.4.6,
1 Domain name recognition H4554 Baseline Requirments 3.2.2.4.18 [t
and identification WA B0AIE TV
6.3. 2.1 TH A E A P0S
) fii 1 R Certificate ¥ SSLITLS fR% #1525 ST (B 7o
Operational Periods and V5 B PR 15 %2y 398 K.
Key Pair Usage Periods
3 S ﬂ%i‘T~%%?§§&i?L?§5‘J Sl S
7 o
ontent
Sections Revised V2.1 V2.2
SEQ
3.2.7. 5 4 B H A A% g Removed the deprecated domain validation
1 Domain name recognition and method 3.2.2.4.6, added a new domain
identification validation method 3.2.2.4.18 of the Baseline
Requirements.
6.3. 2.1 A5 #R A AN 2 H0) {3
) H1 [ Certificate Operational Adjusted the maximum usage period of the
Periods and Key Pair Usage key pair for SSL/TLS certificates to 398 days.
Periods
. Adjusted some wording issues, and other
3 Other revisions

parts that may cause confusion.
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