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1. 3] & Introduction

1.1. MR Overview

1.1.1. A F]fEi 4 Company Profile

Brae AR I 47 R 22 7] (Global Digital Cybersecurity Authority Co., Ltd.), fij#k GDCA
BB JEN T RECTHE R VR DA R AR 7, AL T 2003 4 3 H 6 H. 2005
9 H, GDCA fkikilid 1 B %A% # 5 Al 5 B 55 Brs s stk g, s EEit
I\NF A (MRS ATIEY (FATIES : ECP44010215007) ML FAEMRSHIIMZ —;
2008 4 12 H, 345 E ZCE 0D BRI AUA K (R P S i B VFaTIE): 2011 4F 4 H, dlid
T E GG R B AR5 RE VPG, 3RS (RS s UAE RS HLAD) (4
T A021) BEt&. 2013 4, XFHTUGEARS RE#EAT SM2 FETT4, IRl | E RS
HRAL 2 A, 2015 4£4), GDCA it T WebTrust EPFrzc A tHAE, H& T E
BrbruEAb ) IE B BRI SS K, AT DR HE AR fL TAEIR S o 3ERIL 55 R J 75 22,
2016 4E 5 H, “T  ARBFUEBIAE DA IR A w7 544 0 “ B AR AT IR AR 7. 2017
8 7 11 H, GDCA JFIRTERT MRS 5, BERTIMR: B, IEEAS: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “%¥{ZzH}{%") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and
Electronic Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service globally.
For business development, GDCA changed its name from "Guangdong Digital Certificate Authority CO.,
LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was
admitted to the National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of
“¥rzeibf%”  and stock code “871932” .

GDCA 4, Ji “J AREFIUEFHNETOHRAF” KI5, 6ids. Haimzehs
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Gl B AR R A IR AR 7 &k, FEEAHTS GDCA LA “T7 ARECAIEASIAIEH O
AIRATF” ZATHEF PN R H T AR AHEB VAR WA RA " A4 R
FAHI) 55w “ B AR BB i A IR AR 7 &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

HeamACGRRF “BUEL AfE. Bk QU Ak OHEN, BAT “EERER T K4
A, BTN R MBS AEARS

GDCA upholds the corporate values of“Authority, Credibility, Professionalism, and Innovation”, fulfils the
corporate mission of “Trust Connects Parties from all over the World”, and is committed to becoming a
“first-class online trust service provider”.

1.1.2. IEF ZEmE Certificate Policy (CP)

AR GDCA [IE 5 (CP), /& GDCA By il Bk 4S MIskrg i, EH T Arl
HH GDCA %K AE B ETIE B LA RS 5 k. Al k. BH. . B i
EFAIAR G o] 45 IR 25 il M 45« VR IR R BRI . X SR AIE (R4 GDCA
BRI e A MR sE 38 1, 5 — B 1E GDCA i il Py —E0E F i s — MU 4, [tk
TEREA GDCA 2RI N BERS TR AL RIFE S AEARIR . A% CP J A2 GDCA F1%- 2575 2 Al ik
PV, GDCA Fl% 21575 2 AR SC55 A St T 2 [R] 25 28 1) 5 S B URG BG o

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between
GDCA and participants are established by other means of agreements with such participants.

A% CP i /L CHLIK I X509 2 2 P RE Ak 15t ik 3 SR ATUE A5l S5 HE SR ) C Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), H[J i B X
FRUEHZR “ HIEM TR TAE4L” CInternet Engineering Task Force) i3 i) RFC3647 Fri )45
PRI 2R, R B E (GB 26855-2011-T 15 & 22 A AR A FHSLAN it U 5 5 s 5 A E
Ak 55 7 BIHESL) HIZSHI AN AR, R b [ VA LA GDCA iz 8 EORIETE 2
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The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—AMMEFRFE I (CA), TEA CP LM FABARIE A CAE, ZRIT
FOES . ZEFARRZEEFIR FVC R, AE TR AN RILT P a] DU R R 47 I 4535 s 22
LR R W4 SO BRI A ERN . R IKIBA CP ot
FHRAT (0 LG ER, R R BB IKIE. GDCA TR (CPS) %A
CP [MIZI3R, VE4NEIA T GDCA 1EAHTIAEMR S HAGFLAERIET . A faT42 (EE15 LA R AR
(W E BRI . BT GDCA TEB T 7 AT 5 AR CP K AH 2% CPS 1L
ST, PR SHIET A RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer
to the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#y GDCA Architecture

7% CP /& GDCA fi =i )5S, GDCA RJUEFARSSHLIY (CAD %I CP fil € CPS, RA 1%
HEAS CP JeAHIG CPS HEATIUE TIARSS HE %0, 1T ARy S A AR G SR iz AR CP A AH
K CPS WRERHEFRIMEM . BAEIFEATHICH 55 . GDCA B TH CA. 4 CA, &4
FUEMHURE L sy 5532 IR, X EESLARHTE GDCA VAR R AR Z IR SS 4k
The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification
requests according to this CP and its related CPS. Subscribers, relying parties along with other correlative
entities determine their rights for using and trusting the certificates as well as perform corresponding
obligations on the basis of the CP and its related CPS. GDCA has established services entities at different

levels, including root CA, subordinate CA, related RA, registration authority terminals and business
acceptance points.

11
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1.1.4. GDCA iE+ Rk ZE#] Hierarchical Architecture of GDCA Certificates

GDCA HEiH 7 MBIEF, 40518 ROOTCA iE+ (RSA). GDCA ROOT CA iE-.
ROOTCA iE15 (SM2). GDCAROOT CAL ik 5. GDCA TrustAUTH R5 ROOT HlE+5. %2}
& R5 R CA iE15. GDCA TrustAUTH E5 ROOT iE5, SEAMR CA Rk CA, AR F
WEFi . GDCA AR AMTH G CAEF .

Currently, GDCA has 7 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA ROOT CA1 certificate, GDCA TrustAUTH R5 ROOT certificate, %%
i R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs
to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- fl[’[‘l\(ft‘;“ii“}ﬂim GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
' .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA) iiE i 72 [l 5% % i 8 21 = AR IE 5, %R LN RSA, MEHKEN
2048-bit, FEHAFZ CAUET, HA: (1) GDCA Guangdong Certificate Authority iiE43,
KN 1024-bit, 2R K E N RSA 1024-bit (AN NBIEF . HUZEIEF . #a&2KIE
FAHABIGES; (2) GDCA TrustAUTH R2 CA iE-P, ZHIK N 2048-bit, 25K K E
4 RSA 2048-bit F1 RSA 1024-bit FIAN ANZKUEF . FUZRIUEF . A& KUE B HAREUE T .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate
Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA
certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IE-5#4 - 2025 4 8 H 23 H 21,
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority 1iE-+5F- 2015 4% 7 5 19 HF[#, 201541 H 1 H
e, GDCA AF#i % CAIEHZKRIT FET. GDCA TrustAUTH R2 CA iE 15T 2018 4
12 A 15 HEI#, 2017 4£ 12 A 15 Hit2, GDCA K AHAEH % CA IR RIT k.
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GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will expire on
December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit>

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF IR ZHKE A 1024-bit, i GDCA Guangdong Certificate
Authority i3, ZHHKEN 1024-bit, 25k %K N RSA 1024-bit AN ANRIUET . WL
UEHS . B SRUEP A AR ZRUESS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA ilE4544 ¥ 2024 4 12 /] 11 HFH.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority iE+44 72024 4 1 H 12 H#|#, 2016 1 H 1
Hig, AEMEHZCAIERZERITFIUET.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)

14
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ROOTCA
(SM2)

l

Guangdong Certificate Authority
(SM2)

| | | |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iE+: (SM2) ZEZHIE B FIIMRIES, #HHEZN SM2, WREHKEA
256-bit, | Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE+, 8K E N
256-bit, 25 KM E % H L SM2 AN NZKIE1 . HUZEIE . B 2R A1 AR ZRUE 45

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key
length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm.

GDCA [t SM2 iE 1534 i ROOTCA (SM2) T Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCA iETs (SM2) 4T 2042 47 H 7 HEIH,

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH447E 2034 £ 6 A 21 H

2, 2030 1 H 1 Hilg, BAFEHIZ CAUEPRERIT FiEf.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOQT CA1

GDCA Public CA1 ‘ GDCA Public CA2
individual organization equipment individual organization equi it
ni h i quipmen’ .
certificates certificates certificates other certificates certificates certificates certificates other certificates

GDCA ROOT CAL B 224K 5 4 4096-bit, ik 2 N 4e CAEH, Hrf: (1)
GDCA Public CA1, 4K E N 2048-bits, 25K %K A RSA 2048-bit BN NZRIUEFH . #l
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FZEUE . & IGIEBRIHABSIUES: (2) GDCA Public CA2, #HK N 2048-bits, 22K
YKL RSA 2048-bit BN AKIEF . HUZIES . B IEEBMHABRIES .

GDCAROOT CAL il 1344 T 2040 = 12 H 31 H 2.

GDCA Public CALIEF5¥7E 2030 4F 12 H 31 HEH, 2027 4 1 H 1 Hild, A H-fEH
% CAIEH R RAT FEFS

GDCA Public CA2 il 7 2030 4F 12 H 31 HEIWI, 2027 4F 1 H 1 Hile, HAFEH
% CAE-BR AT FHES
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs under this
root CA, including: (1) GDCA Public CAl with key length of 2048 bits, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (2) GDCA

Public CA2 with key length of 2048 bits, used for issuing RSA 2048-bit individual certificates, organization
certificates, equipment certificates and other certificates.

GDCA ROOT CA1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v v v 7 2 B
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
[
12

EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT ik 5 R & A B2 0 4096-bit, F ik 8 Mgk CAESS, JL
H1: (1) GDCATrustAUTH R4 EV SSL CA, %K 0 2048-bit, 25Kk % P11 RSA 2048-hbit
[ EV SSL R 55 8% 254E 45 (2)GDCA TrustAUTH R4 EV CodeSigning CA, 2 51K & iy 2048-bit,
ZEREHIKE Y RSA 2048-bit () EV AR5 4 251+ (3) GDCA TrustAUTH R4 OV SSL CA
HE, KR 2048-bit, 2R EHKE N RSA 2048-bit [ OV SSL fR &4 JSIE1; (4
GDCA TrustAUTH R4 IV SSL CA, 4K 5 A 2048-bit, 25k % 4K E N RSA 2048-bit (] IV
SSL R4S #435UEH: (5) GDCATrustAUTH R4 DV SSL CA, 4K N 2048-hit, 25k %4
K24 RSA 2048-bit [1) DV SSL ik 554525 1E+5; (6) GDCA TrustAUTH R4 CodeSigning CA iiF
H, FHKE N 2048-bit, ZRFHKE N RSA 2048-bit IS4 EH; (7) GDCA
TrustAUTH R4 Generic CA iE 15, %4 B 2y 2048-bit, 25k % 4K 5 A RSA 2048-bit (I «
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MAZKIEF; (8) GDCA TrustAUTH R4 Primer CA, Z4HK K 2048-bit, 25k K- A
RSA 2048-bit /N N 1 2KFEH .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is
used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 EV CodeSigning CA
with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server
Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit IV SSL Server Certificates. (5) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is
used for issuing RSA 2048-bit DV SSL Server Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA with
key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH
R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (8) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA
2048-bit Type | Individual Certificate.

GDCA TrustAUTH R5 ROOT iE 434 F 2040 & 12 A 31 HFI#.

GDCA TrustAUTH R5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CAIE-FKA7E 2030 4F 12 H 31 H#I], 2027 451 H 1 Hitg,
BEAFEH1Z CAUEBARAT FHET .
GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA ilE-157E 2030 4F 12 H 31 HE}, 2027 4F 1
H1HE, ¥ARMHZ CAIERZERIT I,

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA iE+#7E 2030 4F 12 H 31 HF|#, 2027 4£ 1 H 1 HiE,
AT Z CAEPRERIT FEH .

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCATrustAUTH R4 IV SSL CA ilE 54 £ 2030 £F 12 H 31 HEI#, 2027 £ 1 A 1 AL,
BT CAERZERIT FHES .

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.
17
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GDCA TrustAUTH R4 DV SSL CA ilF H 5 7E 2030 4F 12 A 31 HF|#1, 2027 421 H 1 Hilg,
BAFEHZ CAERZRIT EH.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA il 54 7£ 2030 4 12 /] 31 H#If#{, 2027 £ 1 H 1
Hig, BAHEMEHZ CAIERZ AT FE+H.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iF 547 2030 42 12 A 31 H#I#H,2027 £ 1 A 1 Hilg,
BATAEHZ CAEPREKRIT S HET .

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA F5EE7E 2030 4F 12 A 31 HFI#H,2027 £ 1 H 1 HikE,
BAFAE % CAEREKRIT T EH .

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

6) HrzifURS R CA

oz m{CRS
HRCAIEF
#imt A R4EV Hurtfi R4 OV it R4 TV Heicnt X R4 DV Hriemt R4 Hrnf R4 Hrient R4
IR 5 %+ CA R4 83EP CA TR 55 #HEF CA IR 5 #E 5 CA RIGELIES CA BT FIES CA T FHEF CA
A A Y A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

$ree bR RS MR CAE R IR S K E N 4096-bit, T 7 ANFgk CAIES, Hi: (D
B U R4 EV IRSEHIET CA, WK 2048-bit, 2K FHHKEN RSA 2048-bit 1)
EV SSL R4 #82ET; (2) FLrH R R4 OV IR AHIETS CA, HAHKEE N 2048-bit, %k
K EEY RSA 2048-bit 1) OV SSL k55 #2K1EH: (3) R R4 IV RS EHIEF CA,
FEHK N 2048-bit, 25Kk ZPKE N RSA 2048-bit ] IV SSL AR5 28J5UEH; (4) Bt
R4 DV R4 #HEH CA, FHIKE N 2048-bit, %k % YK E N RSA 2048-bit ¥ DV SSL i
ZamdRiEt: (5) #uhi U R4 RIDZZIET CA, FHKE N 2048-hit, R HHKEN
RSA 2048-bit FIARUILAE 4 FUEF: (6) H e A R4 Ed T HE+H CA, BHIK By 2048-bit,
R FHKE N RSA 2048-bit FIHLIG . MAZIUET: (7) Hehf R R4 F:aliT FHET CA,
THYPICEDY 2048-bit, 2R FHIKE Y RSA 2048-bit #M A 1 2K1EH.
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The length of %1t R5 R CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #% KX R4 EV i #5iE 15 CA with key length of 2048-bit is used for issuing
RSA 2048-hit EV SSL Server Certificates. (2) % R4 OV IR%-##E 15 CA with key length of 2048-bit
is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) ¥ %L R4 IV R55#5iE+ CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #1%FHX R4 DV i 45 841F P CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) %1z R4
RIBZE 4 EHS CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
A% R4 WIE T FiEF CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) %tz R4 JERETT FE CA with key length of 2048-bit is used for issuing
RSA 2048-bit Type | Individual Certificate.

ez A RS AR CA KT 2040 47 12 H 31 HEHI.
ez H A R5 #R CA certificate will expire on December 31, 2040.

B R4 EV IRSSEHIETS CAIEASKELE 2030 4 12 /1 31 HEI#], 2027 £1 7 1 H
&, A IZ CAERZKIT FHET.

Bz R4 EV IR EHET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV RS #:IET CAIEKTE 2030 45 12 H 31 HFI#A, 202741 H 1 H
&, BAFAMHZ CAERZERIT FE.

B R4 OV R FHIETS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B RA IV RS ZSIEP CAUEFH7E 2030 4 12 A 31 HF|#, 2027 41 H 1 HiE,
BTG % CA IE B RIT P iE+ .

Bz R4 IV RS 23IE 15 CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 DV REGZSIET CAIETKAE 2030 £ 12 A 31 HEIMA, 20271 H 1 H
&, EAFMNHZ CAIFRERIT AIE.

B8 R4 DV RS #3IEF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B8 R4 RS54 0FF CAET44E 2030 4F 12 A 31 HEI#H,2027 4£ 1 A 1 Hig,
AT % CA IE R KT FHER.

B i 8 R4 RS2 4 E+H CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

AR R4 5@ T FUEH CAEF4LE 2030 4F 12 H 31 H#I#H, 2027 461 H 1 Hitd,
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KA FAE I Z CAERRRAT T UEH.

B A8 R4 3@ 1T S iE+ CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

e AR R4 FERETT FEF CA ERKEAF 2030 4F 12 A 31 HEIH, 2027 £ 1 A 1 HiE,
BASEAE % CA IE B RIT FUEP.

B R4 ZEmE1T FE+H CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES.

' | | | | }

‘GDCA TrustAUTH E4 GDCA TrustAUTH E4 Generic
CodeSigning CA cA

GDCA TrustAUTH E4 EV SSLCA GDCA TrustAUTH £4 OV SSLCA GDCA TrustAUTH E4 IV SSLCA GDCA TrustAUTH E4 DV SSL CA GDCA TrustAUTH E4 Primer CA

Y. v v Yy A4 Y . 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT iF- B30 H kN ECC, RFHKE N 384-bit, & 7/
g% CAEH:, . (1) GDCA TrustAUTH E4 EV SSL CA , 81K & )y 256-bit, 25k %
BHK N ECC 256-bit [17 EV SSL k448 250E15; (2) GDCA TrustAUTH E4 OV SSL CA, #
BN 256-bit, 2Kk FEEHKE N ECC 256-bit 1] OV SSL ARk45-2:2KiE+; (3) GDCA
TrustAUTH E4 IV SSL CA, 4K N 256-bit, 5k Z81K & ECC 256-bit 1) IV SSL AR %5
Z2EF5; (4) GDCATrustAUTH E4 DV SSL CA, 47K 256-bit, 25Kk &8 K E N ECC
256-bit ) DV SSL AR %5 #:281E: (5) GDCA TrustAUTH E4 CodeSigning CA, FiHKE N
256-bit, 25K %K E )y ECC 256-bit 1A% 4 K0F15; (6) GDCA TrustAUTH E4 Generic
CAE1, ZHKE A 256-bit, 2K %K N ECC 256-bit IHLIA. N AZKIET; (7) GDCA
TrustAUTH E4 Primer CA, 258K 5 4 256-bit, 25 & %5 £ B S ECC 256-bit [N A 1 J5EH .

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server
Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit
ECC DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is

used for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key
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length of 256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA
TrustAUTH E4 Primer CA with key length of 256-bit is used for issuing 256-bit ECC Typel Individual

Certificates.

GDCA TrustAUTH E5 ROOT iE45:¥4 T 2040 4F 12 H 31 HF|#H.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH E4 EV SSL CA IE 547 2030 4 12 H 31 H 31,2027 421 1 Hi,
BT Z CAIERZRIT FHET .

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA iF 5 7E 2030 4= 12 H 31 H 331, 2027 421 H 1 Hilg,
B ANEAT 1% CA IE R KRAT FIE+H .

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA #iF K 7E 2030 45 12 A 31 H&I#, 2027 1 A 1 Hig,
B ANEAT 1% CA IF R KT FE+ .

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA iF5%7E 2030 4 12 A 31 H##A, 2027 41 H 1 Hiz,
BAFAT HiZ CA IE R KT FIE+ .

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA iiE 56 7£ 2030 4 12 H 31 HE|#, 2027 £ 1 H 1
Hitd, BAFEAMAHZ CAIERZE R P IEH.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA iIF F5#7E 2030 4F 12 H 31 HF|#,2027 %1 A 1 Hilg,
A FAE 1% CA EBZ KT HE+ .

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA F-347E 2030 4F 12 A 31 H#I#1,2027 41 H 1 Hig,
A FAE 1% CA EBZ KT E+ .

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.
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Xt GDCA TrustAUTH R5 ROOT 15, #zif 4 R5 #R CA iE+5. GDCATrustAUTH E5
ROOT &k 144 CA 2K IKITT P iE-: GDCA 78 CA/NI % 22161 (CA/Browser Forum,
E PR, NHREPR CA NI ZSEEN, ZHlE CA EPFRFRHERINLIF, www.cabforum.org) & A5

FIECHT A Baseline Requirements Certificate Policy for the Issuance and Management of

Publicly-Trusted Certificates (fij#5 “Baseline Requirements” ).  Guidelines for the Issuance and
Management of Extended Validation Certificates (f&#% “EV Guidelines”). Guidelines for the
Issuance and Management of Extended Validation Code Signing Certificates ({#F8 “EV Code
Signing Guidelines ”), H CA % 4P 3 & (https://aka.ms/csbr ) 4EH [ The Minimum
Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates ({#]
Fr“Minimum Requirements for Code Signing”) M Adobe F 4t~ &l K Aiff] the Adobe Approved
Trust List (AATL) Technical Requirements (ffiiFx AATL FARZER) , HEHATE R AEF A LA
{51 SSLITLS Hr ik BARLZE e, EHAE HEHEN, JER RS R A koA
BEATAEIT CP, WA CP 5 CA/NI Y4185 (CA/Browser Forum) & A (KIAH bR e TE o 1)
KA A—EHTT, B CA AR 18 A IR R AT R RTE

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, %Kt R5H CAIE+: and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
versions of the Baseline Requirements Certificate Policy for the Issuance and Management of
Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”), Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV Guidelines”),
the Guidelines for the Issuance and Management of Extended Validation Code Signing Certificates
(hereinafter referred to as “EV Code Signing Guidelines” )published by CA/Browser Forum (an

international organization, also known as international CA browser alliance, to establish international
standards of CA, www.cabforum.org), the Minimum Requirements for the Issuance and Management of

Publicly-Trusted Code Signing Certificates (“Minimum Requirements for Code Signing”) maintained by
the CA Security Council (https://aka.ms/csbr), and the Adobe Approved Trust List Technical Requirements
of the Adobe Systems Inc (hereinafter referred to as “AATL Technical Requirements”) to issue and
manage the publicly-trusted SSL/TLS digital certificates and publicly-trusted code signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CP
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of any
discrepancies between the provisions of this CP and the standard specifications published by the
CA/Browser Forum.

K45 IETF PKIX RFC 3647 CP/CPS HE4E, A CP 373 N/uAw™, i GDCA EF RS
It B i 22 A il i, b 55 N S fiRe . 9Ok B RFC3647 MR R Sdk o, B hd “ ot
FUE” AR NIZETAEM .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that

cover the security controls and practices and procedures for GDCA's certificate services. To preserve the
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outline specified by RFC 3647, section headings that do not apply are accompanied with the statement

“No stipulation.”

1.2. XKL FRE5FRIE Document Name and Identification

AR (s AR B A A IR RIE 5 5ms V2.1) (AR “(GDCACP V2.1) 7, “ &
CP”). ARARA CP BTG RESHE M. A CP HNRERIUE T L+ SR I3 fic — A
ME— IR ZARIRST, BARRIS WA CP 2 1.4.1 77,

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy V2.1"
(abbreviated as “GDCA CP V2.1” or “This CP”). Please refer to Appendix for detailed revisions of this
version. This CP specifies a unique object identifier for Certificate Policy of each kind of certificates (see
CP sectionl.4.1 for details).

A CP LA SCRE TR AR AT , A5 S SCRRAS S SCHRA S BT B, BERA A SThicA
‘{ﬁ o
This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or conflict
between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKI&5%# PKI Participants

1.3.1. B FIANEREHLM Certification Authorities

LT IAMIEAR S5 MUK (Certification Authority, A% CA) &MU UE T SE/A . GDCA &R
i (PR NRILAE P2 27E) . CRFIMERS B BNE) BE, KIERSLAER =07
HLFIMEAR S WM . GDCA i@ 45 I F i T3 5 & BN 1) % 07 FARMUR B b+, SR ALHIEF L
IEARSS S FBMBCN R FIMEE SIS 5 k. CA RIRRAT P Ed T CA ZRIEFL
RIOARTE, EH—MEBIEAR CA, — MR CA B—KiIE Pk R &Z.

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a trusted
third-party electronic authentication service authority established by law based on "Electronic Signature
Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification services to
the parties who are engaged in electronic transaction activities. CA also means an element in certificate
architecture that is issuing certificates to terminal subscribers or subordinate CAs. Root CA is a special
entity, which is at the top of certificate architecture.
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1.3.2. MM Registration Authorities

TEMALK (Registration Authority, f&i#% RA) 8% CA B riE Ml fe, Ml iEHHigE
M5 by, MUESERLEBHEH . E1TF IREIETRT, B AL IE & 1 S0 RIEAHIE T
UEF HIEH AT CA BURA F L M R 58 SO M, JRREIHE B354 CA HiRA.
CA EX RA ¥xf Bid (f1 8 i S e @R THIIN, AR5 Yo R RIE RARLIZER . W

BORAESS, WHEFRE R IRLS RiGEE . RA EATDARYELT P B IETS, RER CA JER
B AR AR, FRRET I N BIRE T #1148 (CRL) .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. 1] Subscribers

W, BRI CA HWGIEH RSk, AFEITTH32 GDCA EH RN N Bhz. 1T PRI IE
NAR ZHgE F AR —50, W SAT P A0 i AR — 55, 0075 22 il A CRIESRAF W8 3& 24 42 AL
NN N ERNFINE TR —ABAA N A S RBUFALR. APl e
FasfR, —MiM S, AL ROZE A A B S SRS IE S 55 % F B & 281,
TP A AR R R, 3T P SR I %A A B E NN, A
VA I B Bl A N ARAE AR R LS5

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belong to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

W PARERFIEAS T AP0 BOME— A, 1 X5 HALE I — Xt I (AL e 28 25
Ble AT HEZRS CP TG A FETS, F&RIEA CP 458 i 55 .

Subscriber is the unigue entity with corresponding public key in certificate and has ultimate rights to
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control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. K5 Relying Parties

MR EARMBARIE S . ARE A ANNRAL, U7 7] LU IEBIT 7, W] LASZIE
;FB)LTF‘IO
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

AR A —dKUE S, U7 D AU UE T R (5 ., IS A e S R 51k

(CRL) sk ffiff] OCSP J5 A\E IR A . KA a2 28 1L & B A 7 4% J5 4 8 {5 AE — 5Kk
5.

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking

up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before
relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAthS 53 Other Participants

Hh 2 5321679 GDCA I HL 7T IETE SFR AU R AR 55 1 H A s 44

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. {EHMA Certificate Usage
1.4.1. EE IR Appropriate Certificate Uses

GDCA (i1 FEF 2B HES, FROEFRA AR, AT ER R . s NIESS
FIRBGEZEA MR EREIr A OA REGt5E, HUMIEF FRZEAT M L RS, & iE+s
FERbRR RS By« AT RAEIE NS S . bR 1 RUYIEF PR IR B T8 5 4 BOAN R T 5 B0IE
R ZE 54N, GDCA 1T IEH AT LA iz B A 0SS« T 95 A, LS S 4
WIE. BF24 . BB INE S H .

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
equipment certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart
from different applications caused by the identity of the certification subject, GDCA subscriber certificate
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can be widely used in e-government, e-commerce and other social activities to realize identity
authentication, electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the
validity and authenticity of identity between peers of communication via Internet as well as the integrity
and confidentiality of information.

GDCA T /i3, MDAk E i DAL 1% 4 5 2
Certificates issued by GDCA can meet the following security requirements by functionalities:

® S rstt, fRUERH] GDCA (SRR HRE P & S & iktk.

® Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA trust
services.

® GRS BB, fRUFKF GDCA ik BRI 740, ] UGIEE BAEALi# T
FEA RS, RIEMERIE RS 5

® \Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

o [FRENEN:, REMALETT HIRNOT(E BRIV, At fzan B R SVEREUT .

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

®  HUIRAME, XHEEARAZ Z) AN AT (1 1 B 4528 4 BEAT B8

® Non-repudiation: the certification can ensure the non-repudiation of transaction entities by verifying
the digital signatures.

MRAEAE P52, GDCA Fras K EH BN NFKIEF WU SRIESS L i 2RIEF5 . SSL/TLS
MRS5S ERRUESS . ARRHLEAL RIS o
According to the type of certificate, the certificates signed by GDCA include Individual Certificates,

Organization Certificates, Equipment Certificates, SSL/TLS Server Certificates, and CodeSigning
Certificates.

® X TN NSKUEBANAISEIUETS, GDCA 2 3 AAE i 2 a5 %70, A
PRI ECEEARE, ORI 428, KB, 25 g0, %5077 20804 ;

® For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the

certificate. The higher the class, the higher the security level, and the more strict the authentication
method;

® T SSL RS 2:RIUFFH, X4 N DV SSL (Domain Validation SSL) iFf5. IV SSL
(Individuals Validation SSL) 1iE+5. OV SSL (Organization Validation SSL) 1154l
EV SSL (Extended Validation SSL) iF+3;

® [For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
SSL (Extended Validation SSL) Certificates;
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® it USRI, X BRI A EV AR AL

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® i FRIEHAEN AT,
® Equipment Certificates have no classification.

VP AT DARYE SEPR T 28, H AR e R A N S G AIE 28, A FRIFES BA A
[7 P 2 FH e L

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. M AZKIUES Individual Certificates

MR 2N NIRECFAIESS . DRSS AR N E S I GL, 1A S5 o1, 4l 53 T4
MAEIEF R CGF 1R NEFS . 55 2 R NEBAE F SSUTLS iE-H A
RAAEF):

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificates (Type | and Type Il individual certificates are not applicable to SSL/TLS certificates
and code signing certificates):

F 1 RN NP ——FRMAER A5 B AREE R P RA R VAL RE, & TR 20 1
P, B S 1R NIRRT M S 5tk GDCA X TSk il Brid &2 s B
GrEAE AL . FHLS A, RS R T 5 A ESRAN R R L MR R A4 L R S 7 [
To RS 3 UE I R/ INEIAZ 53 55

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement. There is no need to offer
identity information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |
Individual Certificate can be used for e-mail signatures with low security requirement, client-side
authentication, and small transactions that do not require any identify certificate etc.

% 2 BN MNEP—RMAER LE B EEE R PR B IE. (5 BN Mg 724557
RE, WEHITX 2 — @ EORI N Uk, 5 2 80 NI TR AH IR &0 BRHE
2, GDCA FlAiE 7 iR sc M5 B, B, B AUE R BUR S = J7 Budla P 45 77 S & A
M e 5, ZIEBN AT HBRMIIES R PR 5%,

Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
in the process of online information transmission. It is applicable for the cases of the high security
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requirement. When applying for Type Il individual certificate, GDCA requires the applicant to provide
some personal information, to verify the information submitted by users and, if necessary, to authenticate
the identity of the individual through an authorized third-party database. Type Il Individual Certificate can
be used for login through internet and the transactions with medium amount payment.

% 3 BN MNIEH——SLIHE M _EA5 B AL ISR o 2 2 J0 Bm i S AiE . 5 BN
oy EThae, G ZEEREE MM AU FIEH 3 BN NI R ftgBi
S5 2 SR EREL, GDCA 2Nt B4 Bk K S A RHEAT IR, S8k 75 AT L i i
B MU 0 S T SUEEAT B IO R 1R AR B S BUBER =T Hudle e 5 B AT B
XYIRAE, USR] T BN R G S AIE . BOREITR TR 9558 5 55

Type lll individual certificate is used in the process of identities authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
application areas with higher security requirement. GDCA requires the user to provide complete identity
information and application materials when applying for the Type lll individual certificates. The GDCA
must authenticate the identity data and application materials through voices, videos, photos, etc., or
compare the information with authoritative third-party database. Type Il Individual Certificate can be used
for the authentication of specific application system and e-commerce transactions with large amount
payment.

5 4 B MNEP——SEIHE M _EA5 B AL ISR b 2 00 om0 S rAaE . 5 BN
oy Thae, EHTNZEERIRE MM AU FIEH 4 XD NI R fts B
S35 B HRIEREL, GDCA NS TE R MU A I8 S5 B SI i iy o 1 ) 265 31 &% 07 sk AT
BN, BEANE LIRS HE - SR M5 25 RO = el e o 145 AT U RiiE, e
ST LA R AETT . KB TR 4558 50 5

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security levelst. Users are required to provide complete identity information and
application materials when applying for Type IV individual certificates. GDCA must verify the identity by
voice, video, photograph, or face-face verification, etc. Type IV Individual Certificate can be used for the
signing of electronic contracts and large amount payment of e-commerce transactions etc.

1.4.1.2. HLHKIEH Organization Certificates

MR AN BCTAEH, VI aREAFL A . BURHLOS. 2 F1E%. GDCAAER
L RAE 2 BNUMRET, WK 3 KM 4 B MIE:

Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Il and Type IV Organization Certificates.

5% 3 RHUVIE P ——SEIUAE M _EA5 AL R T B AIE . {5 BN Ak 25 4 557
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e, G TR LA R N UK. HE 2 3 SRR I F 3R e B m) S (5 2 e o
THAEL GDCA U HURTEAF TR K S AP REEAT IR AIE, S8R A7 30T DO I 15 5 - AU

AR STy AT B O FR I A 1R SRS B S BB = J7 Bt e v A5 REAT B IR, 1%
UEFS N FRF e B R GE B GIE S 72840 Infd <5

Type Il Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements. Subscribers are required to provide complete identity information and application materials
when applying for Type Il Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database, etc. The
certificate can be used for the authentication of specific application system, digital signature, and
encryption etc.

5 4 RNV ——SEHE W _E A5 BAREERE T 2 2 000 s i B U aiE . (5B &%
TREVEDIRE, TR e EORAR N AU SR 4 REUVIE RN fE e ft e B &
A5 B HIEM R, GDCA AU 15 MU 71 8 S5 B SI it o x4 31 55 7 g AT
W, AR AU BTSSR AC 1M B SRS = T B B 1045 BT LEXS AR, 1ZEF R
TR TERAET . KO TRHSEH5%.

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level. Subscribers are required to provide complete identity
information and application materials when applying for a Type IV Organization Certificate. GDCA must
verify the identity by voices, videos, photos, face to face verification, and compare the information with
authorized third-party database. The certificates must be used with USB Key. They can be used for the
signing of electronic contracts and e-commerce transactions with large amount payment etc.

1.4.1.3. #£&ZKIEP Equipment Certificates

RIAUA 25 P e RO BUFUE TS, e BAEARST A% . Bl ki B dsas, SRuE il & H 1 K
ERABSHIE, a2 eE RtEsE. B, 25 0R55 &MU BIUET5 5 30 U4 7] L2
Sl X 3l e 5% 2 6D B 4, S B1%E SSLUTLS s sl LA XU AT N2 23 1 o

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL/TLS channel for secure session.

1.4.1.4. SSL AR4-8$KUEP SSL Server Certificates

SSL/TLS AR5 2 2EBAriR Web Mubak# Web ARG 20054y, 7] LLRF-E B 9k 1) &
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I EE B PRt SSLITLS hnaidid, A THRRZS . ST A B

SSL/TLS server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL/TLS channel. It cannot be used for signature or
verification of transaction and payment.

GDCA &8 K 1) SSL IRk 55 as R UE 0045 LA T DU Fifr
SSL server certificates of GDCA include the following:

® EVSSLiE+: (Extended Validation SSL Certificates), B[4 56 ik B4 iR 45 45 iE 13
® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
® OV SSL i+ (Organization Validation Certificates), B[ 75 B46IE [’ ik T A AL EL 52 B
{7 IR vEERY SSLIES

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® [V SSLFH CIndividuals Validation SSL Certificates), Bl 35 S2I64F Nk &L E E AN &
Py HbRvERY SSL AEF

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF#5 (Domain Validation SSL Certificates), B[ - 3&1F ¥ sk 388 42 Fir G AL H) ] 5
A SSL iEF

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL UEF IV SSL IE 45 v SEEL Y s AL 2545 5 028 DL R R 3y B 47y ) 36 E T RE
DV SSL iiF 45 H R b L 25 (5 BN &% thft. EV SSL iF %1 (GDCAEV iFH5EIZY, &
CP AN X Hodh 47 HAK )ik .

OV SSL certificate and 1V SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CP”, which is no longer covered in this CP.

SSL i 5% s iP5 AN R A BORISE,  imiiskAs . BUF R4 55

The types of domain names in SSL/TLS server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.5. RIS 4 FEF CodeSigning Certificates

RS A SRIEB IR IR A AU RIS BE AT, RAeH T8 RS 2644, A5
RS 7N X NI SE VA E

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
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can only be used for digital signature and cannot be used for transaction, payment and encryption, etc.
RS54 KU T P 2k i, AFRARIE R 42 IR TXP& S A maEns. =
BUgAT . BRERAAERZE A

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.

RAD2E A FE - BAFEE@EARID 2 LUE T A EV RIBZELET, EV US4 1 B A8
2T A Thfg, P AN [R5 o A8 G 4 BR S8 — K7™ 4% & 4 8 IE A5 1fE——EV Code
Signing Guidelines. BV U2 ZE 8% (GDCA EV IEHHMEY, A CP ASFEXF Huk AT HAK
CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. EV
CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV Code

Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code Signing
Guidelines. EV CodeSigning certificate conforms to "GDCA EV CP", which is not covered in this CP.

1.4.1.6. FFRIEHHIEF RIS S5 R AF CP Object Identifiers of Certificates

FEAR CP Oy RESRAEAS (R4S S I 70 Fie — NP — R b IR, AR R

We assign a unique object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

51 KN NIFEF 3G 1.2.156.112559.1.1.1.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)
55 2 A NIET55En%: 1.2.156.112559.1.1.1.2

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)
5 3 B NIE 5 5En: 1.2.156.112559.1.1.1.3

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)
55 4 A NUET5EmE: 1.2.156.112559.1.1.1.4

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
55 3 FUAIE T3 5EmE: 1.2.156.112559.1.1.2.1

Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
55 4 BHUMIEF HEnk: 1.2.156.112559.1.1.2.2

Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
WAAIE 5 5em%: 1.2.156.112559.1.1.3.1

Equipment certificate policy: (1.2.156.112559.1.1.3.1)
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OV SSL ilF 5 55 #& X % bn 10 £ . 1.2.156.112559.1.1.4.1 % 2.23.140.1.2.2 ( Baseline
Requirements Z3R)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the Baseline
Requirements)

IV SSL i 5 56 #& % % bR i £F . 1.2.156.112559.1.1.4.2 }% 2.23.140.1.2.3 ( Baseline
Requirements 3R )

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the Baseline
Requirements)

DV SSL iF P 5 ug %t % b L FF . 1.2.156.112559.1.1.4.3 J¢ 2.23.140.1.2.1 ( Baseline
Requirements %R )
DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the Baseline
Requirements)

EV SSL ilF45 5t S ARRAF: 1.2.156.112559.1.1.6.1 & 2.23.140.1.1 (EV Guidelines %
KD

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the EV
Guidelines)

B ARG RE 4% SRIE S A ZARIRFT: 1.2.156.112559.1.1.5.1
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)

EV RS2 4 AE P RIS RAARIRAT: 1.2.156.112559.1.1.7.1

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR &1 fiE3S S Prohibited Certificate Uses

— M E, GDCA UEA: 2 — e tE H IS, AT DURIAS R (A5 Z A EL A . A
ftt, GDCAEBLELIAE ER&ZBIREIN, M NEBRGEH TN AP RINA, AR
PR S5  BHVMRIEF A . 5 N HERBAS—SUE S, ASRgA CP RBI A5

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used
as Equipment or Organization Certificate. Certificates shall not be deemed as trusted by this CPS if they
are not corresponding to their respective usages.

EBABEH T ATHEA T ARBTG5 P R e, BUH T2REIR
Wi, Wz e R KL SATEGEII RS, 2 P SOE i ] R G sk 2542 1 5
i, BRONE KRR ] B S EBOET . N G305 8™ A BERIA
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Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear
equipment, navigation or communication systems of shuttles, control systems of air traffic or weapons,
since these faults or failures may lead to death, personal injury or serious environmental damage.

IEPS AR IEAEARAT S I SR . VRO B X 2 I A, B AR AR (T ik
AR S BRI A S 35 AR, 5 s R R R T B AR

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used
in business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability
that triggered by this will be taken consciously by user themselves.

1.5. SKEERE T Policy Administration
1.5.1. SEIESCRYE B LM Organization Administering the Document

GDCA %4 5RBE 25 1 27 GDCA HL T INIENRSS Fr A SR 1) o e B BEAT LA, SR DR ilE o 4
FFRIRREA CP,
GDCA Security Policy Committee is the highest management authority responsible for review and

approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA %A WIEE Ao HkE TARERZE, [TEH O, EHbo. BoRPo. BP0k
55 HUL ST PR A IE AR LK

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA's management, administrative center, marketing center,
technology center, and and customer service center, etc.

GDCA %4 s 2 O3 2 I T AT R B3 AL A UIE A5 SR BEAT 8 BRI HERS , 2247 — 22U E AL,
INSRIEEIA, 2= 02 AR T XEE R ERL

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

A SRS SO R A ) Al 5555 H AR ehAT BUE BT ] D29

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative cernter.
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1.5.2. BXZ& A Contact Person

1.5.2.1. iEH &S Certificate Problem Report

UEAS TR 75 SOE PR R 208 DL 77 Nz — 358, HAE-B s R L A1LL 5 i E
HIRAZ
® KIHRFEZ: webtrustreport@gdca.com.cn; BY
® Fi: (EHNHLX): 95105813 =Y
([E FrHuX ): +86-18929559132

Any certificate problem reports or certificate revocation requests shall be submitted through one of the
following ways and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS [4f CPS Related Issues

BX R BRI ]: GDCA fTEUE R
Contact Department: GDCA Administrative Department

KRN Fat

Contact: Ms. Wang
R A4 k. gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

Bt R Hi%: +86 20-83487228

Tel: +86 20-83487228
fEE: +86 20-83486610

Fax: +86 20-83486610
ke AR NRICATE 7R T M TS XA AR i 448 5 plefii K2R 23 1%

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of China
g : 510030

Postal Code: 510030
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1.5.3. RE CP K& KIEHIPLH Committees Determining CP Suitability for the

Policy

7 CP ] GDCA %4 RIS 2 2 fibuE, 454 CP HIMETT M A AR .

This CP and the corresponding modifications and version changes should be approved by GDCA Security
Policy Committee.

GDCA %4 H0E 2 i 23 51 51 1Fh GDCA [¥) CPS J2 A& A< CP, st #E Mk & GDCA 1]
CPS &1 54 CP HH& M AL .

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EFE* CP Approval Procedures

A CP H GDCA 4 TRIEZ: & FAT M R 5B LU N e SR, #7232
GDCA %4 K2 S E# % .

The CP is drafted by the director and secretary team of GDCA Security Policy Committee. The CP is
submitted to GDCA Security Policy Committee to for review after the draft.

1.5.5. CP f&1] CP Revision

GDCA H4Xf CP HEAT P F A ], I 22 4 SRR 25 51 o S DA R L

GDCA R4k H X BURERL . BOREER L FRUERIAR I SO 55 KRG DL S BT A CP, [7]
i % ¥t GDCA TrustAUTH R5 ROOT k-3, % {{ RS #R CA iE45. GDCA TrustAUTH E5
ROOT %KM 2 CA Pr& K~ 3w {5k 5k 55, GDCA it R4 CA/B it iz

(https://www.cabforum.org.) & A7 [P 5#T R A 1] Baseline Requirements.  EV Guidelines. EV

Code Signing Guidelines )3k K H£1T CP.

CP % 5 /INAMIEAH R SLAUE CP BT, #2758 GDCA %A HIgZ R ik, 4%
Ttk fE, 1E3U7E GDCA B 7 s B R A

K CP Z/DFFEMBIT k. WERTCWENS), WHESERA S TR AT R, A0 6]
FABIT e

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

This CP will be updated timely in line with the changes of national policies and regulations, technical
requirements, standards and business development. Meanwhile, for the publicly trusted certificates
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issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT certificate, %1%/ R5
& CAEFS and GDCA TrustAUTH E5 ROOT, GDCA shall also update this CP according to the latest
versions of the Baseline Requirements, the EV Guidelines, and the EV Code Signing Guidelines of the
CA/B Forum (https://www.cabforum.org).

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision

records of this CP.

1.6. EMXFZEE Definitions and Acronyms

1.6.1. ARiEE X —¥F List of Term Definition

RiE & L

GDCA %4 3RIEZ 12 | GDCA NUEIRSS 14 2 A (1) 5 ian S BRI B LA A CP — 2
PR E LA

HL N E AR S5 WL TEN, R, R EHEIEBREA . ZAREE
TR CAs JH 2 CAs.

FEM LA ALK (Registration Authority, RA) 4t 57 A HHAIE -5 H i 2
AREFT P IR R, I8 2 A VARSI, N
ZAIEH G LN AR R SR, AR SRR B S AT
SRR R, R EE B IR, AR FNE
B 25 W LAL A B0 AE 15 B85 3 S ) H i

e LB, A TRAHE S 0.

S REHEE IS FH 28 RAIE TS B H P UGEAR SR (CAD Bl T 754,
L5 B SECHT A SR IE 15 A I TR B B 3R

HL AN 55 F ) FIRGIE ST, 28k, B3 AT A BEAE SR () — 1 X

W4 Y e NV A R Y

564 IR e 4 045 BRI 4 2R 48P BT s 1T AR 2 I A

TELRUE TR PR TELGUEPRT A PN, AT 7 B 1A e e e k- 1)
RE.

5 H S5 AR B TR R A TR R, TR
CSE N IE 2 S TN i) /N 2D It L R RS g o

N S ] AR LA A AT, AT AN
A, IS 5EA NN IR0 T84, &k
AT IS S S, DMESOHE RV R 2 0 (5 BT
R

INERAFERE it — AR AE. NG AR MR SRR &S, H
T SLHUEE T AHFE A OE BRI EaE. &k, FH
F AL FH BT 6E o

AFEAFIET P L AF . AR IE 5 DME AT 0 20AE )32 AT 82 FH 3P
HEE, NI RS T

B () B T FFE 7R CP &Y 8.3 TR ZLR 1) H AR N BAHE S /A
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WA 7 WA ROE 5 B SR NGRSk .

A WS RAEFI AR NGRS A, HAZAT P el FH 2%k
AL I EPAPNEIRPRE S LN

1ADARIINE WUE RS LA S5 UE+ BE AT 2 Z B, i Wsie 1
&7 IR 5 54T

WebTrust CPA & KEFX VAE RS HLIY I WebTrust T H I BIAT Frite

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally

to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
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key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.
Publicly Trusted | A certificate that is trusted by virtue of the fact that its corresponding
Certificate root certificate is distributed as a trust anchor in widely-available

application software.

Qualified Auditor A natural person or legal entity that meets the requirements of section
8.3 of this CP.

Relying Party Any natural person or legal entity that relies on a valid certificate.

Subscriber A natural person or legal entity to whom a certificate is issued and who

is legally bound by a subscriber agreement.

Subscriber Agreement An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. YEHRAE F Ho A X — W3 List of Abbreviations and their Meaning

CA Certification/Certificate Authority HL TG IR & B
CAA Certification Authority Authorization YA AL
CP Certificate Policy TE S
CPS Certification Practice Statement TR & 40
CRL Certificate Revocation List TEBROE 532
CSR Certificate Signing Request TEF I sk Sk
DBA Doing Business As EREAS
DNS Domain Name System 42 2%
EV Extended Validation 3 UG E /1 SR

(US Government) Federal Information Processing CEEBUR BAEE B i
FIPS Standard

B brtE

FQDN Fully Qualified Domain Name Sz A1 i 4
GDCA Global Digital Cybersecurity Authority CO., LTD. He 22 AR R 5 B A TR
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A
gTLD Generic Top-Level Domain i T g8 4
IANA Internet Assigned Numbers Authority BP0 4 B LA
Internet Corporation for Assigned Names and HELN 4 75 %52 4 i
ICANN | Numbers
DIk
1SO International Organization for Standardization bR AL, 4 41
KM Key Management G 1
LDAP Lightweight Directory Access Protocol R E T N
LRA Local Registration Authority A HBE LR
OCSP Online Certificate Status Protocol TELAE PR A
State Cryptography Administration Office of th K75 FH 204 1
OSCCA | Security Commercial Code Administration of
China INAE
PIN Personal Identification Number A N AR D
PKCS Public KEY Cryptography Standards NS B B A Y
PKI Public Key Infrastructure N BTV
RA Registration Authority R IR )
Request For Comments 75 SR T b v (— ol B
RFC o
W) g LU AAE)
SSL Secure Sockets Layer e
TLS Transport Layer Security f R 924

2. RAi5{E B EEFFE Publication and Repository Responsibilities

2.1.

GDCA {5 2R — I AMATT 15 B,

{5 B Repositories

B IRAE . BURNE R SIEBA R IE R .

GDCA Z R ENABIEEARTLLTFHZ: CP 1 CPS MUAT MG S A<. iE+. CRL. 1T/
P, AN HE H GDCA fE BN KATHIE B . GDCA ¥ F it R ATAFEIE T . CPS 1&1T il
BHRRBEANZ . GDCA 5 B EET LS k. https://www.gdca.com.cn 5], #H GDCA Bt
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I 45 M Bl VAR .

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published by GDCA when necesary.
GDCA will release certificates, CP and CPS revisions and so on timely that must remain consistent with
the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other
communication methods specified by GDCA at any time.

2.2. 2B HWI&KF Publication of Information

GDCA 7£H J7 M3k https://www.gdca.com.cn & A5 5 2E, 1% M & GDCA KA FTA 15 5
BEE. B BAUBIIEE.

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the

primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA it H 3R 45 88 B AT VT P IEBAT CRL, 1T 7 ksl LU 15 i1l GDCA (1)
B SREGIE 5 115 S AU IE 5212 [F), GDCA $2fRfELRiE RSB MRS, 1T/ 8k
T AT S A AR TS RS R

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party can get the
current status of certificate instantly via OCSP service provided by GDCA.

A, GDCA 5 2 i ZER HUHAD T G AU AT 15 2 KA

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIEEFISNZR Time or Frequency of Publication

GDCA 1E1T FHE AR BUE FEASI, I8 B 5 Wk 3 E 151 CRL R A7 «

%1/ ROOTCA (RSA) iF45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA ROOT
CALIEBA R K CA FiZ R AT FEH, CRL K A7 8 /N, CRL A 2 Hif KA
it 24 /N

XF T i GDCATrustAUTH R5 ROOT k-5, #rZ2 48 R5 R CA iE+5. GDCA TrustAUTH
E5 ROOT 2K 2k CA FrAs KT FHiEds, CRL KA 24 /N, . CRL A 24U W
KA 48 /N

FEESHINEN T, GDCA A LLEATREIET A CRL A AT [A]. GDCA B4 KA —IK
HL P UAE AR SS PR CA P51 (ARL).
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GDCA releases automatically the latest certificates and CRLs via its official website when the certificates
are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no more
than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(ZzH{
R5 #R CA iF15, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are valid for no
more than 48 hours.

5 R A Y 2R R AT TR AT, th GDCA A bsE, IR A L% A
R, I HRAT R SRR BRI o

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is efficient, timely and consistent with the requirements of the laws.

2.4. {3 BEVFI$EH] Access Controls on Repositories

GDCA {5 B HIE BRI AT AT, AR AEREWS AR, WX L5 B A R L5 1]
ABAEATRR A o

GDCA il Mgk 22, Ra et LGBl ik LA =B 74 6

TEBERE. MR B KAERE.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. iR 5 X5 Identification and Authentication

3.1. #y4 Naming

3.1.1. 4257 Type of Names

GDCA ZRMATIEH R & X.509 brifE, MFCss i3 RiAT & I EARB 4%, K X.500
LIEXVIEW

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSLITLS g% asiE4S, P s A% #8720 2 AU 44 v, iy 25 AU Y 44 9 3238044
WAL — At BAE R84 Hh ) 4344 B TP Stk

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xn A B X HIZER Need for Names to be Meaningful

VPR AL 5 i i 4 BLEAT — @ AR S, WL EUE B R BN A LA R
BRI S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. TP RIEAZ B4 Anonymity or Pseudonymity of Subscribers

PRI S % HED, TR RS .

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. FEREAS A} 48 B9 Rules for Interpreting Various Name Forms

K X.500 H 51 44 i 42 K0 0] ek o

The interpretation should conform to naming rules of X.500 DN.
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3.15. A4 ME—: Uniqueness of Names

GDCA NARIERE K45 HAT P eSS, L EARE4%, £ GDCA (GRS A2 ME— 1. 2
UM R A2 AR, BLSE HE & DL Se A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  FEREIRA. £ 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREUN 2 AR SR br 44

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥WIHBEE A Initial Identity Validation
3.2.1. E B4R FAEA 771 Method to Prove Possession of Private Key

UE P B & 0 AGIE B 456 5 BT By A o B AR B AL, IR B B 7 VS AR IE P S T
B a&HT7EY (PKCS#10). He S5 SIS AR R 7%, 803 GDCA ZR I ek
W, BRI IVIGELE S (B E i S A A FRG R ) PIN ) 25,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

NS I AR LR 2
Authentication of individual identity includes the following:
1o SO B R R AN IR T N B i B B S5 B BURFHLAIATUA B BERZAIE B AN A B 4
WA RO, B A 2 R A RO RIBUBER =7 Bl A -

1. Authentication attestation includes but is not limited to valid government issued personal ID or
military 1D, or valid authoritative third-party database signed document.

2. BRI OCRE B 5 A RO EUE =07 B R SRR TARSY, #ERE EIRE
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AR, (HIENHME B RALLRIEE A .

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VTSR DX B MU R S5 5 SRS BURFH LR 28 R KA 2L

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XFUAREAELF AN B34 RT3 75 2R A8 H e AL SR AL AR UE B AR o

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ANRGER LA, AT B TP RS2 NS
UEFS S B 3RO B I N RS IR 1) S5 B R EN

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FFEHIZHR SAE, DUAHITAR SR TN
Ji&

puil

o

If the request contains organization information, GDCA should confirm the existence of this organization
and the applicant belongs to the organization.

GDCA AZIRFEA NPT HIE HRE F2RA A, PATAFR SS9 770 —KinsE,
WET A, Ragutke, S0 A%, SR N AERAT. 5 1 RN NIET A 2
KA NIEHAER T SSL/TLS iF H AL 2 44 50EF

GDCA must perform different authentication methods depending upon the type of certificate applied by
the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information. Type | and Type Il individual
certificates are not applicable to SSL/TLS certificates and code signing certificates.

Lo X LA NIET, ST LR %5
1. For Type | Individual Certificate, the following authentication is performed:

GDCA HFIUEH P A G R, AKHT P B8 A A TI0E . #iA 7 =n] LR A
HIERE AR BOE I L AU S A m S g 7 ke S K FR I 3 TR AS S B
HIFIHALE . GDCA ANHAIA AN LR BT & HIUE 5 FH BRI RS B LA ¥ A 5 0315 2R LS
AR, BT HEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
subscriber. The information submitted by the subscriber can be validated by sending a verification code,
making a phone call, sending an SMS message or any other reasonable ways. GDCA will not ensure or
guarantee the validation and reliance of other information, and will not validate whether the information
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belongs to the subscriber, except the information submitted by the subscriber.

2. XTH 2R NES, AT
2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA Sk - Frdg A2 s 2, IR (B 2 0T 7 IS ik 4% o A 2CRT A
FEIE IR A AR SIS B HL T FHURE AR S At T e (1475 2R BAIE FE & TR A1t i
RS, EN, R R A RS =7 R A T 77 3O R SR AR B
B BATIZSRIIE, W OR FIEE PR AL HE B 5 A L R 2.

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending a verification code, making a phone call, sending an SMS message or any other reasonable
ways. GDCA can also validate the identity of the subscriber through the well-known third-party database if
necessary, to ensure the consistency of the information from different channels.

3. WFFEE 3R NIUET, $ATLL R
3. For the Type Ill Individual Certificate, the following authentication is performed:

1) HAEREE S I E SRR 2 . WA 5 R AU IR AT B o 2 D — b R IBUR
MUK I A0 A R I S OE R SO (R RS e, I, B EiEe
il [ ZHIE IR D , GDCA K B AZAIE B U 75 A AT AT B e D I PR IR T2, 6 221, GDCA
A DU 2 A K O B SR OB S = 7 Bt FE AT R B A i B, th
A DL A @ A, SRR SO B IR AR BT SEIAIE, SR
REEMEESRELR .

1) Ensure the identity of the subscriber. This must be validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
shall inspect the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document, when necessary,
GDCA may also verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. as well as validate through cross-checking with a well-known third-party
database, to ensure the consistency of the information from different channels.

2) BRAHIEFE AL, GDCA R LGEE ML 57K . RAT R IK 5 B A5 R K AL A5 A% K
PRI 1 1) 1k B AR R 25 4 1) B Uk W S A (b

2) GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) MEIUEBIERMELME. GDCA M /il M7, 5 HRIFEZIGERIEK.
3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone calls etc.

4) XTI BN B34 R, 38 75 2R A8 H e AT SR AL A WAL
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4)

5)

1)

2)

3)

4)

5)

For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5) HHIEEEUSIMEER, HFEMBMNZIMEEFAE, DRI ARSETIZL
R R 5 o AR SRARSARIRIE B SO B0 EE =5 8 e . AR Wil s 755

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XFH AR NIES, PATEUT £

For the Type IV Individual Certificate, the following authentication is performed:

1) WNFEE SRR ESEANE R o AT K FERNARE: 1 BAURIRE FiE#H
Z/b— M BUFHU TR I AR AT 1 SHEN SO (s RS e 37

R IR B AR [RI SRR D, GDCA Aar 2120 B ST 2 75 A AR AT 2L el Dy o fA) SR

2) IR KA RS UE I S BB =07 B PR AT A A, BRI AL

BEZESR

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document type),
GDCA will inspect the copy for any indication of alteration or falsification; and 2) Cross-checking
with an authoritative third-party database that issues the valid identification document, to ensure the
consistency of the information from different channels.

2) WHINHIEE bl GDCA RTLUEEYNY 2K . ARAT R K L BAE R B A A 5
A 2 Rt bk B B AU 22 5 1) B e B S B i

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) EAEIUEBIERMESLNE. GDCA ML L. M), 5 HIEEZSHERIE R,

GDCA should verify the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) LEN, GDCA W UL FE T, A $alRaE Ty 200 HiE & 1) B BEAT A
) A LA 1 7 AT AR A

GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face to face.

5) XFRARAHLF WA NG 34 LT, 6 7 ZSEAEH e AL SRR IE AR

For the application applied by someone in his/lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization, etc.
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6) HHIEEEUSIMEER, HFEMIZIREAE, ULHIEARETET1Z
R RS B o AR SRARSARIRIE B SO B0 S8 =5 8 e . AR Wil s 755

6) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

IR NH T2, GDCA i w] Ul 55 =J7 R A5 BRI IZ HEE D A 51,
IR GDCA BENE =TI BRI AR MG S, AIRITH =7 d TR, SR AiEE Rt
WHME BAHE R K

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

sk, ERF, GDCA b w] LAV E 8 s E 4 ) 77 s B8]
If necessary, GDCA may also establish other required identification methods and information.

I B AT 5 PRE IR FUSEAT R, JFRSH 5 BEAR S iR 54 E

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.

3.2.3. P B 43 B4 7] Authentication of Organization Identity

FEATAHL (BUFHLR A3l 8D, 72 LAY SCRIEFIISRIES . W IUEER
RAUEASIN,  NEBEAT A% (1 S 03 5000, BAR TN 7

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL/TLS server certificates and other types of certificates, shall be
authenticated strictly, including the following:

1 BT SEAAAER . BRIk BN 7 AT DU BURLIG R K A 200
i, BFEEANR LR E A B SRS IE S, B8 I8 I 28 A AT RO AL
JBER =5 B PR

1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as
valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. BEIUEHRIE RS B 5E MO ECE =07 B3R FE R SRR MARRE, BEAE BIEHE
AR, (HIENHE B LRI E A k.
2. GDCA verifies to a reasonable level of assurance that key information in certificate application
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matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. JERLATE. EEUEM . SRRSO ECE S SR L e T U 2 L R
BRMVESEE, HIE AR GE RS IR LR E & ISR E S

GDCA shall verify the organization information through telephone, postal mail, required attestation or
other similar methods.

4. AT AT R I X T B MU PR S SR ASCBUR LA R K (14T A

Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. MNP NRBER LA, AT BZ: ALWIER S LI NHE
FIERUE B AU R T NAT R AR UEAE I SR A B BN

GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA R IE LR T HE BAE BB MIA T, AT AFK S 5007, — RS,

RS, ZAanE, ST TR A%, S0 N A T

GDCA must perform different authentication methods depending upon the type of certificate applied by
the organization. Generally, the higher class certificate type means higher security level, and stricter

authentication method with more comprehensive authentication information.

1)

2)

1 WT58 3 BHUMHEF, AT AT %50

For the Type Il Organization Certificate, the following authentication is performed:

1) HRANUR B SSAZTER) . AR, Bl 7T LU BURHIG R 1 R0
fF, AFEEARET TR E SR Sl a2 RIS IESS, Bl 2 kA
SCAF IR R = 75 B0 PERf N o

Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2) WHNRBCHIE IS, BMRERHSINR A IES I I N R AU . #HIA
J 2T AN 2 B AN U IR AR AT A5 S 90 N RS O e A SO Bl i 2 =7 43
BURTHRTESAS . WREUE pR S5 07 305 BN REAT IS, ASRAS AL A 5% HR I B AL
FHEMIA

GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
of organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XTH A RHMHES, AT LT %5
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2. For the Type IV Organization Certificate, the following authentication is performed:
1) GDCA ZUEREF BT M 40184 77 200 BB HLAG SR ALK B 4 BORLN H i 44
BEBEATHRIN, 6B B DA T 07 AHEAT A

1) GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessaryy, GDCA may conduct a face-to-face
confirmation.

2) ANV SEAAAE R SRRk BAR 00T LUE . BURFHLRIZE KA R0
fF, BFEEART IREEE . AFb i SN ARSIESE, IR & RAUR
o = T3 8He 12 25 05 S HE 3 SO R AT REEAT IR, ORISR LR B B A4S
R

2) Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

BAS BRI LS, RMCRA LW SESSIE S g I R 2 U . Bl 75 0
A VAR N i A BRIV LA K 0 NAT R e S, IRl 58 =5 R 2 il 5
. HREUE B 555 20 S S MU EEAT IS, ASRAS AL ¢ H BB B A

Confirming the authenticity of the authorized application means that the person who submitted the
certificate application on behalf of the organization is authorized. The confirmation method can be
checking letter of attorney with organization's official seal and valid identity document of agent, contacting
the applying organization via the phone number, postal mail and etc. from the third party to obtain
confirmation about application or authorization of the applying organization.

UEAh, AER, GDCA i n] RAE H e B 2K 00 U sUR Bk

If necessary, GDCA can also set other required identification methods and information.

3.24. BB H % 7] Authentication of Equipment Identity

B S BB A RIS B & A& AR AR, GDCA WU 1T 7 HEAT B 43 %54E,
(SECTUNNSER:

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI P R EIRAHAIE ISR, WA & S e SRR BN k55 708
RS @I N RS e 1 SR A BN

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

BER AT 1) 5 00 S A AR AS R SR AL AN R ) B 0 26000 05 AT, AT R A, B
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O IR A CP 28 3.2.2 1558 4 KB NAEHERIFRARAT : 1T P AN Y, #4284 CP %8 3.2.3
TS 4 RHIEF AR AT -

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA

performs the verification of identity in accordance with the CP section 3.2.3 class 4 institutions certificate
identification process.

FEBLAG AR I UESS T8 N 2 FRIRIE S, B 75 ZE IR 1Z B & 2 S I IR,
W7 AT DA B A U5 8 R B ST A B URG Xo 12 8 4% FTA AESUSE AL B TR AR VR 55, 0 35
NE

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants
shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

IR NA T2, GDCA i m] Ul 5 =J7 R A5 BRI IZHEE N A 511,
R GDCA ik =T5 3 B A T M5 8, AT RSB =07t AT A, SR g AR it
WA AE SAE AL .

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

UEAh, AE, GDCA i n] RAE H e B 2K 50 U5 sUR B

GDCA can also set other required identification methods and information.

3.2.5. SSL RS2 &4 9% 7] Authentication of SSL Server ldentity

IR P28 A HIEF R AN FISAT A A 250053, BT W2

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

XHF OV SSLAE:, FRuE sk T H U S By, HAE 5007 s A CP 55 3. 2.3
TE 4 FNUIE AR RAT -

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV organization authentication procedures in section 3.2.3 of CP.

X+ IV SSLUET:, TR UEMISE &8 # NN SL Sy, HEER 7 %A CP 25 3. 2.2 1%

5 4 R NIEBERFAEIAT .
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For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in section 3.2.2 of CP.

XFF DV SSL ik, W FRIEUEAN NI XS 9 3k 35k 42 1) Fr B AL AL, TE 75 XA LA R
AN SE Gy 34T 50AIE

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

XFF EV SSLUEFS, H %577 20B1E (GDCA EV iE B3, A% CP AFX AT Kk
i) i
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

FES A AR NIEP AR SRR, 875 EIGUEZ A e BIE 2R, GHE 4 1)
K RFEREA CP & 3.2.7 AT .

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CP section
3.2.7.

RN 2, GDCA I LU A EE =T IREL 15 R IAE 1Z 1 & DA B 7
Uik GDCA BiENE=Tr 3R i fa MG 2, TRt =g TR E, sERigE et
WHMIE EAER R K

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

SEAh, W EERF, GDCA & R] LA e H e T i 2 2 0 5 SN Bk}

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. R4 S 1% 7] Authentication of CodeSigning Identity

e A5 44 B 1 S AR A ARSI 25 A RIHAT AR I B 48500 07 K, 31 7 L
K, #2 A CP 2 3.2.3 1935 4 FNUMIEF IR AT 1T P /N A, 3284 CP 5% 3.2.2
WEE 4 RN NIEBERRAEIIT. EV ARILEL S0 508G (GDCA EV IE k), &
CP AN AT BAA 14

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
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CP section 3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCA EV
CP and not covered in this document.

HE ISR BT T, ARHUE AN N, D6 2500 HA RS A2 UE - F Y B L 75 A 4R
HHERISCA, AR AR AR R E B T s R a A R R

EJEEp

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.7. .42 KA A4 5] Domain name recognition and Validation

XFTIRAL SRR, B AR IE ) SEAAIE P AR FREE I BE A R], A A st @M, GDCA

AR RA T %505 A g — Fif

1o 34 T IR S5 AL B B B = 7 Hcahs P2 v A 1 38 )i 34 R S D i T R A
PURCIE HL T IR 7 S S A A ISR &R, B A A2 O e L. 4680 75 3G i
Baseline Requirments v1.6.6 5 3.2.2.4.4 5. [VF: C. A Baseline Requirments v1.6.6
B 3.2.2.4.3 ISR A M PTA R, 77701 2019 4F 5 F 31 HiE# AR 1L 1

2. TEA FQDN GEAFREA) 1 URl (F—BEARIRRT) BFITELM T EXT2) € 15 B
BEATEE), E 7 AL IS XS FQDN Y SEBRTEHIAL . %577 ;U Baseline
Requirments v1.6.6 & 3.2.2.4.6 7.

3. IBIHIINHIE A TE DNS CNAME. TXT 8 CAA it 3% H AT A Bl Rk & ML AP TE R
WA E AN FQDN (g4 PR e 1A% ) dziil . %577 2B G Baseline Requirments v1.6.6
53224775,

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or other
authoritative third party database, and contact the owner by emails to confirm its ownership of the
domain name. This way of validation conforms to section 3.2.2.4.4 of the Baseline Requirements
v1.6.6 [Note: section 3.2.2.4.3 of the Baseline Requirements v1.6.6 is no longer used as it was
deprecated as of 31 May 2019].

2. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the FQDN, to confirm the applicant’s practical control over the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.6.6.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA
record to confirm the applicant’s practical control over the FQDN. This way of validation conforms to
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section 3.2.2.4.7 of the Baseline Requirements v1.6.6.

X IEAAHR A, GDCA S iE@ECAT A7 M sk Aa,  PRIEIZIEA R I R R 55— ik
S AL BBUFHSEN, LM AR 1.

GDCA fEZEERCAT (%) AUl sk B THIURA « o~ H )5 28 B s A Y B LR 4%
il AR RE P B, BRAIE IR & RR B R W L 5 A4 i i 384 (1 T i 44 75 )

WE, GDCA 7 EER B B ML o &t DA A KRB, i R EE SR A
RN B, ZHIEEANHELIXRER.

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of
the wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry — controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. PURIRS L& FRESE Verification of DBA/Tradename

FHAEH W DBA sk 4 Fr, GDCA Al d bR J7 2 b i & /b —Fh L% sz B i
AR % DBA 85 Mk 44 FK :
1. FTEE P e R X BB LA SR BEF PTHIE B FR S8 BVR O AFAEBA T SO, 8%
BURN BT 38
EEAIEVeE S1F
554 ST LI DBA A FRE i b A4 BRI EURT ALV i
B SRRSO FRTIE B B 1
PR B, BRATXIIK S, (R RIS, BURZERIFLE, BUHAL GDCA I\ ] SE %
IEJT

o > w D

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants
have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
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tradenames;
4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other form
of identification that GDCA determines to be reliable.

3.2.9. FrE B 85I 5 % 5] Verification of Country

A5 U5 AT b FE X 30T, GDCA 3 BUBER = 5 K B ) R vl DNS e3¢ 7R 1Y
P bk FR I 1) 1P SRR IAPTAE [, ORI AR 1P LIk fE [R5 B s N SERR T/ [
_Aﬁo

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.10.  IP HuhkBIAEIAFI X H] Authentication of an IP Address

GDCA KFLL T, Wik Hil & #0G sseprdahiliZ 1P Hhhk:

1 FEEE IP HMER) URL (GE— B UEAR AR BOTEZRI 0T EXT2 58 B)ME BkAr s, lid it
77 UL A 3G 0 1P ik () SEBRdz iR %251 77 B Baseline Requirments v1.6.6 £
322517,

GDCA Ar[ 2y IP Hihb25 % EV SSL E 1.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically controls

the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address. This way of validation conforms to section 3.2.2.5.1 of the Baseline Requirements
v1.6.6.

GDCA must not issue EV SSL certificate for an IP address.

3.2.11. FFESRIERHEREME Data Source Accuracy

FERAT AT B SRAUEA T AT U SRR A T 2 1T, GDCA XHZORIS Tt WEmfat:, M
SO iE AT P EREAT VAL, IR LI TR
1L s B FR;
2. AE ERIFHEF IR ;
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3. BEpLRiR, MEFEEAER HE;
4. HEEXT A AR AT P B AT e 1
5. D B BB AR X HESE .

%tF ROOTCA (RSA) iF45. GDCAROOT CA iFfi. ROOTCA (SM2). GDCA ROOT CAl
HERBAR g CA BT R IILT IS, 8 A VTAS vl SRS St v 3043 F) 5 sl S AN
UEF R KA RAY, W GDCA WA FH %4 S o0t %1/ GDCATrustAUTH R5 ROOT HiEF5. %%
I R5 i CA ET5. GDCA TrustAUTH E5 ROOT &k HIH 2% CA B R HINT FHET, 75 MiF
it A AT SRR 5 R FRAR 1) 50 SO AN 125 & AT 825 K, Il GDCA Al i FiZ 404 1% 5L
G

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the data
or document no more than thirteen months prior to issuing the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained such data or document for a period no more than the maximum
validity of the certificates. For the subscriber certificates issued by the subordinate CAs of GDCA
TrustAUTH R5 ROOT, #z it R5 R CA L+, and GDCA TrustAUTH E5 ROOT, GDCA may use the
documents and data to verify certificate information, provided that it obtained the data or document no
more than 825 days prior to issuing the certificate.

3212,  WHERBIFRIT 45 B Non-Verified Subscriber Information

IEF (S B IAE, RAKAENEBEAR/ENIES.

The information contained in the certificate must be validated, the information that is not validated shall
not be written into the certificate.

3.2.13.  BHHIA Validation of Authority

AT A I NP PAEFL 550, GDCA RHEAT 4 T Bl -

55



Il semnnnnaemes

= * GDCA FFh5kHE (V2.1 JD

1 EE S =07 SO E W AR S5 B e . BUR R AR R SRS T SR LA A7 A 5
2. HEMHUIRBOCE. B A R IREE iR AR B SR R 5507 S ORBIE N A
T R BLR HACRAT O U IR AL
GDCA R F ¥ FiE#& TR E AL AR FIFIES . 35 HiE#H IR a$a 2 1 n] L TE
TSI N, N GDCA AMFEAEZAEE N A ASMAETIES HIFFER . IR HiE
H OSSR TR, GDCA R [ B & e it H BN B 7

The following verification will be conducted while the representative of organization subscriber applying
for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA shall not accept any certificate requests
that are outside this specification. GDCA should provide an applicant with a list of its authorized certificate
requesters upon the applicant’s verified written request.

3.2.14.  H#EAE#EN Criteria for Interoperation

ST oAb L GE IR HLA, ATLLE GDCA #HT B #AE, (H2 1% IAIE RS WL
CPS 2554 GDCACP 23k, JfH5 GDCA Z53E FH M B

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA R A %S, $329F GDCA B RIENIAG SR MR B, N R AR
-LE:FS o
GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

BRI SR A S HEAT FLE . GDCA K™ 4% F LAkAT .

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

BZEHAT, GDCA RZRATATAZ XAEF o

To date, GDCA has not issued any cross certificates.
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33, EHAEFERKIGIRE LR

Identification and Authentication for Rekey Requests

FEREAT CP 55 4.7 ST PTi A UE 52 B SE WA, 765 60 ST AR 8 R AT 26 01 LU D s 9 B9
PR A FIEH#AINAE

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that the
request of rekey is from the original key owner.

3.3.1. HIFHAE IR NS LR

Identification and Authentication for Routine Rekey

X TR LT SRR, 1T I 10] GDCA E-F RS Wk AT % A E R G, R4
HaERBGT P FAIEE S, W4 IEBFASEE, FBRGIE- R HE; GDCA i
FHINUE R GeHe X 2 P S8 F G BEAT B A S0 IE o 1T 77 AT LS GDCA FRVE M LAL H 15 2 B 58T,
GDCA VEMHLA A Zi5IETT 7 5 4 0 NI RO

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

ST ST 2 2 I S S S I i SO B TR A, AL, T A R A R
HIT AN P S S I I R SR B s e i, i i& sk, GDCA # Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted before
they apply for the secret key's updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

XA LR NIEFS B 2 A NS B SRAEFS Ik 55 23 K15  AAAS 22 4 4IE5 GDCA
AN PR

For Type | individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.
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332,  WHEBFEHEFHIRRE LN

Identification and Authentication for Rekey After Revocation

UEFSHUH 5 A BEREAT B BT

Re-key/renewal after revocation is not permitted.

3.4. HHERKIRIRE LR

Identification and Authentication for Revocation Request

WEPRASTE R TR AT, BT LR E GDCA. MG . 24 GDCA s EMLE A
A CP4.9.1.1 Frik B U T 7 BUEF I, A BRI IE S, XA AU AT 2540 . GDCA
B TR PIE B RUIE R, 2 i U BN U B3 BRI REAT e A 0] AT .
AT P ESE R IETS, WZIEA CP 28 3.2 FTANREHT B0 %5l o a2 w2l ook ik
HAEY, CA B RA K ELHELLRVENLOCHS TR 1 SR SRR SRR AR, AN B AT HoAth
77 4

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on the reasons stated in section 4.9.1.1 of this CP without authentication. Revocation requests of GDCA
or RA must be approved by its management or supervision authority. Subscribers who request to revoke
certificates shall follow identity procedures described in CP section 3.2. If the revocation requests are
from judicial authority by law, CA or RA will use revocation request documents of judicial authority as
authentication evidence and will not use any other methods for authentication.
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4. UESA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. {EFHIE Certificate Application
4.1.1. iEF B #5524k Who Can Submit a Certificate Application

UEAS B SEAR QA AN B AT IOLIE N B A S (AT EWRLOC . Flbpfr, Hh
ik IPNEAEIL S

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 5 F4E Enrollment Process and Responsibilities

1. FEME R
1. Registration Process

G & KA BIE R KA S RA, RA WAEZIER, JHXT ALY, RERKHKEL CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA W BIZIERIG, Kk RA HI%E4, KT PET . EREMNEMEEY, LICRE
eI ORIE -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAZUN HIE(E SN IS # 1) BORNEAT 2501
® RA must verify the information of application and the identity of applicant.

® {f RA [ CA KIXUEIERES, REAHERTREZ S, RE. 5%

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA JKyEMHAA TTAT 1T 7 45 il 1A 725 44 146 FH 26485

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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4.2.

condition of digital certificate and electronic signature.
® GDCA FyEMHUAA 5T AERITT /o A0 R 45 W 2 1 1ot 5 AR bR v

GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA JEMHURAA FTAERIT /&5 RRAE AN T 7 45 B AR A B A5

GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiEMNLMAE T L1 45 %1 GDCA HI 54T VE s

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KIEMHUA STERITT /5 5T 7 I ST EVEH

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® I NEES THAT ML CP L CPS ARSI E I, el g Herb ok TR
PV . BRI OS5 AHELR AR OR A 25

The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

® T TR HAIE L R R R AU S B ST

The subscriber has the responsibility to provide accurate application information and data to GDCA.

®  EMHUA IS LT P AR ALRIE T HE B 5 SO UE AR — B AR, (RIS
AR B A% 54T

RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.

IEF 54 Certificate Application Processing

4.2.1. PAT R 5% 7] Performing Identification and Authentication Functions

2 GDCA. JEMYUESZ BT P IIE B R G, NA%A CP & 3.2 WIE SR, XTI Pt

ELRVIESE SR

XFF ROOTCA (RSA) ik i GDCA ROOT CA iE i ROOTCA (SM2). GDCA ROOT CA1

ERZER I CA B2 K T FETS, # GDCA MR HE CP 3.2 8 i SRR 3145 1 B0 sl iiE 1 3¢
B TR] AN S IE 5 e KA RO Hozds BoR KB4k, ) GDCA W s I i 5040 BRALE B S0 A
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B SAEF P 15 B s X Tl GDCA TrustAUTH R5 ROOT iiE45 . $ % i1 48 R5 # CA {45 .GDCA
TrustAUTH E5 ROOT 22K HIH1 4% CA I KT JHiESs, %7 GDCA #i#E CP 3.2 45 & K3k
75 (0 K0 SIE B SO (R TR AN o 825 K FLiZAS B R A48 4k, U] GDCA ] F i 454 i ik
ISR, RS 15 B

After GDCA and its registration agencies receive the subscriber’s certificate application, they will perform
identity recognition and verification of identification over the subscriber according to the requirements of
CP section 3.2.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained the data or document (according to section 3.2 of this CPS) for a
period no more than the maximum validity of the certificates, and provided that no changes occurred to
the documents and data within such time period. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, #1%h]{{ R5 #R CA ilL-13, GDCA may use the documents and data to
verify certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) no more than 825 days prior to issuing the certificate, and provided that no changes occurred to
the documents and data within such time period.

4.2.2. IEH H L HERIIE 44 Approval or Rejection of Certificate Applications

GDCA. VEMHURNAE UL EAL B, fHESIRAE BT . WIRIELE R, N8 E
753 AE A BRI [A] Pyl RIE TS IS

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. {EH HIE KL Approval of Certificate Applications

WIRFFE TR ZE, RA AT LU AEIE B
1 iZHIEEAT AR CP 2 3.2 1 FiT P S bR IR A1 45 A 5
2. HEH B ECE A RO P U 2 AR
3. HIEH CAIRIE AT T AR 3R
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4.2.2.2. iFH IS HIEL Rejection of Certificate Applications

MR RAFHIEE, RA NAELIET HE:
RA shall refuse the certificate application in case of the following situations:
1 ZHEAFFEA CP 55 3.2 TRk 1T ' S BIAR IR A1 2 70 B 7

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. HIEE AR L0 S 0l WAL
2. The applicant can’t provide the required identity documents.
3. HIEE OB A REREZ AT P UK A 0 N AR

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. FHITEE A B ASRE U H IO SO AR A 2 T
4. The applicant has not paid or can’t pay the appropriate fees.
5. HHEMIEPE% ICANN (The Internet Corporation for Assigned Names and Numbers)
HREHIHT gTLD (TZg4);

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA s IEMHBUMANALIEZ IR 24 GDCA iR . VA ZrsiE ik

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

Xf T GDCATrustAUTH R5 ROOT k-5, %X R5 #2 CA 1iE+5. GDCATrustAUTH E5
ROOT 2K (4 CA TS i T FESS, G FEEE R IR A 1L 3 AN i, 80 GDCA IH
HeHEiZ Bl B m R, GDCA BiR44i% i, GDCA MRYE A MECE . Bimas kAl
KERME . T TT 48 22 A 55 I BUR LR S5 35 =5 AT 44 B0, BRA SRR A JF iR v 48 85 1
{55, B GDCA Z 1 BT 5% 0 4 44 1 8 AtV i FH 3 BSR4 10 B0F 5 17 SR S A 1 E
5, G FNGES IR = KR S A SR, TEHZIE GRS B IZSIRER. M T5%R
LA RIS N, GDCA ¥ ELIEE 4 H i .

ST IR IE T B, GDCA 3 &1 FR i 5 IE 5 FR i 2R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,

i R5 8 CA IET and GDCA TrustAUTHES ROOT, if the application is prohibited clearly by laws

and regulations, or GDCA considers that there are highly risks to approve the application, GDCA shall

reject it. GDCA establishes and maintains a list of high risk certificate applicants according to the list

provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies which are
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responsible for network security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by GDCA due to suspected phishing or
other fraudulent usage or concerns. GDCA will query information from the list during accepting certificate
application. If the applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. A EEGIES HE BB [E] Time to Process Certificate Applications

GDCA FIHF RS BN (CPS) IR E & HEIE 1 i A BERS 18] . GDCA FIyEA L
Ko NLAE CPS FU5E FRIINF IE] P AL IE S BT, T8 S e IR S T 4 o 3 NI TR s 2 2 N TAEH .

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 2 working days in general.

4.2.4. INENLHIEEAL (CAA)  Certification Authority Authorization (CAA)

% GDCA A& I3 /& CAINI % #%181% EV Guidelines. Baseline Requirements 3R [ 24
JEAI{ER SSL/TLS HiEF5, GDCA & AIES: T 4 4 Fe Wb A4 —> dNSName i CAA
Wk, JFEE RIS

GDCA 14l RFC6844 (£ #ix 3 5065 1211 HIHLE kb 2E “issue”. “issuewild” A “iodef”
FIBMHEFRZE: # “issue”. “issuewild” FrZ5H AN E “gdca.com.en”, Nl GDCA AZE KT R
FIES: 5 CAA LTI “iodef” #5725, N GDCA 5 HiiE & V418 J5 tRIE & 1 N H MUK IE
15

GDCA [ LT 41 CAA CF AR ARNAT SUAE N T 2 AT 0 251F: 1) 7E9F GDCA %At
Bt A 1) CAA LSRRI 2) B2t — RE B &R CAA IL3E: 3) 4 A fE X A7
FEFR A ICNNA HRIX 35([¥) DNSSEC HilE % -

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to be
issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended by

Errata 5065: GDCA shall not issue corresponding certificates if the "issue”,
not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA shall

issuewild"property tags do

determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
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have a DNSSEC validation chain to the ICANN root.

4.3. UMERZ K Certificate Issuance

4.3.1. IEHZ R H RA I CA K478 CA Actions During Certificate Issuance

R CA HIEFHZE A N i GDCA HALIAIE N G M A AT B2, (R CA PUTIES
BAtRlE.

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

FEUEP R RS RE T RA FYEHEE RASUEF RIS E L, JREE#RIE RA REUKREKIIE
TG R CA FIEBA K R 5. RA KIE CA FIEBZ K IE RIE BAUA RA 5 H %515
BRERE I, IR0 ORISR B I CAIEPREK R 5.

In the process of issuing certificate, the RA’s administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA HIEBRE K RGAERT RA FIEHZKIE KRG, XkE RA KIE BT S0 5%,
XA RMIEBZERER, IEBERRAZE KT FPIEf.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA 1 RA BHIT PIERHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA MHEBB K AGB KU )E, K EREEEEE RA AT IEH &k, JFFA
WP SRR IR R 3, Sdm@ e . M2 T ERE 0, B Ed e 5172
SE 5 2 FIAT S AR A S

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4, IEFEERZ Certificate Acceptance
4.4.1. IR SZIEF HI4T A Conduct Constituting Certificate Acceptance

1 W7 EATY L TTH) GDCA IEP RS M RAE T R EAHAF I T, A5
Hl. USB Key ™, iE45 T #5e R RIMRERIT 1 #6532 TIES

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. GDCA VEMHLFARET N EAUET, FEIIE S R e B8RS, 31T
P2 T AR BRI ERIT P32 TIE
2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will

be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. WHRR VIRMUERRTE, JF R R RHE BB N A

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT ROGEAS B RS N A A ERATE R I

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the content of
certificates.

4.4.2. CA SHEPB K RAT Publication of the Certificate by the CA

WPEZE 5, GDCA Kzl JHE+ kA1 3] GDCA ) H sk ik%5 2 4t. [N, GDCA
% Google ] CT %% Chttps://github.com/chromium/ct-policy), KT /' IS4 (5 B R AT AE 2570
=ACT st

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to directory service
system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA embeds in the
SSL/TLS certificates the signature data from at least three CT servers recognized by Google.

4.4.3. CA B AL SARIE BRI R

4.4.4. Notification of Certificate Issuance by the CA to Other Entities

BRUEFS1T /7 4h, GDCA JE WA AN 75 28 S HAl SEARIE 28 A o
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GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45. FBHNFUEFEKER Key Pair and Certificate Usage
45.1. T P FEHFIEFR IE A Subscriber Private Key and Certificate Usage

VT PEIRAS TR HiS 98552 17 GDCA FZs & IAE & , ¥Mh CL4 A &% <F 5 GDCA.
PR TT A R BIBFIFN LS 26K 1T 2 BIECTUES,  ROR IS B4 i 2 35 OR A7 IR 50T
IS (AL e AR 4B o 1T 7 HBETEE 7R . A& CP BT WSO I L Y
s FHALEHAIIE S

SHFBLUE, HAHTHFEENEE, T NARIFHASE LN Z . T
UEAS, HORVEHWT R TR SR LA SN B RS BT i . FEUE-BRIE M 2 5, T
W5 1EAE P AZAIE A5 068 L FL o

XtF SSLITLS IEAS, 1T/ BUAE A S 45 (RAE HEUE A5 b 410 H 10 32 50550 44 o o7 16 . 454 o
HWEUE .

After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and
obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use. Subscribers can only use the

private key and certificate in the CP specified range, and under applicable laws and the subscriber
agreement.

For the signature certificate, the private key can be used for the signature of a message. The subscriber
should know about and confirm the signature content. For the encryption certificate, the private key can
be used to decrypt the information which uses the corresponding public key to encrypt. After the
certificate expires or is revoked, the subscriber must stop using the certificate’s corresponding private key.

For the SSL/TLS certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. I AHFER KR Relying Party Public Key and Certificate Usage

RBT BN T ARG R A, A AT LU AR Ak

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. FRIGECTFRE N N RS S A5 A5
1. Obtain digital signature’s corresponding certificate and trust chain.

2. HRINZZ A% NUEF & H GDCA Figs ks
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2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. EI AW CRL B OCSP #fiiAi% 25 44 X ML FKIIEF5 A2 75 U 5

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. UEPRIHEE T X R4
4. Certificate usage is suitable for the corresponding signature.
5. fEMHIED R APRIERE A .
5.  Use certificate’s public key to verify the signature.
6. FIEIE A RO
6. Check the validity of the certificates
LA AR —ANPRRIG, AR A TR A E R
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
RIS 5 EEROE NS BTN, AUl il A @ AR SR A5 H2 52 07 I e,
SRJE M FESS B AP BN . AT RO NI 5 IE RN # (5 B — i AOR 4 #3207

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. IEHFEH Certificate Renewal

UEP R TR AE A SR UE T AT 7 B A BB AE BB ST, N P 2K —5KHE
:FB o
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. IEBEHRIETE Circumstances for Certificate Renewal

ST T GDCA 25K 4T IR, 31 T AEE 15 3T B 34T 3E 15 5 38

%1 T/ ROOTCA (RSA) iF45. GDCAROOT CA iFE45. ROOTCA (SM2). GDCA ROOT
CALERZ R 2 CA FITZ R (T RS, 1T 77 Al Y7 [ GDCA IIE 5 iR 45 3t 55 # 2] GDCA
ML BEATUE B R R s . RIS IE R LR EHSAME R, KRGS HNFDUTFTF N

=
E;m\o

XfF H GDCA TrustAUTH R5 ROOT k15, iz i/ R5 #R CA iE+5. GDCA TrustAUTH
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E5 ROOT 22K I 4 CA FrA R IGTT FEAS, 11 5 5 108 i I 2R IE I MHE B . ik
Wim, AT A RIS .

X SSL/TLS E45, GDCA $5324T J EA BT s I HiE SR 5o 37 )7 Biiis BB £
If, GDCA @il PRI AT IC &, DAL= S 9s9 % 8], Wopsss s, WERAT
JURAAT A ORI E o
For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update

request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CALl, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration. Applicant for
certificate renewal has no need to fill in the registration information, while the system will automatically
obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zzi{
R5 # CA iE45, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the subscibers shall
submit the registration information as they do for the new certificates requests. If the certificate had
expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted is a
weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be weak.

4.6.2. B RIEHEH L4 Who May Request Renewal

RV B 3 5 51T 7

The entity who requests certificate update is the subscriber.

4.6.3. MEIEBEHER Processing Certificate Renewal Requests

PSR, HACBS AR AR IR RAE . S0l B RUEF . X BT 90 R 45 ) A
TN LA :

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1L W WEE AR H il GDCA &8sk s

1. The original certificate of subscriber is exist and issued by GDCA
2. BRUEUEFS HEE SRAEVE AT IR A 5

2. Validate the certificate update request is in validity period.

3. FETRIENME BT S 5.
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3. Identity verification based on the original registration information.
FE LA _EIGUEAN %5538 J7 GDCA A Rl b HERE K UES -
GDCA can issue certificate only if all the verification and identification above are passed.
WP ] DU — R (AR TE S ORI AR EEAT IR 50T, $ MR AR B RS B
B rIEM BUE . GDCA FEARAT L T # Al R X R Aa e 45 H (1485 5 2CAF 9l 5 ST S
RSP SHE D

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BRIT PIHREPRIZR

Notification of New Certificate Issuance to Subscriber

[FIA CP 55 4.3.2 %5,

See CP section 4.3.2

4.6.5. ¥R 2 BHE R R4 R

Conduct Constituting Acceptance of a Renewal Certificate

[ A4 CP % 4.4.1 77,
See CP section 4.4.1
4.6.6. CA ST HEF I & AR Publication of the Renewal Certificate by the CA

[FIA CP %6 4.4.2 7,

See CP section 4.4.2

4.6.7. CA B A HAL AR UE B R

Notification of Certificate Issuance by the CA to Other Entities

[A4% CP % 4.4.3 75,

See CP section 4.4.3
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4.7. EFEHAEF Certificate Rekey

IEBEHEHRIT 7 B S 55 A R X s I RS N A K — eSS

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

4.7.1. IEPFEHEFBIE Circumstances for Certificate Rekey

GDCA HJE+ 38 S AR EA R T L E I -

GDCA certificate Re-key including but not limited to the following circumstances:
1. AR FAIME ER MR e 1S

1. Revocation certificate due to private key leakage.
2. AR EH;

2. The certificate expires.

3. ETHEOR. BURL A, GDCA ZORUEHH R .

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. TR SR UE5 2550 56 % 1 Sk

Who May Request Certification of a New Public Key

S SRAIE T 8B TR 1 2 AR ONE AT /o

The entity who requests re-key is the certificate subscriber.

4.7.3. A FEE PR EHE B E K Processing Certificate Rekeying Requests

A4 CP %5 4.6.3 .

See CP section 4.6.3.

4.7.4. BEIVT PFHEBRIZER

Notification of New Certificate Issuance to Subscriber

[FA CP %5 4.3.2 17,
See CP section 4.3.2.
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4.7.5. IR S A ERE R AT N

Conduct Constituting Acceptance of a Rekeyed Certificate

[F A CP % 4.4.1 75,

See CP section 4.4.1.

4.7.6. CA X B HEFIER IR

Publication of the Rekeyed Certificate by the CA

[FA CP % 4.4.2 75,
See CP section 4.4.2.

TP HTUE TS NIAE 24 /N KA

Re-Keyed Certificate must be published within 24 hours.

4.717. CA B AL AR IER IR

Notification of Certificate Issuance by the CA to Other Entities

[FIA< CP 55 4.4.3 75,

See CP section 4.4.3.

4.8. HEFHAT Certificate Modification

4.8.1. IEBEBERIE Circumstances for Certificate Modification

HISAT PR IVEN 5 R, 51 GDCA Bt iE A .

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

AN RIS AL 515 B AR BE AT RERE I LT P BN S5 BT A, AT AN BE HBIE A AR
RBERGHZAET, PR H R RIE .
If information contained in the certificate changes that may affect the rights and obligations of subscribers.

The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

UEF5 AL S B AMIE P B P A (KRS . 2% AR — U
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Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. ERIEFHZRE K24k Who May Request Certificate Modification

T SRAE A28 B A SEAORIEAS T /7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. AEEIEHZR 15K Processing Certificate Modification Requests

UEHAR B A JEAT K B IE TS AV E I AR AT A0 2], [ A CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.

4.8.4. BRIV PIRERRIER

Notification of New Certificate Issuance to Subscriber

[FIA CP &5 4.3.2 7,

See CP section 4.3.2

4.8.5. MR FIER AT N

Conduct Constituting Acceptance of Modified Certificate

[ CP %% 4.4.1 75,

See CP section 4.4.1

4.8.6. CA XA EIEH I & AR Publication of the Modified Certificate by the CA

[[4% CP % 4.4.2 75,

See CP section 4.4.2

4.8.7. CA B A HAR AR UE B R

Notification of Certificate Issuance by the CA to Other Entities

[FA CP % 4.4.3 75,
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See CP section 4.4.3

4.9.

W H#EYMEEAD Certificate Revocation and Suspension

4.9.1. IE R4S I TE Circumstances for Revocation

4.9.1.1. 3T P IEHBAS M JE B Reasons for Revoking a Subscriber Certificate

> w0 poE

LB i —FhEk 2 R, GDCA WAZITE 24 /NI 2 A BB IE 13-

VTP LAAS I 2 SRS IE 15

T FE A GDCA BRI HIUEA i R A BB HAREE W BT N

GDCA 345 T k4, WEM SiEH A RT P AVHIE S 1 it

GDCA 343 THE4E, UFBAXSIEF - FQDN B 1P dthitih 1135 44 152 B sl sl AL (1 56 E AN B2 43
At

LRSI 0 —FhER 2, CA RIFE 24 /N2 GHIET, HAAGIE 5 K2 WH

BUET:

1.

2
3.
4

© © N o O

10.

11.
12.

IEBRHEFF 4 Baseline Requirements 2 6.1.5 5 J2 5 6.1.6 15,

GDCA 345 1 k4538 2] i e

GDCA FRZ&A Fi 1731 B CP/CPS i — T sk 2 19 # K 74T

GDCA R AT FQDN B IP bk (s AN AR VE T (ldn, kR sl
Y T AN A A IR, AN NS S NI SRV AT B IR S5 10X
el BRI AR S R 4D

GDCA SR FMELAFUE Fal F T 480 B A W 1% 3V 0 744

GDCA FZEUE i pr 5 S I H KAk

GDCA JRRIF P K K Ae & Baseline Requirements 223k, = GDCA ff] CP & CPS;
GDCA VAT B 5 A AR IE T 5 BN EHAE B

GDCA ¥ Baseline Requirements 25 & UEFIIAL J7 2230, BB RUES B 61k, FRalE L4k
44k CRLIOCSP {5 K&/

CPS HIRTT M BATHACIRBZ AU BT BARKE: tH RN E0EE RN, EE.
P B A SO BURMAT s BT AN 3% 09 5 D5 3 B At A5 2K s
) 5

GDCA CaJBATMA LS )a, T RGNS 3%

CA 35  HH B T R P AL BRI B AR 22 B0 IE R 5325, 2 VR T AR A 4H %% 5 o A
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EAME (1l Debian §9%4H, UL: http://wiki.debian.org/SSLkeys), BAFELEBIRAIIEYE, iE
WA A R B ) 7 1R R

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any Fully-Qualified
Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one or
more of the following occurs:

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;
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12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's private key
to compromise, methods have been developed that can easily calculate it based on the public key
(such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that
the specific method used to generate the private key was flawed.

KAETIMER, XT GDCA MRS ARG A IESS, #illn CAL RA. 323 mekiie
Mg AR CRAEIRSS RGP I BEEAE I E) (R AIESS, AT DA e
1. CA 5RA. X G&F8T P& E 8 K AR
2. EFARVAR A AR BE PO B R A A R
3. HTEHMMFE.

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, LRA or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.

HEFAT Pl R R I E R BEIE B AV e A R AR IR, RILRLEET CA HHTRUS . X T
SSL/TLS MR&5#8KUEF, # HILLL NMERE — D LG, W H T E AR
1. CA HUMPRENIEZ ANEGTE, Wbkl A iz 4 J0i% . S IR ) & 4 24 115
CA HURAF A1 —NE B AFIE T B RIS E— M RVEME iR 5 734
CA WU HI T HM R R 21 EI84T, JF HoRZHEH AR CA $R AU IE 1 M SCRF R A
CA ZEJRAEFIIAUR O Jiis BOp s 5 1k, BRIE CA O H 22k, 4k 8245 CRL/OCSP:
UEFS R HEA A 2 BRI s 17 0T I FH A B 8 o ARt 7 AN T 42 32 1 XU

o ~ w D

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server certificate,
if the following one or several cases have occurred, GDCA also need to carry out the certificate
revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under the
circumstance of that GDCA's right to issue certificate has been expired, revoked or terminated.

5. Technical content or format of certificate causes unacceptable risk for application software vendor or
relying party.
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4.9.1.2. 1% CAIEBHIMESFEE Reasons for Revoking a Subordinate CA Certificate

EHILLA NS ) —FELZ B, GDCA ZUTE 7 K2 M % CA -

1.

I L T

GDCAZRAT T UL, UEWI S IEFS A X BT 2t CARBHIE 21 7 403 , BAN 45 & Baseline
Requirements 25 6.1.5 7 & 5 6.1.6 17 FIAH G EEK s

GDCA 3Rf5F 1 L4518 2R H AR ;

GDCA R BAUFP 25 R A BERF £ Baseline Requirements 3K , 5 41 2% CA K BEFF & CP/CPS;
GDCA Y NAEATHI A 2% CA TEFH HE BAER . AR SZE R AR T

GDCA i HEM IR LIz s, HARS 5 — CA KRN LR BEIE PR I 55

GDCA {&## Baseline Requirements 25K UEF AR, B sl 261k, BrAEH 4k
#:4E4 CRL/IOCSP 15 2

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Baseline Requirements of Sections
6.1.5 and 6.1.6;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

GDCA's right to issue certificates under Baseline Requirements expires or is revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. W RIEF 44 5248 Who Can Request Revocation

© a > w DN

PN S A RT RAE SRAAEH — AN P e

GDCA LA AT DRI A CP 28 4.9.1 747 ZESRHEH —/MT FiE+:

SEFASNUESS, WEARTT P AT L SRS A1 8 AN AGE

T HUHGIES, RN RAT BEHAE RI C 22 R 4 U HOUE

T RAUES:, AT A B IOHU BRI AR AT BRI SRR C 22 R IIE
R BUR BT R H A AR TR AR T e .

M7 LR AR RS L B3 FE LA B AL 4 3 = 75 T DASRASE 15 ) j R 5, 45
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GDCA & B H h s iE 15 .

The following entities can request revocation of subscriber certificate:

1.

GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

HH GDCA w] LU HRIEH 5 2 CA ES.

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. IEPREEE R A EEF Procedure for Revocation Request

4.9.3.1. T P iERBASIEH The subscriber actively proposed to revocation application.

A w0 D

VTP ARSI AT LR S S He [0 15 B e TR AL

TE YR ATURA R S5 FR SRR ST B 0 0 RS B8 E D I 2 1
MU R FUE B s R 45845 GDCA,  H GDCA S8 B «
GDCA $24Ht 7%24 /NI (R H i IR 45

Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. T #3545 FE The subscriber is forced to revoke the certificate

1.

2 GDCA BEMHLIA 7853 B EE A S tHELAR CP 2 4.9.0.1 R B LR, mladid pa s
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2. GDCA $fft 7%24 /|NFIRIIE A5 v /AR 5 AL BEALAR

3. AMT  FIVENURL TR AR | B0 EAILAA S5 B = SR UE TS ) B4R 5 B, GDCA
IO 2L 2 1 A 1 7 SRR i S TS A IE T

4. GDCA AT FIER )5, W@ 7=, AR Fme. miss, Sl e o
SR B AR EE

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section

49.1.1 have occurred, they can revoke subscriber certificates through determined internal
processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

4.9.4. A TE K B %5 PR3 Revocation Request Grace Period

R SR I T e A Y IR S T, SRR S SR I A LM A S e 8 /NS
Pt o AR S A AR 15 SR 0 AEAZ B[] 48 /N Py dieth

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

495.  CAMNEFHBERKINFR

Time Within Which CA Must Process the Revocation Request

GDCA H £ B 15 3K 2 76 AU 2 18] I TRI B SYIRR - ANSHEREE 24 AN/

The cycle of GDCA processes revocation request is no more than 24 hours.

496.  KBOTKREIEDEEKER

Revocation Checking Requirements for Relying Parties

WRHT A MIEF AT L 20 & ) GDCA AT CRL WA ABAT T A5 A AIIE 5 7 75 B4t
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.
Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

4.9.7. CRL RAF#Z CRL Issuance Frequency

%1/ ROOTCA (RSA) iE45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA ROOT
CALIEBEE KL CA FiZ R AT Sl , CRL KA 8 /N, CRL A %8 HIE KA
#IT 24 /N

Xf T i1 GDCATrustAUTH R5 ROOT iE-5. #2248 R5 R CA iE-+5. GDCA TrustAUTH
E5 ROOT &M CA Fi&s ZIGIT FETS, CRL RAGE NI N 24 /M, CRL A 358 #is kK
ANt 48 /i, H nextUpdate 7B {E AN H thisUpdate fE 1) 10 K LA .

T CAETS, GDCA K CRL &A1y 12 4 o Wi i 2% CA E+:, GDCA
TERUEY 5 24 /NP2 P EE T CRL, H. nextUpdate 7B KB ATSHA H thisUpdate 18 1 12 4~ H LA
.

FERFIR B SE OL T AT LAE CRL SZRIAR R (B M 28 AR5 25 A1 RE S ORAE D, CRL HSZEPAE
R GDCA il 7€ ) R AT SIS IR E -

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours and are valid for no more
than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(ZzHi4{
R5 R CA ilE-13, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and are valid for no
more than 48 hours, and the value of the nextUpdate field is not more than ten days beyond the value of
the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL) every
12 months. In case the subordinate CA certificates are revoked, GDCA shall update and publish the
certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the nextUpdate
field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL K A7 KB A J5 B 8] Maximum Latency for CRLs

—/MIEFS B BARCES B R AT B CRL [ i B[R] AN et 24 /N

A revoked certificate will be added to CRL within 24 hours.
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4.9.9. FELRRSE W AT AL Online Revocation/Status Checking Availability

GDCA M [aUEAS 1T 2 AR 7 $R AL AE R TR E IRk 55 . OCSP Wi W% Z5i#F & RFC 6960
MR, It H# OCSP AR5 #2544 . OCSP R4S &% HIUE P 5 IEAE AR A FAE F5 i [ — 4~ CA
259, OCSP JIRZ% 2% HI3IE 5 A & —A> RFC6960 & X127 )y id-pkix-ocsp-nocheck fI#7 FE Tl .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC 6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEHER Online Revocation Checking Requirements

M e LLE BT FEZOIRAS B W), GDCA AR 1 BEATAT 1L HURLFR .

GDCA #24}t Get Fil Post Ji #1757 i) OCSP #ififlis5 .

XFFAT FHIESS, GDCA .28 /b 43 U K BE 7 OCSP 1 5. - OCSP M i ) fie KA 250 10 K
X ¥ E AR IIETS, SZEDEEH OCSP.

X+ g CAIEYS, GDCA %4 12 4> H 83 OCSP {5 /2. =i 4 CAEFild,
LAE 24 /NP BEET OCSP 15 /2.

XFFARZER PR APIRESEWIERK, GDCA A3ik[H “good” JIRZ -
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked certificates,
OCSP status will be updated immediately.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

49.11. HWHEBEHNEMEAER

Other Forms of Revocation Advertisements Available

%7 CRL. OCSP 4, GDCA n] LAHAHmANE B HAh R AT, (HIXASZ LA .

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.
80



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% <V2. 1 F[&)

49.12. FHHBERREHZER Special Requirements related to Key Compromise

RS CP 55 4.9.1 WHUE IS IEAL, 2T 7 BRE MU FE 3 A2 B 2 i I, WAL
HiTa) GDCA # tHE P g K . R CA K% H] (IR CA Bih 2 CA B 24l T el
MRBERAR T, NAZAE A BRI E) Y A 2 5 2CR R @ T - AR AS T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

49.13. EPHEEMFERE Circumstances for Suspension

GDCA ASFFUEFHE#E.

GDCA does not support certificate suspension.

4.9.14.  ERIEFHEREMT/E Who Can Request Suspension

GDCA A SZFHIE .

GDCA does not support certificate suspension.

4.9.15. HERIEFERKFERF Procedure for Suspension Request

GDCA A FFIE T

GDCA does not support certificate suspension.

4.9.16.  HAEAHWIFRPRH] Limits on Suspension Period

GDCA A FFIE T

GDCA does not support certificate suspension.
4.10. IEFIRARSS Certificate Status Services
4.10.1.  #AEHRHE Operational Characteristics

TP AT L@ CRL. LDAP HFHR%. OCSP ZHiF ks, iRy RENE RS RS
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IS 1255 28 ) 1 SR AT B HEL Ve LIS [R) R R AL R RE 7 o

PR I, GDCA ANREIE-F B MIRTMIBRH/E CRL HXHid%. GDCA 1
MHER CRL FARAGEE 4 U H AU 10 5% .

GDCA A il OCSP H i it % -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services
described above should have reasonable response time and concurrency process capability for query
request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration
of such certificates. GDCA does not remove the revocation records of code signing certificates from the
CRL.

GDCA does not remove the revocation records in the OCSP.

410.2. RS A Service Availability

WEFIR AR S5 L ARAUE 7X24 /NP e] Y, HL ) N S TR AN 1S 5885 10 #5.

Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten
seconds or less.

4.10.3.  TFIRHRHE Operational Features

TEARE o

No stipulation.

4.11. TR End of Subscription

WPIE M BUT AU I R BT AT 9 154

The following circumstances of certificates indicate that the subscriber’'s subscribing behavior has
formally terminated:

1. AERR SR BT
1. The certificate is not renewed after the expiration.
2. RSB B A

2. The certificate is revoked before the expiration.
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4.12. B 5K E Key Escrow and Recovery

4121,  EHAREESRENEBETH

Key Escrow and Recovery Policy and Practices

% B ROOTCA (RSA) 1iE45. GDCAROOT CA iE45. ROOTCA (SM2). GDCAROOT
CALIEFRE R 2 CA FTEE R IAT FAESS : UEFT 77 AN 25 93%t i GDCA AR Fr il )™ AR
HEPEE AP OHEER, SRR RAEPE RO E . IERT U R RSN
HHYINS, ALl GDCA S IR a5, GDCA LI 48 & B E Bl O i RIVE
VRS, AT IS, NI P AR R I B

UERT A E AR BT BT IRE, GDCA NMERZAT 84 BT E MK E .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1: The certificate subscriber's encryption key pair which is applied
for by GDCA on behalf of the subscriber is generated and also managed by Guangdong key management
center. When the certificate subscriber needs to recover the encryption key, the subscriber should apply
to GDCA for recovery. GDCA will accept the subscriber's application and help the subscriber recover his
or her encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and
recovery services for subscribers' signing key pairs.

XfJ i GDCATrustAUTH R5 ROOT iiE+i. #rZ X RS A CA iE+5. GDCA TrustAUTH
E5 ROOT 2K i 2 CA B R IILT FET5: 1T 7 BB A% e T 7 AT ZE . a2 4% el
INEEREARAE, GDCA ZERAT F b ZiUf I /2 BRI FIPS 140-2 55 — 45 ER i s e -2
HORERY, AR R ME— ). 1T W AZHE GDCA AT /7 BEAT A B 4
CSR. AV e, MhEe %5 Frd 4 BT 7 H C&4H, GDCA Xt A&4H §4F. GDCA
ATRBEIT PRV R IR 55

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %
Z /R R5 #R CAIETS and GDCA TrustAUTH E5 ROOT:The key pairs of subscribers shall be generated
by the subscribers themselves. In case the key pairs are to be stored in a cryptographic hardware, GDCA

requires that the subscribers must use cryptographic hardwares that meet or exceed the requirements of
FIPS 140-2 level 2 to properly keep the private keys, and must always keep unique control of the private
keys. Subscribers can authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the
responsibilities by themselves for the losses incurred by the loss of signature private key, and GDCA
refuses to take the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.
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4122, EEHARBESKERRESTHN

Session Key Encapsulation and Recovery Policy and Practices

R IREE A R E 58T ORBR 2T E ], B G R E B R E N A&
WE PN, #52E HE SR E IR E 210

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.

5. WENUM B & EAI R AR

Facility, Management, and Operational Controls

5.1. YyE#EH| Physical Controls
5.1.1. b B 57 Site Location and Construction

GDCA H DAL BT RE £ 2 iz O X RS X B REX . #0EX . ALK A X,
P20 DX > P e FL R 57 = o L Fe R /N 0BT 74 SLAWAR, e TOT. B ACR F T2 2 2mm
I FLAAAR,  MBCR S DY 3mm (74 SLARAR . F745 T 200 CO2 fRIMIE . BRI S R
AR BEskl 1S TSR Bl ] 8 X% 57 ik 2 RS P B e g 2R3 IR
T YIRS e I RE AR e A% o« AFTRUOR S BRI B A AR A BB A0 X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. YIEE [ #EH] Physical Access

BEH BB 2 A R AT N T Rl . H TR, AT AR UERE BB — AN B 2
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R NE LA . GDCA [F) CPS W ZRNH R 7 1l 455 i) HEAT FL RSV EGR IR 5E o

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. B, /7523 Power and Air Conditioning

GDCA HLps NA %4, AISER ARG & R G, DL RS SR AN B W (Y L )
R Ak, IERLEANE T ARG B ARG HZ E GO H TR A

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. B 7K Water Exposures

GDCA Bl MNA LT TRIEOARTE I, Brib. Al K B, JFBEMEAE I DK ore
JEIIR NI KR DIE 2R S (R

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. ‘KR PBF$P Fire Prevention and Protection

GDCA L5 BB TR & T, I 52 AH BL I RE 7 SRV B A Lk R AR, IR 88k R B
PP ST B 2 T B BRI e R
The room of GDCA should take preventive measures, and formulate the corresponding program to

eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AR Media Storage

XFPIEAY 5 (R AF BORVSE T S 2 Bk s Bk B Bl BifEeh. BrdisE. Bk,
B FE R S S ) 22 A T R, I HLE ST ™ R ORGP T B LA IR X 1 o R 22 45 LA AN 1)
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.
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5.1.7. EYAbFE Waste Disposal

2 GDCA A7 RS IR TKSCAF AR R AP 7 BB AS IR I e AR AR 580, ot
BRICIEWE o 5 05 e 2 ME TRBURAE J2 I A BRCE A R A B8 i AR A i 32 7o B A0 5 5
e HATIEA I REAT VB B

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.8. FHLZA> Off-Site Backup

GDCA HEL 1 Bl A rhol, AEFH L TR R O R el . i H S S AL
b BURAE BT AR

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEF##] Procedural Controls

5.2.1. H{E /£ Trusted Roles

£ GDCA S TR S RE A, REMA BT B F Rk . (] & BRI
SV B R E I BRA 78  GDCA NI A M . I S £ B A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. ARSI & A BN 0L

1. Administrator of key and password devices.
2. RGEHANAR,

2. System administrator.
3. ZAWHIFAR;

3. Security auditor.

4. PSS GO SR B

4. Business administrator and business operator.
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5.2.2. FIWAESFEER AL Number of Persons Required per Task

GDCA NLAEEL A 35 FIE O S BAT 55 EAT A 2], IR 2 D alfE A kRS 55
— LB AL 55 -

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1 ERAMEM A B EAAEI: 2 5 D rE A R 3 NI ek
2. IEBBERGHN)E G FEIDRGEHARPTH 2 DNAE N AIEFTE R
3. WKL % 2 afE N AL F e

1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. A ERKR B 5 X5 Identification and Authentication for Each Role

XA A TG ARG, AT A R AR, DR L RN AL T S T
TEER DT 2K . SUERE P 7E GDCA YN A FH A IR0 Fh A€

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. FER TS EIF A Roles Requiring Separation of Duties

PrEisi s, iR — D ANEE TR IREERMA T, BUARAEHEIE S g IAER)
fith. FTEPAFINMA O EART:

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1 RSS2 B
iEF 8, CRL %%
REG TR 4
CA HHHE
ZAH

o ~ w D
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1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing

5.3. AR¥EH| Personnel Controls

5.3.1. . EEAEAHER

Qualifications, Experience, and Clearance Requirements

GDCA of ARHH T {55 A €1 T AR N SR A% Bk

HA& RIFHtt oM TAES 7

WP E . P, A GDCA M4 — 2 HE M G L
ST GDCA H KA HAIMNE . e M 5

HA RN ANRIT . 1875 A SON 5 5T LIRS
2% BT A A AR R

TLIEFEL AR5

o a M w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA’'s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5.  Agood team player.
6. Noillegal and criminal records.
GDCA ZR7E 1 5 M i) N 53 /D b AR A B RIS SO0t AR RO E JEs2 i CA
BATHIH SR AR . L AAT L R HRIE 35

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.
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5.3.2. B R IAERERF Background Check Procedures

GDCA 5A RMBUMNES I TN E1E, 5ERON nlE i TS s A

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

FT A AT 4E B AR RN R A 51 AR A R S o T i i & . WRIFAE D
N BRI A A AT A

All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

A AN TR, BMLHER, #E, 2 RARTTmrRE.
Basic review includes reviewing work experience, job recommendation, education and social relation.
SR ARG S AR AT AN LIRS, KRR 22T A,
XA B AEE AL 55 1R B i (57 i A HEAT A T I A

Full review includes reviewing criminal records, social relation and social security besides basic review.
Full reviews must be carried out for key roles that involve with publicly trusted certificates business.

WA

a)  ANFARITHST NI B NBERET DAL . SRBtIn R Bk JBPI. it P
WAES . AR BERSUE S B ik S5 AH O IR

b) AFHHI AT IS FeR. Mg E USROS AR A AR 1) LS AT 5 .

c) MAMITEE IS FEZ. HEWE. HRERETT SO0 B,

d) 4%, GDCA 5 LA RE WML, LR G TAVFMFE CA UEFBARSS A R
HABURAE S . RN, GDCA IR HZ IR AU N 53 BILRH 5 25 0t B A AR T 45
AR RRHT IO S 5L, UMEREWS 4R I0 IEIX 8 N S B AT (5 A2 L AN AR BE

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
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management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.

5.3.3. BEYIESK Training Requirements

N TAE G T REME AR AT, 75 20 5 AT o B0 B AT B IR AR h I, DASE B
(0 2 A BT N ISR . BRI ROZEFEEARR T LA 25

In order to make the employees to be competent at his/her jobs, pre-training and re-training must be
conducted for employees to meet the requirements of the job positions. Content of training shall include
but not limit to:

1. GDCA it FrIE A5 S AT T IATEME 55 K0 5
1. CP and CPS issued by GDCA.
2. PKIZEAFIH;
2.  PKI basic knowledge.
KR R AP EPRPR E AP S TR
3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4. GDCAIZEMRR . BORMKF A% 48 B B
4. GDCA operation system, technology system and security management system.
5. LAFIRTUAI R AL U o

5. Working responsibility and job description.

5.3.4. FEIFAEME SR Retraining Frequency and Requirements

GDCA RARYE s B HEAE I, AORIIE B2 g (67 ) 53 T REINAT & b AL 5K, IR 5e
H AR5

GDCA shall arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAERArds# I AR F Job Rotation Frequency and Sequence
GDCA AR 2 45 BE SR 1] 2 72 HR N 02 R AR B A2 48 45 J BH AT BT

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.
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5.3.6. REBATREIA T Sanctions for Unauthorized Actions

GDCA NS IR —EFH ML, WARRBUT NREATIE H AT, A FRR e LY
hE L WETAERAL. T, MIPEE . RS ANENIM AT 30 XA AT N 4 4F
EVEENEE R .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities shall comply with
laws and regulations.

5.3.7. AL ANKZER Independent Contractor Requirements

SHFAJET GDCA MU TAEAN R, HIWFE GDCA 554 5 TAERI Al 55 5 S HLA4
PgE NG BN REMILAEZ N, GDCA FI4%—E KRR
1 NARSRM & EEH,
2. GDCA #HEG— ) i BT RF IR LA A K BRI, B3I 285 {E AR T GDCA UE TS
52 FHAI UL E - AR MY 55

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. BALA N R B SCF Documentation Supplied to Personnel

GDCA $ {45 PN 53 RSO B AFE RS IR R 5 53 T TARR ST .

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. HIHCFEER Audit Logging Procedures
5.4.1. ERFEHHIZEE Types of Events Recorded

CA fl RA AULRSIBIT RGARRIHEM . Xk, LR TFERE R ARGH
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LR, WNIZEE LT E R

1
2
3.
4
5

FAR R A AN A
WM FES
IEERIETE
IRENINPSTE
WA A

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in the audit
trail records automatically. Regardless of manual or automatic generation, these records should contain
the following information:

1.

2.

3.

The date and time of the event

Sequence number for the record

Type of record

Record source

Event recording entity

GDCA Mid k) FH AR EAR T

1.

CA B AN I B SMF, G CAMHAEM. &, Al WE. H. #l
By OUARE. AR AAPTMEERSE

R Ao A A O B S, BRI, R EIERL B L 4R
s

P HIE S, QAT 2T G B IR AL, IR IRIE .
LIS AE GO DR 4755 5

RSB dn ROV A S B, BRI HIE . e, SR AU Rgieas
fF, G RIIEA IR CA RGNS, X CA RGML AR Fl &
Vi, b R G ARR BT 1) KT A, g BRSO EAD S
B SEUMER, RGUEBEL BTSRRI AR

77 K S A% P A0 2 A

ARG EA, WREARGURSIACH, REBRMEIE . MR, WEBSIESCE Y,
YAENU B AT, AN Lk I VENUR Bt AR Gk D EN LR
Bt K 57 [ N 22 2 A il B0 (X D7 17 5

AEN VLS, UREMSBIRAIK S BiFEs, REPURKHER. ZHE. G
HF L, AR,

These events include but not limited to:
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1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber's agreement, the
applied company, application data verification, application and validation data preservation, etc.

4. Management events of certificate life cycle, including application, approval, update, revocation, etc.
System security events including: successful or unsuccessful access attempts for CA system,
unauthorized access attempts for CA system network and files, operation (read, write or delete, etc.)
for restricted and sensitive documents or records, system crash, hardware failures and other
abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CAfacilities, including the access of authorized or unauthorized personnel and attendants,
and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application, system
permission application, modification, and creation, and the changes of personnel status.

5.4.2. A3 H ERISE Frequency of Processing Log

GDCA Rt a s it H, MERBIEER 2 MR, RN 2 2RI
HH LRI it o

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. HitH ERFEE AR Retention Period for Audit Log

GDCA WA 252 35 (R A7 L T IANIE AR 55 RO H T H S, DRAFIIIR O f 72 2B R B 4.

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. #HiHH FZREH Protection of Audit Log

P e T B, BRI Y EAE AT R A i, B IR R . &
o MHIBERSE

All the audit logs should be handled with strict physical and logical access control measures to avoid
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unauthorized reading, modification and deletion, etc.

5.4.5. #Hit H ERZF2FF Audit Log Backup Procedures

X e T H S8 NAZ I ST FTEE IR, 2 AT 4 60

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. IS R4 Audit Collection System (Internal vs. External)

TERE o

No provisions.

5.4.7. T SEEMEARE R Notification to Event-Causing Subject

SRR — AR, REE RS R IZFRN N AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. MEFSHEPEAE Vulnerability Assessments

MRYEH TR, GDCA N MIHEAT 2 A E s tEvrfl,  JFARYE P-Ali 3 o RO Rfi It

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. g4 Records Archival

5.5.1. IHRSE IR Types of Records Archived

BRI, BR T A CP 5 5.4.1 ATRLE RIS, 6T ZER N T AL SRBEAT AR, R

In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1 EPHIEER;
1. Information of certificate application.
2. UEREAGSRE I SRR
2. Supporting documents of certificate issuance.
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5.5.2. IHRHE R A B HAFR Retention Period for Archive

GDCA FIHTFIIENS HM (CPS) R A B A VRS 10 3% A B AR

CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. AR SCAEBIRST Protection of Archive

S 368 T3 2 PR A B ATE A R U7 ()3 ) R R AR e, RSBl 5 N 53 Fe v U7 1]
ER S, BRI b Bk MR e R ST .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. VARSI B4R FE P Archive Backup Procedures

X RGUE RIS, N E I T Ry, & ST R AR

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

X IR, AT BT, (H R RO R AR St DR IE L 2 Ak

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. TC A R BRE K Requirements for Time-Stamping of Records

GDCA [y H E#A IS RS 5%, 2 hiRfE N AT Ll sk B R gt H 3hids .

All the GDCA records are labelled with time, and the time will either be added manually by the operators
or automatically by system.

5.5.6. IHESKEE R 4t Archive Collection System (Internal or External)

H H SR NLAE A BRI R L, L4 GDCA HIEMHLA

All the entities including GDCA and RA should construct internal archive collection system.
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557.  RENREBAMEENER

Procedures to Obtain and Verify Archive Information

GDCA (22 2 vh GI AL 55 B 53 70 il R B VRS 5 2 10 2 NP5 DL FERAS e AR5 R
I, ZXHE 2 A9 DUBEAT LA

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should take
place to confirm the integrity.

5.6. 44 Key Changeover

7E CAUEF RIS, GDCA KXt CAIE-BHEATHE B, W2 CA BYIN I Rt F5 a1l
LA CP 45 6.3.2 T rh ML B R AE A I, T4 CAIETm] LA F B2 I AT . 7500 75 22
PR, B O I CA BT, BME7EZ X B iy, GDCA ] Bl
A ORI R 1 7 A AR CAE . TE—AY CA IE I 1, 2R s R b E 50,
PURFEIXAS CA 4R R RS2 CA TH AT 238 23 B0 AT Ae i v

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

TEAE OB CA BN, 20 A% 57 GDCA S8 T B FLIRIE . B B2 AR = A
I, GDCA RiZEARBTH) CA UEH:, JFKIREAT AT, T AT e s S SRIBUET (1) CA
UEF.
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA BB, 2 OREBE M UE B AR I

Make sure that the entire certificate chain transits smoothly in CA key changeover.
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5.7. #MEHRMEWKE Compromise and Disaster Recovery
5.7.1. HRAHRELEEF Incident and Compromise Handling Procedures

GDCA N IT % Ff F A AL BE 7 e SALBR TGS, U AH S A S M40 3 AL B AR Y o

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. THEVLEIR. AR/ R

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBTIR . A B R 1 S, GDCA SLEI R Zh b B AR P, iy
WEL, AHE IR R AR BT R SR

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SRRV E AL BFER Entity Private Key Compromise Procedures

FEHCE R NAMEUE AR K MERTESL T, GDCA K RHU T AP B UMK 22 4 A 5k

1. GDCAGNIERZM O LS E B 61 WS HRIER . RGUEH R TR,

2. ARIEIHERINERT, 87 B AR UL+ 7 EA B EB AL

3. MR HRLIEEHECE A A ALiimse, Ha s, i3 CRL =5 2Tk
2

4. JeIG iR 2 A RRT RE A B AR B AR A

5. WRFHFEWMEMSSE H A WECE I, Ml RGEH RPATIKE

6. WIRFEWE GDCA M55 #AF 53 A BT B S, WIH 73 4h—44 GDCA % 4k 55 ¥ AT 57

B 558 B G0 H AT R

peiss

S

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.
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4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another GDCA
security business operator or administrator.

4 CA MRAHB B it 7%, GDCA Ja s B KA N S FIREFF, 22 5 RIE 2% S 2 Al
AR L FBAT AL, HIEATANER] . AR EEH CAIET, R RECLT i i -
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. SRR N E K E s

1. Notify relying parties and state administrative department.

2. RATIEBEFRESEME B,

2. Publish certificate revocation status to repositories.

3. 1#IL GDCA Wi sl e il R AR R TvEAH CA WE AL H L iE i ;

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. FPAFRIARFA, BEFTONIT P B RIE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. KM 5 HINVS 7R 8288 /7 Business Continuity Capabilities After a Disaster

GDCA fER KA, NA T LA T HL 5547858 ) -
GDCA should have the following continuity capabilities after a disaster:

1. TERVREREIN R NIKEN S RS8, w2 ML 48 /N

1. Recover business system as soon as possible, not exceeding 48 hours.

2. REMIKEEEE;

2. Recover information of customers.

3. BEMIRIERE G HIZERIAT & L e K,

3. Ensure the operation site meets the security requirements after recovered.

4. AW SRS 55 I BANE SR BT 70 FI SR

4. There are enough employees to operate the business and not violating segregation of duties.
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5.8. CA 8t RA K& 1k CA or RA Termination

2 GDCA 2 HE AL 75 2452 1k ol 5 B, A 250 2 R e N R ] i 125429250
CHTUAEIRSSE BINED S BRI UE LG 28 11 H T VAR IR S5 IR E B R BEAT A 5%
TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly
according to “Electronic Signature Law of the People's Republic of China”’, “Measures for the
Administration of Electronic Certification Services” and relevant laws and regulations.

fE GDCA & 1L7i, W4
TH S5 7R B AL

L GDCA £ 175 B,

AN GDCA #¢1bHH G 1 S
SR H R 5% %5

UES VRN

Kb BRAF RS SCAF D5 s
EFTRINTRE SN

RS H RS 35

R HR M5 45

AbFE GDCA V554 B 51 AT GDCA ML 55 #1F i s
- AN A

Kb BRI BURR SCAY 5

13. j#F% GDCA FEHUEH.

© © N o g A~ w N oPE

e =
I

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP
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9.  Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware
2 RA R 1RSS5 BT, GDCA 4% 8 5 AT FIAR S s Ab 3 Sk 55 Ak e 5 E A
I

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. INIERZiH: AR 22434 Technical Security Controls

6.1. FHMHAERSZEE Key Pair Generation and Installation

6.1.1. BT A B Key Pair Generation

6.1.1.1. CA XA B Generation of CA Key Pair

CA IR 2 A BT, R 22/l {5 N DA [ 5 5 B 2R o 1L HE A VR ]
B e h A . B A BB AR &SRR S ROEAE FIPS140-2 ARk i AH K
5Eo HT FIPS140-2 bt AF A& B S Y 28 BT 1A AT A SCRF AR e, [ SO0 1389 dh AT
PRSI BLEDR, AL FIPS140-2 AR SIRAT, RAE 505 5 BLEUR VF AT AT 52~ 1k
PR, RS RGE) MR TR . T IS PR s s A B a5 65 1
THBITSEE S NIE.

CA S PINS I 2E B A 75 S AR B el — 44 S4% 10 5 U Ui AL IE DAfg DR LB CP DL Sy (70 15
HIEER . SRR G R AR AR 2 TR 1D SR IF R A7

I

The key pairs of CAs are generated within the cryptographic devices approved and licensed by OSCCA,
in a physically secure environment and under the control of multiple trusted persons. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to ensure
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the generation process complies with the requirements of this CP and follow the separation of roles
principle. The procedures and operations related to key pair generation shall be recorded and archived.

6.1.1.2. T & EAXT A B Generation of Signing Key Pair

H1 ROOTCA (RSA) i+, GDCAROOT CA i 45, ROOTCA (SM2). GDCA ROOT CAl
TEFZ R 2 CA BT R I F P T U R TS, 25 B 4525 42 25 BH K R 25 2 4 0
H1 GDCA TrustAUTH R5 ROOT iE+i. # %X R5 R CA iE+5. GDCA TrustAUTH E5 ROOT
ZER BTG CA TR I FHIE TS N B RS, 2544 RN 4 FH [A) — S 25 6%

P2 B E, DAUEAG E R R BUCRE . GDCA SCFF 2 A 2 44 %
PR A AT A, AT DA R A S RS AR (e USB Key), AT LU P 55 25 i i 3 Rttt )
A EE AR, AT DA AR B R RO AR (dn: Web JIR 55 2 PR L AR 25 1 A4 il D g
85D, RS HE A PRSI AR kAT R, MK /0y RSA 2048 £i28k ECC 256 fir. *f T
B ARANNIED 54 RHUAET . RIS, 20 s AR S A s . A
BRI, BN R 2 VRSB AS B fRIE. GDCA TERIAR . SRR MmEH F, &
oS T 2 AR T T

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1 are double-key certificates, with key pairs including signing key
pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, (%1% R5 ¢ CA certificate and GDCA TrustAUTH E5 ROOT
certificate are single-key certificates, with signing and encryption using the one and same key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptographic module (such as USB Key), or software cryptographic module approved by OSCCA, or a
standard software cryptographic module (such as the key generation function offered by web server
software, etc.), so subscribers can choose according to their needs, and the key sizes are at least
RSA 2048 or ECC 256. It must use the hardware cryptographic module to generate keys for type 1V
individual certificate type IV organization certificate and code signing certificates. In any case, the security
of key pair’s generation shall be guaranteed. GDCA shall implement adequate security measures in
technology, business processes and management.

(1) %+ ROOTCA (RSA) iE+5. GDCAROOT CA iE-fi. ROOTCA (SM2). GDCA
ROOT CAL IEH&EK 2% CA P K T iE+:

VI P RS YRR 3 R AL LT, 0 25045t PR 61 5 % R B Sy eV T )8 9% A % 42 AN
BIANEH RS, SR, USB Key. IC REAN. 11/ fEERFXEE&HT, M3m GDCA
HWA KRG AMAMEZ FH . GDCA [T IR & [ 5% 14 B JCHUE 1 USB Key fE
ST 2524 BN A HE ORI 1 4 o
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GDCA — AT 7 A B 44 B XS, an SR 7 45 i 94 GDCA #it#tE, GDCA
AT LUA RS B ROV U AR, IF HAREA TR AHIEIAS, SRR 8 IS 5 CRAIE 2 53X 10
Ak AP REMERIME—E, (FR f R A P I R L MRS S DA AR R, GDCA AN
T AT L5

UEASIT (N 25 % 40 B GDCA RIT 1)) AR A B B O B AR, IR R %
HEH AP OIATER . JIEEIT P R ERE IS AN, TR S E O IR
TORE, AT PR G AT PR A B AN

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with devices
approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC card etc. Before
choosing of these devices, subscribers should consult with GDCA on system compatibility and
acceptance. In addition GDCA provides USB keys to subscribers as generation and storage devices of
signing key pairs which are in accordance with the relevant provisions of state cryptography
management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private keys, and
take effective actions to ensure the key pairs are safe, trustworthy and unique. However, GDCA does not
assume any responsibilities and obligations for the losses caused by the loss, disclosure of such key pairs
or for any other reason related to such key pairs.

GDCA applied for generation of encryption key pair to Guangdong key management authority on behalf of
subscriber. The encryption key pair is managed by Guangdong key management authority. When the
certificate subscriber needs to recover the encryption key pair, GDCA accepts subscriber’s application to
recover the corresponding encryption key for the subscriber according to the specification and process of
Guangdong key management authority.

(2) X%}TH GDCA TrustAUTH R5 ROOT iEf5. #r%hfft R5 R CA iEf5. GDCA
TrustAUTH E5 ROOT 25K 2 CA 2 K HIAT FHIETh

XF 1 SSLITLS AEH AN [EEGIES:, 177 B S BT 7 H AR E

ST HBAFIETS, GDCA FuvFil I 7ELRAE B T Fke FABH I (R4 e 0 22 4@ 1 AL
il ;7 BT FERAE CSR A KIE .

SHF RS AATL BARZDRIIET ZARID A ZAETS, BT P SR R & b ZR 1O RE R 1 %
A AR, RVAARREE WA S, [FE AU A F A RE A, GDCA Jlid 22 4 Il K i
I AL

TEFAT P AT (R 3P RL B 2 A ISR AE AN LS5, F R R I SR R B AT

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, #izzHf /¢
R5 1 CA certificate and GDCA TrustAUTH E5 ROOT certificate:
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For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept by the
subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the CSR for
the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to generate
key pairs, and private keys shall not be duplicated or exported, and the activation of which must require a
password. GDCA will deliver the activation passwords to the subscribers thorugh secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.

6.1.2. FEIEILLET P Private Key Delivery to Subscriber

XtF H ROOTCA (RSA) iE+15. GDCAROOT CA iE15. ROOTCA (SM2). GDCA ROOT
CALIEHZE K CA B2 K HIT FETS, i GDCA AR LT J ) & A B rp O i H N85 3%
PRSI R, SO T P AN XS, IR HAT P AR A BN B A AT L
FAREINE, DIEERRN T fEik% GDCA, it GDCA T ET FUEBEAR:, T 7 H]
B FHIRE ZR B, RN S I TR AR IR B A
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management Authority
generates an encryption key pair for subscriber, and encrypts the key pair using the public key of the
subscriber's signing key pair based on the digital envelope technology, and sends it to GDCA as data

stream. The subscriber downloads the digital envelope from GDCA, decrypts it using the private signing
key and saves the decrypted encryption key pair in the certificate carrier.

i GDCA TrustAUTH R5 ROOT ilE 5. #0ZHf 4L R5 /R CA iEf5. GDCA TrustAUTH E5
ROOT Z R IH & CA BT R VT FHES (IBERIERERSN), GDCA AT E A LS AT
Fro X B AAVARIRRIE TS, AN Ry el 2 e IE AL L AT

For subscriber certificates (e-mail certificates excepted) issued by Subordinate CAs of GDCA TrustAUTH
R5 ROOT certificate, %4 R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, GDCA
does not need to send private keys to subscribers. For the e-mail certificates that require the delivery of
private keys, the private keys shall bedelivered encrypted and protected via secure channels to the
subscribers.

6.1.3. NFRIELIERE RV Public Key Delivery to Certificate Issuer

KT IREBEFAED, &Z&IT M RA B PKCS#10 #% =X HIF 525 441 k13 ek e 3
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TREARAFERKIL, IR 77 30 AR 224 GDCA 28k, IX iR B LI 7
A 2 AR, iz EERET (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

AT A RA T PKCS#10 1 2UIIE-F2E 44115 R A5 BB B R 24 s ig ks
PAHL 77 2O A FHIE 8 45 GDCA %5 K , GDCA TELS KAIEF T S iiE P A8 SR 3T 284

End subscriber and RA sends certification issuance request to GDCA electronically. The request contains
public key for GDCA to issue the certificate. The request information is encoded as PKCS#10 or other
packing format with digital signature.The subscriber’s signature on the request is authenticated prior to
issuing the certificate.

6.1.4. CA AAMEIEL I 7T CA Public Key Delivery to Relying Parties

A

GDCA Niizilid 24w SERIR s CA R PAEL T, O 24l 5 T8, X T
385575 3.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including download from
security site, face to face submission, etc.

GDCA 7 Zilid H s kA H CA IE1.

GDCA also publishes CA certificate through server directory.

6.1.5. EHIPKE Key Sizes

GDCA 7 F#ff) RSA % 4AK fE N 1024 A7k LA L, Hdr AFF I {EAFIE B AT RSA 4K B M
Ky 2048 e L b, S SM2 BREAK- A 256 7, K ECC %5 5AK- N 256 Bk LA .
FEFFEEN . BUF R B SEXT Z K A A ARG R E R, GDCA #5848 Mo

The size of RSA key which GDCA supports is 1024 bits or more, and the size of RSA key for the publicly
trusted certificates shall be 2048 bits or more. The recommended key size of SM2 is 256 bits and ECC is
256 bits or above. GDCA will conform to the specifications and requirements of key size from state’s laws
and regulations, government, etc.
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6.1.6. NASHNEBNRERE

Public Key Parameters Generation and Quality Checking

KT R 25 B AL Y) GDCA 1T 7, A S B 50 FH [ 5K 85 0 A5 )tk Ve vl
BRI A, BTN N R USB Key. IC REEA TGN, FFR XL
B I AE BUTEAIbRE . GDCA Y NIXEE &R BT P B IH . FiR O g & T 250
BAEREKR,

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

ST SHUR R L, [FRE @ [ 2 %R 3285 50 1 A VF mT 1 3 158 4% R A o 3k
17, Bl sL. m# K. USB Key. IC K%,

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. {5 A H K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 2k ) X.509v3 iEH & 172 HMEY i, HMAHELS RFC 5280 frifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H7F. #1% GDCA 7£}H:
ZRAEB R AREY RN 7 &, U7 P e %48 B 16 B & 06 258

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.
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6.2. R DEL TR

Private Key Protection and Cryptographic Module Engineering

Controls

WAENU L UEE VB, AT RE 2 ] R 25 6 SEDR i IR CA AR %4z, T Il
SEORAET R BOR Z TR T IR Bk i S ORI E -

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. LR AR #ERN % ] Cryptographic Module Standards and Controls

GDCA WAZBdi FH [ S8 S5 i 3R T 1IN A] . S (RS B A e A= AR CAL 28 K AEF 1)
CA FIH A CA B8, FH1EMEM K CA 8. CA REMIZIEHTS FIPS 140-2 55 =2 7
FIFEARBR, 1T 8 B A ER T & FIPS 140-2 55 A AR B R

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs. The cryptographic module of the CA system meets the
FIPS 140-2 Level 3 technical requirements, and the cryptographic modules of the subscribers conform to
the FIPS 140-2 level 2 technical requirements.

6.2.2. FEHZ AFEH (m ik n) Private Key (n out of m) Multi-Person Control

WAEAUAL 0 08 5 B AR S #2 B AR RIHLE R SE I 2 2 v fE N RLFEZ 5 CA ik
FMERAE. HOR ERESHIAEA R o E]” HoR, R —A CA FAEHI B 75 M ioE 2
Yooy B TR0y, 2 A E N REFE . i SRy— MR S AR R 2 23 E a0k
m, MBI n ASBIAE N R BEBIE AR B IR ) CA RV EXE m AV
T5 nANT 3

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.
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6.2.3. FFEE Private Key Escrow

TERE o

No provisions.

6.2.4. FAEAZ A Private Key Backup

N T IRIENE S RREETTE, GDCA 2l CA AR &4, LR AT . A B
3 LI (T X ORAFAE R B AR . f7 CA RV AL BT & CP 5 6.2.1 i %
RIFAFTAEORIAE 1. CA FAEH R 1 2% BT S AR b E277 & CP 5 6.2.6 T E K.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

P BZAES, WEREA P RAE s e, UG PR T &0, &
i R AAH 7 EER ] L ORI SE IR BLTT R 924, B IR AR AR i i et 2

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscriber’s backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

AT INEUESS, HnsE A b A T s e B O T S, S AL L
A

For subscriber’s encryption certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. FEERY Private Key Archival

7E CA FAFH RIS , W 2545 FH i 2 CP 25 6.2.1 15 B SR [ A (ks i A B 9 RS (R A 2 /0 7 4R
FRIHRR 5 A S, X CA RAEHII BB FF & CP 26 6.2.10 TR E .

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key shall meet the provision of CP section 6.2.10.
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6.2.6. RASH. SAFEER

Private Key Transfer Into or From a Cryptographic Module

CA [ALH], GDCA R i fZ AR # PE BMVEHEAT %4, BRILZAMNIAERT SNF H#R
TERAPRVF. 29 CA FPIR %00 2 53 SMAORE AT S AR B, DU i Qe e 2 [l %
%, I HIEASERTEHHT S0 50, PABT ik CA RV AR, #91. 1Be. FERALEE |
ARIRALIAE -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AFERELT RV MR A s e b 3 Y 1 059, AN Fe VP ke X A7 e
BATFAS R AT, A RGT P R H B AT AREA SRS, 1T H BT
Jias BRI T R & ORI S U ] 42 6 1 o

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FAEHE AR K F7 6% Private Key Storage on Cryptographic Module

CA R GEHIFAH AL AT LA ST A7 TBLE [ 5 5% A8 0 1 L AT T ) S A i A B
t, RS S /D FF A FIPS 140-2 = britE kA1 25 40 2 4K F-
The private key of CA systems in encrypted form must be stored in Hardware Security Module approved

and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3
standards or equivalent security levels.

WP IR & [ 2O A BEUE ) USB Key A ESCAFIEF ., PrffE USB
Key FAEAEIFAGT, HLLE SCRIEARAF . XS T A AR AE R RA R, R AE A
WRSRLS AR AE AN, T BRI BL B SRR B8 AT 22 A TR 18 It O A 2 P s e

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of
OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the private
key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with security
measures.

H T2 A7 AR 28 2R 15 1T 7 FAEH B A 2 Ak B 22 /D 75 & FIPS 140-2 — 2 bR 5]
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The hardware cryptographic module used to store the private keys of the code signing certificates at least
meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BEFAEHR 7% Method of Activating Private Key

CA MRVHME M THE A2 i, HBOE % CP 25 6.2.2 1idt4r 0#|, JF HARTT
76 1C REMA R, UATH m %k n 1677 2070 5% NS BUE A BEeE AL .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X AT T A0 USB Key N - i AL el Ho 72 2R 8 1R 2 A e o i3 T P RL A
WA DLl 14 IC KA — PRy . AT P TN 23k T AR AR JE , FF USB
Key. IC REEMAMMBE T, TGRS L, WAHAPERGE . X AA0ET i ST
FABHR RV, T NAZR I & B A B ORI SERL, AR AR S A 2
BRI GLT, AN ST P T SR DCRAH a0 SRA7 O B 2 A A e (R AL
B ORI, AT RN B R B AP SES . R DR, Bt
ERSEEINEE, T ER A A RERIE A .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. HEFAEHE 77 Method of Deactivating Private Key

— HRI O, BRAFIMORS R SS, PR TEIRE . ERELRIRIH 2
B, RVAREIRBE, RBEREAT —ERAE, WORFR AT R, R BTG

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

PREAVAR T O FRR G RPRES . DIWT s R S A RS T VERI T P B R 4t
%,
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The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

ST CAREH, UAFMAAHII B Wi, FAEH R R4
The private key will be deactivated when its storage device powers off.

WPGRSERAHBHL ATIE, SR UEREEEN T EL, S0E O 2 i B A SR 2%
FECH, DI IR, AR R

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. fRBRAABIEIRESHIEE Method of Destroying Private Key

AN . AT ERAR, MBS, W ER. el MEkEERRIL
i

When private key is no longer used and do not need to be saved, it shall be destroyed so as to avoid loss,
stealing and disclosure or unauthorized usage.

X P ERAAT PUINEAIE RS, ERAM S RE, Nz R —E IR, LME T
THEER . W T &2 P ELIEBAY, AR AEGASRE, WRGHERE, il
g STk, T LRI R INER . RGBSR I . B SRAL B AR i A
S5 HOREH
For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method

of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CARHA, fEAEMAMEH)E, Tk CA RPN — D&t iT IR, HAbr CA R
P 8. IR CA APIEHTRIIIR S5 RN FH L2 4 B NS SRS %
. CA R IAEREEINE R, CA FABIRI Y S AU ¥ CA R WIS R A e
I s s R AR A ) A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.
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6.2.11.  FHERREBRFIPEE Cryptographic Module Capabilities

GDCA i I [ ¢ 5 A8 8 [ DL HEATVF Rl R A7 i, 3RS AU R A8 SR b . IV
PSSR PPONIET SRR EOR, GDCA AlRYE ™ fnhRE. TARRCR. L) R BT &6 7
T (260, PP EE AR

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. FHANEFAHAN T Other Aspects of Key Pair Management
6.3.1. 48RS Public Key Archival

WZUARS CA R ZEAT RS, VRS S Rl A7 e 2ol o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2. IEREIER MR FHHER Certificate Operational Periods and Key

Pair Usage Periods

I BHANRLVEA B A BT BR S5 E S AT OO, (B IR A e R FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B IES, HAP R BAEIES A RN N A AT BL T 80v28 40, AR A 30
BRANE I UEF A BOHIR . B2, N 7 ORUEEUEBA ZUH N4 1045 B T DURAIE, A SIS
FISYIBR AT BALEIE 5 AT RO R LA

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B e, AP RAEIE A RN A AT L s S, AR R
BRAN IR A ZAWIR . B2, 8 7 ORIEEUE-BAA RO NN #0455 T LUROT, R e
FISBR AT CALEE F5 B RO R BA b

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
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information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

XF T B S5 IR HIESS, RV A B0 R REAEIE A RO 4 v LU .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

H—MEHAZAIER, AP AR Z UL S ORI H S

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

FANTRERR R IEFIEE CA WEH, EBRAME, fFEREZEMELT, T
VRS P D 2 A0 XSHIE S BEAT ST o (E S R AN RE T IR I

7/

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

ST AN RIEAS, L BT o S i 1 5 ) e A5 i AR

1. % ROOTCA(RSA)Z A1) RSA2048 fii CA iE, B4 e K o i 45 IR A2
10 4%, /T 10 4,

2. X ROOTCA (SM2) %1 SM2 CA E+, FH 2 8Ix (1 s v i A1 P2 20 4,

A /b 20 4

3. X7 GDCA ] RSA4096 £t CA iE+5, HEFEHX K Vi AR & 30 4, 7]
/bF 30 4E;

4. %}T GDCA [ ECC 384 £t CA iE+H, LB HHXS i fc K o Vil FAEBR & 30 4, W]
b 30 4

5. X} RSA2048 {7 SSL/TLS AR4S#8UE15, HZEHX ) 7o v F #AFR /& 825 K,
wJ/bF 825 K

6. XIT RSA2048 HiARHLZE AU, HBEAX FIiH A& v H AR & 39 M H, mib T
39 M H s

7. XFT RSA2048 174 SSLITLS ARSS 28E SARKL S ZEHAMAVT FHE+H, HS 9%
R K Fe VR FAERR 2 8 4, wI/b-F 8 4K,

8. XIF SM2 TS, HBYIRHION K AVFEIEIE 44, 7THF 4 4,

9. XFT ECC256 fii SSLITLS M55 #8iE+s, HZEAXS K o vifd IR & 825 K, ]
/T 825 K

10. X}F ECC256 HARIYAZAEP, HEHX MR K A ERIRE 39 MH, afbF
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391 H;

11. XJF ECC256 {2k SSLITLS AR %5 #s Uk 15 A AR AE 2 b AT b s, HEB X1
K RV ERZ 8 4E, AT 8 4E,

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

10.

11.

6.4.

For ROOTCA (RSA) RSA 2048-bits CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

For the GDCA RSA 4096-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA ECC 384-bits root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

For the RSA 2048 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

For the RSA 2048 bits Subscriber Certificates beyond the SSL/TLS server certificates and code
signing certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less than 4
years.

For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

For the ECC 256-bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the code
signing certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

BE IR Activation Data

6.4.1. BOESE R e 2238 Activation Data Generation and Installation

CA RIS Hd, A% ST 8 BB 2l 70 B A P B IMA I EOR, P2kt

TR S RAME ] o

Activation data of CA private key must be generated, distributed and used strictly according to the
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requirements which are related to the segmentation of key activation data and key management.
WP RHRBOE AR, SFHT NEOEBM N4 (DUEREEH KRS MA) . USB Key
[ PIN 545, #RUAZIAE 22 4 w] SE RO BEAL A=

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. BRI Activation Data Protection

X+ CA MBS EdE, AU Al 73 H0RE 23 F1 e A Sl B A R Bl 45\ 52
&, HEE N R G IR DT FIR R, 2 U AT R 2R 0 B DU

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

SFFIT P ARH B EE, B4 048 PIN 8, #BAATE A SIS FreE, 1T
JUNLZERE I FL 2 B PIN A5, By kit e sl e . RN T RS RN 2 AR, M
A B AR AT 22

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. BOE IR R H AR5 TH Other Aspects of Activation Data

ARAR B AR AT AN, MR EAEAIRTE R TR, o, B R
Btk FE  BARRAUE -

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

HALPIIIEE BE A T 2N A% 5, IR e IR R R S T R Gy . MER AR
BUEHT,  BESBIEE RO TR R 5 B o o B B R SR A5 s Hdls i B 0 B 4= 7, B
ARC A 2 AR DT A6 T0R e o

The activation data of private key which is no longer used shall be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.
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6.5. HEANLZEFEH Computer Security Controls

6.5.1. AT EVLZEFEARER Specific Computer Security Technical

Requirements

GDCA #41f5 B8, IREFRFEWEHR[ AN GEBINER G I
ZRFARMIE) . TAANE BAEAG T CETERSSEEINEY, S 15027001 {5 5%
ARRAERIE LUSHARAR DS (5 Boe Abritl, 8 AT . B 2 2B BRI RIHI R, 1R
EHR LS. ARG, EE ARG RS S RARISE . B
PRl MR N BRSO BB 4 U I ] S

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO27001 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

LA R T BL B CA BAFMEEE S R G L e H RS, A%
BRI VT -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

ZLRG LA G A RGWHE &, ARG S A RGUE AR . XA B AT AR Lk
BT R BN FRE AP A0S 2% (R U5 1] o A5 PR 17 ks BELLE AT IO AN S R NAR A7 R GE R 2%, R A
WA RGNTES . R CA RGBRIESEHATN, ALETEFE. Uik RGN aE
N Gy R 45 R CA Hf

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.

6.5.2. HHEILZ 4P Computer Security Rating

GDCA HJIMIEARSE, B | EZEME RN 2 et F E.
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GDCA certification systems pass the security review of OSCCA.

6.6. A:dw A B AREEH] Life Cycle Technical Controls

6.6.1. R4S TF K ¥EH| System Development Controls

GDCA AR A R A L S5«
1. =I5 SR A,
PR AN I T e g
A, GDCA AT RIFMEMIE, % 1S015408 [HibniE, PATAHICHIFRIFIIT K i
i
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. A FFEH| Security Management Controls

GDCA WL ARG IE B LB B, ™R IR B 5 28 BT 0 S AT & B 34T
SE (B

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA AIE R G T A M R i, A i) R ez id 7™ I e ik Jim Ak
1T ZEER], ARTIESORTE 2l A I FREAT AR ThReMlAC 3. GDCA &t
WAE R GEHEAT & WIANAS & I Ao e 2 A0t

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA R F —Ff R 3 18 BAA SRR A AL RGO &, AT LE RSB 2

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

A v R I BN, AT e, RIS R B RANIR, REAE
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ZARIA SR N B ARG AN 22 A A SN ™ 1) 2 g2 R LR T, AT B AR 6
AR

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA NIERGHTAT BB F B TH R LU, JRIH B R AR AT AR, 5 b i A
KA W 7 A S B .

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A A7 JE B 22 223548 Life Cycle Security Controls

GDCA AIE R G HCRE A B8 B P RR A I T Rt R, Herp 038 1 e, AR A
LilsiEree 8

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. I Z4EHEH] Network Security Controls

GDCA NIERGERH 2 25 K BG4 Bl 22 i R G iRy, I HL S 5 35 (177 7]
FERIRAR

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N TR 28 24, GDCANIERGZEME T R, 2Tt PR e R
gt, JFH R KEE . ARG 2Tt PR MmNE RENREAS, DU ARERIF%
ISR B 2% R XU

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. HEER Time-Stamping

GDCA #4454 RFC 3161. 5816 L\ & Authenticode ffRT 8 BRAR %S, FEH /L4
PDF 2544 %5 % . GDCA HMV55 RS A Sei (Rl NTP Wil 55 1% TRl Bk R 55 74 . .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode, mainly
used for code signing and PDF signing purpose, and the system time of GDCA's operation system
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synchronizes with this time stamp service through Network Time Protocol (NTP).

7. B AEPBBEFIRAAELIE RSN Certificate, CRL, and

OCSP Profiles

7.1. EPRHIR Certificate Profile

GDCA iiE-Hi# A ITU-T X.509v3 (1997): {5 BHEAR-TT IR G HZE- H 3¢ IEHESE (1997
6 H) FrifE Al RFC 5280: Internet X.509 A %HH: Al jitiiif 151 CRL £5#4) (2008 45 H ).
The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)

recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA i# i CSPRNG “E KT 0 HKE N 64 AL HE 5 RIE 7415 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

UEFS DA AR X500 v 38, HOUE (E BAE PR a0~ R P ik

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as
follow:

FR-IEP G I AR,
Table - Basic domain of Certificate structure
1 EERERR] S ]
fRAS 59 X. 509 HEF A% A, H 9 V3
3515 UE - (M —FR IR
LA ST BRAETSE BT I 24 HvE (L CP &5 7. 1.3 719D
2R DN R U 44

AROEGHW | BT E FRiE R (UTC) , MILRTIS E][F]2E, 2 RFC 5280 R w5

ARA&IERY | 2T EPRE I E] (UTC) , AL (a0, % REC 5280 ZR%nh%. 112K

FARR R BT & CP 25 6. 3. 2 T RLE IR .

T8 DN UE A 3 SR I B 44
NS Fi4E RFC 5280 4mhd, A CP 25 7. 1. 3 3 fg e fsyl, 4K B 2 P
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6. 1.5 WIBEMER

domain Value or value limitation

Version Format version of X.509 certificate with the value is V3

Serial number Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CP section 7.1.3)

algorithm

Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of

RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FRZA5 Version Number(s)

GDCA 1T FERFF & X.509 V3 IEHi% 0, WAME BAF A UE PR AE BN .

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field
of the certificate version column.

7.1.2. ERY B Certificate Extensions

GDCA [ 1Ml X509 V3 FRIEFARIEY RILASL, A T B XTI, HE Xy
JEITIAS HY 2 S vRR), B ERAE TR AR &% I A PRIEZS IR -

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. tR#EP B Standard Extensions

® ML (key usage)
® Key Usage

FOEIE BB I R a4, AT, HY0nE, B, S9mi, ik
IEHEE4, ik CRL A4, Hn®, R, R4
The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
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data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

® MR HIMZEHNRRST (authority Key Identifier)
®  Authority Key Identifier

BRAAT PR L CA IEBINAMUR UG B PR IRFT Y R IT, ik HE R FH A8 1
FEAPRRY RIS, SURHUR B AR R B 160 A7 AR UE BHL I A 4HE T SHA-L §iglis
SR B A B 75 0, B AL 7 AR CA TR 2 /8 DN IX AN JE I (T) criticality 3815 B A FALSE.

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

® THUEAMATT (subject Key Identifier)
® Subject Key Identifier

UEF B U PR IR AT FE U, TE P A AP B PR IR AT . %Y
JeTR, HA R criticality 324 FALSE.

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

® CRL /& fiisi (CRL Distribution Points)
® CRL Distribution Points

UEF ) CRL W20 K U I, B & A —MER:, mT AR RO 524 CRL 15
SUMEHAEWIEFIRGS . Y RRIH) criticality WMy FALSE.

The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

® FPSEmSY BT (certificate Policies)
® Certificate Policies

IEP RIS R IIR A AR CP XS RAE KA CP X SRR S Hemg PR 2 75 o 1X N9 e i
1] criticality k1% & v FALSE.

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

® JLAFRHIP Il (basic Constraints)

® Basic Constraints
CA IE P A FEAPR )4 e 10T 1) 32 SR B N CA. BT Il I AR PR 4 R T i)
F AR I SEAE (End-Entity) . XA R IUT criticality 11 B4 FALSE. K2k, X7
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HEMIES, XA R criticality 8(A] LLE N TRUE.

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.

CA EF A AR PR )9 e Tt v 1) B A% K FE 1A AR UE I AR i UE i 2 JE i CA 3.
X F AT PR & CA, H CA iE+i“path Len Constraint”$( [ {E N 0, Rk HiEgaEH
XA — AN B AT PR DURAEX A CA IEB ST

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. HE X F I Custom extensions

BEXTAS R AL A5 BT e 55 755K, GDCA RAERE 253 e L, AR EA R T~ 97 e Tt -
etk s AR RS RE 5.

HANFIAAS: T Fon e H LIRS .

LTrEMS: HTRosdl TrEmZ 65

EBCEICUES: M TRl ER 5

EAEIRSS 5 AEFMUH U 2 TR IR B — G 5

WBCEILUE S : H TRk B 585 .

NASOHE T T RoRE RS20 5 .

A T o R

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique number of individual’s identity card.
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7.1.3. BB 465 HAF Algorithm Object Identifiers

GDCA 2R IEH, BHEEIIFR AT shalRSA. sha256RSA il sha256ECDSA, H
AT A EARIEP BB A AN shalRSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA, sha256RSA and
sha256ECDSA, and GDCA shall not use shalRSA for the cryptographic algorithm of the publicly trusted
certificates.

GDCA FHdi I BN G hRIRT, 744 1SO M4 hRiR& (OID) & FKEE . ltn.

Algorithm object identifiers used by GDCA are in accordance with ISO object identifier (OID) management
standards. For example:

1. ZHHE:

1. Signing Algorithm:

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1)

pkcs-1 (1) 5 }
2. FERE:

2. Digest Algorithm:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. ARXAREE:

3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1) 1 1}
4. XIPRE
A CP LU Y [ 285 A8 BRSO AT R0 R AR

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. ZFRIEF Name Forms

GDCA 2K BIE 4 e kg U N 545 & X501 Distinguished Name(DN) (1151 44
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1%

SSL/TLS MEB FMIUAREAL & A «.7, “-7, J “ 7 (TR FHF, RIBIHAAEE
ANZIUNT . AT ARG .
Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

SSL/TLS server certificates cannot only contain metadata such as ‘., -’ and ‘’ (empty) characters and/or
any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. 2 FRBR %] Name Constraints

TERE o

No stipulation.

7.1.6. IEFSEIE N S A5 IRF Certificate Policy Object Identifier

s FIAIE A5 SRS IR, AR5 B S E S SR 0 AR IRAT, 0 BRARIRST 5 A R
EAS SN L

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. TR FR 14 F IR A v Usage of Policy Constraints Extension

TEARE o

No stipulation.

7.1.8. SR PR E R HIIBERIE X Policy Qualifiers Syntax and Semantics

TERE o

No stipulation.

7.1.9. R R B A AL #E3E X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 Fi1 PKIX i€ —%.

Itis in accordance with X509 and PKIX regulations.
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1.2,

IEF #8513 CRL Profile

GDCA EMI% K CRL, HtFH A .
KA CP 25K ) CRL & RFC5280 #nvH. CRL Z/DAL& 1 K3 Bk FEACH A 4 25

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

i 1 B3 (B PRI BR )

fRAS V2

R 2R CRL [Fsifk, MR & Bl o

A2 R H 4 CRL M%7 H ¥

TREH CRL FIRZEKHIHM . CRL RERG 24 /NI ST
A RS 2R CRL JT i FH IR 25 44 S0k

AR MUK AR IR AT

1 160 RLAGMUAIEF AL A SHIEAT HES I8 555 AR AL 7

i GETIES

HIH A AUESS, RS IE S I P 215 AT H 3

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.
This update Issuance date of CRL.

Next update

Next issuance date of CRL. CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed of a 160-bit hash of the value of CA's public key.

Revoked Certificates

List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.

1. R4S Version Number(s)

GDCA HRi% % X.509 V2 MR A M) CRL, IARASIEIMAE CRL A AL H .

GDCA currently issues CRL of X.509 V2 version. This version nhumber is stored in format column of CRL.

7.2.

TERE o

No provisions.

2. CRL M1 CRL % H¥ B3 CRL and CRL Entry Extensions
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7.3. OCSP #ii& OCSP Profile

GDCA N P #Eit OCSP (FELLIE RS E HARSS ), OCSP 1E N CRL A %478, JifE
WE P B WIE RS E R

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. RRA<5 Version Number(s)

RFC6960 & X [#] OCSP fliA .

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP ¥ B OCSP Extensions

TERE o

No provisions.
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8. I\ iE ML # & i+ F1 H fth ¥ 45 Compliance Audit and Other

Assessments

8.1.

PG BB FIETE Frequency and Circumstances of Assessment

GDCA N AFZEE T — X — S d i Fg B Ve, IR E D 3% 5 & (e
BEATVEAY, DAERIEIE P ARSS (ml Sk s A nT #bk . il E 45248 GDCA TrustAUTH
R5 ROOT iE 15, %%t R5 R CA iE15. GDCA TrustAUTH E5 ROOT iE 548 & I+ 2% CA
T2 9% () SSLITLS IR %5 88 iE+5 6

GDCA shall conduct a compliance audit and an operation assessment each quarter to ensure the

reliability, security and controllability of certification services. We extract at least 3% of certificates for
assessment. The extracted certificates are SSL/TLS server certificates issued by subordinate CA of
TrustAUTH R5 ROOT certificate and #7414t R5 # CA certificate and GDCA E5 ROOT certificate.

& 7 N ESEE THAIPEAL AL, GDCA IERSE ML B THITEE 55, 1218 WebTrust %f CA i)
FRIBEAT Sh 0 e T AT AL«

1.

MG (R N RILRE 7282750 CRFIMEIRS B M) FMER, FFE—
IS F R I IVPAS A 7

GDCA IR E X LRI TIER . EEARFREM A CP M€ SEitiis & MRS,
F IR PP R TR, A 2D WIRAT — N R IV %, A FEXT GDCA
WHE SR (RA. ZHSS) VR H %,

GDCA HEEMAL # THT 55 BT, $4H WebTrust Xf CA fIs tHRIN], &FET—
AN TRV .

GDCA BT — RS PPAS AR, W5 I #85 AM B B, P4l B S A A
(RIFTBE M S BB, FEVPAE H AT RN SEms . BoAR . RGO I i 2 75 A2
i X R, AR KU VP4l B S R 4RI A e AR I S I e A
R

In addition to internal audits and assessments, GDCA also engages external audit firms to perform

assessments and evaluations according to the requirements of WebTrust on CA.

1. GDCA s assessed and inspected once a year in accordance with the "Electronic Signature Law of
the People's Republic of China", "Measures for the Administration of Electronic Certification

Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
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8.2.

specifications of state’s relevant standards and this CP. GDCA shall conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based on
the risk assessment, GDCA develops, implements, and maintains a security plan consisting of
security procedures, measures, and products.

PG B B 43/ %5 4% 1dentity/Qualifications of Assessor

GDCA NI H T, B GDCA %4 thMg 2 i =t st U 50 11 (o THiPAl /N, B s T

P NPT I LA

GDCA BSiE 1AM T LAY, Bz HE A& DUR A5
WGV A POV T AL, 7RV RS R 2
2. TITENGERZERR. BEMZLETR, PKI BAR, ArEfEREIE
3. A&WAERGISATIHRMEWEAM A
4. ELEOTH RS

=

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:

1.

2.

Must be an authority which has been licensed and has a good reputation.

Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

8.3. VHEE SHOHEE ZMKIR R

Assessor’s Relationship to Assessed Entity

1. GDCA #it i 5ANMIKRGE IO WG W SHRAIE R TAER AR
=

‘H. o

2. HNERVEALE (fF B L AR AL TR 55 B LU AR L) A GDCA 2 1A 2
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SRR, BOAEMEDNLSS . WK, B H B AR 3 0% 5 A2 A -l (1)
FNE, PPALERLDSL ., AR, ZMZSEEXT GDCA BT IFA .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. THHHINZ Topics Covered by Assessment

GDCA W & Tt N A AL 4
GDCA's internal audit includes:
1. AR R T 0 1S
iz TARRURE AN 5 A 1515 3™ R 5T 5
S AR AE CP ML S VI AN 22 A SR TT RRAUIENL 55
FRHE, xR EEE, O
FE T AL LA T REAF AR 10 22 4 UG
S5 =7 IS S5 BT R WebTrust For CA BN EER, X GDCA HEATMASLH# it

0

o ~ w N
=

A

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. XTHEEAREREUIFTE) Actions Taken as a Result of Deficiency

XF T GDCA W ERH THES R P il AL, H o T PP Ak /N 0 B M B I 2 ] LR ST AR e AT T
BEAT M 55 SR 6 3 O DL o S8 O B THE RN BG5S WARE BT T 2T 17 o 1 1P /N2 52
ANV 55 otk TAE S A5

Audit assessment group monitors responsible departments for improvements and complete status of
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issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA BT MU 1B vF 45 3, Wz AU IEAEEAT 3 S AR CP Jt GDCA il i€ ) F
fib Mk 5 BSEHIAT ., GDCA 4 T LAILE, FHAR ST H AL RIF 1EX 647, [FRARHE GDCA
(ISR AT 45 B 2. M 45 I AT S 45 72 S (KT E LAY, GDCA 42 X LA 1 HL A
EME 25 RAZAL .

For authorized RA mentioned in GDCA’s audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

S5 AT S5 TR TSR, GDCA HRIRI TR AT R, FFBEZ TR R
.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. THLZRKIEIAS KA Communications of Results

GDCA A FB & THE5 RN AH LA S BAREHE 1T AL T8 S RE A LA A7 1 U0,
XA REIE LT P 2 AR iR, GDCA A [T FiE iR -

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

W=D IS R e RS, W TR TR, KiEd www.gdea.com.cn (it EAT
DA o AT SRS = T7 e A VEAl S ATl N VP Ak 45 R B SR S, #R L 5B W] Hf ) GDCA 3%
AN H AT 2, JFEFS GDCA MR, VEE A MUE MFRSh: GDCA fREA1EIX 5T
AL -

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. HiFfli Self-Audits

TEHLE o

No provisions.
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9. R FHEMH ARV 4% 2K Other Business and Legal Matters

90.1. %%H Fees

GDCA HJ HRAE SR AL 1 BT DIEAH SR 55 TR AU FRIE P37 P S s Y, Bk 3 AR HGR
TS AN RIAR S8 BEAR ] A RIE -

GDCA can charge subscriber certification fees for the digital authentication service provided. The specific
charge will be determined by market rules and regulations of relevant administration department.

9.1.1. IEB AT B3 A Certificate Issuance or Renewal Fees

GDCA SHEBH A EH K, AffE GDCA KIM¥E www.gdca.com.cn F,
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

i GDCA ZE P HHE B 4% F1 GDCA ARG A—E, L M As
s
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IEREH P Certificate Access Fees

XFERER, HAET GDCA AYHUEM A . BRARR IR AT K, % GDCA
SATESMRI P, GDCA K5 1 B i YACERUR 22 A0 HR ) 9%

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

T SR P 2 ) A B S A AR A8 4k, GDCA #44x J I 7E M3k www.gdca.com.cn T LA
INAfi

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).
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9.1.3. BASALRAE BB W% A Revocation or Status Information Access Fees

SRS AIR S B A, HET GDCA AUWHUEM 28 . BRAEA P B Rk TR, &
% GDCA ZAV#4sh 1%, GDCA -5 F /2 s WS i SCH 1 9% F o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

WMRMENMRESE B BB R BEA AL, GDCA ¥« Kt 7 W i
www.gdca.com.cn _FF LA .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).

9.1.4. HAh RS 3 B Fees for Other Services

1. WA GDCA REAUIH CP s AR G VRN SRR, GDCA 7 SIS A
b7 A (R 338 R b 3 T AR

2. GDCA 10 H F $2HEIEFAE A S AH G S5, GDCA FE 51T 1 Bl Hofth S 1255
(I B S 4R B TN

3. JAth GDCA W Z s nTREFR LIRSS 2% FH, GDCA H5-43 Je it A, A1 FH 7 A5

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B S Refund Policy

GDCA XTI B, B 15 B R A 3T 28 FH X s g By v] LURIE 4, GDCA
A RIS R AR 2 A

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

TE SEJtE P ERAE A2 AE I #E . GDCA 3857 A% I ERE P A SEmE . S GDCA
B TA CP OFTHUE M THESC B E RS, T/ W BLESR GDCA it fiIFiRak. fE
GDCA 5 11T /' HJUEFS 5, GDCA K SZRIELT P2 o HE I UE F5 T SCAS ) 2 F A AR I 45 1T
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)ilo

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA

revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

IR AR ANBR ) 1T P45 21 B T %
This refund policy does not limit users from obtaining other compensation.
FERGRFG, T IR IESAE FHZIETS, GDCA R st AR 5T .

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. M%34E Financial Responsibility
9.2.1. REEYEE Insurance Coverage

DRIBS VE F EZEET XS CP 28 9.9 5 o Il g £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. H A= Other Assets

TERE o

No stipulation.

923  NEZLEKRKEIERTEE

Insurance or Warranty Coverage for End-Entities

UEFIT 7 — B %% GDCA HIES, Bl il 5e MO IE B RS 12, A EWRE
ZAT P B TR CP R TR AE AR A RLE AL A o

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.
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9.3.

Ab%15 BAR-% Confidentiality of Business Information

9.3.1. 245 EYEHE Scope of Confidential Information

£ GDCA # Bt i T IEAR S5, LU NME BN IR E S B

1. GDCA i U I E 2544 S fide o % 5

2. WO AERE: AHE. RESHE. TRHENEE, X8(E S8 GDCA LN
REGEE, RAZEHITAMNSEB AT UEE. RERER, AnJEA AN
KA

3. HAthH1 GDCA 1 RA TRAF I NFIA WG BN AL IR T, BRIFEESR, AR A4,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETFHRERER

Information Not Within the Scope of Confidential Information

1. ™ GDCA KATHES: . EFSH A H;
Certificate issued by GDCA and its public key.

2. AEBHRTPEE

Information of subscriber in the certificate.

3. UEPMEHAIE;

CRL

4. AEAHENE (CPO. HLFIAMEMLSS RN (CPS).

CP and CPS
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9.3.3. R4 535 15 B B TT4E Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T/ L SR SRS 505%, #A L% CP e,
ARAEAH B OR3P R A5 BRI STE, D AUE A B EOR T BN B o 0 AT IR 3

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREGERPTEE HTRMEAN, ZR GDCA AJFoldl & it BTl AR (5 R,
GDCA N 2 HER: [, GDCA R ERiZOREAE BB B 2 % X A il B AT T R4
PARIRILE S ATF B DR R R . W SR IRl 5 TR 15 B AT i AT AT At 77 Fr) e £
M55, GDCA ANRLAFHATAT 5 HAH KA T A TR FAS BT % . IREE B IFTH
LA 5 A DG B T A TR A B3 I BT T 3 53 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

21 GDCA TEARAEA . VAR VBT DA AR AR 130T Tl A VERR P RN, A 2ide
HEA CP e AR (5 B, GDCA NA%MREEE . DL Sk B IR R BR,  [aiE 561
IATAHREIRES B, GDCA AR IALA T3E. IXFRHRAEA A IS S T AR 1 EE R A S

o

S

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4. MANBERFREE Privacy of Personal Information

9.4.1. Fa AR EE TR Privacy Plan

GDCA Nl g AL PR T RXHT B A5 B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.
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9.4.2. 1B AR Mb B 118 B Information Treated as Private

B TIEH T Ee W RENE B ULUGEFIRESE B4k, 1T SR AL H Al A B R
N USE (SIS Y N (S S DI ERSY R R

Except for the information already included in the subscriber certificates and the certificate status
information, other basic information provided by the subscribers is deemed private. Information treated as
private includes:

1 U AERGE S SIS eSS, AL AR

2. ATHIERAR AL

3. WAL,

4. ATFHIERATIKR S
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

0.4.3. AN ABERL 115 B Information Not Deemed Private

WPRAREBNERENELR, UAZEBRRESE, B AT, ARUSRAAE
K

o

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. LRI BRFART FT4E Responsibility to Protect Private Information

GDCA. JEMHUE A ZE R E SR A CP 55 9.4.2 5 HLE KT P BRALME BRI STES X
%o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. 1 F BaFh 2 B 145 405 [F) & Notice and Consent to Use Private Information

GDCA 7 HANUENY 55 V6 Bl A (8 F T sRAS HAEATT B S, R T 7 S niln). BB
AR 5T P H R FEAE P L5 B, L2 0 K B L, GDCA #BCA & AT ) XL 55,
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PR S AP

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA TEATATEAE M B E LB LA AR 151 A GVERE P ISR, sE B EA
ZHHEZBE OLT AR E S R RS B, WEE ST P LSS, I EAEERNT
VL IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHU a0 R T ZHT P BRAME B X057 215 & LM H 1, SR
S EIVT P IR IRAST P R AL, 1 X R R B A A R e AR A 7 SR B B R,

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  MIFHEBITEREFKEBHE

Disclosure Pursuant to Judicial or Administrative Process

AT . EERBIAT BT 2, GDCA Kl A E Bkt Rk
LR ATBHATHLGZ SR VFi . 4.

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’'s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMEANERIRIRUE I BT 8 SVERR 1R D S

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBR VLA KU ER T T AR BRI FAIE A5 7 A B 2 Gy B B4R HY F i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. R EIEFENEE R ML B IR 20 .

3. The formal application by arbitration agency with legal jurisdiction.
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9.4.7. HAthfg BHE B Other Information Disclosure Circumstances

WIRAT R GDCA FRAE SRR 2 K 7 SC R IR 5 W B RLAR 27 i, GDCA I 75 E4E 1T 1 1)
6 2R FE UG AR BE 545 B LS 20 = F iR 3 A Al .

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other related
information to a third-party such as mailing company.

9.5. &A= Intellectual Property Rights

=

GDCA A5 JFA# B XHIEF5 LA K2 GDCA $RAE (6 B A5 B 4 3 R AL 5

2. GDCA M IEH RGHA BAFAER BB F i F

3. GDCA Wl EAfI—VIME B ¥4 GDCA 7=, K4 GDCA 5 i, it AARE
FEHH T AT

4. GDCA RATHIEFA CRL ¥J°4% GDCA SR I

5. XAhEE R B SRS FIELTE ) GDCA W

6. FIkE/RHFH GDCA P S B A4 (BUFEIAR DN LA ZIg R 45 25

Ui SEARHEFS, ¥y GDCA HIlv ™

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.
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9.6. [FidE5H{R Representations and Warranties
9.6.1. CA FRiR 5% CA Representations and Warranties

GDCA JHIEAS T b Ui H an T $H AR -
GDCA must make the following warranties to subscriber:
1. GDCA Z R T HRERFF & A CP KA S PEEK

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. BSURUE TS A RS B AR CorganizationalUnitName 13 E.FR4M);

2. Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCA fRIEHFLAR 2 2 A A AT R Y, GDCA L APAT I & A WL & [ 2K
FHR BRI AE 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA R4 CP IIHE, JBTHUESiE15;
4. GDCA shall revoke certificate timely in accordance with this CP.
5.  GDCA KAl iE-FiT I8 AR SRR, AT EREmaT 7 BAIEFS B R A a] 5
REELa

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. IRIEFIEE X SIAEIE D B B BB AT (B USRS, 3RS T
A A A TR RN BB w344 B 1P L hESIA 18 P A AL

6. Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certificate’s subject field and subjectAltName extension (or, only in the case
of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. BSUEFRIEE R TR R R AR R E ARG 1AL DR B & IR

7. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8. REUIGUE it LA /IMIE 15 32 8 “ organizationalUnitName” BT 0,45 {5 RAE(E 1R 5
fRIRT BEVE

8. Implements a procedure for reducing the likelihood that the information contained in the certificate’s
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subject: organizationalUnitName attribute would be misleading;
9. MRHE CP 3.2 AU ZLRIGIUE FHE A S 475
9. Verifies the identity of the applicant according to section 3.2 of this CP;
10. # GDCA 5T 5kHk, M GDCA 5iT JHg & kA A H Al AT KT 7 X7,
TP T & CAN Y #3817 R AR 1) Baseline Requirements %5 %3k ; # GDCA 51T
FURE] — SRR B SRk, T AR AARER SN AT 26K

10. That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
valid and enforceable subscriber agreement that satisfies the Baseline Requirements and other
requirements published by the CA/Browser Forum, or, if GDCA and subscribers are the same entity
or are affiliated, the applicant representative acknowledged the terms of use;

11, &S BTA AR HE P R 2 FPRES R B G R A ) ST R e3P 4 R AR (24XT7)
NIFHIE R

11. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.

GDCA X i 75 o iU H G $HL0R <
GDCA must make the following warranties to relying party:

1 BRARZIIERIIT S AL, EF B AT 45 B0 A

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA SE4B AR CP K CPS Il & 25 K UE 135
2. GDCA s in full compliance with the provisions of the CP and relevant CPS to issue certificate.
3. f£ GDCA 15 B FEH RATNIEF QA ks 7T, IF R CaieliAR cp i
SERR T ZIE.
3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA K52 5H{R RA Representations and Warranties

L $RAESIERT A R SE TR A AR CP AT Sl PR

2. fE GDCA ERGIEFlS, AU I KR T 5 B0E - P s RS g
e BA—E

3. EMHUEIZA CP HIHLE, KAt GDCA $RASUETS Hi% Y« S5 45 il .

1. The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.
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2. When generating certificates, GDCA does not allow the inconsistencies between certificate

information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA

in time according to the provisions of CP.

9.6.3.

IT P HIBRR 5484% Subscriber Representations and Warranties

VT — B3 GDCA R K MIIEAS , AN /9 17 GDCA - TEMHILR B A5 1F Hh EAR 7Kt »

1.
2.

10.
11.

12.

FEIEF A AN TR 244 s

VTP FRFE S I [V E AU SR AL 015 B AGR HSE . Se BENTHERA Y, 8 R SEAE ]
ROEEM. Dhid S (s B AEHSUE;

WERAAAERBEN, 2T AR P E AT & STt 1T 7 A ST BT R
RAEAT AN SE R 5 1800, 1851 GDCA BB BUIIE 5 ARSI

ST PR B A GRS BRI AT (R — IR &84, AT H e 4, IF
HAEBATREAAN, IEH2ERAES GERBA T, 88, IEBRASINT AL
P ) FE A 5

FRARZRAT A RN LR (] A5 T B E , 1T 7 SRIEA A AAENLAY (BRERBIAL
LADIIVIE: IO RE

— RS, BRI RIBAERZ A CP T SR acth, JRmB %2
EIVAORADARIISNE

TSRS, W A A DU IR AR AL RIS H], A ATE R
ARG, RECE BT8ROk B LRV AT % . bRk . LR 2 3B 5
AFIELATAT R H GDCA AN R B B SEHT. AR, BB (R AR T 3R |
RV PR AZ ORI 5 A 55 1)1 T AT 55 5

EHAEAR CP A RUE M VE I N A, JURAIES T 2 SR st A
i F H s

KBz 4. A BRRE R IEE AR . WM FE ANl Lo S A

X ssuUTLS WEHS, T A SR LS5 ORAE R AEUE F 410 Y B0 5 U3 44 5 B A A 5%
LS

PRI, AR T AT B S ARE A BRI

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1. The subscriber uses digital signatures if the certificate is valid.
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2.

10.

11.

12.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

The subscriber must not use the code signing certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. W IRRIR S54HAR Relying Party Representations and Warranties

1. ST CP KA AUE

FEMHSIEAS AT, B VIE AR RILE (178 FEATT BR A

FEARBUE AT, XHIEH AE AT IR0 AIE

FEMHIE 5 AT, JdId A ) CRL B OCSP Hfi A IE 15 /& 75 i ey :

— Bl T2 ecE AR RS E 1A A A S, WREUs IStk GDCA i
R RBEAT AMa2, I HARSH R e i i B B BN B 452K 5

6. AFELAETRE GDCA AL, oA, M. THEE, BB EHAPR T 50
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FRTE A2 CSORTIE F IR 55 B 164 AT 955
Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

96.5. S E5FHKREHER

Representations and Warranties of Other Participants

WEAY A CP HIFTA HLE «

Abide by all provisions of this CP.

9.7.

%57 Disclaimers of Warranties

A< CP 9.6.1 FI B A& 4F, GDCA AN A HH H AT T 2K AR ARATE AN L 55 -

L ARIEERIT . K. HAbS 55 HIMRIR N2

2. K TAUETE B A A B AR A AT R i L DR

3. AKHIERTEM HHUE H 1 LA L AR ATAT 53 4T«

4. XEHTARH), kg BIRKEFE GBI IRSS T s R 2 5 R R A
BAE:

5. i A CP9.6.3 /KN, BUIKH T iE A CP9.6.4 Z 7kikil, 13LA%kx GDCA
Z 3.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of

guarantee and obligation:

1.

2.

3.

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.

Do not assume any liability when certificate is used beyond the prescribed purposes.
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4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APRIT4E Limitations of Liability

WEHIT P K #57 R) GDCA $AE A B T IAIE AR 55 I F S Hin shili 52 451 2%, GDCA H&H
A CP 56 9.9.1 Tl e A PR 51 /E.

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9. fZ Indemnities

9.9.1. INENLH 22 5 4F Indemnification by GDCA

U GDCA i T4 CP 5 9.6.1 T WFRIR, 1177 iy 4 Sk v] Fi i GDCA 2 11k
B3 GEEBLE RTTIRID, WL THE:

1. GDCA BERHIRIZ KA USMAE =77, SECT P 8UKE 7 8 240 10

2. TEVPRANAE BB RNER . BB T, GDCA ZRIIET L T 45R (5 B,
SHEAT P BT 8 SZ AR R

3. fE GDCA HIHNT PR35 R BORMATE MR IR e R A 00, (AT AR IT P 28 R AES,
S B TT 2RI

4. HT GDCA IR T2 CA AL & ;

5. GDCA Kt &I fUE T, 58Uk 824800

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.
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4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2.

IT P IR H4F Indemnification by Subscribers

FEWTRNIGOL, 1T B £ J5 M & ¥ GDCAL MRSk, B 7K A 54T«

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the

liability to compensate:

1.

© N o O

WP HIEEAMHES R, B, dRsEE Bt A msevirl, FEGDCA LH%
BUIEAS AR 55 LR B 57 =5 T8 52451 5 5

W R B T R ALV . 3k, BRI O ttle . BRI A
GDCA KHBZBUEFHRF NG, LLRA LA A AEATIE . GDCA & HARAL (1
EP RS MU 55 =T E

WPERRER AT, AHRA CP KRNI, B RAE-PH AR CP J
SE [ 551 ]

UE-FT 7 B B A BUR R IR M Se AR 3R AU K5, 21 GDCA RZAIE 4
WG RT ARAT IR, W RAZAE BT AT AR 5, BB AT 38 H I 2R 2
g3, WK GDCA 2[R CP MRIVEHEAT 147 KAE, AU P K H Py
AARENGETUE;

UEAS A5 2 R AR AR SEAH AR AR LA I IE 5 9 K i K1 GDCA MK 5

BT AR N RGP, SERAZ KRB E . I MRS
FERAAH R RBUAE GRS, A% (A TSI S Jd 41 GDCA A )y
EAS B EATS LA I IESS 5

WP RIERAE BRI 158 =7 AR

10. FERUE RN FVE R AME RIIE S, dn N BEEVR IR ARG Bl

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such

as deliberate, negligent or malicious provision of unreal information by applicants when applying for

certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of

private keys deliberately and by mistake; due to not informing GDCA and its authorized service

agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using

the certificates activities outside of the CP.
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4.

10.

If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
the CP, subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

The certificate has expired but is still in use.
The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. R IR TT4E Indemnification by Relying Parties

EW WL, T3 E 5 S R GDCAL 1T 35k, N2 A& FH I 2 34T«

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. WAHEAT GDCA SR T M PMCFIA CP Bl i L 55

2. RAGKHEA CP MIVEHHT G HLH %, S5 GDCA K IHAZAUIIE T RS WA EEE =7
24

3. EAGHEBINETE FHBUIES, As B RIIE A | B IR A H 1% T 5
IEH S B W Retl N ST TE TR, (BAT SR RISIE 15«

4. AR AT KHUE S S AT RE AT 30 5

5. KA B £ ) CRL 5 OCSP A iAIE 152 75 i 1

Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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9.10. BH 5% 1E Term and Termination

9.10.1. AR Term

A CPAEA R H I IEAAR, B CP RN R A< CP T~ —hitA CPAERK
2 HBfE GDCA # 1L T IAIE R S5 I R A

This CP will enter into force at 12 o’clock of the effective date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2.  #JkE Termination

GDCA # 1EHFINIEARSSIS, 4 CP £k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEHIRER 5FESE Effect of Termination and Survival

A CP %k, BMAMIENG IR S5 281k, HUENL S 21 E A BIRE DIENLR
FARMZ L. DAENULENY 25 26 10 J5 RCRICE BRI T, R e IR 55 B AR VIEN LR, fR
UEVT P A 2

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

9.11. MZE5HHAMHEELERXE

Individual Notices and Communications with Participants

WAENUAFE L Z R OLT, ST e RIT ORAE TR0 S i KT
JOHABE ST P ATy, REIE 25 W R (S RRSE, A HERT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.
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9.12. 1] Amendments

9.12.1. BATFE R Procedure for Amendment

%t GDCA %4 RIS 14428, GDCA 1THUE FLFEE 2/ D H & —IRA CP, #ifRHAF
A EGEEEI . EEET TR DL AR O E BrbriE, FF A IAEML S5 T R 1 SR 7 2

Through the authorization of GDCA Security Policy Committee, GDCA Administration and Management
Department shall review this CP at least once a year, to ensure that CP meets the requirements of
national laws and regulations and administration department, to meet the latest SSL baseline
requirements and specifications, and satisfy the actual requirements of certification business operation.

A CP HIMEIT, H GDCA ATHUE FRERHE BB ITHR A , 3779 GDCA 4 FIR & i &l )5,
i1 GDCA 17 BUE FEER T ST ZHZMENT, BT J5 ) CP 43t GDCA %24 5% i 2= ik v J 1F 200}
AN RAT

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the revision
and the revised CP will be officially released after being approved by GDCA Security Policy Committee.

0.12.2. IBHAIHLEIFIHIFR Notification Mechanism and Period

BTG I CP it dE 5 45 S B E GDCA f 35k www.gdca.com.cn kA . X T 75 Bt
B HRAE . A51E. WA RIBAIHB I, GDCA KLEA F I B B A E X &7, AR
T[] L CRAE AT 557 52 B 50 /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. W AMEITHITER Circumstances Under Which CP Must be Changed

R R 155, GDCA LAkt 4 CP #EHAT 1514

If the following situations occur, this CP must be modified:
1 EERH I ERRRE, LEmIA CP A R

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.
2. A RINUEML 55 A R AR HEEAT 3T

2. The relevant standards have been updated.

3. NIERGANA A BE A A HOR T s
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3. Certification system and relevant management regulations take significant upgrade or changes.
4. VEEANERUR BT TR,
4. The laws and the administration departments require the CP to be modified.

5. DA CP il H ZEBRIE

5. There is some significant deficiency in the existing CP.

0.13. & P53EK Dispute Resolution Provisions

2 GDCA. 1T /RIS 5 2 [8] B3, A SR T ISR 3 i e Pl v e ke, 0 o
RATHY, LB VAR

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E%EHER Governing Law

GDCA 1] CP 2z [E 5 &\ aiAn i) € o BN RALFNE 725 44080 s CRE-FAEAR S B BE A
CHL TR AR S5 B A B F Ak ) vy s i

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.

9.15. fFE&EHER Compliance with Applicable Law

WU BT SS . 353h. &R BB airra (b E N RIEME B 722D (B
FWIEMRS BB ME) . CRFIMERS HE R INEY DL B A N R LA E A )
ME -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification

Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.
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9.16. —f& k=X Miscellaneous Provisions

9.16.1. 58PN Entire Agreement

CP. CPS. I/l HHSS P S AN 78 - SCRFF i PRI S N3 2 T8] ) 2 B AL o

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2.  ik¥¥E Assignment

RAEA CP P IR FAUESEAR % J5 RIBURIAN 355, 07 253 AT $2RVE AR R S e 8t
AT RN LS5 (AL o IR LEAT DR A I AN S B 1107 % 3 — 5 IARAT 5255 K STAT IR ST

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

0.16.3.  4#If4% Severability

UNERA CP IATAR 2% 3 B B 1 T+ 5 GDCA FTE 4 X VA = A ph M 4 4 8 N G
AN BAAT I . GDCA NLAE SR IR B BRE MEIT %2650, (EHAREA 2L, AR A
SR, GDCA RLPEME T HEER BT N A .

TEMRAR AT 5 ER S KUE 217, GDCA MKIAHEMES question@cabforum.org, &
CAB iz CP H MBI M{EE, HIAH SR E A LI RFIAFLE T AR R YR
(https://cabforum.org/pipermail/public/) .

AIXEATHEHR], 8l CAIB WIZHIER$ELL, (I GDCA R #F & CA/B i1z () Baseline
Requirements A& HEESR, MIAE 5 P ATfT0 GDCA LS HRAE BRI A kSR EH . Rik
XS5 EAEEATHRIAH SR B, X GDCA ) CP HIMEIT, [ifi CAIB Iz HIIEAINAE 90 KN 7E
J¥o
In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and

provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
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Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm that it
has been posted to the Public Mailing List and is indexed in the Public Mail Archives available at
https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when the law
no longer applies, or the requirements published by the CA/B Forum are modified to make it possible to
comply with both them and the law simultaneously. An appropriate change in practice, modification to the
GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be made within 90 days.

0.16.4.  5&HIAT Enforcement

TEHLE -
Not applicable.
9.16.5.  NA[Hi/] Force Majeure

KYEA CP il 5E 1) CPS MALIE AT HL /253K, AR & J5 Ml it o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.

9.17. HAhZk#X Other Provisions

GDCA A& CP B &AL

GDCA has final interpretation rights to this CP.
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Appendix: GDCA CP Revision Records

& AT &Y V2.0 V2.1
F5
1.1.4. GDCA i i 2k
1 oM Hierarchical HRHE Mozilla 5Hg 2.7 [FER, VB I
Architecture of GDCA BAH CRRUE”, NG BIRER
Certificates
r ; ) W o
o WAEH RIS R T 50 3.2.2.4.3,
and identification
3.2.10.1P Hiudk FRIAf AR 4 MRS 1P hEERA SO G UE T 2, B0
3 %) Authentication of an IP IP 36:4F 5 3B Baseline Requirments
Address (R HAAHE I
A 7.14. % X Name R4 CA/B 1121 5 SC16, %5k SSLITLS
Forms WEBHASAE A o s .
‘ BT — Leifi ik K S0 B35 5y 51 B L)
5 HAbeT :
7 o
ontent _ _
Sections Revised V2.0 V2.1
SEQ
1.1.4. GDCA iEH 2R Clarified the use of “No stipulation” and “Not
1 Hierarchical Architecture of applicable” under certain sections according
GDCA Certificates the Mozilla Root Store Policy 2.7.
3.2.7. 3 4 1 AN A K G Adjusted the version number of Baseline
2 Domain name recognition and Requirments, removed the deprecated
identification domain validation method 3.2.2.4.3.
Removed assignment documentation method
3.2.10.1P b bk iy A A T4 ) to validate an IP address. Documented the
3 Authentication of an IP validation method, including the relevant
Address Baseline Requirments version number used to
validate IP Addresses.
Added that SSL/TLS certificates cannot only
4 7.1.4. A% Name Forms contain metadata in accordance with CA/B
Forum ballot SC16.
o Adjusted some wording issues, and other
5 Other revisions

parts that may cause confusion.
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