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1. 3| = Introduction

1.1. HEiR Overview

1.1.1.  A¥FfESr Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5, “HzR”) JHEA “ REFIEB T OARA R 7, WALT 2003 4 3 H
6 H.2005 4 9 7, GDCA fkiZidid 1 [ 58 % i 3= i ) 545 2 P B 0 B A o
R A EEHONFERS CRF YRR FATEY G AHIES . ECP4401021007) 1 HL+
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
W) BN B REH AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#Z#{") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed through the security review from
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities with "Electronic Authentication Service License" (license
number: ECP4401021007) in China. In December 2008, GDCA obtained "Commercial
Cryptography Products Sales License" issued by OSCCA. GDCA passed through the assessment
of E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016.

GDCA B4, J& “T"AREBFAEFHIMET OHRAR " 5™, 6%, MaMmaE
W55 Al “ B RARHE R B IR AT 7 &4k, fEEAHETS GDCA LA “J ZREUFHE
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FEFOERAT” 2 XFATHEF NNl T R IERAET O AR A
7 A MBCRIAI ARSI OS5l “ g i BB i A PR~ =] 7 7R 4k
KA BB QIFT IRSS. A7 RZERE, GDCA BT NH TS T ES
Lot A5 AL B R A0 B ) F T A TE AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." are inherited by GDCA. Meanwhile, all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." are inherited by GDCA.

In the light of the operation concept “Authority, Innovation, Service and Public Trust”, GDCA is
devoting to providing electronic authentication services with high quality for e-commerce,
e-government and social information etc.

1.1.2.  HFAEESEFHN (CPS) Certification Practice Statement (CPS)

A FIAENL S5 RN (FRiFR EV CPS) $ii3A 1 GDCA 25 7% EV AlE-f I FrisfE IR /¥,
fié CA YR ts (CA/Browser Forum, [ERRZHZR, XHFREPR CA WV, 2
5 CA EHFRArdERINLAD  (www. cabforum. org) KATIIY RIS IEIE5F5F (Guidelines for
Extended Validation Certificates) %K.

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA should follow for issuing EV certificate. It meets the requirements of Guidelines for Extended
Validation Certificates published by CA/Browser Forum (an organization, which is also called
international CA browser alliance, lays down International Standard of CA) at www.cabforum.org.

7% CPS i& 1l T- GDCA [ EV ROOT CA. EV SSL CA. EV CodeSigning CA, LKA
KA AT RIS S5k A& CPS A — MBSO, s 1T 2R ME L EV IE
FoAHIG 1 BAR B EFIRAR o

FHEA CPS 25K 11 EV UEFS, HXFGE M GDCA HIiE Hd@id A AH 5 B 4 % 1)
HRH .

fiifi GDCA EV UEB ] P KM WS A CPS KAHRL CP HHE, e
SHIE - R FFIE AT

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

2
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GDCA 151 WebTrust [E Frr#E (Trust Service Principles and Criteria for Certification
Authorities) & CA/MIE#3181% (CA/Browser Forum) KA Y FELGEUE 25 KA1 B
f67 (Guidelines for the Issuance And Management of Extended Validation Certificates). 3~
JRIGIFACHIS 2 A2 IF P2 R A FEFE S (Guidelines for the Issuance And Management of
Extended Validation Code Signing Certificates) [J5H A ZR BT R AEH EV $7
e, EMERILEWIEN, JERRREARYE A AT IR BEAT 21T . WA CPS I CA/
MR (CA/Browser Forum) AAR A CHITE H I 2308 A —E gt 7y, LA CA/
B A e 3 1E 2R AT B R VE 9
GDCA issue and manage the EV certificates based on the latest version of Guidelines for the
Issuance And Management of Extended Validation Certificates and Guidelines for the Issuance And
Management of Extended Validation Code Signing Certificates published by Trust Service
Principles and Criteria for Certification Authorities and CA/Browser Forum to issue, manage the EV
certificates, GDCA regularly checks the status on CA/Browser Forum’s website and continuously

revise this CPS if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

1.2. GDCA Z#J GDCA Certificate Hierarchical Architecture

A CPS %It GDCAEV CP ffill 5, GDCA %A CPS HEATE iR 55 H i 45 0l T )7
WHGTT B HAMAR DG SEARAZ A CPS K EV CP W@ sHE B . S EATAHEN
P&

A% BV CPS DL S SCXUE L AR AR, A5 S SCRROR 5 A SO (BT3¢, LA
SCHRAS AHE o
This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application
identification according to this CPS. Subscribers, relying parties and other relevant entities decide

the usage and trust of the certificate and perform the relevant obligations according to this CPS and
EV CP.

This document is the Chinese-English bilingual edition of GDCA EV CPS. If there is any
inconsistency or conflict between the Chinese and English versions, the Chinese version shall
prevail for all purposes.
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12.1. GDCA EV iF £ BEX % ¥ GDCA EV Certificate Hierarchical

Architecture

GDCA HFHiH 3/ EV RIEP, %% GDCA TrustAUTH R5 ROOT iF5. #rzeht
£ R5 R CAiE+15. GDCA TrustAUTH E5 ROOT iFHi. /MR CA Fi%+F CA, UK
P E . GDCA ANZRAMET CAIEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
I R5 1R CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5

ROOT
[
GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA
EV SSLHR 55 28 Uk 17 EVACIL S 44 E
GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH R4 EV
CodeSigning CA

EV CodeSigning
Certificate
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GDCA TrustAUTH R5 ROOT k5 i % HK 2 4096-bit, T ik 2 4~ CAUEF, H
#i: (1) GDCA TrustAUTH R4 EV SSL CAE, ZHIK N 2048-bit, 25k K
N 2048-bit [ EV SSL ARk 45#81F+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA i+,
THIKE Y 2048-bit, K EPIKEL Ny 2048-bit ) EV AASZEALIUES .

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT 1ilE+344 7 2040 4F 12 H 31 HF[#.

GDCA TrustAUTH R4 EV SSL CA 1IEF3¥44E 2030 4F 12 H 31 HF[H#H, 2027 41 H 1
Hitg, KA Z CAERZRIT FE.

GDCA TrustAUTH R4 EV CodeSigning CA ilE 13 7E 2030 4 12 A 31 HEI#, 2027
F1LALHE, AL X CAIERZERIT FIEf.
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) U R5 R CA

22 iy ARR5HRCA

\ 4
Bz AKR4 EV
AR45 28UE+H CA

\ 4

EV SSLAR 45 #3115
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HelemHRSHECA

Y
WL R ALR4 EV
R&#/IUEH CA

h 4

EV SSL Server
Certificate

ez R5 MR CA IE PR 2 FHK B4 4096-bit, N 1 AT CAETS: Hreh AR
R4 EV HREEHET CA, FHIKEE N 2048-bit, 25K % HIK A 2048-bit (1) EV SSL ik
S 2AE .

He iR RS AR CAEFKT- 2040 4 12 H 31 HEI.

ez A R4 EV RS FIET CAEFHAE 2030 4 12 J 31 H I, 2027 421 H 1
Hid, #BAEAHZ CAIERERIT E,

The length of % Hf 1% R5 i CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: #zi4t R4 EV Ik 45#%1E 5 CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

2L R5 MR CA certificate will expire on December 31, 2040.

i R4 EV IR 5 #31E 1 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL CA

EV SSL AR5 28iE+H
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GDCA TrustAUTH E5 ROOT

Y

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT EHil % iS55y ECC, tRFHKEA 384-bit, T
W 1/NT CAEP: GDCATrustAUTH E4 EV SSL CA , HHIK ¥y 256-bit, &K %54
K J Hy 256-bit (1) EV SSL R 45 2%iF 4.

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA iIE+3#57E 2030 4 12 H 31 HEI#], 2027 1 1 1
Hitg, KA Z CAERZRIT FHEH.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.3. XML FKREFRIR Document Name and Identification

AR SCRSFRAE (B ARBH A A BR A 7] EV IEFUAEML &R (55K (GDCA EV
CPS)),

A CPS KX ZARIRFF (OID) 5 (BB M AR AR EV IEHHIE) (7
FX {GDCAEV CP)) X SR IAFTF—.

A CPS PP ESC BB TR KA, #5 9 SCRRUAR 5 i STRSUAS Y BRAT AR I8 S, R BA P ST
A A
This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
Practice Statement"(abbreviated as “GDCA EV CPS”).

8
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The object identifier (OID) of this CPS is consistent with "Global Digital Cybersecurity Authority CO.,
LTD. EV Certificate Policy” (abbreviated as “GDCA EV CP”).

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.4, BFNEESIZEZH PKI Participants
1.4.1. HETFAERSPLHE Certification Authorities

GDCA MR (rhA NRILME 725450 CRTIMERSEBHINEG) E, K%
WAL ISR =07 BT VAERGSHLM . GDCA @il 45 M HL 152 5 s sl 5 5 BARUR EV
BOFAUEAS . SR BHIEAS IR AR 5555 T- B oy TGS B 1 2 5 4K

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.4.2. MM Registration Authorities

LR (Registration Authority, fF8 RA) U3 CA MR, #il EV
EFHEE S0, ALHEsda4s EV IE R HiEE .
GDCA fEA EV IET) CA 2 ENM, BATHAE EV IET RA, A 51T% 5L RA.

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.4.3. 1] Subscribers

TERTREA N, T RLE 24N IEBFEFA A, & GDCA MUAIEF: K
HEREM .

AR CPS HILHI /Y, 4K WM. GDCA HATHRHM KR EV UET, A
EISEYN S VAT i8N
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In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

1.4.4. HHH77 Relying Parties

GDCA IUEFARH T 24525 T X GDCA $2{t Fi 7L 2 o il 725 44 A (5 4t i A
HA RGN TR ZIARTTLLZ, W] DIAE GDCA f—MEA51T /7.

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.45. HAhZ=53% Other Participants

HAh 2 5% #4879 GDCA ¥ HL T ARG ShH— HEAH AR 55 i Hofh S

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.5. EFRMH Certificate Usage
1.5.1. &&HEFRA Appropriate Certificate Uses

GDCA %K1 EV IEBEZM T S5m0,

A A CPS 22K BV SSLAEHS, W RREGUEIEF AR A K S0, LLARES
ZIRAA RN S s ARIEA CPS 25K (1) EV CodeSigning WE-1S, AJ FSRIGIUEE 5+
PR ARSI T BURAT T M & . FLR G I IR 51 € /& i GDCA 22K ¥ EV HiF
o, BRWZIEBPITASIERESSAR, JHCgmid 7& 4 BT 51 50 S 5058
J¥o
EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodeSigning certificate issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate are true and effective, and has
passed the appropriate and reliable authentication procedure.

10
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15.1.1. EVSSL lR$2EF EV SSL Server Certificates

EV SSL AR5 a5 UE 5 56 UEE 5 Hh bR R ) 9 25 2 LR 55 2 ol L3 X 4544 1) & 177
PLACFFE 2 25 Al 55 7 B EL IR P 3 42 1 AR B 47 o GDCA ANZEREICST EV SSL Ak
KA UETs,  EV SSL MRE#RUEBABR S A A, ik . BUFIE S .

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

15.1.2. EVRIBELIEF EV CodeSigning Certificates

EV AU A IE ] T 98BS TrAm R A AR S (07 8RB o

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.5.2. [R#HIHEB ML Prohibited Certificate Uses

GDCA EV iEHr T B #UE e A, At T AMTRAT . AR
T a4, B T ZRE R 6, RS IERIE . LR AL S
PGB IRR S, 25 P agil il R sl 3% R G0, KA B AT ] W 0 vl i 5 3508
oy N G 3 B H A BIOA

EV iFF 48 IEPEAT TS e B A IR B K 22 4 s T A, 5 W E ke
T AR SR P R

In addition to the scope of the above provisions, GDCA EV certificate is not designed for, not
intended for, not authorized for control equipment in danger, or for the occasion where the failure is
required to avoid, such as operation of nuclear equipment, navigation or communication systems of
shuttles, control systems of air traffic or weapons, since these faults or failures may lead to death,
personal injury or serious environmental damage.

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

1.6. SEEEEE Policy Administration

GDCA ‘ZaHMEZR i/ GDCA HL T INIEAR S5 T SRS ) e et B BEALAY, S DTl
At CPS, JFAE N CPS Siiier & M B 1) fie e R E LA o

11
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GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.6.1. SEEESCRYEHENLF Organization Administering the Document

SRS SR BEHL Y GDCA % 4T SKIR R A 2, ARSI BN 3T HIT . KA
BT A CPS. GDCA # AR I~ R A TAREHZ . ATE L. B0, 80K
Hts s 38 E AR ST TSR RN A d R A K

GDCA %A HNEZ A I A B RE L IE TS SRS BEAT A2 PANSE R, 252 — Sk
SER INRE M, &5 & BRI IR RER

A SRS SO A0S Ah A AR 5555 H O AR AT BUE BT T 4158 .

GDCA Security Policy Committee is assigned as the role of document management authority
responsible for establishing, publishing and updating this CPS. The committee consists of the
relevant representatives with the right of decision-making from GDCA's management,
administrative center, marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right of a vote over
management and approval of certificate policy. The Chairman of the committee may have two votes
for decision in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.6.2. BERA Contact Person

GDCA Hgxf HL-F-IAEME 55 R BEAT ™A% (O i Az, it GDCA $i2 7€ & 1 THIHLI
FTTAHCH B . ATATH G CPS Ml . #RI. S5, #TT UL LA T 7 AT B R

XA T: GDCA TBUE BRI

BRAN: Tt

WAk bk https://www.gdca.com.cn/

HLF B A HhE: gdca@gdca.com.cn

BERMbE: A NRIEFNE ARG T M TR TS X AR 448 5 efi R 58 23 1%

MR 4w fid: 510030

HLiT 5 5%: 020-83487228

fEH 515: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control of
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CPS. Any problems, suggestions, questions, etc., about CPS, you could contact as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030

Tel: 020-83487228

Fax: 020-83486610

1.6.3. RE CPS 5 RIEHIHLF Person Determining CPS Suitability for the

Policy

GDCA %At Bi /2 A W) CPS Hms il % 1 e BUBMLI, 83 ikt CPS, &
HRIE CPS 5 5 HEME B o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.6.4. CPS #t#fEF CPS Approval Procedures

AWK CPS HI GDCA %24 Silg 2 i 224143 CPS 4% 'S /INHILE SRS, CPS 4’5 /)
HTE A1 3 GDCA 224 SRS 2 R 2> B i kv

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee to review. After
approval of the committee, GDCA will publish the CPS on the official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the
announcement.

1.6.5. CPS{&iT CPS Revision

GDCA HR¥E [H K B SRE . FARE R . W& KBS W LA & CAIR N 28 8 ix
(CA/Browser Forum) RAGHIY RIGIUFUET$8F (Guidelines for Extended Validation
Certificates) M BB SR S ISHMETIT A< CPS, CPS 45 /N ARTEAH 5% ) 15 (AU 52 CPS 81T 2
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W, AT GDCA ‘4RI M Hi%, L nastiiiE)s, 1ENE GDCA B 7 Wk bk
i o
BT Ja 1 CPS, MXH b kAiz HE=+H2Z WA TALFE BAL & &

The CPS will be updated timely in line with the change of national policies and regulations,
technical requirements, standard and business development. The proposed suggestion of
modification will be submitted by the team which is responsible for writing CPS based on relevant
changes, then it would be reviewed by the GDCA Security Policy Committee. After approved by the
committee, GDCA will publish the CPS on the official website.

GDCA should put the record to the Ministry of Industry and Information Technology within 30 days
after the announcement.

1.7. EBXHYEE Definitions and Acronyms

1.7.1. ARiEENX—W%3R List of Term Definition

GDCA B B IR A R A A 46 S
GDCA %4 K2 2 | GDCA IR AR 2 A 1 i e SRS B IS B LA Al CPS — 2k
P e LA

B INE AR 25 ML GDCA K AZ R /T CA #AR N TIAE R S HLA
(Certificate Authority, CA), H#LZIEHIAEN, ZMKIE
Fo I S

FEMHLAA TEALK (Registration Authority, RA) 7157 b FEIE i B 534 Al
UEFIT PR SE R, TR IR IEIR S IR, R4k
o S F @SN SR, TR BB AT S AR
AN, R BRI UE B REER, AR IVIERS I
S TR 45 5 S B A R R

A 52 B A A HLEM3ZFE 4 (Local Registration Authority) J2& 52 FHE45 AR
S5 ISR, VA GDCA WAIE AR 551 28 480 Py B 10 1 P P
MRS 4k, 25t CA 3t RA HIHZAUNE & 2RSS

SR PO FNEBHIFERLHELE, BB 0B84
. B TR
% PO HZAE B HIEERE, B B E P HIE . HH.

HBr T
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HL P2 A IEUE S HL T DGR AR 55 42 138 25 5 (0 DAEIE P A N L2544
Sy SR RIHARAT OG5 B A i 7oA

By eSS i 7 2 4 AF IR B 2844 N 5 3 R B 28 44 NN AT 28 44 50
Y i) — Rl T 2P VAEIE S

24 HATRBIZEA N G 4y R B 25 40 NN W] 2844 208iE 1) Zh RE R 3¢
ARFBL

Hyak LA AR B A AN RGeS BT iE SR AT I | R AT R
R — P 7254

LINECEZIN FEARTFA LT 28 4 R AR T LA B 4y 5 DAL T ARER 1
2SI R TR I

L2844 M7 FEAR T BT A AEIE S B L 1 28 44 A5 Mt A

KGN -

AP (R TR A4 AL
)

fER TR R, KR4 5 R4 AT SRR
FAERI AT g5 HE .

N (TR RIER
)

FEARIT T IRAIE FL T2 A I

i MR TAUE IR S WU UIE T SEAA, R ONIE A A
EHRTFZAR AT, TP N

AT PR T AR HSEPER SR . FERL TR N, RO 72544
W7 o ARIFIT AT LA A AR —NT

GDCA Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
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re-key request on behalf of the electronic certification service

Local Registration | As the entity serves to users directly in GDCA authentication service

Authority system, LRA is the end authority providing certificate services
authorized by CA or RA.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification

Certificate authority to prove the electronic signature, identity, qualification and

other relevant electronic information of the certificate holder.

Digital certificate

Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature

Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature

An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer

Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the relying party on
electronic signature

The relying party on electronic signature is the person who engages in
the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data
of electronic signature)

In the course of the use of electronic signatures, private key is the data
such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data
of electronic signature)

Public key refers to the subscriber's validation data of electronic
signature.

subscribers

Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party

A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party
may, or may not be a Subscriber.
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1.7.2.  4algiE R H A L — YR List of Abbreviations and their Meaning

CA Certificate Authority L IMEAR S ML

CpP Certification Policy WE 5 S g

CPS Certification Practice Statement FE I E L 55 50 )

CRL Certificate Revoke List WEBHOE Y F
Global Digital Cybersecurity Authority

GDCA ez W AR B A IR 7]
CO,, LTD.

KM Key Management Center SRR 0

LDAP Lightweight Directory Access Protocol TR H S5 L

LRA Local Registration Authority A H Y A7 T
OCSP Online Certificate Status Protocol TEAE TR A WL
PIN Personal Identification Number NN G GRS

PKCS Public KEY Cryptography Standards N SRR B SRR bR Y

N1

PKI Public Key Infrastructure NS B LR A T
RA Registration Authority VI E AR S ALK
RFC Request For Comments TR VFEARAE (— b TR i AR vEE)

2. 18 B KA 515 E B Publication and Repository Responsibilities

2.1. GDCA {g B £ Repositories

GDCA & B R — A AMAFF IS B, B REVSRAFE . BUENIE - B S5iE BT 5K (145
.. GDCA 15 B FEN B OAEEAR T LU T W% : CP Al CPS BAT M S A 1iE15. CRL
WA, A E | GDCA Ak HEE . GDCA H & KA tiEiE+s. CPS
BT ERRENE, RENFBAREFS CPS Mg LA —8. GDCA f5R
JE AT DLEE L :  https://www.gdca.com.cn i), B H1 GDCA B 4 5 3 @ oy %

SER
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GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain
consistence with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. NIEE B W& A Publication of Certification Information

GDCA 7 & 5 Mk https://www. gdca. com. cn KAi{E B, Z%MikE GDCA &k
MR R EE . RN BB RE.,

GDCA iiid H s 45 a5 A AR F RIUEFS A CRL, 1177 B4k 7 m] LA 1L V5 ] GDCA
() H s MRS5S BUIE B IS S A A IE 1R, RN, GDCA $RMEELAE RS & ik
55, AT P EAR RS R SEE A HE PR ESE B

[F]IS, GDCA o o R4 5 ZER HUH At T B 1B AT 15 B AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is a chief, most updated and authorized channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
state of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[EFISZR Time or Frequency of Publication

GDCA TEV] FEF 4 R sl vE I, 3@ i H AR 45 #5 8UE 77 93k B ke T F1 CRL
RAT, RAGFAYNAKT 24 /NiF, BITE 24 /N RATEGHT CRL; ER MBI T,
GDCA 7] LA FAT Y& uE A1 CRL R AT [A]. GDCA 4 R AT — X HL - IAUE AR S5 L
) CAIEBHHSIE (ARL).

3 R o A AR P R AT LA, 1 GDCA ML Attt wksg, I M & A i 2 B
IR ), I R I R R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours when certificates are issued or revoked. In particular, GDCA can choose time to release the
certificates and CRL. GDCA releases CRL of CA(ARL) every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.
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2.4, 15 BEEV ¥

Access Controls on Repositories

GDCA 15 2 BIE AT I A TF R AT ARFT NARRENS BB, T IXL(F S0 A 1k
U IR ASSZAE AT FR A1 o

GDCA il M 2 B Rgi w4t 2 BH LR LA L BN &
FREATE S ERIIEIN. MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and the access right of read-only is without any restrictions.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. B iniR5 %5 1dentification and Authentication

3.1. #¥4% Naming

3.1.1.  &#HAEA Type of Names

GDCA 2K (1 EV HUFUET & X.509 brifE, 7rECLr iR # i B4, R
HI X.500 fir 44 77 2

EV SSL iEF 1 EV AUADRE 44 UE 15 iy 44 B FT SR AL AT S AEHZ [ CP il € A
CPS i, FHHFFE CAN 28Rt (CA/Browser Forum) i#id www.cabforum.org &4
AR B LB R . EV SSL IEF A1 EV AURGZE 44 40E 5 (1 B 51 44 06 40 5 38 ) 44
(common name, CN=) W%, Zid e ikimH 4 RS 6 S 84 HUA oL H ARk |
MU Gk A RS .

XtF EV SSL 55 sk 45, AT fdskAa AR A I 21 35 8Us) 44 T = i ) 44 08 FE 4
oy WAL A AR SR U 44 R A4

EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject
conforms to X.500 standard

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS customized according to GDCA EV CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguished Name of EV SSL
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certificate and EV CodeSigning certificate must contain common name (Common Name, CN=),
which shall be validated and contains domain name, organization e-mail address, organization
legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

GDCA UEAS AR AU AR TR 3 42 i 44 KU 40 T -

JE& T (]

EZ (C) CN

A (S UEPAURE P Ehy, B AH

HX (LD UEFS U e T, B A

MLt (O) Global Digital Cybersecurity Authority Co., Ltd. &k

GDCA Certificate Authority

PURIERT] (OU) | GDCA W] REMHE 7 AL N AT DXk AN [FLR F AN R
WURF N WURUET:, ITEA GDCA k-5 H ] DAL & AN [F] 1)
WUR & 4K o

HWHA (CND s CA 4

Naming rules of issuer’s DN in GDCA certificate are as follows:

Attribute Value

Country (C) CN

State (S) State of issuer (if included)
Local (L) Local of issuer (if included)

Organization (O) Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(oW applications and regions to issue the certificate.

Common Name | Name of CA

(CN)

GDCA E-F51T 7 B FARE ) 44 i 24 A AR -
JB {21

EZ (C) CN

& (S R ETEA Y, BEEAH
HIX (L) VP e, BE A
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P (0D XA EENUIRIIT . T e LR A4 K

PFURERT] (OU) | AT RAEE LR — A EE AN A

VP e UG (R AT

LAt 38 Bty BGIE 5 S 5

HPERAE (ED | AT AT lELE e, BN

HWHA (CN) | 34 GRAEED, B4 (BURSREGNED, B A4 (4
NG, BHAR W5 144 5K

Naming rules of Subject Distinguished Name in subscriber’s certificate of GDCA are as follows:

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)
Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (B Subscriber’s email address (if included)

Common Name | Domain name (equipment certificate), organization name (organization

(CND certificate), individual name (individual certificate), or other identifiable
names
EV Root i 5 %) 44 iy 4 AU
JE {21
[H 5 (C) CN
Lt (0 GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
A4 (CND GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:

attribute value

Country (C) CN

Organization (O) | GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

Common Name | GDCA TrustAUTH R5 ROOT
(CND
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EV SSL CA E-15 551 44 i 42 K|

JE Pk i)

E%x (O CN

MLk (O) Global Digital Cybersecurity Authority Co., Ltd.
W% (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:

attribute

value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common  Name | GDCA TrustAUTH R4 EV SSL CA
(CN)
EV CodeSigning CA il 15 % Ji| 4 iy 42 K|
e 1t (]
E % (O CN
Wty (0D Global Digital Cybersecurity Authority Co., Ltd.
HWHA (CND GDCA TrustAUTH R4 EV CodeSigning CA

Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:

attribute

value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name

(CND

GDCA TrustAUTH R4 EV CodeSigning CA

3.1.2. XRHEBEXMWHIZER Need for Names to be Meaningful

VP UEAS B 8055 i 44 AT — 2 AR PE R S e 3T e iR A I AR 0 44
PR, L BE S WA UL R AT WU DAL T AR IR A R 4 EHUAR 55 & FLIPR IR 45k 4 UK
PERATE By, FH AT DL AR IR 50 o SR AR 42 B R 2 R SR S5 A DGR e
IR

Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.
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3.1.3. WTPHELEL4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T AEREAT vk 45 FRF I AN RE 1 B 44 B D 44

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CPS.

3.1.4. HBAFELZFHRKFEABIFN Rules for Interpreting Various Name Forms

GDCA 25 K B BT & X.509 V3 b, B4 #5085 X.500 brifE. BH4
K4 ZF 0 H GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZREIME—ME Uniqueness of Names

f£ GDCA fEAESAN, AFENT T HRES 0 AR B A 2 A GEARIR, LAEME—. {2
XFF 1T 7, GDCA AJ LA HME— [ AR E 4%y KA % 22 dKE+ . b+ i i
BUASFINT A AR R RIS, AR 56 R E PSR (T, Jm FR 3 S m B ka5 2 7 B
DX 51l ) S0

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique for different subscribers, the first
applicant has the priority to use the DN, and the latter could add more additional information to
distinguish from others.

3.1.6. TR . %5 5/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 M IEAS 1) AR EL 4 H A E SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. HIEEEHIA Initial 1dentity Validation
3.2.1. EBIRAE RV Method to Prove Possession of Private Key

UE - F i #  AIE FH 75 5 BT B8 A A S ARG R AL, IE B G 7 Y AL AEIE 5 H
HHEREEHTES (PKCSHI0). e 5% HIR IR Tk, 83 GDCA R
P EIER 2, BRI WG AE S (BB A B A A ARG R ) PIN A 45,

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MH#HBE4KI%H] Authentication of Organization Identity

GDCA XL 52 BV IEF FIEIRSS, BRI UEF I 7 1 e 5
FAMPEASHFUE P HRER . WU G IEBOL ISR B LS5 p B A . N
22 0 NAT BB Oy e A 1A SR R S B LR A iR B SO

X HLAL) B 4 (1 55 500 A AR A% A5 A CATII BE 4% i 2= ( CA/Browser Forum) i i
www.cabforum.org & A IR R A E R . FB, MiE P HIE R e S ERALE A

(internationalized domain names, IDNs) i}, GDCA X4 A5 A\ 1 5 4y i3k 47 B0IE LA
M BAFAE IDNs HIFRIFE R XKW (homographic spoofing) 174 .

GDCA only provide EV certificate application service to institutional subscribers. When applying for
the EV certificate, it is required to submit digital certificate application form, original and copy of
organization validity, authorization letter of operation, original and copy of institute supervisor,
operator’s resident identity card, or other documents according to the types of certificate.

Authentication and review procedures of organization identity are in compliance with the
requirements of guideline published by CA/ browser Forum at www.cabforum.org. At the same time,
when there are internationalized domain names (IDNs) in the certificate application, GDCA will
verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1.  EHFER Authentication requirements
EV IEBREMBUFHLC. AL, Sl fr, Hhas Bk LA SE 4,

T HIE N ATHEAT BLR S5 A5 -
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1 IKIEAFAE
2. WEFHE A S SIS PR
3. R HIIEL I N IERIFHUAE AL

EV certificates are only provided to government agencies, enterprises, public institutions, social
organizations and other institutions. The following identification and verification of the applicant will
be conducted:

1. The legal identity of applicant is valid.

2. The name of the applicant is in accordance with the name of valid registration
organization.

3. The representative of applicant must obtain the authorization from the institution.

3.2.2.2. %% Authentication methods

1. HMS A
(1) IUEHALNARIARIDIE . TRE PR (BUEM D 4 BRSICIE. Flk
BT B IE S5 A DGIE B ST A
(2) @AW EE =7 BdE ST NI AR EIHME RS HE AR IIE R
8
(3) %IIEHMG/L = f@.iﬂ: &QL;iZJFﬁ
(4) A HIE S AN B R T 2

1. Organization identity confirmation

(1) Verify organization code certificate, business license (or normal license), social organization
registration certificate, public institution registration certificate and other relevant proof
documents.

(2) Verify the consistency of organization name, registration information and information submitted
by applicant via querying third-party database, etc.

(3) Verify institution’s operation address or place.

(4) Verify phone number or other contacts info of institution.

2. IERHRIEL NS B

(1) BAUELIPNE B FHREEAS N S E BB R

(2) FRUFARAT I~ HLIE K AR UE B AR

(3) IRIUEZ TP N HIEAL I3 FAIE B S

(4) T HE. MRS S N FI TR, MR OGN 51 B 4 KA AL
2. Certificate application handling person identity confirmation

(1) Confirming identity of representative of applicant Verify representative’s resident identity
card, passport and other individual identity proof information.

(2) Verify bank card and telephone bill, etc.
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(3) Verify handling authorized proof document of representative.

(4) Confirm the identity and authorization of relevant personnel from telephone or email, etc.

3. B
XA B, GDCA % FHE 8 A2 () 5 AR BEAT B 4%, 2R B & 1R AT
JS2 R4 A FIBLIE A RL,  [RIIS GDCA R[] 23544 VE I 25 WU B L e B8 EE =7
B 2R AR, LU E FR G 2 A B P AR S (3844 » BRIERY, GDCA & AT B R A :
(1) JE IR AR S5 LA BB = J7 HdiE % (i whois 3t CNNIC ¥,
M) Al RIRE S5 BiEE IR i 5 BT, Ml aE s
UEF I — 2
(2) I8 Iz AL VR 55 W UL BB 58 = 7 e I v A B (288 4 AT
RBNEE (e P EBAE VMR %34 W B A RERAR AR, L
HIE TR B AT AR 7 B I A A UG AR, W R HE AR R SR
BAEENE (U BIEEREHERS), JFAEE 5 HiEHR— 2.
WEL, GDCA i 7 EER U BT (Ko B i, DA I AL (R, R 2L
RATEHRAHS IV, % G SRR K
3. Confirmation of domain name

For the validation of the domain name, GDCA should review the written material submitted by
subscriber, and require subscriber to provide the proof of ownership of the domain name. At the
same time, GDCA shall determine whether the subscriber has the ownership of the domain name
from domain name registration service agencies or other well-known authorized third-party
database. GDCA shall perform the following procedures to validate:

(1) GDCA verify the information through the domain name registration service agencies or
well-known authorized third-party database (e.g., whois, CNNIC, ChinaNet, etc.) and
ensure the consistency between the domain name owner and the subscriber.

(2) GDCA retrieves the information of the domain name owner (such as email, registrar, this
domain name website administrator mailbox, etc.) from the domain name registration
service agencies or well-known third-party database and send e-mail or make a phone
call to the domain name’s owner. GDCA shall confirm some key information in application
request from the owner, such as the subscriber's attestation information, etc.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

4. HEFGHuAELGAIE
M A 1 HL T WA ) 7 A A
(1) GDCA [iiZ A6 KRR I AR 2, B SR AZ MR ] AR AR R 565 S AE — 2 A IS 8] A
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[E=RilgE
(2) GDCA WRZHEIEIR, EATHZBN, SERE AR .
4. Confirmation of e-mail address
Email address can be confirmed via sending e-mail:

(1) GDCA sends the check information to e-mail account address and requires the user of
this account to reply an e-mail according to these information within a certain period.

(2) After receiving the e-mail, GDCA will check the validity of it and finish the authentication
process.

3.2.3. MNAGHHIER] Authentication of Individual Identity

EV IEBAERZ N NHIE,

EV certificate is not applicable to individuals.

3.2.4. WHBUEHIIT S B Non-Verified Subscriber Information

EV/ G- A 6 4 BT 5 A AT T

All subscribers’ information in EV certificate should be verified.

3.25. HEAUAIA Validation of Authority

PV P I TP NP ERUE ML S5 I, N 23R4T 4R Sk

1 RS =07 S UM IR ST B e . SR AR 38 R TR A SO S A
MU AFAE 5

2. IR A RHRETHEBUE R R ST [ 4T ORI Z N R T Lk
B LR HACRAT NG U 3L

The following verification should be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her

behavior is authorized by these organization.
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3.2.6. H#EEA/EHEN Criteria for Interoperation

T H AR B UGEARS AU, FTELS GDCA #HTH#AE, (H2 1% FIMERS
P CPS WAZifF & GDCA CP #3K, Jf H 5 GDCA 25 AH NI Bl o

GDCA KK IR I ZS, #:523F GDCA WIRIEN LR HIE R, HFAZER
FHNE FRAEH o

A0SR E SRR B HUE . GDCA K474 LAAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in accordance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHAFHIERPFIRE LY Identification and Authentication

for Rekey Requests

FELTPE AT, 1T S0 LRI 00 ML . GDCA —fi
LRI MR BN IR, FR(E B

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

331 EAREHNESIHRIREXS Identification and Authentication for

Routine Rekey

PR OU T R, fE EV IEBRYIRT, 1 NMERHZR CPS§3.2 KT
UEBIRVEH AT J7 5 R S A IE S B

In general, subscriber should submit certificate request for re-key according to CPS $3.2 about
method to prove possession of private key before the expiration of EV certificate.

A S e A A P D BRI S 1) SO B e A DRI, T A R
SRR, 25U FH S B I i SO B s s, thti& sk, GDCA
R A AT
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The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

332, PHEFBEHEFHIRRSX% Identification and Authentication for

Rekey After Revocation

EV IE$S 48 5 ANREREAT 5 B B3R
Re-key/renewal after revocation of EV certificate is not permitted.
3.4. MEERKFRIREXEF Identification and Authentication for
Revocation Request
4 GDCA EFEMHLAAA 7853 (I FEH MAS 1T P BUEFR, AAUKE M IET, X Fh
TEOUICAAT $0E . AT B EOR MASUE, M A CPS$3.2 iR AT G 17 %

Al o

GDCA or RA can revoke certificate based on sufficient reason without authentication. Subscriber
who request to revoke certificate follows CPS$3.2.

3.5. FAURSHABIPRIRAES] Identification and Authentication

for Authorized Service Organization

GDCA HATHAE EV IETH RA, AH5HATHAL RA.

GDCA will serves as RA by itself, rather than will assign another RA.
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a. it 4 v B B #1E E R Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. EFHHEIESEAE Who Can Submit a Certificate Application

UEAS FRAF S AL BAT MOVE N B (AL GINUM (RAE AT BN LOG . Fk i fr, R[]
AN RIPIESE).

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. JEMTFE ST Enrollment Process and Responsibilities

EV P VEMHRIE R & CALN %2518 3% (CA/Browser Forum)ifiid www.cabforum.org
KA R B EK

HE# RLFSE AT P . EV CP AR CPS 83U Z1E R I, o2 Hrbok
TAEPEMTERE . B, S AEREH R N A .

FITE# N GDCA i#52 EV IE HE R AR BAE I SO, AT Y B S S
C& T Mg FR A,

WA TUER GDCA e fitm sk, T2 BEMUER FE1S g B A B0k

GDCA KX T 4R S AIE 5 H (5 55 B UE W] BORH — B & Ak, [F) 7K
THAH L 5 A% 54 E

EV certificate registration operation complies with requirements of guidelines published by CA/
browser Forum at www.cabforum.org.

Applicant should learn subscriber’s agreement, provisions agreed in EV CP and this CPS and other
files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.
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GDA shall make ensure the consistency check between certificate application information and
identification which subscribers provided and afford corresponding responsibilities of review.

4.2. P HIELFE Certificate Application Processing
42.1. RHELHTHEE Performing ldentification and Authentication Functions

2 GDCA N HyE M2 20T T REH g e, B4 CPS3.2.2. 3.2.3. 3.24
e 3.25 EK, T P T B IR 5 251

GDCA I iFHIIEE T s RS, ARIEIGUE S Rue 52 . #4015 i B 2
SR A B AN TR A AR AR . GDCA FEARFEAIE - it AR rh, lid 4 2 T B AR5
5 RS IEMI GRS SARRT, JRRIEBARS EFIMHIEE .

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certification application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the appropriate applicant.

4.22. EFHHIFEHAETIEL Approval or Rejection of Certificate Applications

SERL 4.2.1 WHI S ERIMPIAT IS, R R AR 2R, WA GDCA B4t
HEIZAE 131K, HIE & RO GDCA ) BV AETIT /s A5 NI SR 4aiE i

U SRE AR A A B, B0 GDCA A b 1% i B AT = X% P, GDCA
RAR L% H s, GDCA MR M. B e misiohl e, 5T 4 2 & F 55 1)
BUNHLSE 5 =07 RAGI 4 5, BUA LA AFFHOE I B 15 5, ESLA4Er EV iF
P KUK B A SR, TERZAE B R S A ARG B . T2 b i aln Big
N, GDCA ¥ H AL Hif .

After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
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risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus vendor
or related alliance, government agencies which are responsible for network security affairs and
other third party, or the disclosure of information through public media reports. GDCA will query
information from the list during accepting certificate application. If the applicants appear in this list,
GDCA will reject their application directly.

T ORI EV I, WS EIIRESIERTUER, — BERINEBRA AL
FEFIZ T, GDCA A BUME IZAEH BORBUE AL AT T AL PE .

XFEENE I [ SBUGFERTT AT BT B B B 45 1 R Ml 5 3h
HERTHESIINIE, GDCA AEEEA NI K EV iET. tbhh, WRAES g <
N RS2 BEANE L B K B3 7 BUF A SR, GDCA Al AT R#E IS 51 EV
WEP TS
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

4221, EHHFERHLAE Approval of Certificate Applications

GDCA JEMAUE B 58 i T+ B S B AT 4 5 BB A 2 BT R ACIEHE K A
GDCA il AT IE U FRAAEUEF B, — BAEHHORAT, CA KRBT %S ES
B E SRR .

WRATE TS, ML (RAD AT LA IS B -

1. ZHIEEEW LA CPS 3.2 K117 B AR AN HI L AE »

2. WG H B ECE AT SO 7 PSR A A AR

3. HIEE DAL SO TN 9

After GDCA's registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application. Once the certificate is issued, GDCA shall not have the
responsibility for inspecting the correctness of the certificate information.

RA will approve the certificate requests, if meet the following conditions:
1. The application shall meet the requirements from CPS 3.2 regarding the subscriber's

identification information and identification.
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2. Applicant accepts or has opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.222. EHHIERTEL Rejection of Certificate Applications

MR RKAETHINEE, GDCA RJLAELAIEFS Hid

ZHIEAFTEA CPS 3.2 KT 7 3 (AR IR AT S 51 B € 5

I & A RESR LT 7 221 S e AR R

PR 2 SOR B AN BEFE 20T 7 I A R A AR

FAE 2 I B AN RS 12 R RE SR B A 28 1

GDCA s FEM AU AHEME % HE #5204 GDCA 417 R Gl A 4y B 7
Ko

o > w dpoE

If the following circumstances happened, GDCA may refuse the certificate application:
1. The application does not meet the specifications of subscriber’s identification and

authentication in CPS 3.2.
The applicant can’t provide the required identity documents.

3. The applicant objects or can’t accept the relevant content or requirements of the subscriber's
agreement.
The applicant has not paid or is not able to pay the appropriate fees.

5. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

U SR R R B LTI B e, GDCA i 45 F i HRE 15 i, 7 B
FHTE & E S I R

If the applicant fails to pass the identification, GDCA will reject the applicant's certificate application,
and notify the applicant about the failure.

423. KHEIEF HERIEE Time to Process Certificate Applications
GDCA NLAE A PLAIIR P 5€ FGIE +5 S A2
GDCA should finish processing certification applications in a reasonable period.
4.2.4. Certification Authority Authorization (CAA)
Ri&F. GDCA A CAA Bl .

Not available. GDCA does not provide the service of CAA validation.

33



[] S THEIRIEEIRLE
we m———— GDCA EVAEF L FIMENL S HUI (V1. 4) R

4.3. IEPFZ K Certificate Issuance

431. HFINERSHH (CA) BIFTH CA Actions

CA WEAEUETS il e U J5 A2 BT 28 R E . CA SN IS N AR RN 2SR IRTIE 15 26 1
HARUE TS B RS B . B RIUEBIERER G CAIN S ibts (CA/Browser
Forum) @i www.cabforum.org KA IFR RS 12 H65 HESR

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with requirements of Section 12 guidelines
published by CA/Browser Forum at www.cabforum.org.

43.2. CA BEHITFIEFHKL KR Notifications to Subscriber of Issuing the

Certificate

GDCA HIEBER R KL A, RR@RAT L O, IR ST
PR3, POE . P2 T RT3, e E e 5T 2 107 U
KA P AT R AR S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.

4.4. VEFEES Certificate Acceptance
44.1. MREREZIEFRRIITN Conduct Constituting Certificate Acceptance

1. AT EATU LT GDCA GIE 3R 25 W UE 15 2, 1E 5 T 258 R R T 4%
5 TES.

2. GDCA FEMHUALELT FIIRYE TR, R FEAET, FHEIE @ mr ey R %
AT, BMREIT P TR

3. TP RHIE T B IE T P 25 (R R

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to The certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
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certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

442, HWTFAERSHIMIHERK AA Publication of the Certificate by the

CA

WP AR 5, GDCA 1E 24 /N % IT FEF & A B GDCA 1) H 3R R4t

GDCA R FI =+ M H Fe M55 2% Gl 5k 731 BT 25 RAIE i o 25 0 56 B B B A 3]
FHFMRSAE T, ARG 3 B, R 3 H SRS 28 B EERE B 3h F2D 2 H kRS54
AT P NHEORE T AR .

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. HETFANERS YIS HADSZAR)E % Notification of Certificate Issuance

by the CA to Other Entities

GDCA Hg AKS HAt SEAR AT I8 1 o FAl SEARTT L@ M H sk 55 4% h & if) 2] GDCA
AR TIES.

GDCA and RA will not notice to other entities. Other entities can obtain GDCA's issued certificates
by querying the directory server.

45, FHEXNFUEHBER Key Pair and Certificate Usage
45.1. ITPRFVERER KR Subscriber Private Key and Certificate Usage

WPHESRAE TIE B HIEIHER T GDCA P kK EH)E, WPy Ca R TS
GDCA. HRAMTT A RIS 2% T P BIHAIETS,  B238 R A7 HAIE x
L FAEH o

VP R ORI AL B3 S R S A, 5 HAS A A o S sl e e+ . A
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AFFHEAT VAR
X BV AR ZAESS, AFAE—MIEFS0S B2 AN AR R

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
rights and obligations. The subscriber who receives the certificate shall properly keep the
corresponding private key to the certificate.

Subscriber should protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate should not be related to multi-software at the same
time.

452, REBHAHARERB KA Relying Party Public Key and Certificate

Usage

AR B IR B T A S RS, A SUS AT LR AR
IRAFE T2 44 068 0L (R E 5 B A5 AT«
B AIZ 254 5 I FRRIE T S AR 7 5 AT (R
i A CRL B OCSP i\ 1% 44 0T N [ IE F5 2 75 1 11 4«
RS 1 A& 10 B R 2544
8 FHUE I A FHEIERE 4
A b SR AR AN R, KB A SR A A (S B
AR T BRI NS BRI, SR IE X 1R AR IR A 2 T n
5, SREAEFRE S LA APIE BN o« MM K N2 UETS FE 7] n 25 15 B — e R 14
27

o > w bdoE

When the relying party have receives the message with digital signature, the party has the
obligation to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying
party.

3. Confirm whether the signature corresponding certificate has been revoked by querying
the CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
b. Use certificate’s public key to verify the signature.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.
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When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHEH Certificate Renewal

4.6.1. IEHEHHIE Circumstances for Certificate Renewal

GDCA AR At EV iEHF#H RS .

GDCA does not provide EV certificate renewal service.

46.2. TERIEFBEFKIEE Who May Request Renewal

ANE

Not applicable.

4.6.3. EPFFEHERKARE Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. FRIUEBEXHT PB4 Notification of New Certificate Issuance to

Subscriber

ANEH

Not applicable.

465. MR EHIEFHKATN Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.
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4.6.6. HFINERSHBXTEFIED K KA Publication of the Renewal

Certificate by the CA

AEH

Not applicable.

4.6.7. HTFINERS VLN HAh 244k K85 Notification of Certificate Issuance

by the CA to Other Entities

AEH

Not applicable.

4.7. IEPHEEAEH Certificate Rekey
471, EHBHEFKIERE Circumstances for Certificate Rekey

GDCA HJIE+ % P EH A FEEA R T LU 52
1 AEEIH.
2. IEFEPIE.
3. FTHOR. BOR%&EHPK, GDCA ZERIEH .
GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.
2. The certificate key expires.
3. GDCA requires certificate key update based on the security reasons of technology and

policy.

472. TERIEBRFHEHKEMAE Who May Request Certification of a New

Public Key

SR F3 3 8 SRR RO S 3T P

The entity who requests re-key is the certificate subscriber.
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GDCA

473. EHHHEIERAILLIE Processing Certificate Rekeying Requests

“LE%IJ o

Z 8 CPS § 3.3 [ XI5 8 1 BT AT P S iy S5 50 A
Z I CPS § 4.3 MALE XHUE S IEAT 2K

=N

N

N

Authentication and identification of subscriber identity are done for re-key according to CPS

$3.3.
Certificates are issued according to CPS $4.3.

4.7.4. MERIERBERXHT P EES Notification of New Certificate Issuance to

Subscriber

[d] 4% CPS § 4.3.2

See CPS $4.3.2.

475. HRERZRFHEIIERMITHN Conduct Constituting Acceptance of a

Rekeyed Certificate

[d]4< CPS § 4.4.1.
See CPS $4.4.1.

47.6. HTFIMERSHN HEHEFUEFR R KA Publication of the Rekeyed

Certificate by the CA

[F4< CPS § 4.4.2.

See CPS $4.4.2.

4.7.7. HFIAERRSDL T H AL SR K38 25 Notification of Certificate Issuance

by the CA to Other Entities

[ 4 CPS$4.4.3

See CPS $4.4.3.

39



r] S THEIRIEEIRLE
we m———— GDCA EVAEF L FIMENL S HUI (V1. 4) R

4.8. EFHZETE Certificate Modification

GDCA Afeflt EV EHAHE MRS, WHEH P& HIE B R AR TR M EA CPS

§ 4.9 MHLE MAZUET, 1T/ MA%HEA CPS §4.1. §4.2. §4.3. §4.4[HlE EHiH
THRERAUES

GDCA does not provide EV certificates modification service. A certificate in which the information

has been changed should be revoked according to CPS $4.9. Subscriber should re-apply the
certificate according to CPS $4.1, CPS $4.2, CPS $4.3, CPS $4.4.

48.1. EPHTHEFIEIE Circumstances for Certificate Modification

ANE

Not applicable.

482. ERIEPEE KA Who May Request Certificate Modification

ANE

Not applicable.

48.3. EHZREIHERAIAEREE Processing Certificate Modification Requests

AEH .

Not applicable.

4.8.4. RIUEBEXHT P R4 Notification of New Certificate Issuance to

Subscriber

ANEH

Not applicable.

485. HIREZATEIEFRRIFTHA Conduct Constituting Acceptance of Modified

Certificate

AEH
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Not applicable.

48.6. HFINERSVMAXNZEIEFRRI KA Publication of the Modified

Certificate by the CA

AEH .

Not applicable.

4.8.7. HTFINERS VX HAh 244k K85 Notification of Certificate Issuance

by the CA to Other Entities

AEH

Not applicable.

4.9. iEHmEMER

Certificate Revocation and Suspension

E PR ARESERNEERS CAN AR LIS (CA/Browser Forum) i i
www.cabforum.org KATHIFER 13 #Ar K.

The operations of Certificate revocation and status query are in compliance with requirements of
Section 13 guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. EPRENEE

Circumstances for Revocation

R ILCLT IR, RS 26 04 4 -
1 RBAKES. Bt REFBUN AL E 2 2 Eb
W PE e A CPS #E Y B HA 51
WP PR MK,
GDCA K ILIT 7 #E HE I 2 BRI IE A R FUSE
WPRBEEATIT P R RUR M B4, W] P R FESUI SN R 55 2% 5
W EV SSLIES L5 B T SRR 2
UEFS HE A& R AT RIS EAN BEIE T B AT 95
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8. GDCA ZbEz It HiAR 27 4 EV IEB2E RN REEHE EV UEFS 1 HH
SRS Bl GDCA AN R &% K EV SSL -1 BRI 5L i 5

9. kLA HET RS0 GDCA F= A4

10. GDCAEV MRIEHE EV T CA IEFHAH X R A AAE HI B 22 4 WUK;, 5 GDCA A
AR EV IEBIBCRIEE R, 30 GDCA KIVZEKAF Tl K& CAN
s is (CA/Browser Forum) it www.cabforum.org & A R 45 B 1195 3R B}
GDCA ] EV IEF UK

11, B THOR bR e I8 A8 7] AR S SR 67 BN F 3RS T 7= AR AN AT RE RS2 1 K
5

12, FVENUAG I ) P S BOIEFS R4 B4 1 95 B TOVE B AT, A HE I B el H)
P (R E ALK

13. 7EAE(T GDCA F3HNIE-F (R 4% 5 1P ik )4 P A Bl A BT e VR IS 7 »
N34 A A 38 O ROR VR B s 8 LA « S L
2921k AN BRI AL RN

If the following circumstances occur, GDCA can revoke the certificate:

1.

10.

11.

The private key is stolen, tampering, unauthorized disclosed as well as being treated by other
security incidents.

Subscriber violates any significant responsibility specified in this CPS.
Subscribers actively request the revocation of certificates.
GDCA found the proof material provided by subscriber at the time of application is not real.

Subscriber cannot fulfill the responsibility in the subscriber agreement, for example, if
subscriber cannot pay service fee for the certificate in time.

Information in subscriber EV SSL certificate has substantial changes.
Certificate application has not authorized or cannot be traced to authorization actions.

GDCA terminates operation and does not yet schedules another EV certificate authority to
provide EV certificate’s revocation support services, or GDCA no longer has the right or
qualification to issue EV SSL certificate.

Continue to use the certificate will cause damage to GDCA.

Private key of GDCA EV root certificate or EV Subordinate CA certificate has security risk, or
GDCA no longer has the right or qualification to issue EV certificate, or GDCA is found that the
issuance of certificate does not follow requirements of guidelines published by CA/ browser
Forum at www.cabforum.org or GDCA EV CP.

Relying party or application software provider has unacceptable risk due to technical or
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standard evolution.

12. Judgment of judiciary causes that certificate credibility is weakened or is not to be trusted, or
direct or indirect regulations and requirements of laws and regulations.

13. The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

492, FERIEPRBEHIEE Who Can Request Revocation

HRAEP RS SR NIT 7. GDCA FI& 5 iEN IR F1VE N .

Certificate revocation request entities are subscriber, GDCA and judicial personnel authorized by
the judicial organizations.

493. BHERKBFE Procedure for Revocation Request

49.3.1. T/ EBhIRHESHE The subscriber actively proposed to revocation application.

GDCA RIEZAT F B RS HiE, A eI 07 U5 HH TRV E A H i
P71 GDCA $238 8 FRE A S O3 IE AR, [R50 B 7 8 S5 A

GDCA #Z A% CPS § 3.4 M E BEATHE A 1 8 15 R 1) 48 01

YR 5E RS, GDCA TE 24 /NI P X 481 SR AT T 7 5

GDCA 7EB: 3 B ANIE KI5 19 2 A T AR H P58 RAE T Y

GDCA 58 Ji 1 Ja B I HE A BINIE - 1 8 91 3%

GDCA @I HIIE . MEMF. AL EARE 2 72, AT P e e Rl A B e .

N o g M w0 dhoPE

1. GDCA only accepts subscriber’s revocation application at presence and other revocation
methods are not accepted.

2. Subscriber submits application form of revocation and documents of identity confirmation to
GDCA. Meanwhile, subscriber should provide reasons of revocation.

3. GDCA makes authentication of certificate revocation request according to CPS $3.4.
4. GDCA will handle revocation request within 24 hours after authentication.

5. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

6. After the completeness of revocation, GDCA releases it to CRL promptly.

7. GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, fax, and etc.
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4.9.3.2. TP #uEE B4ASIEF The subscriber is forced to revoke the certificate

1. ¥4 GDCA A7/  MH a5 LA CPS&.9.1 Fh LI, il GDCA %4x 5
W23 DL St 5 T mT AT

2. 1t GDCAEV Root 1EHiEL EV 1 CA UEF5AHT B AL EH H 22 4 XU ), 22 [ 5K
TANUE AR SS 2501 T J5 o] BB A T U R

3. TEIEHMAE, GDCA BUE MM BT IE M7=, AR, Bih, EH5%, @
RO ZAT PR OOl i Bl i B R . 2 R AEBEARIT i, LML,
GDCA S i« HAL IR 5 R a0 sl HEAT A o

4. GDCA #2724 /NI (¥ EV AIES 1) B4R 25 AR EEA L .

1. GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in
CPS $4.9.1 after the approval of GDCA Security Policy Committee.

2. GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA
EV Root certificate or EV Subordinate CA certificate after the approval of state’s electronic
authenticate service administrative department.

3. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and
pending certificate to the website.

4. For EV certificate, GDCA provides 7*24 hours problem reports and handling mechanism.

4933, BFMNERZ VLA SIES R F4 Revocation of electronic certification service

organization certificate

GDCA AHEF ) M, A M IS 7R 18 52 Jm 4 7] LLEEAT .

GDCA's certificate will be revoked only after the approval from the regulatory authorities concerned.

49.4. [PIEMRELEHLH Processing Mechanism of Problems and Reports

VT NLAEIEF536F L A A B 4 B S AL IS A B e e g P B 5 A7 BT 1 GDCA,
KA 24 /PiF. GDCA {ERRENT PR Ja NAE 24 /NFFA, X D 352415 FRIHE
FEHEAT AN PR E A2 T AU BRI thd 24 R AT S AL B LA o

GDCA #SLIFRFF 7*24 /NIFIK) EV UES ) BB 5 AN SZBRBLA, ARATIT 7 S AR
IO FH A A I i B A 265 = D R BIE A5 W) BEAF AR IR ALBH H B PR ot Hh B « IE+5
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W B S BV UEBAHSC R PEER . M. A B IE AT AR, YRl GDCA i
TR SR 7R

® Hiifi5h: 020-83487228

® [LF57%: 020-83486610

® E-mail: report@gdca.com.cn

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® Telephone number: 020-83487228
® Fax number: 020-83486610
® E-mail: report@gdca.com.cn
TR BB RIG, GDCA fE 24 /KA CL48 1 32 4 iy BRAIE o3t AT S0 AT
A, JEARGE A A R e S T R IR B A 0 = 1) AT A B SR A
FEEART LT N
= PN g a vy
[ 3L 18 P i A 7 A i A
R i D R B UCHORT AT
UEF5 85 A S5 AH Lk 55U A A BT o AU S A 2 2R
EV CP/CPS LT J* M S5 AH S AL Ve 1) 141G
A RIFHE I B

© o & w Dd

After receiving report or complaint, GDCA carries out identification and investigation for the
certificate which the report about within 24 hours, and decides whether revoke or other appropriate
means for processing or not according to the investigation result above. Identification and
investigation include but not limit to the following:

1. Identification of reporter
2. The nature of the problem and the reason
3. The number and frequency of corresponding problems

4. The review and determination results of certificate issuance and other related business
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procedures
5. Compliance with EV CP/CPS and subscriber agreements and other regulations.

6. Compliance with relevant laws and regulations.

495. BYIERRERIE Revocation Request Grace Period

Un SR B M e B R B S TR, T B SR A e T T AT i R 8
/INEE LA S o JHC A 7 B SR AT 7 B 2SR A AR AR AT A 48 /NN AT

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.9.6. HFINERSYEAERSSIERFEFR Time Within Which CA Must

Process the Revocation Request

GDCA Ab 8 1 =K 11 B Bk 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

49.7. REFREIED RAHER

Revocation Checking Requirements for Relying Parties

GDCA 2L IR AW, KBS W /E GDCA [ uh E3EAT &

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

49.8. CRL XKAi#MiZE CRL Issuance Frequency

GDCA ZBUE i R AT BB IIE T3 A 513 o WF AT eSS, ETS A5 41 3 0T A i )
[ BGANRE DL 24 /N 0P TF CA UEFS, 204 3 DMHERM AT —I, X T CA ik
5, DAERFEAAT IR

CRL ZRIFRFFA CAINIYE 331835 (CA/Browser Forum)ifiid www.cabforum.org &
AIFETEEE 13 A I ER .
GDCA must release the latest CRL regularly. For subscriber certificates, the time to update
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certificate revocation list is not more than 24 hours. For the sub-CA certificate, it should be issued
and published at least once every 3 months. For the root CA certificate, it must be published once
per year.

CRL Issuance frequency meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

499. CRL XAl KA )JER T Maximum Latency for CRLs

GDCA 1] CRL & A7 ¢ Kt i i (B A R AT 2 S5 # 24 /NP .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.10. FELRIRASE WA A Online Revocation/Status Checking Availability

GDCA [AJUE 53T = MR 7 S L e S i TR B Wik Ss (OCSP). OCSP fya] F 14
54 CAI Y 28835 (CA/Browser Forum) JEid www.cabforum.org KAGHIFEE 13 #F
INE: >\

The availability of OCSP meets requirements of Section 13 guidelines published by CA/Browser
Forum at www.cabforum.org.

49.11. FELRESEWESR Online Revocation Checking Requirements

Xt 2 A PR ER e HL 58 A OBIEAS BEAT B 4 55 501 S5 AU R » AT #E M
—MIEAS AT ZUE USRS R B AR B ZAE R RS

Relying party must confirm the state of certificate via OCSP before trusting the certificate for the
applications with high security requirement, authentication and authorization using this certificate.

49.12. BHEBRNEMRALR

Other Forms of Revocation Advertisements Available

GDCA A EAL R (E B I H A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.
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4.9.13. FHRMEFRRHIER

Special Requirements related to Key Compromise

B CPS #1$4.9.1 MUE MG TEAL, 23T 1 BEEMUAG AOIE 5% 8 L0 8 B mT e
T REN, AU [ GDCA FE HHEFS mHiE K. WR CA 1% (R CA 51 CA
D A PE B BRI, NOZAE & BRI 18] Py & 307 K @ AT A
AT o

Except for the case described in CPS $4.9.1, when certificate key of subscriber or RA has been lost
or probably lost, certificate revocation request must be made to GDCA immediately. If security of
CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify
subscriber and relying party timely in reasonable time and appropriate way.

4.9.14. IFEHERKIFERE Circumstances for Suspension

AEH

Not applicable.

4.9.15. ERIEFERK LS Who Can Request Suspension

AEH

Not applicable.

4.9.16. EHEIERKWFE Procedure for Suspension Request

ANEH

Not applicable.

4.9.17. #=HEARIFRFR%] Limits on Suspension Period

AEH] .

Not applicable.
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4.10. EFIRA RS Certificate Status Services
4.10.1. BAEHFME Operational Characteristics

TP LU CRL. LDAP. OCSP EHHEFRRAS, LIk 77 AU MIEA RS IR 55 B 1%
X U 7 SR A < R G 7 R 7 A8 i Ak B

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

4.10.2. AR T]F M Service Availability

GDCA #&it 7*24 /NEFIEFRS A WSS . EIFEM 2 SRVFIIESL T, 117 Aefig st
IR UE RS A WSS

EFOIR A R 55 T A M FF S CA/RI NG 2% 18 25 ( CA/Browser Forum ) i i
www.cabforum.org & AT IR 2R 13 0 0 HEK .

GDCA provides Certificate Status query Services in 7X24. If the network is permitted, the
subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of Section 13 guidelines published
by CA/Browser Forum at www.cabforum.org.

4.10.3. WJERHKFE Operational Features

UEFIRES B H A AT e i 5577 09T A ] GDCA fi5 %€ 1) CRL Huhik, il H k5%
PRI E I RS, AU TR CRL BIAH:, HHATIEFRES A

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to local for querying certificate status through
guery system provided by the directory server.

4.11. ITML5 End of Subscription

SRS LR L
1 R RIS BT BEAT W
2. UEFRIIRTH R

— B PRI 2O & B GDCA FE T INIERR S, GDCA fEftEIL 21k
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ERJE, REseI AT P AESES, JFE I CRL A AT SRS 3EAT A Aii; GDCA TE4HC
S B IE S A R AR S R T R DR 1T W 45 AR FROAIE 5 B AR ST P B e AT VAR

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates to use GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHIEE 5K E Key Escrow and Recovery

4121, BHTESKERE ST A Key Escrow and Recovery Policy and

Practices

GDCA NMSHFEEALAT EV IE BT P ALVEH, Kb AR A% = R %S

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.

4122, SiEFEHNBE SKE R KIEFIITN Session Key Encapsulation and

Recovery Policy and Practices

ANEH

Not applicable.
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5. INIENL A . B E M BEA/E#EH Facility, Management, and

Operational Controls

5.1. #E$EH] Physical Controls
5.1.1. Hufr B 584 Site Location and Construction

GDCA (¥ SUIAIHL GG g A% IR R B b S -

GBI/T 25056-2010 ({5 R Z2HAR EFIAIE R Gea i M HAH R 2 A BRI )
% J5[201017 H (LTS5 H IR BEAtl 1 g 1 23R
GB50174-2008 {H1 715 B RGEHL 55 BT HITE)
GB6650-1986: (1AL GBI HAREA A1)
GB2887-2011 (it HAL A7 i FH AR Ve )

GB30003-93 { H 7SR b3 it T A B ot v )
GB50222-95 (LN ERRAB LTI K ATE )

GB50116-98 (ki Hzhik & R Gt it MiE)

GB50057-94 (3B E it ALy )

GB5054-95 ({1 He e F e it #LYE )

. GB/J19-87 CRIEMENX5 %M1 BT AE)
SJ/T10796-1996 (HSHANLYS FH G SR A S AF)

. YD/T754-95 Cid vRAL b5 & FL s i )

© © N o g &> w N P

e e e =
w N P O

1. GBJ/T 25056-2010 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

2. State Cryptography Administration [2010] July “Construction Requirements for electronic
Authentication Infrastructure of E-government”.

3. GBb50174-2008 “Code for design of electronic information System Room”.
4. GB6650-1986 “Specification for raised floor of computer room”.
5. GB2887-2011 “Specification for computer field”

6. GB30003-93 “Construction and acceptance test code for electronic computer room”.
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7. GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
8. GB50116-98 “Code for design of automatic fire alarm system”

9. GB50057-94 “Design code for protection of Structures against lightning”

10. GB5054-95 “Code for design of low voltage electrical installations”

11. GB/J19-87 “Code for design Of heating ventilation and air conditioning”

12. SJ/T10796-1996 “Specification for raised floor of computer rooms”

13. YD/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA BLG AL T L i pg g X ML, R — A SE i 30, BB, ik, Bi
Ky BIEEDIRE, BEANLG @G G ME—R N I AITERS, GDCA HLHLG5 1% IR DI fRE
TP RS IX . FEIX . BEX. AKX AKX, RESL AN R AR
HBENFZAL X 35 o

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

51.1.1. 2AILEXIs Public Area

RNIXBEFEAD . KEE, REE, HESAEEREA R RS, AN I AR

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.

5.1.1.2. #4ERX Operation Area

BAEX S RABRIEN DL EE A AR, 75 ZE R & U0 R AR S0 )
ARTRAEN, NG EEX A &Lk WZEFE, Fra R AR R R F o A
DIER
Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.

Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.
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5.1.1.3. & Management Area

FHX 25 RA BHEHG, CAEHE, &k, HitEhla, WSS, s
B, & RAM CAEH I, HiF MM Ze R TEX, RarEsX e e A
SABEN, 75 EEPNE 2 O3[R IS B 60 AR R AR S ) A AT BLEE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. A% X Service Area

ARG IX FE 22 M LDAP RS 25, OCSP AR4578. RA EMIRSS 845k %, R Al
AR X E A H N RN, 75 B AN 3 B R A P 5 0 AR S R AR S0 % i A mT DLk
Ao

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Enter this
area needs two administrators to use identification card and fingerprint identification at the same
time.

51.15 #OX Core Area

O IX BRI, e rmnm AN GIBT 7], E2%dke CA 4 MMSs4. CA Bdl
PEMRSS 25 KM B HIRSS 35 I (A BIR 5 28 552 0 e &, R Vi XKRLE
NABEN, T H. 75PN E 53 RIS S R0 R e SC 0 A T BLHEN . B AR
BIRAEAL L X, FETRE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

5.1.2. Y Ji M Physical Access

GDCA BLp A AT 9 W I 1238 i T I IAE RGN L MBI AIRCE A, X145 R St
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H B — T8 [ TR AT I (B SR AR A5 B AR, IS5 X S A% 00 X 7 22 793 A B 5% ) I s P
AR R AR SCE A T AEEN, HL5s AR SR EHL5 B W AR, A X450
SKHATREIAR, R 18NSR

Py ERLYT IA) P AAE A0 LA 5 T

a)

b)

c)

MEERGE: EHIF)ZTTHRE . TR S/ 68 SRR sl & 12 slida et
SR REHEH, BEHRE—TE TN A I R DR AE BN

B RG: HRAERAREEA . FIEE TERAIFT. KEASG 1SR 1S
DLHER AR AR E R GE. B RS TR B E .

MiZ RS SIENYERAIRE RS G EHNEA KB EERS, e
DXIAERAE DRIEAT 7424 /DI ARINTRAE . Frf BBTRk 2R 6 M,
P2

In the data center of GDCA, it has 9 doors installed with electronic access systems and one

physical

intrusion alarm. The electronic access systems are monitored, with real-time access

records to set permissions of access, and can set an alarm when the doors are opened over time.

The staff
behavior
area, two

is required to use the identity card and fingerprint to open every door, and each access
has been recorded with time-stamp and related notice. Enter the service area and core
administrators need to use ID cards and fingerprint identification at the same time before

entering the room. According to daily working specification, the specific personnel will archive the

access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a)

b)

<)

5.13.

Access control system: It is used to control access to the doors on each floor. Staff needs
to use identity card with a password or fingerprint to enter and exit. Entering or exiting
every door should have the time records and related notice.

Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized
opening, long time opening and other abnormal situations. Alarm system can clearly
identify the alarm location.

Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will
be retained for at least 6 months in order to future inquiry.

2B Wi $% Security Monitoring

RN B TR 2 1% R AR, AW RS EAAN T 2504 i
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RN 7 & 48, UPS il 7 R 48, MBI T R4, B WU 7 2488, RS
WT RG . FKENT RS BT RS 1ETRS. BBREET RS, G
W WUAIRERIRGL. 220 RGUIRGLEEAT 7%24 /NEFSERT MR, Dol 2 iz, 5
IR R, IR IC R ORI Ry 6 M H BLE.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. HJ}757%%f Power and Air Conditioning

AHLG R P 1 e R . — S SRR L, BCEA LIRSS, AL
J B A T P PR 4% BB R R GE. ML SR T ORI s R 4 UPS, AR
KT 8 /NI DT o HLGS XIS PR T B e, SEOLNLAE . RS 38 W44 S5
PR AR

BLG5 7 R FH AP P REas LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcalth m2 #fimiitdd. BAREFIMRIHRE: 35°C: AFEAMLIMRE: 0C: Wl
FNBITHRE: 224°C, FIXHEE: 5535%/Mh o [N, HLEZE THRNAS, shlEi#
ATHS, DRAEALES P PR 28 S0 TR R IR VHE IR DA BB o 223 5358 1 P ) o 56 1)

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply and meeting the demands of specified air cleanliness, etc.
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5.1.5. 7KEPFif¥E Water Exposures

NBTIRKEXHLGS BB, GDCA FENLGS 1A = N B B IR K IE RS IKIRE
R 2 722 o Pl e, — BURAE K S RIS, @A RN RN, S it o R 72
W AN DY HE KR Stk R, — BUR AR K, JKBESZEIHRIE S 25, JFX A AN E B
(HESEIPOSE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and a
drainage floor along the periphery of the wall. Once the flood has occurred, water can be excreted
out immediately, and all exterior windows are sealed.

5.1.6. ‘KRB Fire Prevention and Protection

GDCA B3 A 2% X IR A T RIS ARLIE K SRR AR I 222 1Kk B 3l R4t
LRAMBABKKARGE, ZRGEAAZ. T3 LN 2 =R a0 77 3.

FEEIIRE T, HPP XA KBRS, JORIRE P i a5 32 BB X PIIR AL K ORIRE
G5 LB R HIBI(E S . it 30 AP RS, KRIREEHIHE S, BAKKR
g, [, SR SRS IS SRR T, BIP X NTTT RS, B A RN

P XA NTAER, o LGB P X T T3/ B sharoe, i
ARG A ARSI TG, BB R KBRS, B g AR R EE S,
At SR E S . BB RRAIACE, #2042 AR B R 37 X A K 2R 3
A, RIWISZRVE SRS, WU UK K.

MES. TR SENERRES, wTEAMFRA N SEIN U S #8F R 3.

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be alive. At the same time, alarm controller receives feedback signal from
the pressure signal device, and the door’s lamp is highlighted in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
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operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. JrFEH#E Media Storage

GDCA XS 5t (A TEORME I A2 BT s Bk B By B B Bty
Bl BT AR A S I 2 A TR . SR T A BRI BACTE A . A B R ] LA B
SR ISEIL T XA A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. EK#ALE Waste Disposal

2 GDCA A5 MIARSK SR ARARE CAS P 75 2 A7 R BT BR LI, aa ZBR A it 6
8, MG R IIEIRE . BB A IEURAS B A A A AR IR AL B RTAR G 3 R 3
BTV SR H AT I AT P AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered . Cryptographic devices and
media with sensitive information should be initialized and sanitized by using manufacturer’s method
before disposal.

5.1.9. R4 Off-Site Backup

GDCA #1371 st Bl 540 bl AL T TR Gt R Gt . o i H S 50
AN A SRR A S AT S L S &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF#EH] Procedural Controls

5.2.1. TW[{E#fh Trusted Roles

f£ GDCA AR FIEMR SR, REMAT ERmE Btk M. B
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FR B SE00 J BHEE R IRAL 78 8 GDCA MATTE M. XL AR (HAR PR T
PAME R RE AR REEHAR, ZaWit NG S EHE AR LS EIEA
5, AR ALAAFRANESR L GDCA ) b A 5t B i o

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
As the specific job names and requirements, the GDCA job descriptions shall prevail.

522. BIEFTENME

Number of Persons Required per Task

GDCA fE B AR 55 FIE 6 S AT 55 EAT T i 42 1, BB T ZE 2 A W5 A
[F5ER, Bl
& CEPIAE A MR FE S DREAN G 3 IR Sk
& IFEHERRGNEGHE: FE3INRGEHEANLHR 2 DAEANRILFE
ek
& MR TR 2 ANAE N B3R E SR

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:
€ For operation and storage of the key cryptographic equipment, it requires at least three of
five trusted personnel to operate.
€ For background operation of the certificate issuance system, it requires at least two of three
trusted personnel to operate.
€ For review and issuance of the certificate, it requires two trusted personnel to operate.

5.2.3. SMAELIRA5S %5 Identification and Authentication for Each Role

GDCA fiTf5 A& A5 A AR IR N AN 2858 — 2 2 7 B 45E . S EFE - 7E GDCA
N 3 T R 8 B2 A5 PP R E

All current staffs who undertake the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.
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5.2.4. FTERFHBKAE Roles Requiring Separation of Duties

NIRER G 24, MIEAEA G B EN, Bl GDCA HIR{E Mt i AN F B A 4H
f£. GDCA BEATHR DT /r B A o, BFR(HARR T 41 f

) kg

b) {EHEL CRL 25K

¢ ARG LHEH4EY

d) CAZEHEM

e) wARHI
In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:
a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs
c) System Engineering and Maintenance

d) CA key management
e) Security auditing

5.3. AR¥EH#H| Personnel Controls

N AFEHIFTS CANK28181E (CA/Browser Forum) @it www.cabforum.org % i
MIFERE 14.1 39 HIER

Personnel control meets requirements of Section 14.1 guidelines published by CA/Browser Forum
at www.cabforum.org.

53.1. B, ZHMELLRER Qualifications, Experience, and Clearance

Requirements

GDCA X A FH ATE Mt i) TAE N R A B ZR AT

1 HZ RSN IER SR,

WAy E SR M, IR GDCA gt — % g H.

5y GDCA i R &ZaEHAMNE . M Al

A RIFHAN AR BF7 LRGN A T 0 AR A R 4F Mk
HA& BT R BIA& TEAR

o c w D
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6. JLIEEILIEILT.

DR AL AR N DL AR A AR ORI TAE LS, Budid GDCA AHSR B IIAIE 1%
JEJ7fE Lixi . GDCA ZER 72 w5 M (i) N 7 220 b ZiUE A JEl . PSSR LA IR 4
P TERM CA IBAT I B SRR T AT E AR %

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Awell team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthy and dedicated
to work, without other part-time work that affects CA daily operation, no major bad records of this
industry and etc.

5.3.2. BRFEAEMER Background Check Procedures

GDCA 547 KMBUFE I AT SN &1E, SEon vl {5 R LIH SR E.

PITAT R AT AR B3 AR S RN PR AT A5 B3 A0 20045 T R o ek AT 1 St . 9 5
BT E ISR, WA NA . WA A A RO R
AT N BRI E R AVET B, Rl sl A R BRI AR =GR
RIA%SE o

GDCA can collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go
through a background investigation. The background investigation complies with laws and
regulations. The content and method of the investigation, officer engaging in the investigation shall
not violate the laws and regulations. The background investigation will be conducted legally, in
which background information of employees will be checked through the organization concerned.

BB N EARBEMSEIHE.

AP ECEEN TSP, BHER, HE, 2 XR/THmiHE.

AR AR S EE A A I H SNE AR IR IC S, e R R 2T
. WA

60



[] S THEIRIEEIRLE
we m———— GDCA EVAEF L FIMENL S HUI (V1. 4) R

a) NG T RN G NBERET DA A . SR R Bk B, B
PEVIESS . SEAUETS BEAAIE S B U iE S5 AH S RGIE

b) NI EM BiE . (EeR. W4, U5 200 HAR HE AR B S MR AT %
5E o

CTER S A, STRBILL FERIMA R, v LLEEAR 4B {5 N 5L B -

o (FTEFRIEF S E B RTAT N

® (HINAFIEE N G IR ;

® (AR S UE B 2 T ATER SRR

o L{EHRHEEAWSEIITN.

d) AANSITBE IS HZ. HENE., BRERE A HHR. RO N
RN LRI NG5, 18 75 B MUIR 25 52 o AR5 21 45 AR HAE LK) 224k
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Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:

a) The personnel department is responsible for confirming candidate’s personal information.
Candidates should provide the following information: resume, the highest degree graduation
certificate, degree certificate, qualification certificate and identity card and other related valid
certificates.

b) The personnel department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information
® \With evidence of the unreliable staff
® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work
d) The personnel department checks candidates through on-site assessment, daily observation,
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situational test and other methods. After the staff of key and core position has passed the
recording period, extra inspection must be required. Appropriate arrangement is made
according to the investigation result.

e) After the review, GDCA signs a confidential agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who afford trusted role,
so as to continuously validate these employees’ confidence degree and working ability.

5.3.3.  ®YIZER Training Requirements

GDCA HR4E A5 M LT R, 44 TAHRII R ATER I, LR AR IIN AT
GDCA iZ Bk &

GDCA AR A

GDCA 2248 B SR s AL

IAZIR BT 48— 23K s

PKI LRt 18

S B b A o AL S AR T

GEHMEVIR ST AN 55 3% B 1 B

CP. CPS B MAHRARHEFIFE

GDCA BB il KI5,

B R KT P IAE RS DR . VR ARt 275
FoAh 75 AT BRI 555

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism

® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS policies and related standards and procedures

® GDCA management policies, systems, measures, etc.
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® The laws, regulations, standards and procedures of electronic certification service in
China.

®  Other needs of training

BEAh, XTUEP A R Z 5, GDCA & W e TARIR 5T 7 EE R 85, A5 B
REHAST . SRR RO A BRSO E AN S5 S B PR SS. AR ARG L
LR IE R G R T T, R E N SR A2 N Gt 5 EAT AR B AR5

In addition, for certificate operator and auditor, GDCA carries out required training for working duties
regularly, including job duties, events and damage report process, disaster recovery and business
continuity management process. In online of new system or significant updates or upgrades of
certification system, GDCA should carry out corresponding training for operator and auditor.

5.3.4. AR ER Retraining Frequency and Requirements

X 7E A E M e AR A N G, AR R D52 GDCA AR — K.
TP VERFIZE RN R, BEFE R AT A CEREN FIARE . b5k, GDCA
RARTEHU RGTT . SRS RS EOR, AN E I ZR N AT 4R 8551

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAENAIE#FEHFMIFF Job Rotation Frequency and Sequence

GDCA TEIUN 5 A A i A7 2 0 ST 43 -4 A BT D ) 2 4 7 B SR i ) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FEER AR K TAHE#EE The Working Observation of Serving Officer

GDCA fTBUHBI 12 E A TAE N GO &FB T TEAT TAEiE A S AR BN SR 5125
¥, ERNRESSRER GBI TAB S, B2 BT S0 .
GDCA administrative department organize to carry out work records check and performance
appraisal for the various departments in each quarter. All in-service staffs fill out the performance

improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.
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5.3.7. R\BEHUTHHIALT]

Sanctions for Unauthorized Actions

A IERIN R A EGE TR GDCA R4E. HAF RS S5 5 OL
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When the circumstances that in-service staffs use GDCA systems, perform authorization
businesses without or beyond the permission, once the above circumstances is confirmed by
GDCA, we will immediately revoke the login certificates and simultaneously terminate the system
access authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal
and submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. MMMAZLANRZER Independent Contractor Requirements

X A& T GDCA WL N E TAEA B, {HME GDCA M55 5k TAF M k5570 52
PBURIRNL 5 N B B BN SO 25407, GDCA 4t — 2RI
L IRNIAYEESiE o S 2T
o HA 1L MRS TAFLL:;
® GDCA f&Atgt— 1 bd BT B Il 4 T A AR RAIZEKR, Bl N AR EAR T GDCA
U5 52 UL U MTEE A TR 55 RN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles
® With more than 1 year relevant work experience

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.9. #RAtR THISCEY Documentation Supplied to Personnel

TERF VI BB IR, GDCA $#4t4S ft TR SO B FEEA IR T LA R L3k
® GDCA mi LFM;
® GDCA IEPHEME . H-FIAUEME S U AN 22 i) s R R Y s
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During the training or retraining, GDCA provides training materials including but not limited to the

following categories:

5.4.

5.4.1.

GDCA employee handbook

GDCA CP, CPS and related agreements and standards
GDCA technology system documents

GDCA job descriptions

Internal operating files, including business continuous management, disaster recovery
programs, etc.

GDCA security management regulations

#Hit HEER Audit Logging Procedures

CFREARIZE Types of Events Recorded

PIA R AE GDCA K & A ST o B St AT _E I 8] BV & IF 0 SRAE T ER B

i,

o > w doE

e, NRETIHENREHEZRFEINERN, AN %S LIMEE:

FAF R H AN [A];
ISR RER:

TR MIRA;
LRI
R H LR,

All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in

the audit trail records automatically. Regardless of manual or automatic generation, these records

should contain the following information:

1.

2.

The date and time of the event
Sequence number for the record
Type of record

Record source

Event recording entity
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These events include but not limited to:

1.

Management events in key’s life cycle, including generation, backup, storage, recovery,
usage, revocation, archiving, destruction, private key leakage, etc.

Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

The certificate application events, including the subscriber accept subscriber’s agreement,
the applied company, application data verification, application and validation data
preservation, etc.

Management events of certificate life cycle, including application, approval, update,
revocation, etc. System security events including: successful or unsuccessful access
attempts for CA system, unauthorized access attempts for CA system network and files,
operation (read, write or delete, etc.) for restricted and sensitive documents or records,
system crash, hardware failures and other abnormal events.

Security events recorded via firewalls and routers.

System operating events, including startup and shutdown, creation or deletion of
permission, configuration or modification of password.
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7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account
application, system permission application, modification, and creation, and the changes
of personnel status.

5.4.2. 43 HEKAB Frequency of Processing Log

GDCA f5 A k47 — ¥ H B ERERACHE, 6 A0 S BOR M e R A, B T KR
ARG HET. FrA I T H S E M e NBEAT R A B, DS R B 2 2 R
VRS, RN SREUR L A5 2 AT A 2

GDCA carries out log tracking process on weekly basis, reviews the violations of policies and other
major events, and analyses the issuing certificate system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. i HERRARR Retention Period for Audit Log

GDCA ZH RAFHE T INIER S KT H &, s FERAF s it H B =PI A, R
ARy T BB VAER A 4.

GDCA saves electronic certification service audit logs properly. The retain period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. ®iHHEKEP Protection of Audit Log

GDCA K i+ H GBS e 5L, I HSel e ty, Horh G5 e i o {5
SEAIFEAHES,, GDCA PUAT ™ i M BRI B ) il Pl f i, AR OR A SR 52 4 g
PO S ALK, PRI B B ORI R SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
reviewed. These records are strictly protected from unauthorized access, read, modify and delete
are strictly prohibited.

5.4.5. HitHEZHERS Audit Log Backup Procedures

GDCA Yo T R ER SR p Lk 558 BE Gy M T A G383 H BEAT 1 T H SN T SOR
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GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. H{HERZ Audit Collection System (Internal vs. External)

GDCA % B HZH ARG LA ZIC R G HE, AHE RN RS ARG F %S
.
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1) IEBEHEASL;

2) IEBBR RS

3) IEPHZXARS:
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6) Uil EH RS,

7) Wk, B ARG

8) HAhTEH RS
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GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system related to:

1) Certificate management system

2) Certificate issuing system

3) Certificate directory system

4) Remote communication system

5) Certificate accepted and approval system

6) Access and control systems

7) Security system of website, database

8) Other systems by GDCA considering necessary to review

GDCA uses the audit tools to meet the requirements of the system audit described above.
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5.47. X SBEFEHLMARES Notification to Event-Causing Subject
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When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. MEFTETFE Vulnerability Assessments

CA AT HUIE. AR B S L AT AT ER 15 4007, R DA 4
ORESTER T, R SRAN, BT AT I, GDCA RHER RS NG LAt
LB AR RGEIEAT 0SS

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be repaired immediately. If some
weaknesses can’'t be repaired, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.

5.5. g% Records Archival

55.1. JARGEFAISRE Types of Records Archived

GDCA Xt UL T LS F#AT IR, B EA R T

1 R RGBT 0k

2. UERANES mAFIER;
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4. HIHLR;

5. EPSRIE . HTIAEL S5 RN SR
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GDCA archives the following events, including but not limited to:

1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. AR FHIRFERIFR Retention Period for Archive

XFFARF AL, HOREREAFK .. X+ RaEIEFAN R g 2 e

3¢, FLYTR R R B 2 58 s A 9 VE VP A B B O
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2.
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4.
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For different archived records, the retention period are different. For system operation event

records and system security event records, the archives should be retained to complete the security

vulnerability assessment or audit consistency.

1.

Archiving for management events in subscriber certificate life cycle should be kept for more
than 10 years.

Archiving for management events in CA Certificate and key life cycle should be kept for not
less than life cycle of CA certificate and key.

Archiving retention period of subscriber certificates should not be less than 10 years after the
expiration of certificates.

CA key and certificate archiving should be kept for 10 more years after the end of life cycle.

55.3.  JARSCHARIERP Protection of Archive

GDCA ##fi /= 1 GDCA EHHBATINE AR o H T ERER SO RGP AE LU F 7Y
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GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4. JABERIEFERF Archive Backup Procedures

XFRGUERI T IAMIE R, BTG, R0 SO RREAT A A

X AR TUR, AR AT, (H R R R AR Tt R IE 2 A

T VRS B8 - SO AN R T ORAFAE GDCA Ik, IEAE LR HL A 4 o
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For electronic archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

55.5. RN ABRER Requirements for Time-Stamping of Records

GDCA HIRISAE QN IR AU #5717 H GDCA %725 44 I 8] 8K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JHEWE RS Archive Collection System (Internal or External)

GDCA I THIRER R SRR R G AEAR CPS$5.4 15 HETEZH T I o
I B RARBAEAAE N2 I 22 A7 ) AR AN B T GDCA R4
GDCA audit trail collection system are detailed in section $5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
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GDCA system.

55.7. ZREAKLIFRYS R IFEF Procedures to Obtain and Verify Archive

Information

GDCA 224 it m AL 45 # o0 A e B GDCA B REER 2 MBI, 7E3k18
SEERY RS B, FIXTX 2 N2 DLk T EL .

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HFINERFVMBIERHRIMR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCARRIEF A7 RO Fe K AL 304, AR A RIS, WHRECAIESANT
UEAS,  FRBON AN R ARAE P AR 8], AT HCA IERBZEAR KT e, HRK
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Maximum validity of GDCA root certificate is limited to 30 years, and the expiration time of the
certificates including the subordinate CA certificates and subscriber certificates issued by root
certificate are not more than the time of the root. Also the expiration time of each subscriber
certificate issued by the subordinate CA are not more than the time of subordinate CA.

The expiration time of root certificate and Subordinate CA certificate must be stated clearly.

5.7. HTFNERSYIHZEHAREE Key Changeover

FEUES BT LUHT, GDCA R 12 HEIE 5 SRS AR X R s S BEAT S 45, 2B BB (RIE S
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Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;

5.8. MELRMEPKE Compromise and Disaster Recovery
5.8.1. FEHMHELERERF Incident and Compromise Handling Procedures

N RS S Ak B S ORI R A L, GDCA @EAL T — R AR S b BT AN
AL %, Flhn:

1. GDCA RSk fz b BERTE

2. GDCA #H KH M ATHE

3. GDCA RS &M SIKETTH
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FH R P ALY AF N SR LB D7 SRATAR SR BE L E » RN St 3 i 1 = v -Jal A
fEiit, R AT R S VR S T

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter.

582 EBRIE. WM/ BIEHKIM|IK Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 e A B E R GBI B S B2t AT 1 800, IRl 7 AN
ISR PR . 2R A AR TR URSBOR . T RN BER AN REIR BEIE 3 IS5 . BBk
I B PR B A I B R AN AT 8 038 F K HE , GDCA A% IR MR S 1R SE TR 2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3. SAEFAHHELEFEF Entity Private Key Compromise Procedures

FEME I NN B B AR R AE RSN » GDCA B4 RN 315 R LK K 2 438

1. GDCANIERSHI A DS EH R WA EIER . REEHAHHTEE,

2. ARG, oy B A R T R B R A B AL .

3. WA HFIVEMHER HRAAAEEE, HREdE, IMEIEHM CRL H2
BEAT K -

4. ReBSUiIn) 2 A IR TT R B S R

5. WRFTFEWEN S E I AR E SO, M RSEE A PITIKE .

6. HIIRTEEWE GDCA NS5 H#AE B ECE SCIF, Wd 514 —4 GDCA %4k 5%
el S0l 458 B O AT IR E

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:
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GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified
later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it should be done by the
system administrator.

While restore the GDCA business operator’s configuration file, it should be done by
another GDCA security business operator or administrator.

2 CA AV G . Wi, Bt ®R, GDCA JE3hE KFEM N 2B 7,
FH 22 42 SRS 2R R 2 FUAR SR I & SEAT VA, e Tahih Rl iR T2 4 CAET, ¥
2R B LA it -

1.

ST B ] AR AR S5 5 3 0 A 2 AN A IBURT 32870 1 VA, 38 I ol A At 2
SCIEARKIT AT 8 s, SR it S F 7 R 8 52 5 KR

7 RJV I AR SAR A 7 O A5 E S DI IR S5 A O 1) R 4

LRV TR AR MUETS, BT CRL 1 OCSP {5 R, HHIEHIT Ak
WG . RS GDCA S7RIAE BT i 2 %

FIRIIER2E K5, 1% GDCA CPS K THIE R KINHUE, HHSK FHIES
AT F e CA EH.

GDCA ¥iE 2K )G, i@ GDCA (58 4. HEMRSS 4. HTTP &7
A RAT

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will

be taken:

1.

GDCA reports immediately to the electronic authentication service management office
and other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates
a new key pair.
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4.  After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of
certificates issuing.

5.  After the new root certificate has been issued by GDCA, it will be immediately published
by GDCA repository, LDAP, HTTP, etc.

47 CA AP BE R . M Bhch. AR TSR BB EE = SI I A BE B, #:1F CA

1. SZRP[A] GDCA JEATICHI A BT (K 2 SR ANE Fid Rk, BB R B IE
2. GDCA SLE ) B 5~ IAIIE AR 25 8 B 7 2 S RN AM BSURF 87 3B T TV, 38 3 o sl A0
ot A SLBARGIIT P AT IR S RIS T 8E G FH P ) 2 52 B KR R

3. LB EIAR AR 7 5% P S EF UG AR S5 AH DR 1 R

4. SLRUHCEHPTA CAE K RUES, 5% CRL M OCSP {58, fHEHIT Ak
T A

5. HifT CAEPRKJGE, M GDCACPS & TiEBA& R IHE, HEHLRIT
.

6. GDCABIMIE KRG, KLAliEL GDCA 15 8. BHRMWS 8. HTTP &7
AT KA

UEFT P AL T RE (R S8 . 8k Wi MR, sE M = B e, T

1% [ GDCA CPS HYRLE, 56 R IES AU, I MEOE B8 g B AIE 1S -

If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by
unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant relying party to close the system associated with the certificate
authentication services immediately.

All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
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unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.8.4. RMJFHINZELSMAE S Business Continuity Capabilities After a

Disaster

8.2 1 5.8.3 HHIRIITALIT, LA G, S5

GDCA fEiE#E AT 5.8.1, .
1B17
Al

5. 5.
24 /NI 2 W IR A & IO 55 1) IE #0384 T
b 5% 3% 2 M SE i AT & M CAY I BE 4% 1 4% ( CA/Browser  Forum ) il i
www.cabforum.org KA 4EFE 16 F#53 H2K .
TERA B R FEFAR KA, ST TOIETE 24 /NS REIE AR IR GBS, )5
F S & O HL s e, 108 UG 24 /N AR SR BEIE IR RS .

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 16 guidelines published by
CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.

5.9. HFAEREVAEGEMYIFIZ1E CA or RA Termination

GDCA #& 1= AR 1 JR R T LAy D9 41 2 450 S R R AR 25 B SZ A0 R B, 3 S 32 40 S R W]

RE 145 GDCA IR ALK, FEHHZHURF R 5wl F F= A K.
£ GDCA # 1EH, W2l

TS5 AR H AL

L GDCA & 1575 B

A5 GDCA 15 IEAH I SEAA

SV N=EIE T

WEFSVEH:

AL BRAFRS AL SR

15 IR ATE O R 555

RS H RSS2

PNEA =BV S sy

© ©® N o g & w D =
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10. AbFE GDCA V45 3 G F GDCA V5 4#1F 1
11. AbH R BURSORY
12. %K GDCA EHLEELE,

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
result from the loss of GDCA root key, and non-key damage reason may be related to commercial
factors.

Before termination, GDCA must:

Arrange the business to undertake

Draft GDCA termination statement

Notify the entities that are related to GDCA termination.
Shut down subordinate LDAP

Certificate revocation

Treatment of archive file record

Termination of certificate authority service.

Archive main LDAP

Shutdown main LDAP.

10. Process GDCA business administrator and GDCA business operator.

© 00N o g~ wDhE

11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware

M T 2R B P2 R 281k GDCA, JUT-E 58 At R K31, ME— 1K)
ANFIFE GDCA 28 115368 A (1S [ IR ) _E, i T2 52 405 A1 26 11 GDCA, 23k GDCA
AT SRR RS BT ARE SBR[ E GDCA, {E GDCA JEAI T 1T )
Ja» RHUE 2P BRI GDCA £ 1EXTT 7 5 .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

5.10. ¥ %4 Data Security

B 2 274 CAINE #8175 (CA/Browser Forum) it www.cabforum.org & i
IR 16 7 K .

Data security meets requirements of Section 16 guidelines published by CA/Browser Forum at
www.cabforum.org.
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6. INER G BIAR L EFEH] Technical Security Controls

6.1. FFHXHAERS %% Key Pair Generation and Installation
6.1.1. XN AR Key Pair Generation

CA ZEHXT H B 5% 0 B IHAE RV o] B e AR ) o BRI AR BB, A7
fifiy R MRS NS FIPS140-2 FRiERIAHRALE - i1 FIPS140-2 bRtk JF AR 2 [ 2%
R BT I R RS R (bR v, [ SO T SR R A AR R FRER, A FIPS140-2
PRUEI S IRIAT, A E R D B BORVE AT ATEe N B rE A, RS R%) w&
PRALR TR, T B A i A T A A o [ R T A T % e . WAE.
VTP A BT P B 1 R 55 28 s B R PR 1 2 B AR L AR

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

Subscriber’s key pair is generated by the key generation mechanisms embedded in his/her own
server or other devices.

6.1.2. REAEIRLAIT P Private Key Delivery to Subscriber

AT P BAT A, AT ER AP T

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber.

6.1.3. APIERAIEPZRILIH Public Key Delivery to Certificate Issuer

DT R RA JEE PKCS#10 ¥4 ZHIIE P Z 5 R E Bl e 784 1 e
¥, PLHE TR OB A IR A4S GDCA &K -

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate.
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6.1.4. HEFINERSHIAHHEIELEMKBIT CA Public Key Delivery to Relying

Parties

GDCA A% 575 GDCA H 2K KR CATEF AL CALES:H, 1L GDCA H
JTMEREAT KA. GDCA SCHFM GDCA Ryt I M7 AR A4, LA i A
KT B .

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via GDCA's website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. HIEEF AR Key Sizes

GDCA SCHFIf) RSA B A L 28 /b J2 2048 £, SCRFI) ECC #HHK A2/ 256 fii.
BHKER A CAIN Y 2$SIE (CA/Browser Forum) B3l www.cabforum.org & i
HIHERS 9.5 #BrHIZK.
The key length of RSA is at least 2048 bits. The key length of ECC is at least 256 bits.

The key size meets requirements of Section 9.5 guidelines published by CA/Browser Forum at
www.cabforum.org.

6.1.6. AHSBHAEBRFNFEERME Public Key Parameters Generation and

Quality Checking

NEAZ RO 25U R B 5% 2 e B Sy bt vV T P 8 4% AR R A 5 A i, 491 o
Hls %+ USB Key. I1C REFA RN, 18 I B8 52 4% f) AR BE AIFR 1 . GDCA
WA AR A BRI BESC S B& T BN g a5 RER,

ST SRR BRI A, [FIRE b i [ 5 8 R B R e Y v A6 8% 1 4% FRE 2 A IR
BEAT, BlannE L. fi# R, USB Key. IC % . GDCA A Ayix 615 % 45 A & (17
W HEECAERE T RIS RER,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
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medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. 4 B K Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA &K1 X.509v3 E-FE& T PIHNEY I, LS RFC 5280 #rif:
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) 7. I
R GDCA FEHAE KL RV SRS EIUA F8 ] 1 Hlig, 51T % % 15 WA
Fifs

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. RAHRPAMFLELR TE#ZEH Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. FROELBFIPRHERIIEH] Cryptographic Module Standards and Controls

GDCA JiT i f 2 R 8 4% #1042 20 1 S A A B R A P B2 il o S BRI A il B A7
fiti AR FIR G ROEAE FIPS140-2 ARt RIAHCHUE . BT FIPS140-2 At JF 2 H 5%
B = B A AT A SRR bR, [ SO TR 7= AT TR (R R, Mk, GDCA fE
BRI BN, (NS FIPS140-2 PR 2ok, A E SO E FIBCR VAT AT T
FrEBtEH, RASREE) FHIRarsorl. M T a8 R s % i i e i =
FKE BT E . I,

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.
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6.2.2. FEHZ AIEH] (mikn) Private Key (n out of m) Multi-Person Control

GDCA RAAROZE . M . % 00 RIS SR A 2 ARl b, WRIH
Me=77 3, KRG ERLR 4 B 5 BB B, B AR = A ES AT I
LR, AR BRI PIN S, 4 Btt FL ST

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FEHFLE Private Key Escrow

GDCA HIRAA VTR, AT IR PIFEE IS5 .

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.

6.2.4. FrEH&4D Private Key Backup

FEHRAR 7 N =R R %A BIR Ay CAS— IR R ARG e AR AT %40
AN CEMX RGP RAERERE D, MESN ERGUT RSB )E, M
TR A

HIGEAL % 7 R SRR AL B BEAT IO RL B #5477 o

AN RIS 0 R LTS AT e By, Bk HE%
T TR AR (35 R L TSR A REA T A, BER— K

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.

6.2.5. FAEHHR Private Key Archival

WAV B OO PR R B S B REAT VIR R A, RAF I T FOR S I 2 I =43
3 99 P RN 8 SRR AT N O ORA A 5 9 8 B v (R 00 2 R MR LR 0
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#HHIPIW)E, GDCA f£ 10 KA 58 BIARGHRA .

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.26. RAHASFH. PAFEBEBR Private Key Transfer Into or From a

Cryptographic Module

AE B AL EEE R, APIE BT A U ) BINIE A5 3 1 3 SOl X
o APIME BT L A YIS BT =75, JEXT R MALME B HEAT X Fohn
A REAF Al BREP AR A X P, S 2= MIEB AR S, %S5 4 g
TN

Private keys are significant. The private key information must export to the cipher storage area of
certificate carrier. The export of private key is as follows: GDCA must split the key into three parts,
encrypt them using symmetric encryption algorithm respectively and store them in storage area of
certificate carrier. The import of private key is as follows: GDCA must decrypt three parts described
in export process, combine them into one and import the key.

6.2.7. FEHEFEEILHFEM# Private Key Storage on Cryptographic Module

CA FNBH 2 ZR LA ST A 3CAF JIUAE [ % 5% 278 90 1T LRV 0 S A 2 A A B
H,

The CA's private key must be stored as cipher form in a Hardware Security Module approved and
certified by OSCCA.

6.2.8. BIFEFHANIE Method of Activating Private Key

CA IALHAF T REAF s A A B, Hss Biis 1416 CPS 86.2.2 #4770 &1, I HAR
FAAE IC R B, 2l 3 B A RN ey, iSRRI PIN 4,
A BRI o

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS $6.2.2 and stored in IC card, etc. The method of activating private key is as follow: Three
administrators are present at the same time and insert their cards and input their PIN codes.
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6.2.9. fEBRFAHBGERIRESR5¥E Method of Deactivating Private Key

EEE RS H CRE R R ESRS AR EHL, TR, &
T A EH A RN,

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

6.2.10. HHEBFAHAIF¥E Method of Destroying Private Key

WARAHA AR, B SRR B A PR BCE B A, AR AL T
PEIREREELN, AR 22 BRAT I W b i 7 ot 7 3T B R TR s pbe oy
WA & 1IC RELIHIE S NE. FE, FraHTHeERHEK PIN S, IC &
S 6 AP B B WAL ]

If the private key is no longer used, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleaned by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleaned
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11. FRIELBLFIIEE Cryptographic Module Rating

GDCA {5l F 1] 5 2% A B R LA ANV ] (10 85 0 7 it
GDCA uses the cryptogrammic products approved and permitted by OSCCA.

6.3. FHEHXNEHEHK HMh F HE Other Aspects of Key Pair

Management
6.3.1. A%HHRS Public Key Archival

XF ARG R AP EE AT I AR ORAE, W ORAF I A S BT X R, 1
REEIRIL 2 2 Se B A HE B

HHRWE, GDCA 7E 10 KA 58 BUHRS#AE .
GDCA should carry out archiving and preservation timely for public key data generated by the
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system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archival operation in 10 days.

6.3.2. ITFIEEZHHEMME S Archival and Destruction of Subscribers

Trusteeship Key

A&

Not applicable.

6.3.3. EFEIERMBELXHEFHIFR Certificate Operational Periods and Key

Pair Usage Periods

LA & CAIMYE 2281 (CA/Browser Forum) it www.cabforum.org &
AAITETE 9.4 FB5r B RAH— 2,

AEARFLEH 8 FABR SUEB A BOWA G, EIFATE 2R — 5

XF T4 @ ESS, HAH R B IE B A ZON N A /T U T 8er2: 44, AHIE
IR A S UE B HA RO . H2, N 7 RIEFEIE A ROU A 2544 1015 B AT BLSRALE,
DN A1 FE TR P AZESIEFS (475 RIYIRR BAAE .

xFFnE A& e, HAHRBEAEERE RSN AT LU TInEE R, AR
IR AE S UE B HA RO . H2, 7 ORUEFELE P RO A I 45 2 rT BAJT
AN (0 {58 FE 31 BR AT DATE SIE 35 100 5 B DA b

The certificate validity period meets requirements of Section 9.4 guidelines published by
CA/Browser Forum at www.cabforum.org.

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FHMFEERR W UL CA RS, IEBEIE, ERIEZ ST,
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FOVFASE FH U2 N X IE AT S . (H R B X ANRE TG PRI A
XFFANE RS, FEE B o Vi a1k 4 58 () e KA PR 2 °F
X RSA4096 7 CA IEFS, XA SV FH A PR A2 30 4F
X T RSA2048 fi7 CA EFS, AN K R A2 27 4F
Xf T ECC384 fir CA IE+:, HE X K R v H AR 2 30 4
Xf - ECC256 fir CA IE+:, H# X K v HAE R 2 27 4
Xf T RSA2048 i EV A2 A IE+, FHE YIS KR VLR 2 39 A
XFT RSA2048 i EV SSL IR 4#iiE+S, LB i K e v AR IR 2 27 A H
XfF ECC256 fir EV SSL Ik 55 asilE+s, X i I se Vi AR R 2 27 M

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 2048-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27 months.

6.4. BUEEIE Activation Data
6.4.1. BUEEIERFEAEMZEE Activation Data Generation and Installation

N T IRIPFLEI 2 4, UEAS TP AL R 22 S it K 6 AU ORALE 2 4 5, AT 38 S
AABOIR . Befes. BEREEH . BB BB AR B

CA RPIHIE RS, AL IR S8 PROE Budl o BI S P BINE R EDR, ™
REREAT AR AT AT P AR A, SR T TEAEBR 4 (B
BERASEME) . USB Key. IC -8R D5, #RAIIE 2 4 il 5E (38 FRENL2E

GDCA A HyHuEE s, BT TEIEH N4 ((UEEE BRI,
USB Key. IC RAJERE D455, AR eSS NPl E, XSRS EoE, #8
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sl 2 A A E T A, BN B AU TR AT . MRBCE b5 7 A2 4T P e TR
8 B0E 28, GDCA @A 7 BAT T IE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from leak, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as offline face-to-face submission, post courier, etc. For activation data of
non-single usage, GDCA suggests users to modify themselves.

> TR BRI 2 HR SR AN AR B A 2 Y
> FBA 12 TR

> BOAE TR

> RBEEEIR 2 AR I A

> ABEAHRAE 7104 FARIE

> ANREMEAAH. BIESH T

> Z/0 90 Rk — K E D

> RS HTIY IR ) A A

> 90 K Aar £ — (XK ;1 44 FEE i

> FEBR 90 R A HEIEERIK

> IERRGEF R 5 YRS R E ik
»  All the protection passwords should not be guessed easily

» Contain at least twelve characters

»  Contain one number and one letter at least

» Not contain many same characters

»  Not be the same as operator’s name

»  Not use birthdays, telephone numbers

»  Modify the password in at least 90 days.

»  Cannot be the same as the four passwords before.

»  Check username and password every 90 days.
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» Remove inactive account within 90 days.

>  After failed 5 times login attempt of certificate system, the account is locked.

6.4.2. BUEEHIEKIEI Activation Data Protection

Xt CA R IIHAE B, 6 0K s et 4% 8 5 (1077 30 B B A R Rl 5 A
R, MHEEANRLIRFE ST HIRER,

VI O B R 22 A v S R A, b JIEAT B R E, BE IR E LA
BEAT RIS, AT A PTERE . A RAEFAT A D2 8 PIN B ORI AAETAL, 1T 77 N%
FORE UL 2B PIN %, By 1B FR BB B . W RAE AT 7 A8 T AR A R AL B, 3T
JU N R B AR IR N AR B A RIS O T Ak ss RGN LT E, NMiZ4
O O RAE R AT 2

\an
3

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and can'’t be leaked to others. If the certificate subscriber uses
a password or PIN to protect private key, the subscriber should take good care of password or PIN
to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to protect
the private key, the subscriber should also take attention to prevent his/her biological characteristics
from illegal obtaining. Meanwhile, in order to meet the security requirements of business systems,
activation data should be modified regularly.

6.4.3. BIEEFERFAhJFHE Other Aspects of Activation Data

AR BEE B BAT IR, MR AR R R T ER e, B
B FE  BAR AU -

AL S A AN 75 B NOZAH G RN e AR T e T R e ik ER L
RSB, B SB0 45 R TR A R A5 JE o LR B 1 SRATH S A (1 3540 B
FAHS, HAE A 1A TEAR TUL AU o

HIER AR, X HRFIEBRT P BOE SRR A a0, BUE I

1. WP T HRISIEBROA, HE MG KA.

2. TR FAHEE IC . USB Key HJ 4, @ET AR MY 55 I A 75 22t
TUAHE, AR 3 A4S H 5 M EZ BT A

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.
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The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some or
all of activation data can’t be recovered directly or indirectly from the remnants information and
medium, such as paper recorded with passwords must be crushed.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. FFHMITEHN ZLEFEARER Specific Computer Security Technical

Requirements

GDCA RLIME B2 AEH, HRE GEBIEREHL &ML EFHARM
W TAVAYE B A1 CRT MRS E B INEGDY, S 1S017799 15 B 2 itk
TR LA S AR DG MG B Ahmite, il ATl SE i) e B BRI AU, I8
WP DASEH . H RO R . EEN R BRI GE RASE: SRR MESIIE. 2
IERGHIINIE /B2 Ry N R NG 0! A o & = TN S Bt T N

Information security management of GDCA certification system meets "Specifications Related Security
Technology Certificate Authentication System" published by OSCCA; "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology,
standards of information security in ISO17799 and security standards of other relevant information.
GDCA draws up comprehensive and perfect security management strategies and standards, which
have been implemented, reviewed and recorded within operation. The main security technologies
and control measures include: Identification and authentication, logic access control, physical
access control, management of personnel's responsibilities decentralization, network access
control, etc.

SAT RS RO R Z AR TEN L], VR R4 (45 CA RS, RA RGD) Uil
BRI 5373 BEME— R, U 17 TRl A BR BR A1 AT AR IR S ER K e MR o 17 7]
IR R 44 2 DLEEC AIE S 3R 3R sy 7K

LR 2 AR B BOR CA B ANEEE ST R Gt 22 T B 1Y)
ARG, AZBIREHEBTI
Double-factor authentication mechanism shall be utilized in the login process to validate the digital

certificate and username/password of user. GDCA assign each user of CA/RA system a unique

89



[] S THEIRIEEIRLE
we m———— GDCA EVAEF L FIMENL S HUI (V1. 4) R

account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

RO RGNS ARGV B &, A R 5 ARG AR E . XM E R
BEL AL dis 7 B 2 FH AR A% X 28 B 5 T o A5 FH 197 38 BEL LE AN P9 DXL R A0 I N AR A2 72 2 58 A
“%, WREIVI A= REMIES . R CA KRG ESEHAFN ., AUVETAERE. U
i) R 48 A5 N G A] D 1415 1) CA #5048 e

RBLEFFE CAIN K #3181% (CA/Browser Forum) i www.cabforum.org & Af
(K45 16.5 7 EE K
Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted

personnel who is in operation and management group of CA system, has necessary work
requirements and accesses to the system can he/her access the CA database using password.

The system security meets requirements of Section 16.5 guidelines published by CA/Browser
Forum at www.cabforum.org.

6.5.2. TTHEHNZELIFE Computer Security Rating

GDCA HRHEEFERUA F &I ME, IR E R RN 2 SR ER, L%
IR .

GDCA WIMIER S, i 7 E s R 2 etk fFa.

GDCA HJVIE RSt tHENL A28 224, REAE i [ 508 00 R 2 AR T I AIE &
i, tPENL. MR T R E A, JFREAC TR RS EN, SNERS R
RGBT .

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.
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6.6. A& AR AREEH] Life Cycle Technical Controls

6.6.1. ARG K#EH| System Development Controls

GDCA HIEAF Bt AT A R4 AT B -
il RE 28 ] AR I TE R AR SRR AR, IR AR ™A 12 IR IAT 5
il 7€ 2 W) PN LR R S B A
TF KRR AT RABEREAT PR e, F HR B T A M B
AR B AT A AR LA 1
55 =7 W AL o A
24 PR T AT SE I vt
[FINf, GDCA AT RIRIERNE, 275 1S015408 bR, AT AHIR LI FITT
KAz o

© g > w bd o

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. HZEEHEEH|

Security Management Controls

GDCA MIER GG B 2 e B, ™M AR [ S A8 LR (A7 RIs 4T 8 B 2t
T ERAE

GDCA L& G i AT AT ™ 1 A3 il 95t i AR 28 G et 7™ 4% 0 It 36 ki
A AT 2 AAREN, ARFE ST 2 10 AL GO AT A= ] DR iAnId 3k .

91



[] S THEIRIEEIRLE
we m———— GDCA EVAEF L FIMENL S HUI (V1. 4) R

GDCA & X AIE F GEEAT 5 RIAS & YT 28 At

GDCA i — Mt R 3% (18 BRAR Z kAR A L RGO IC &, AT LEAR AU B 2.

PEF B & ORI RIS, AT 2R, AR S R AHAR, &6
FAAE AT o IR B0 95 PR SR AN 22 20 L A A8 SN ™ A% 1) 22 LA, BT e
RIRLIG . 23NN

GDCA MIER G A A R T R L, IRIF A A BEAT AL B, 1 S 0
IHAE A R 2 4 115 BAFLE

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. MR Z4E$EH] Life Cycle Security Controls

GDCA NIER G I A et B T RFEENERI TGt R), Hrp g 7R, BEHE
i JA IR 2 o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKZ4EFEH Network Security Controls

GDCA WAIE R Gt K Fl 2 21 b5 KR AN I 245 D505 22 APl R GRS, I HL STt 56 2 1)
R I N

WIER G RIFCS RIS . BB AR DS ERE DAY, (LA Pl 2 iR T
R GDCA B A TR #E GDCA EPIk95 a5 GDCA iE1 H 3k 954 . GDCA
BAETOSRET RS

N T HIRN G224, GDCA WIS RA LEHE T NEIM . 41t b
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TATE RS, IF H R R K. ARSI 2 awiit. Broma g R e,
LU n] BERR AR B T P48 1 XU

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. HJEEX Time-Stamping

WIERGM & RS HE B H EHS A AR N A AR R o X e (AR IR AN 75
TR BT 3 A0y I T B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. iEH. IEH REFIRMELRIEFIRES I Certificate, CRL, and

OCSP Profiles

7.1. #EF Certificate Profile

GDCA ilE 5384 1TU-T X.509v3 (1997): {5 EH AN RS Hik-Hat: INEHES
(1997 4F 6 H) Fr1EA1 RFC 5280: Internet X.509 78Rl ¥ i i 1571 CRL 45 (1999
F1H).
EV IEH &2 E AN X509 v 4k,  HH (s e A BR H1 a0 R R TR .

GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (Jan1999).

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.
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F-EV UEF S5 4 1 A8,

i i Bl 1 PR 1)

JiA TR X.509 TR 2R A, B V3

P55 EA I ME— R AT

5 L B RAE I A A2 44 B9 (L CPS$7.1.3)

%k # DN 25 R TR S 4

BRGRGHE | 3T E @ AR E(UTC), Fadbmwlfa[F, #% RFC 5280 ZskZmhy

ARZEE | BT E PR N UTC), ML a2, % RFC 5280 ZEK 4.
A RIAR IR BTG A CPS #UE IR o

/5 DN TE SRR 2 BSR4

N R¥E RFC 5280 4w, M CPS wifg e IGE, HHKERE CPS

TRAE I ZOR

Basic domain of EV Certificate structure

domain

Value or value limitation

Version

Format version of X.509 certificate, the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CPS $7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN DN of certificate holder or entity

Public key Using algorithm specified in this CPS and according to the encode of RFC

5280, key size meets specified requirements of this CPS.

7.1.1.  RRA Version Number(s)

GDCA iEHif5 4 X.509 V3 Wil 1t =,  AAS BAF AR IR TSR A RS A= Y o

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed

in the version field of the certificate.
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7.1.2. FFEY B Certificate Extensions

GDCA B 146 X. 509 V3 RIEAS brESURAR S I LS, I T B E I eI,

WPy RIUENE IETF RFC 5280 #ri#E, JE#F4 Guidelines For The lIssuance And

Management Of Extended Validation Certificates fJ%3K .

1. UE-PRHE

® i Pkl A 5 (Version)

HHI X.509 1P S U4, BN V3.

® F1iFFl% (SerialNumber)

EV 1 GDCA 73 B 45 Uk -5 1) M — P 807 AR IR A

® A BHRNFAF (Signature)

1552 tH GDCA 25 KI5 AT FH 25 42 72

® kMM (lssuer)

FHSRAR RS R AE ) CA 1) X.500 DN 4%, Bl GDCA &M@k, ffiE%R. 4.
BUR L BAAZERT] S AE 44

CN = GDCA Guangdong Certificate Authority

OU = Guangdong Certificate Authority

O = GDCA Certificate Authority

L = Guangzhou

S = Guangdong

C=CN

® FPARA (validity)

FSRAR R 06 RO, BAEIE P 46 A2 20 E AT ) DL 2R 2880 H AR ]

FHRAEFERR, EREIED R SEA RN

® {FPH/4 (Subject)
fa B UE B HFA E 1 X500 ME— 2. BFEEZK. A . M. BRI TAEH 4,

B4 2 email bk NS B4E,

® FPFEFAEATEAEE (subjectPublicKeylnfo)
IEBEAE ATFERE BHA WA EEGEE: IEBFaEN AT EHNE; AJF

EHME AR RAT . AR RS & AT PISHEA hash 532

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
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uses customized extensions. The certificate extensions follow the IETF RFC 5280 standard, and
conform to the requirements of the Guidelines For The Issuance And Management Of Extended
Validation Certificates.

1. certificate standard items
® \ersion
This field describes the version of X.509 certificate.
® Serial Number
The serial number is a unique integer assigned by GDCA to each certificate.
® Signature Algorithm Identifier
The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
® |Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of GDCA, including country, province, city, organization, department and common name.

CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
® \Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must be
checked each time using certificates.

® Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

® Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

2. UEPBY R
®  MURHIMZHIRINTF (1ssuer Unique Identifier)
U FHTE 24 A — A X500 47 H T2 MENUGRS, F— HoRs 2 5 5ok — bR iR e
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KFE ) X500 4 F

® I IEHIFRIRAT (Subject Unique Identifier)

I A 7 24 A — A X500 47 H T2 AMEBREE &R, FH— HORE 757 8 R e —FR iR
WEFHA  1 X.500 44 7.

o EHIHE (key usage)

TRE SRR B4, AR, YT, B, S %
WEIE-B%4, BiE CRL %544, RN, RE, RE4.

® CRL Kfiis

Hi GDCA f&E ¥ CRL KA Ko

2. Certificate extensions
® Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

® Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

® Key usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature) of the key contained in the certificate.

® CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.

3. HEXY R

FEXEAS R RIS R Y R 55 /55K, GDCA W] R € SC— 289 R I, SR EAR T
IR

o RS MRS &R 5.
AL T FRom Al H LW ARG .
TREMS: HTRos ok TR 5
EBEICUE S TR R 555
EAEMRSS 5 UEFMURHUA L TR A — g5
WRUSFICUE S : TRl B 555
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& MNAGMIES: HTRRERISBIEFME T,
3. Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

® |nsurance number: It is used to indicate the subscriber's insurance number.
® Organization Code: It is used to indicate the Organization code.
® |C registration number: It is used to indicate enterprise IC registration number.

® Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

® Trusted service number: It is used to indicate subscriber’s unique number generated by
GDCA.

® Land taxation registration certificate number: It is used to indicate enterprise land taxation
number.

® Resident identity card number: It is used to indicate uniqgue number of resident’s identity
card.

7.1.3. EEXNZRFRRFF Algorithm Object Identifiers

GDCA Z K WEBr, S H L PRIRTT N sha256RSA Fil sha256ECDSA .

The signing algorithm identifier of certificate issued by GDCA is sha256RSA and sha256ECDSA.

7.1.4. I Name Forms

GDCA 25 K IE - 2 AR T ks AR N 2545 & X501 Distinguished Name(DN) )%
VB2 S

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.1.5.  Z#PR#H| Name Constraints

GDCA ZERWIIES:, FARMAIRA v N 2 BE D44, AU 2 & IR A
Ko

Name of certificate issued by GDCA must not be anonymous or pseudo. The name should be an
identifier with meaningful contents.
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7.1.6. IEFEMITRIFIREF Certificate Policy Object Identifier

GDCA 25K H) EV EA N AL S UE S SIS IR SR IRST

EPFRIRF A& CAI AR5 (CA/Browser Forum) @it www.cabforum.org &
AifR4ET 9.3 HBr K.
EV certificate issued by GDCA shall contain certificate policy object identifier.

Certificate policy object identifier meets requirements of Section 9.3 guidelines published by
CA/Browser Forum at www.cabforum.org.

7.1.7.  SEERTRSI B IR B Usage of Policy Constraints Extension

AEH

No provisions.

7.1.8. SRESRR B RFHIEEFIE X Policy Qualifiers Syntax and Semantics

ANE

No provisions.

7.1.9. REFPERY BRI IIE X Processing Semantics for the Critical

Certificate Policies Extension

5 X509 i1 PKIX #lsE—F.

Conform to X509 and PKIX.

7.2. IEFERBF)ER CRL Profile

GDCA 5 1%k CRL, HEH Ay fliH .

GDCA issues CRL regularly for the subscribers to query.

7.2.1.  RRA Version Number(s)

GDCA HJUEF A8 AR X.509 v2 Wit FIEF5H4 5
CRL issued by GDCA is formatted in accordance withX.509 V2.
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7.2.2. CRL Ml CRL 4 B¥ W CRL and CRL Entry Extensions

GDCA HIET MH%1R (CRL) &AM A i (el e #7244 1) 2 masiE
1151 . CRL M2 K& & CA, GDCA il kAT CRL $2Mte prds k& AT UE TR S

.
fFE.

® CRL HIfiAS: FIR$EE CRL KIMALS S, GDCA KHIH=Z A X.509 V3 1iE-+H
X CRL V2 FRAS

® 7%k GDCA X sha256RSA 1 sha256ECDSA 254 5ik

o kF: fRESKHMN DN &, HEK. &, 1. YU, AT TREA 4
S

® EZNE: FEE—ANH B EE, HBARMIA CRL KAR I A o

® NIl FEE— AN H I EE, FRASRE R —R CRL K ER AR [A] (A&
PSR 1 380 -

® MIHIENFIR: BT CAMBHEFEHEEIIERYIER. AFIERBEHIERTS
S FIIE F A A 1 H SRR ]

® MR HNIFIHARIRGT (Issuer Unique Identifier): ZASIbRiR I RIGIFAE CRL 1
BAWMATFEN. EredilE— CAEHMARZH.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

® CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

® Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

® [ssuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

® Effective time: It refers to date/time which indicates CRL issuing time.

® Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

® Certificate Revocation List: It refers to a list of revoked or suspended certificates. The list
contains certificate serial number and certificate revocation date and time.

® |ssuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.
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7.3. FELRILFIRAHMY OCSP Profile

GDCA RH IETF PKIX TARHIF KK —MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC2560), %W iE X T —FihnsH 178 R AT 8 A5 B A% =X LR
WAEF R S 7. 72 GDCA B 5 Mk~ 8 OCSP &if %/ i I 4% I GDCA ' 75 M
i R AR ) OCSP #AF U BIHEATRCE, BRI 1] GDCA HIFELIE IR &Ik S5 . GDCA
R I¥) OCSP Mg B 22 /b4 5 LAR T (19 OCSP LA A AN A 75 -

® \ersion: % /i fE H ) OCSP WX KA 5 s GDCA HIZEZIEFRRA TS vi

fio

® signatureAlgorithm: %5 OCSP 532

® responderlD: %% OCSP [J5Efhk. 25k AEHIM SHAL B i EEAE FE 1 831

%

® producedAt: OCSP i 3 AE il ) H HI AN ] 5

® Signature: OCSP iRy B IE 7254

® Nonce(— R PEBENLEL): 7EARTE RM B A 15— requestExtensions 728 & Al

N H 2 A responseExtension A8 & HH L B — IR PEREALEL, Bk E RS
® EFRIRES: IEBRRICRE, BEAR MR,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC2560) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderID: ID of entity who issues OCSP. It consists SHA1 of issuer’s public key and DN of
certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message

® Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

® Certificate status: The latest status of certificate, including effective, revocation and unknown.
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7.3.1.  KRAE Version Number(s)

RFC2560 5 X [] OCSP V1 4.

The field conforms to OCSP V1 defined in RFC2560.

7.3.2. OCSP ¥ It OCSP Extensions

TERE o

No provisions.

7.3.3.  OCSP &R Ami M4 H Processing of OCSP Request and Response
—~ OCSP 15 RAE LA HAR: PhisUlA . IRSER . HARUERFRRFI T IR

FEFERZ —/MERZ G, OCSP k55 i Wi L I FEAT 31 Azl
o (5 IEME 1L
® i B i 55 A A B B AHE SRR 55
® REE VMM AR A EMEE, WWREA AN R BARAL,
2 OCSP g5 umf £ — MERE S SR, R E— A f R =

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition
is not met, the OCSP server will return an error message. Otherwise, it returns a
determinate response.

FATHE T 8 GDCA E AR H R T 2%, LA f .
P OB KA. [ (5 B T AL

o [HEiELIINA

o HRIIRS AR

o HHRME NS

o SR
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o A FEN REF RS
® X [nl B{EEBIIE A

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version
® Response server name
® Response to the request client certificate
®  Optional extensions
® Signature Algorithm object identifier
® The signature after the response information is hashed
R W4, OCSP AR5 as =ik Bl — M HAHE S, XEEHIR(E S BA GDCA IEH%E
REFENRNZS . DGR R R,
® CRIEAMMEAAHIE R (malformedRequest)
P ER4TI% CinternalError)
EM AR (trylater)
T EL 4 (sigRequired)
KA Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. W\ iE Ml # ¥ +F 1 K 4l ¥¢ 5 Compliance Audit and Other

Assessments

8.1 EAME B M R B E H Frequency and Circumstances of

Assessment

GDCA MAEFEXM B M) B BRAFEH) B AT S AT — K 1
AR E S2Br AR AEAB LR 5 5 TUE AR . SR —30 JFRYE o &g BRI T8 HFE
WESEEAT — B d T AE E VR, IR D 3% KR HIE B HEAT TEAL,  PAORIELE
S S AT N oy k% I T E

HTHERAE N B IC R AE CPS 1, JF HEEA CA/NI % 48183x (CA/Browser Forum)
iEId www.cabforum.org KA HIFERS 17 # BIE KA — 2.

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly to
ensure the reliability, security and controllability of certification services. And should extract at least
3% certificates for sampling evaluation.

Audit operation shall be stated definitely in this CPS and be accordance with guidelines Section 17
released by CA/Browser Forum at www.cabforum.org.

8.2. THEFEMIE R Identity/Qualifications of Assessor

GDCA HIN#EEH T, H GDCA 4RIk il o ST LA #R1 TH wi THPRAt N AL
H PP N AT BT T A

GDCA BSiE I AN i LAY, Bz HE A& LU RIB

1. ARSI, APV EREEPHENI, 15 =h R %

2. TIRTENUEEZERR. BEMSKZETR, PKI HAR. bR R

3. H&BERAERGISITIERNLE AR TH

4. FLAZMSTH R

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:
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Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.
Be independent.

8.3. W HEEBIEMEE ZHE KR HKR Assessor’s Relationship to

Assessed Entity

1. GDCA #iit R EANMKRGE B A WSEH R LS EAE 21 TAE R A AR

Y

o

2. ANERVEALE (fF B L AR AL TR 55 B LUK AR LR) A GDCA 1A &
MSLHIR AR, BAAEMTRDLSS . WASAER, B H e AR TR T 50 22 2 LA PEAG
FRNE, VRS ERILAL. A IE. FAHIAS N GDCA HEATIEAY .

1. Segregation of duties between GDCA auditors, system administrators, business
administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessment

GDCA HuL R H# v ARG LT N2
1. ZATRMERE A5 27870 (1 S
2 J&E TAFFURE A A 515 2™ 1% T 5
3. mTHEIL CPS. IS IVEAN % A B R IT AR 555
4, FMHE. CREGEE, RO
5. S TAFLE AN AT REAFAE 1) 22 4 XU o
55 =07 W TR 55 T #IE WebTrust For CA FRVERIZEK, XF GDCA BEAT ML i it
GDCA'’s audit contents include:
1. Whether the security strategy is fully implemented

2. Whether operation procedures and processes strictly followed
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3.  Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. [If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85. XWNHEBEAAREXIKIE M Actions Taken as a Result of

Deficiency

T AU B 45 b v 1) R, p R A /N2 7 B RO ) R ) B AR R )
BEAT V55 CAOHE RN 56 25 (A V00 o 58 UK B T2 B ESOBE J S BRI 1) 7% 1) o T F PG /N
PR 25 it AR B IR

X T GDCA BBLEMHAG A vh 25 5K, iz IEAE #4736 ) A% CPS J¢ GDCA il
FE AL S RE K4T ), GDCA ¥4 LAIE, AR ST A A B (hix 2647y, [Fi
G GDCA I ER AT S5 B N S RAT IG5 P E RV E LA, GDCA R 1k
SHZH U I HLF ARV 5545 FAZ AL

S =07 HAH IR S5 Al 52 RS, GDCA 2RI TR S BT 80k, FFie2 Mk
AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHMLE4RIMEESE KA Communications of Results

GDCA 18 145 1 AN & HREEHB 1T DL B 1135 K E P v E M AL 2047 1E 20d
W, XMFATAEIE T 22 4R, GDCA ¥ KA [l iT Fr il il
BN T e RS, AT R TR AE R, R i www.gdea.com.en ik
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HEAT A o ATAR] 38 = J7 IR PP A SR I8 A0 DA 45 Sl SRS ., A 0A 20 =R 2 B Aff )
GDCA FHEHM H A TR, 35S GDCA [E &, 3 5 A M E 4% 4h: GDCA 1+
BEAE X 7 TH VAR AL T

Audit results are formally informed to all departments of GDCA and related RA. GDCA will notify the
subscriber of potential damage timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. ERRFTAEFIH A 552K Other Business and Legal Matters

9.1. %&H Fees

9.1.1. FBREZEMEH Certificate Issuance or Renewal Fees

GDCA AJ R4S A ) o 3N TEAH SR S5 A KU FIE 51T P SO B Y, BRI B b
HEARYEAT ML T AW BB DL T € » FEUS B AmviE S Y, BDANEE R W 2 bRl A5 5L T, GDCA
ABURIETT PRI, B XSASFILT FHEAARHE AN 5] R4S Bl SR B A1 R4 it o

S GDCA 223 Il rh 48 BN A% Al GDCA AT HINMAE A —E0, DL SCH i
W it
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper

limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. FHE A Certificate Access Fees

FEAEBHRONA, SHZIERE ST AW, HAT GDCA A& Mz . BRI
FHRIMARFIR TR, T2 GDCA SRS 9], GDCA K55 i ik e BB AL
I -
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W BAE B AW W B BOE A AR 4L, GDCA 4 JL sk 7E W%t www.gdca.com.cn
ETRAAA .

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.13. EHRHEBRSEEMEMIA Revocation or Status Information

Access Fees

GDCA Xf Tk MAH FPRAS AW, H BTAWBCIBUE 2% H - BRARH 3R IR A R oK
2L GDCA SCATEAM) B A, GDCA H4-5 FH = 0 ms WO EURE 12 ST 1 9% FH

R BEARESE BB WM R BORAEEM AL, GDCA R 2 K I 7E K
www.gdca.com.cn b LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

90.1.4. HbER%% A Fees for Other Services

1. Wi M GDCA ZREALT K CPS B HAMARSC IR ML S, GDCA 75 EU
R A 7= A S 2 R A 3 T AR 9

2. GDCA #1 Jl 7 R BEUE P A/ T X AH OGRS, GDCA 1E 51T 7 sl Hofth S
REEE P b B N A%

3. HAth GDCA HZE#H v RedR MRS 2 A, GDCA ¥gox K A, fEH P
i

1. If subscriber requests paper version of CPS or other related documents from GDCA,
GDCA will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA
declares the prices of above items in the agreements signed with subscribers or other
entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.
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9.1.5. IBEKKME Refund Policy

GDCA AT FYCHL B, % 7 345 Hi 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4h,
GDCA ARt AR5 H

B SERAE B3R E A2 AL B0 FErf, GDCA 3457 ™K BRI ERL T AN Hems .t o
GDCA 5% T4 CPS FiblE (0 st E 3L & oK 5%, 1T/ Al LAZEsk GDCA A5 iE-TiJf
IB#K. 7£ GDCA M4 il P IIETJE, GDCA ¥rBIHELT P oA FE ZAIE 15 T SO AT 1 5%
F AR IR AT

HH 3B SR s AN PR AT P A5 L e I £

SERGR G, VTP WERGkSEE A ZIE TS, GDCA KB st Hyk & 5T,

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. %3 4E Financial Responsibility
9.2.1. FREEYEHE Insurance Coverage

HILFAIE 4 GDCA #iil G, UEBIT . MM 7 55 5244 1T DL GDCA 741
TEEE T (V28 BT E R 5T RR A1) 6
® GDCA MHEBH R KL P SN =Tr, SEOT P BEE B0 #2151
o TSR T RERMEME B Bk, GDCA RIVRIREE TIEH, SEUKHT

R
®  GDCA ARAZEEUEERIAT FHIEF (5 BT MK 7 8FiuE i, S807 78
AT - BRI 5

® T GDCA HJJE N FHEUE BB il BUEir ) B0 WU 18 2 451K 15
® GDCA RAEMI mATIEFH].
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

9.2.2. HABF= Other Assets

AEH

No stipulation.

923 XNBRASXLAEKMHLKEHEMR Insurance or Warranty Coverage for

End-Entities

GDCA Uid 2 T4 CPS il IR ST, WEFRIT . MOy 45 S w] LA GDCA
A TR (L€ B E R 3iBRIM) . 4 GDCA BN G, AT DLZSEAR AT IR £ .
D2 PR A An T

1. GDCA Fi iM% XS AR AT 9.2.1 e M IREIEH, 2S8R

TR A PR, A R AT L GDCA MR HETE L E il €, GDCA
S BT 2 Ja HE DULZNE RIS N

2. GDCA RATEIETA RO IR A AR A2 511 E

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and
other entities can request that GDCA shall assume the liability for compensation (except for
statutory or contractual exemption). After confirmation, GDCA can compensate for the entity.

Limitations of compensation are as follows:

1. All'the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
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relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4.

FAESBR Liability Exemption

1. AN —1, N24%kk GDCA Z5ifE:

1) TP ERE A GDCA #UrHEBE, AR U L% —1:

2) TPA SRR, R EFIOMEIAEE, AERAEMR. TR
FRAIE

3) RN ZERE GDCA % R IR BEAFI LRI PIN i, A5
PIN RSB HriF -1 3R b = 2 A

4) AT PERLH E O A BT, N AR 2 A R A

5 PR TELHIELIE O A KRB TREC AR BN, B2 K A
GDCA KA T5, I b8 F 2 i 125 44 il E £

6) 1T TEAS A TR T DA I S [ SR IE A VERURAT BON F I . A
K BFIEAVE Sy GDCA HE 7 {8 FH [l &1y G A AT PR S 1«

7) AT P AAAENE A R A A A R s RS O BT R R
CO A RO RS Bl A 1 il 13

8) T/VH XS HR AN E AL 5] GDCA J7 24 Mk 5552 B A8 g R 55 3 T

1. If one of the circumstances below has occurred, the responsibilities of GDCA shall be

exempted:

1)

2)

3)

4)

5)

6)

If one of the following obligations are violated when subscribers are applying and using
GDCA digital certificates:

The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

Subscribers shall abide by national laws, regulations and administrative rules and
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2.

3.

1)

regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

7) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

8) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

TR AT R T S ST E B R iR, B, Tk, s, &

W BB IR AT L AR, RIERREFL. FAss

FARRE RS, BRI

1) EARBIRERE BAKE, AFE. KRR, B AT, TH. K.
WO, G A RS

2) HEMR. HEREREREBRHT N, AEBUSTRHIBOR. AT
YL, A BT AL R

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure. "Force
Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances, including
but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

[KI GDCA FR52 £ B I 2% g s 53 R Mg B 7 BOBCFIE AR A R SEIR L T,
VERI, BT KA AT IE BRI ARTFTHE 2 “BR MR Bl
Rl ELFEAH AR T

1) AW

2) KRECRAranry. AR, @R ImEs

3) HEWH;

4) GDCA 115 % BRI 2% i %

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

Force majeure
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2)  Failure due to relevant departments such as electricity, telecommunication and communication
departments

3)  Hacker attacks

4)  Equipment or network failure of GDCA

4. GDCA C#ThENE 1 FSGEE . ERE B IE S GESE 55 R, s 4525
PR

4, If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

9.3. W% BRE Confidentiality of Business Information
9.3.1. R%{5 EYEE Scope of Confidential Information

£ GDCA B i T UAERS T, DU HE BN IR SR R

1. GDCA I J" I 2544 K i 4]

2. WIHdFERE: AHE, REFHE ARMHENEER, XL%EEH GDCA
MAGREER, WA RS BN R DB E . BEEER, AnfE
N A SRR A

3. HAhHi GDCA Hil RA TRAZHI/N AR AlfE BN RS, BRIEFEER, AR

=i

o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated
by GDCA as confidential information. These records can only be accessed by security
auditors and business administrators. Unless for law requirements, this information
cannot be released outside of the company

3. Other individual and company information preserved by GDCA and RA and should be
treated as confidential. Unless for law requirements, this information cannot be released
to the public

9.3.2. ABTHREREE Information Not Within the Scope of Confidential

Information

GDCA ¥ LA M ME BEMAARE S B
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H GDCA KATIIEFA CRL HffE R .

HI GDCA SZRF. CPS iR ilF i 5 P .

GDCA ¥17], R4 GDCA i ' 75 fiiH], 7E GDCA Mub AT KA H1E R -
HAth: GDCA 15 B KR 55 P B3 (¥ 50 TR E s

GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

0.3.3. R4 FE {5 B FE Responsibility to Protect Confidential Information

GDCA H %R 59 AT 9.3.1 HHUE MR EE BT S L%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MABEFREE Privacy of Personal Information

9.41. FRRAREFR Privacy Plan

GDCA MUEIEFT /" A VR BL, (RIE 52 R XA A BB B AL R
HISGHLRE I . IS, GDCA T (A I 5P M 54 R EERHERTA A B AL
TR

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. fEANRERAEREE Information Treated as Private

GDCA & LA & BIE T T IR ALE B -
® A RGE S B IE SRS AL AR
® I HIERARALL.
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® T HYEAE AT Ak
o i[JHIRATIK S

GDCA defines the following information as certificate subscriber’s privacy information:
® Subscriber’s valid documents number such as ID number, organization code
® Subscriber's telephone number
® Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AW NEFLEME B Information Not Deemed Private

GDCA & L AFE(EHARR T LU E BABMIE T 7 R AAME B -
o A, B AFRGE.

o /gL BfIPE A,

® T EAE HhE RS A .

® I THIHTHEAS.

The information GDCA not deemed as private for certificate subscribers, including but not limited to
the following information:

® Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address

0.4.4. EIPEaFLHIFTAE Responsibility to Protect Private Information

GDCA f % & RE SR AT 9.4.2 FAUE IIES HEHE DM AR THES X5 -

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

945 FHEAMEBRKSMERAE Notice and Consent to Use Private

Information

GDCA H5 R BUE 24 (122 BRORAIEF T AN NBSAL, JRRERECAT 521 % 2 T BURY
CAFRERI N NBSAME B o BRAFMRIEVEH BOBUR (3 PERLE , AERAF REFT P I PF ]
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Z 1T, GDCA {RAEALATIE T 7 KBRS ABCFIEH BN N BRI N ME B iR it
KIHE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

04.6. WIERBRITHERFKE EHE Disclosure Pursuant to Judicial or

Administrative Process

MATENLC T E GDCA FRALAH N IR 158 H = A (5 B, GDCA TEHeftan

258
[= P

o IIJHEAGER.

® i HAS NInEE SN 15 R .

® ] )X GDCA Mk i) & s iE il

® GDCA RZREHEOR AR N R A R A5 B

When administrative organization requires GDCA to provide subscriber’'s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the
law requirements.

9.4.7. HibfsEPEEM Other Information Disclosure Circumstances

INAAEASIT 7 2R GDCA SR LSS 2 7 SCHR AR 55 W BRI AT I, GDCA U 75
FHEUEAS T kA% AR A7 bk 2545 SR I 28 = il &y A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.
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9.5.

9.6.

9.6.1.

ZMIRF=AL Intellectual Property Rights

GDCA A7 J- AR BAXHEF Ll B GDCA HAL [ I A B (1 4 B R AL

GDCA XWHFIEB RGHAMBA AR BB F a5 F8 .

GDCA e & K F A P 1 2 5

GDCA 3l E 2 #i i — M5 B8 GDCA 7=, K4 GDCA Hi o, fliA
AR T AT N

GDCA RATIIIEF AT CRL $4°4%2 GDCA SCHC I 7=,

Xof HMZE T A FTE A GDCA 7.

FIskFom Hrh GDCA B Sk B A 44 (LA R BiFK DND LA S Z 38 A &
IR SR IOAE S, 19 GDCA I,

GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the property controlled by GDCA.
External operation management strategy and specification are GDCA property.

The distinguished name(hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the property of GDCA.

Fid 54 {R Representations and Warranties

BT AEARGSHLH K [%iR 538 4% CA Representations and Warranties

GDCA 7EH& At B T IAIE AR 253G sl I R Fp ST P AR R

GDCA 25 K451 P IIAE 1575 & GDCA ) CPS [T s B 2K .

GDCA ¥ UL 1T P B AT AN, KA AT BRI 1T Bk A 25 A
A SRR

GDCA 4 A I 85 E 45
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® GDCA fEAE KA A, A4 3L R AU IE S HiE & VT A i) 2 il 2 Y

EH AT AA G, GDCA TRAERRARZIAERTT FE B AN, UEH i HARIT {5 B AT
FeHERA 1 o

GDCA AN 5T WM IE 572 15 7518 24 (3G A S 377 AR AR IEAT P B R
T DA DRALE 5 - S VR I H

During the process of providing electronic certification service activities, GDCA makes following
commitments:

® Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

® GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® GDCA revokes the certificate in time.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

0.6.2. VEMPLHKIEIR S5 RA Representations and Warranties

GDCA WHEMHUAAES 5 BT INIERR 55 LR (AR Vi R

® RULLIETSIT T REME AR e e 4F & GDCA (1) CPS BT SR PEZEK

® £ GDCA “ERIEAS I, A2 UM 1 2 bR M0 3 SOiE 45 A5 B 5 IEFS
HHEEEA—EL

® VLMK I CPS MURIE, L) GDCA F2AC M RS ik 95 HiE .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CPS.

® When generating certificates, GDCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of registration
authority.

® Registration authority will submit the applications of revocation, update and other
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9.6.3.

services to GDCA in time according to the provisions of CPS.

T P BIFRR 5484 Subscriber Representations and Warranties

W — B3 GDCA 2R IEFS, WA uIE GDCAL VEMILR L A5 MuIE - i) A

e NAEH PLUT K
® IR GDCA 1) “HAIEHHETHE T AA CPS H 1A 23 Mk

G

TR A RO N AT R 7254

VP B IE PN P E MU SR AL A5 B AR st S BRI, e ekt
FETSRALREAR. Dhi& 55 B EHDUE.

WARAAAEAREN, AT RREA P SUAT I 5. 1T A STV
FTE A AN SE R 518t , 18 %1 GDCA BB BUIIE ARSI .

AT PR B QAR N R B AT R — Ik 4, BT B O R
Y, JFHAERATRAN, IEBRARGES GERERAEH. M), EBR
BUONAT A B 5 [ ANE T

BRARLAT P AU UER LA B 5 T PR B e, T P PRAEA N RIER LA (B3
ABLRD FT AL 55

TR, BRI PRI LA CPS W IFTA 2k AN AF, JFRIZEAT
BRI G

TS, TN AT DA IR AORREX AL, AT
BRIRG, RECEBLRITR & R (BRI . MRk . sk &%
BUAE 5

AFELAE(TR A GDCA ARid A B8, . JTHR4AE, BREART
SRS RV A CSORTALE 5 R 55 A B A A 5

UEASFEAS CPS HoRRE i F Y BBl N Al A JURAIESS B T 2 i S A At 5
R H o

KA AR R BT IEAE-B AT B % . e AT B i S

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application

responsibility” and CPS.

® The subscriber uses digital signatures if the certificate is valid.
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® All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

® Each signature are generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

® Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

® Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

® The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

9.6.4. KT HIBRIR 5 Relying Party Representations and Warranties

A CPS BT FE «

A E S 7E R 5 19 v AT SR ASE R E 45
TEASHOETVRT,  XSHIET S S AT 30 .

FEASHAEF AT, BT 2 CRL 5k OCSP B IE+5 2 F 4% 4 -

— H i F 5 2 8 HAh SR R B T A AR A I ARk, O TR R G T 45
GDCA i R H AT AMEE, F HARHH PR 1 i B & sl A B 45 % o

& NMFEAAEMIKE GDCA AR iAE . S, B, FHRE, GREART
SR FHTE (16 CSORMAIE 3 I 55 (388 D R0 A k55

® Abide by all provisions of this CPS.
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9.6.5.

Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

HEih2E5H KRR S5HR Representations and Warranties of Other

Participants

GDCA ML FMIEIE B A 2 5 F AR H 40 R A& -
ST A CPS WA HE -

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. FH{FEF 3 Disclaimers of Warranties

K7 CPS9.6.1 ¥ BHHf KL 7N, GDCA Az 4H HoAt AT AT TE 2R R AFAE A X 55 -

AAETERIT P S807 . HAh S5 5 MR N 4.

A%t B DA TIESS ) A AT AR S0 Bl R DRAEE

ASKHIE P H R H I AAM R AR ATAT 54T

XTEHTANTIHUS, ks B R 9 5 S5 i Ak 2% vh W 9T F b i 25 P 4 2k
AT

WPE AR CPS9.6.3 Z ki, sk iR A CPS9.6.4 X KNS, 13Lh%
¥ GDCA 2 71E.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other form
of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.

® Do not guarantee any software used in electronic certification activities.
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® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIF4E Limitations of Liability

EASIT S KHTT A GDCA FRAE R HL T IAIEAR 55 I RRFE SE 32 ik, GDCA
KR AT A CPS9.9 HLE A FRIG A 51T

If the certificate subscriber and the relying party engage in civil activities suffer losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the one prescribed in CPS Section 9.9.

9.9. B#Z Indemnities
9.9.1. GDCA HEEZ34E Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H Rk, UEP T/ &k Jr 5552k ] L% GDCA
ARG EE ST G BATE ot bRIM) . WL FiATETE, GDCA AHA PRI DT E:

1. GDCA MGIEBHIRMZ KRG LA =77, S80I P 8URl 7 8 2 81k
iip

2. RV PIRAAE B BTRHERG . R SEHITEOL T, GDCA 2R HIE I 1 iR 15
B, SBAT BT 2R

3. 1E GDCA WIS P #2585 B B BB E REAB AR A 1% 0, (AT SR 101 T 7 28K IE
B, SEUKI T E 2B

4. 1T GDCA IR R FEOE BRI DI e, SEOT P8k Ez
EPNIP

5. GDCA REg M AIET:, S Bk 8 S22k 1 .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other

entities can request GDCA assume compensation liabilities (except for statutory and contractual

exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with

error information and the error leads to losses of the subscriber or relying party.
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3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA

still issues certificate, which leads to relying party suffering losses.
4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads to
the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

T34, GDCA IEEZRR U1 -

1.

3.

GDCA T 42 L5 A5 T GDCA FizRH K _E FRATE , JX R 2 1R AT DA
1 GDCA ARSI EHHIE, GDCA £ FFril & i K15 It 37 38 S AR 5 24
HA

it BT P BT (5 DR 45 2%, GDCA AARFH BT, HhiT /sy
HATA&H.

GDCA R A EIE A ZOYIBR N A R I 2 54

In addition, GDCA’'s compensation limitations are as follow:

1.

9.9.2.

All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying partyy, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

3T PRI AE Indemnification by Subscribers

WA RS M 3 50 GDCA BRI B %, 117 B AR H I 4 DA E -

1.

WP BEEMHE I, e ks S a4 A B vkl S8R GDCA
e HAZBUIEAS AR S5 LA Bl 28 =5 1 52451 3

WP RS B A G AR . 8%, BIRAAH ittt . BRI
A GDCA KA B A EF MRS, PLEA 222 A4 A T3 e GDCA K
HIBEF ISR 5 =7 52 103

WP EBHAT N, AERA CPS KAHKERIEMIE, B RIEHH TARA
CPS FE k.55 Vi Fl

UEFS T 7 B HE AT BER A IEAS R Se A2 H A1 RS, 21 GDCA RHZIIE
Fom A E B T URAT RN, RAZIEBH DT AR A 5, B AT 5
I A2y, N GDCA 28 CPS IRIVUREAT 1A Kl I AixiE+H
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10.

VI W Z5UR AH BT A 40 5 I 432 DA 5

TR A B R A AR SEAE R A5 1 F IR JF: A 38 0 GDCA RIS
AN AHRIE BN IR 6 i, SRR R RSN S G MER S
FEAFAIALVEH 2 R B TE SIS, AR5 L TR A5 I ST id 1 GDCA A Ty
UEF B MEA LA FIIE

W HRERE BRI T =T AR R

FERLE TS FEL A M RS, A S0 AR Bl

If the following situations cause losses to GDCA or relying party, subscribers shall be assumed the
compensation liability:

1.

10.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, mistake or malicious information, provided by applicants
when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure
and loss of private keys deliberately and by mistake; due to not informing GDCA and its
authorized service agencies or third-party of the leakage and loss of private keys with
knowing the facts; and due to handing keys to others inappropriately.

Behaviors of subscribers violating the CPS and related operation practices when using
certificates as well as using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests proposed by the subscribers or other entities authorized by GDCA to
this information of certificate revocation published by GDCA, if GDCA operates in
accordance with the norms of the CPS, subscribers must assume any responsibility of
losses according to this CPS.

Subscribers continue to use the certificates and don't notify GDCA and relying parties
promptly when information inside the certificates is changed.

The private key is lost, damaged, stolen, disclosed, and etc. due to not taking effective
protection measures.

Subscribers continue to use the certificates and don't notify GDCA and relying parties
promptly when private keys are lost or in danger.

The certificate has already expired but is still in use.
The subscriber’s certificate information violates intellectual property rights of a third-party.

Using certificates outside the provisions of specific scope, such as engaging in illegal and
criminal activities.
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9.9.3.

WHTT L2 3 4E Indemnification by Relying Parties

WA RS T3 20 GDCA BT BRI N 2 K I A AT

1.
2.

4.
5.

A JEAT GDCA SRk J7 b AN A CPS H#iLE 1 X 55

RAEKHEA CPS FITGHET & FLH 1%, S8 GDCA M IHAZBUIUE + 55 MR L
=TS AR

FEAG BT SRR, QiRmos B AT B E a1
T EGIE - D80 7T RE N BT T, BTSSR B HIE TS

WA T A FHIE 3 F AT AT B0 5

MR ¥ B I A i) CRL B OCSP i A UE 1542 15 4 4 o

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be

assumed compensation responsibility:

1.

Obligations defined in the CPS and agreements between GDCA and relying parties are
not fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to
inappropriate reviews against this CPS.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the
certificate has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or
OCSP.

9.10. BB 52 IE Term and Termination

9.10.1. BRI Term

A CPS fEAE R HER IERAERL, L —hRARM) CPS [N 254 A CPS 7 F—fAx
CPS A%z HElifE GDCA £ 11 HL-FIAIE AR 55 B 2 28

This CPS will enter into force in the midnight of effective date, and the last version CPS will become
invalid. This CPS will become invalid when the next version CPS enters into force or the electronic

certification services of GDCA are terminated.
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9.10.2. #1E Termination

7£ GDCA 1L FIMEMRSS I, A CPS 1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. AL IE 548 Effect of Termination and Survival

A CPS #ubf5, HAJPK RIS £1k, CPS N BRI AL, EX£& 12
H Al A AERVE R SE, CPS X 25 7 SR IR E K ST S bR T3 2R IE ]

After the termination of this CPS, its effectiveness will terminate at the same time. The contents in
CPS will be considered as invalid. However, for the legal facts occurred before the date of
termination, the regulation and the exemption of responsibilities defined in CPS for all parties are
still applicable.

211. S5 F KA B ESE ¥ E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA Hf st SCRE R R A S FIUE 1 2 5 AN U BT DA 31 (1
HHRIAFEN

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 81T Amendments
9.12.1. fEITHEFF Procedure for Amendment

% GDCA ZASRIEZE xR, CPS 4’5 /NHAF /D EH A — AR CPS, HifRH:
By B GRORHE R 50T 1 R AR E Brbail, P& CP IZER, FHRFA AR
55T 1 S B T 22

A CPS HMEUH T HT, B CPS 45 /NHIR AT, 48 GDCA %A SRIE 2R il ol
#EJS, HH CPS a5 /NS ST GUBIT, 1BITJE I CPS Zeidt GDCA 22 4= Sls 2% 01 £33ttt e
TES AR AR

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
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and administration department as well as related international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revision and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

0.12.2. @EZHLEIFIEIFR Notification Mechanism and Period

1EIT J5 i) CP b vE J5 i 52 B 7E GDCA F M3 www.gdca.com.cn & fii o - 75 2
R TR B AR T OB A KE L, GDCA K e A B [a] N 404 %7,
B I ] N PRAIE S 57 52 B 52 /N

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

0.12.3. WABHOLE N R Circumstances Under Which CPS Must be

Changed

GDCA A4 4% CPS AT BTG T AL : CPS HHAHG AR 5 EFA I 5,
V] 5 M B0 DX A LR DA 5547 T f ) B8 5 AR SRk 45

The situations that GDCA must modify this CPS including: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.12.4. X &AFIREFETE Object Identifier Modification

A CPS KRBT, AR R AUUE S SR XT GAR AT AN B AT AR, U IR A
AT

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.

9.13. F4bFE Dispute Resolution Provisions

GDCA. IEFIT /s WRHU 5 SEARLE HL T ARG 3 P A2 il T 2 DL 25 TR ok

127



[] SR ?F!Illilliii’\i'ilﬁ'ﬂﬁ'z."‘ﬁl

Toon et GDCA EV AP H - FAENE SN (V1. 4) fR
1. HR¥EA CPS HHHLE, B TT/TTT;
2. H GDCA MHRER 575 Hil APl
3. HMRRIG, A IEER AT E k.
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LR VEN TN RVE R B

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. They can confirm the responsible party according to this CPS.
2. GDCA's related departments are responsible for interactions with the applicants.
3. Ifiinteractions fail, these parties should reach out to the legal authorities.

4. Prosecutions conducted due to any CPS-related disputes between anyone and GDCA or
authorized agencies are under the jurisdiction of the people's court where GDCA
conducted its industrial and commercial registration.

0.14. E%EHEAR Governing Law

GDCA ] CPS Z[EZ Ui (b NRIEME 72 425) M CETAERS
EHINE) EEINE .
The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of

China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5i&HEERN& &% Compliance with Applicable Law

Jo1& GDCA HUEAR T ™ HASs 25 SEARAE T 3t A LA S AE ff AR ) GDCA FRIAIES,
A% CPS (AT« ARREAIRE AT L2503 F A N RIS (17 (£ 75 GDCA Bif%
BGEMHUI A CPS Jiritd S (AT 4+, P03 B rp 0 N BRI AT A

No matter where subscribers, relying parties and other entities live and use GDCA certificates, the
execution, explanation and procedure effectiveness should be compliant with laws of the People’s
Republic of China. Any disputes about this CPS with GDCA and its RA should also be compliant
with laws of the People’s Republic of China.
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9.16. —f%%k=X Miscellaneous Provisions

9.16.1. SBEEWMI Entire Agreement

GDCA 1] CPS 2B I SCM M B a: Arfll. Hax. FERNE 3 5. KT HZ
MERANBERE BN E, e BTty IR ERE GDCA Mk
H LA B AN 5

Complete document structure of GDCA CPS includes 3 parts: title, catalogue and main content.
Modified alternative content of the catalogue and the main content will completely replace all
previous parts. The previous parts would be placed at the GDCA web site for consulting and
browsing

9.16.2. ¥ilk Assignment

GDCA ], YA CPS iR HAESHA % 77 RO L35, %77 29 AT 4%
HEVE AR SR E REAT BRI RN L85 B Lk o B AT 9 R AR I AN MR BB 11 T7 00 53— 7
RAEAT 555 K DA IR BT o

GDCA states, according to the rights and obligations of certification entity parties detailed in this
CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 4r#IHE Severability

UIERA CPS AT AR 2% A B H: I FH 8 368 20 24925 e B A i T LA 3P 5 W ) 3 —
Sk BT M SR R E A B AT 0, AR CPS HAR IR 73 Nl A7 TiX — 26K
111 4R SEPAT o

If any clause or application of this CPS encounters situations such as judged by the court or the
other arbitration agency and is determined that one of the provisions in the agreements are invalid
or unenforceable for some reason, the other parts of the CPS can remain valid to continue to
execute independent of this provision.

0.16.4. B&E#&|FIT Enforcement

GDCA 7= H], FEASIT 7 HRMT 35 SEAR R IAT GDCA 1) CPS FREIMLE , A
WAIZ SRR ARAPAT Z I A E -
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GDCA claims, if the subscribers or relying parties did not execute any item within this CPS, it should
not be consider that they need not to execute in the future.

9.16.5. AEJHi /1 Force Majeure

GDCA ARy JEE . KO U ANHAL I KA AT A i A CPS
FUE R DTS R RBUE IR AT 71 5t

GDCA do not assume obligation under bond for the violation, delay or inability to perform the CPS
regulations due to the force majeure events like wars, epidemics, fires, earthquakes and other
natural disasters.

0.17. HAh% K Other Provisions

GDCA X} A CPS B A A MRAL.

GDCA has final interpretation rights to this CPS.
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sk 1. iEPER

Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity: November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity: April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= d5 6¢ 4f fb 6d c9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

B /8 R5 M CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name =%${Z#ff{ R5 i CA

Serial Number = 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHA1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe 8 f2 f8 Oc aa €9

B R4 EV RS #5iEH CA

Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
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Common Name =iz R4 EV IR%3IEH CA
Serial Number = 64 35 81 b4 22 f5 d1 06
Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 1f ae a7 ¢3 5e 84 b9 5a 55 f6 ¢7 d7 fd 2f e5 21 ea 77 72 59
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Appendix 2: GDCA EVCPS Revision Records

W
BT &Y 1.3 1.4 YEA
o BAT 1 iR iR VLU
R ‘ FE R SRR Al b 3 m g SO0t R
1 BROCE | PR 5 - :
N W EATHE, B AS AR
2 B S AR H A4 i
SRR AT H .
$1.3 CHY P AR CPS B R AT H SO S
3 EZR R0 XPHRERE, Wb, WA R
H FPEAEBC A SOy ”
BHCN “A CPS TEAERH WIE i)
& CPS REHEHIAE | -
U L — | ERXAERL E—ROARE CPS RN
$9.10. 1 | A2 HER 16 RZJF | .
4 N N KR A CPS £ —hAS CPS 4
RUYIRR IERRAERL, fE GDCA &1k | . .
T U5 I 2 A Rz HEUAE GDCA 28 1k HE P iAIE it
: Ko Py
SRR
‘ BAT SCF AR — 2825 5 5| e i
5 | T SRR :
NS EIDEL
ontents
Revised Sections V1.3 V14 Reasons
SEQ
) ) Realese the first bilingual
1 Full text Chinese version only .
edition.
Disclose the effective date | Disclose the release date, as
2 Cover Page .
only. well as the effective date.
State that "This document is
the Chinese-English bilingual
) edition of GDCA CPS. If there
Section 1.3 . ) .
is any inconsistency or
3 Document Name . .
o conflict between the Chinese
and ldentification ) )
and English versions, the
Chinese version shall prevail
for all purposes".
This CPS and the updated | Changed to: This CPS will
version are formally | enter into force in the
4 Section effective after 15 days from | midnight of effective date,
Term the day it is published. And | and the last version CPS will

lose the effectiveness when
GDCA terminates electronic

become invalid. This CPS will

become invalid when the
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certification service next version CPS enters into
force or the electronic
certification  services  of
GDCA are terminated.

Revise text errors and

descriptions that may be
Full text .
easily caused confused or

result in ambiguity.
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