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1. 8] & Introduction

1.1. AR Overview
1.1.1. A7 Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, J5A “I RETFIEHIEF O AR AR ", BaLT 2003 4 3 H
6 H.2005 4 9 7, GDCA fkiZidid 1 [ 58 % i 3= i ) 545 2 P B 0 B A o
R A EEHONFERS CRF YRR FATEY G AHIES . ECP4401021007) 1 HL+
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i T B 5% R B R HL B T UGIE IR SS RE 0V EAl, R4 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
W) BN B REH AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#Z#{") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed through the security review from State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP4401021007) in
China. In December 2008, GDCA obtained "Commercial Cryptography Products Sales License"
issued by OSCCA. GDCA passed through the assessment of E-government and Electronic
Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (hnumber: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review
by OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust
with the international level of operation management and service to provide digital certification
service globally. For business development, GDCA changed its name from "Guangdong Digital
Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4 Jm, J& “T  AREFAEFHMEF OHRAR " W57 615, MamMas
WS Al “ BB R IR AR ” &4k, fEFEAHTE GDCA LA« ZREFE
FEPOAERAR” 4 LBTWER BTNl “T REFIERAET O A RA
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w7 A HIBCRIAIR IR LS5 “ B AR BB A IR A =] 7 7RGk
A& BU BIE W% AME” M EBE, GDCA BT TS, BT
55 Mett 2 A5 A SE N TR BEOL K HE T UAIE AR 55

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." are inherited by GDCA. Meanwhile, all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." are inherited by GDCA.

In the light of the operation concept “Authority, Innovation, Service and Public Trust”, GDCA is
devoting to providing electronic authentication services with high quality for e-commerce,
e-government and social informatization, etc.

1.1.2. IEFEWE Certificate Policy (CP)

AR GDCA /I EV AET 5EES (EV CP), /& GDCA EV U7 iiE 15 I 55 1 s
P, & FT-HTE B GDCA %5k RIS FE) EV UFAE B AR 2 5 1k Wik, K.
EELL L R M EV IETRIAE S A MRS e s VEHERIBIAR B R A
TR o IX LB SR AN G R4 GDCA EV IE P R4S (12 A PR AN 52 B 1, 48 — B £ 1E GDCA
O AN —BO& s — R, RIE/EREA GDCA HEM P RERS AL FIFE B AT H AR
7 CP JFANE GDCA %2 575 Z [ A AE UM, GDCA Fl1#%- 2 575 2Z 18] IABUR] L 55
IR EE AT ]2 TR] 25 2 1 & SR i AR B

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA
and their related participants. The CP sets forth business, legal and technical requirements and
specifications for certificate approval, issuance, management, usage, renewal, revocation and
related trusted services. These requirements and specifications protects the security and integrity of
GDCA digital certificate services and includes a comprehensive set of consistently applicable single
rule sets in the GDCA scope. Therefore it provides the same extent of trust guarantee throughout
the GDCA architecture. The CP is not a legal agreement between GDCA and all participants; rather,
contractual rights and obligations between GDCA and participants are established by other means
of agreements with such participants.

A CP &1 WebTrust [E Fr#rfe (Trust Service Principles and Criteria for Certification
Authorities) % CA/Browser Forum ]3¢ ] Guidelines For The Issuance And Management
Of Extended Validation Certificates. Guidelines for the Issuance And Management of
Extended Validation Code Signing Certificates (BT MANZE R, 2 (EBM X.509 A
T2 EH BE At B e IE 15 SRS FE ML 45 HEZE) C Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework), I iy ELI R¥ AR v 2H 23 « HRER T
FETAE4L” CInternet Engineering Task Force) |5 ) RFC3647 Frifk 45 - A P 25 EE 3K
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[F] 35 2 (GB 26855-2011-T 15 8 & AH AR A B IE 1) SR BE 5 AR MY 25 75 B AE
BEY HERIRI N AR R, AR b E 7R3 U GDCA 11278 BR T 24 1 o 2s

This CP conforms to the latest version of WebTrust international standards (Trust Service Principles
and Criteria for Certification Authorities) and Guidelines For The Issuance And Management Of
Extended Validation Certificates, Guidelines for the Issuance And Management Of Extended
Validation Code Signing Certificates formulated by CA/Browser Forum. Meanwhile, this CP meets
the requirements of structure and content defined in Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework, RFC3647 from The Internet Engineering
Task Force, and GB 26855-2011-T Information Security Technology Public Key Infrastructure
Certificate Policies and Certification Practice Statement Framework, and would make appropriate
changes in accordance with Chinese laws and regulations together with operational requirements
of GDCA.

GDCA 1EA—/MIEFRSHIM (CA), fEA CP LI NA /L EV HUEF5F1 EV CA
WEAS, ZRAT PR . SRR R AFIR G, AEUE R A BT 7 al LAE FAIE
FbAT Mzl 2 Ry RIBAE4A . I 4. ORI B AIESEAEI RN A .
AT IRIBAS CP rh SG THHTT I SUS5 R, g R EAE—TKiE+ . GDCA ¥ EV
TR (EV CPS) #3278 CP AR, TEAHIEIA | GDCA 1E L FINIEMRSS
PRI HEAOUETS A0TSR GEE S LA S ARRL (8 B B AR5 1. iTi GDCA IE 1S
HITT P AR AT b SR A CP KM% EV CPS FIHLRE, e RHES (s FH RS (L

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope,
digital certificates may be used by subscribers to process SSL, code signing, e-mail signing,
document signing, identity authentication, and other different applications. Relying party could
decide whether to trust a certificate in accordance with the requirements of the relying party’s
obligations in this CP.GDCA Certification Practice Statement (CPS) accept the discipline of CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
well as the corresponding managerial, operational and security measures. All certificate subscribers
and relying parties under GDCA must refer to the provisions of the CP and its relevant CPS to
determine the usage and reliability of the certificates.

1.1.3. GDCA Z2#J GDCA Architecture

A CP /& GDCA N EV IFP = 5%, GDCA HIEFRSGHLF (CA) i%IEA CP
#i]5€ EV CPS, RA #%[BA CP M AHIK CPS #EATIEHAR S g L5, 117 iy M HiAth
AR SIARFZ B A CP M AHIE EV CPS W EXTIE B . (5 BATH I L 55 .

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under
GDCA formulates CPS in accordance with CP. Registration Authority (RA) authenticates
requests according to this CP and its related CPS. Subscribers, relying parties along with other

3
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correlative entities determine their rights for using and trusting the certificates as well as perform
corresponding obligations on the basis of the CP and its related CPS.

GDCA EV CP
GDCA EV CPS
I
I I
A RA1
W5 7 1
s Ty
GDCAEV CP
GDCA EV CPS
[
I I
Subscriber RA1
Relying .
Party Subscriber
Relying
Party
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1.1.4. GDCAEV iEHBEKREM

GDCA EV Certificate Hierarchical Architecture

GDCA HFHiH 3/ EV RIEP, %% GDCA TrustAUTH R5 ROOT iF5. #rzeht
£ R5 R CAiE+15. GDCA TrustAUTH E5 ROOT iFHi. /MR CA Fi%+F CA, UK
P E . GDCA ANZRAMET CAIEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, #{%
I R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCA TrustAUTH R5 ROOT certificate

GDCA TrustAUTH R5
ROOT

GDCA TrustAUTH R4 EV GDCA TrustAUTH R4 EV
SSL CA CodeSigning CA

EV CodeSigning

EV SSL Server Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE i ) B A B2y 4096-bit, T ik 2 4~ CAUES:, H
H1: (1) GDCA TrustAUTH R4 EV SSL CAIEY:, ZHHKE N 2048-bit, %R ZHKE
"N 2048-bit [f] EV SSL AR 45 #81F+5; (2) GDCA TrustAUTH R4 EV CodeSigning CA iE+,
Ky 2048-bit, 2K EHHKE )y 2048-bit 1) EV AL A AEH .

GDCA TrustAUTH R5 ROOT ilE+54%T- 2040 4 12 H 31 HF|H.

GDCA TrustAUTH R4 EV SSL CA IE- 154 1E 2030 4 12 31 HFH, 2027 1 A 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA IE157E 2030 4 12 A 31 HEI#, 2027

F1H1HE, BAFMHZ CAUEHERIT Pkt .
The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are two
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
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lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

2) B R5 MR CA certificate

HeiemHARSIECA

Y
BUEETAR4 EV
IR 224F+H CA

v

EV SSL Server
Certificate

R RS AR CAE R IR 247K 5 Jy 4096-bit, T #t 147 CAIEH: Hzmt
R4 EV RGP CA, HHIKE N 2048-bit, 25K %HIK &N 2048-bit ) EV SSL i
b T

Koz AQ RS MR CAUEFSKE T 2040 £ 12 A 31 H 2,

ez R4 EV JIRFHUET CAUETR/E 2030 45 12 H 31 HEIH, 2027 1 H 1
Hit, A% CAEB& R FHE.

The length of #(Z 4R R5 2 CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: /8 R4 EV iR 45 23IE 15 CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

# 2z R5 #R CA certificate will expire on December 31, 2040.

Bz R4 EV RS %2 1E TS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT certificate
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GDCA TrustAUTH E5 ROOT

Y

GDCA TrustAUTH E4 EV SSL CA

h 4

EV SSL Server
Certificate

GDCA TrustAUTH E5 ROOT il Bk H #5558 ECC, WEHKE Ny 384-bit,
¥ 14T CAE+: GDCATrUtAUTH E4 EV SSL CA , ZHIK T N 256-bit, 25K %
Kl 256-bit 1) EV SSL AR %5 28Ik,

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4F 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA iIE+3#57E 2030 4 12 H 31 HEI#], 2027 1 1 1
Hid, #BAEMEHZ CAIERERIT T E.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

1.2. CRZFREFRIR Document Name and Identification

ARICEPRAE (B2 AR R A PR A 7] EV IEH NS ) (K (GDCAEV CP)).
A CP i Ay BRI A3 IR UE S HEME T3 Bl — AN — (R0 AR IRFF, AR 2 IR CP § 1.4.1
s

A CP LA S SC BT AR AT, #5 9 SCRUA 5 P SCRROA I BATAT 5 S, BB SRl
AR
This document calls " Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"

(abbreviated as “GDCA EV CP”). Certificate policy for each kind of certificate is assigned a unique
object identifier in this CP. The details can refer to CP$1.4.1.

7
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This document is the Chinese-English bilingual edition of GDCA CP. If there is any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI =53 PKI Participants

1.3.1. HFAERSZYL Certification Authorities

L I IE AR 55 LK) ( Certification Authority, fFk CA) 2k EV iE 51524k . GDCA
AR (R NRILAE B 7FELE) . (R INEIRSSEHIME) e, WIEBSLHIEE
=77 L AIEMR S LA - GDCA JE I 45 M3 FL 38 Z) i B 1 4% 07 AR EV HUTIE S
PRAEUE IO M 55 55 T Beofil BOA B FIMIEE B 2 5 E 4k

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. FMHLH Registration Authorities

ML (Registration Authority, fiifk RA) {3 CA @ iiEMidfE, #iik EV
EFHEE S, HEEdE4 EV IEH HEE .
GDCA 1EN EV iEFiH CA iZE N, BATHAE EV iEH RA, AT RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3.  1I * Subscribers

WHRFEE EV LB AHPTY @ B2, 17655 HAUE i — X S FAEH 1)
AR 1T AEA CP B E WA EV IEF, FHERIEA CP Z15E ) X5

Subscribers, the entities that receive certificates from CA, include individuals and organizations
accepting certificates from GDCA. Subscribers and applicants would not always be the same; in
case, applicants need to ensure that they have obtained explicit and appropriate authorization.
Individuals can be divided into a natural person and a person who belongs to an organization;
Organization contains all kinds of government organizations, enterprises and institutions and other

8
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social groups. Usually, an organization has a legal personality or National Organization Code; for
equipment certificates, due to the particularity of the entity contained in certificates, subscribers are
usually organizations or individuals who own the equipment, and would assume the corresponding
obligations.

GDCA AR IENNMRIN EV IEH, AR ERANGRME BV IEF IG5
%

[

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. #K#iJH7 Relying Parties

A5 T A5 AR AL FIE P A S MRS P DLRE T 7, T ISR T

Relying Parties are entities who engage in related electronic authentication activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FHEAT B A — KRS, AT L U E I AN S S, B AR A )
#* (CRL) 2iffiff] OCSP Jj sUA WHEPIRZS . kAT izl & BEH i 4% 5 A4 BERS (51T
—HKIEFS

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before relying party trusts a certificate, a proper review process must be executed.

1.35. HAZz 53 Other Participants

HAhZ 5% 7489 GDCA [ HL T IAIERS B3R B I R 55 i) Hofth S 4

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. IEFHMA Certificate Usage
1.41. TEEHKIRA Appropriate Certificate Uses

GDCA 2K 1) EV IEB LM TSl NA2Z il mfie & th GDCA %K
H1EV UEFS, BRINZIER TS mEEHSSA R, FHeald 7 5 S
AR -

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
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and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL R%:28iEH EV SSL Server Certificates

EV SSL [ 25 A iE 5 FH T 38 UE i 5 SR 1R 1) X 4 S MR 25 B EL R X 380 44 1) 4
DR REA 12 0 245 1R 5 48 B0 EL IR I 35 44 (07 AL B 47

GDCA A RMEICAT EV SSL ST #iE+:, FREMAT 4 4h, EV SSL RS AL+
ANBRHNIRE RS, k4 . BUik 4 % .

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV RIB&LIEF EV CodeSigning Certificates

EV AU A IE M T 90 R E A5 s AR iR AR S 7 B AT 7 (0 B 47

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. BRIEPBHIEF TS RAFRAF

CP Object Identifiers of Certificates

TEAR CP N EEZE EV UE TS E 5 SIS T4 e — NE— IO S AR RS, Bk T
EV SSL R4 28 iE 5 m%: 1.2.156.112559.1.1.6.1
EV {CAE 25 42 4F H 5508 : 1.2.156.112559.1.1.7.1

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
as follows:

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)

EV Code signing certificate policy: (1.2.156.112559.1.1.7.1)

1.4.2. FR#IFVEF A Prohibited Certificate Uses

EV IEBEMT EREREE S, AT AMTEH T ASRBUE T ak
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Berb B, BT ERPIRIGS G, W B RAE . TR WL S EE
MRS, 2P ZEEH RGBSR R G T, FOVERET SRR e FBET. A
S5 T B B P BIOR .

EV IEHEEIEAEAT AT S B SR OB [ K e TS M, 35 0 e it
&R R R B CAH

Except the scope of certificate usage specified above, EV certificate is not designed for, not
intended for, and not authorized for control equipment in danger, or for the occasion prohibited to
fail, such as operation of nuclear equipment, navigation or communication systems of shuttle,
control systems of air traffic or weapon. These faults may lead to personal injury or serious

environmental damage. . . . . .
EV certificate is prohibited to be used in the circumstances that in violation of national laws,

regulations or undermine national security. Otherwise, legal consequences caused by the above
circumstances must be taken by the subscribers themselves.

1.5. $EREE T Policy Administration
15.1. SREECRYE BN Organization Administering the Document

GDCA ZaHMEZ i1/ GDCA HLTINIEAR S5 T SR i e e B B, S Dl
S HETNIEREAS CP.

GDCA Z&HME R~k A TAFEHEZ . 7B L. EHO. SR, 18
B AR ST L BRI R Sl AR AL AR

GDCA %4 5082 1 25 (T B AAE Wi UE 15 SRS 34T 8 BEANHEHE R, 38 27— SRk
SERL GNRGEZEAE, & 53 AR IR RAERL

GDCA Security Policy Committee is assigned as the role of document management authority
responsible for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, marketing center, technology center, operation and
service center, etc.

Member of GDCA Security Policy Management Committee has the right of a vote over
management and approval of certificate policy. The Chairman of the committee may have two votes
for decision in case of tie of votes.

A SR SO RS AR A AR 5555 H AR AT BUE B T 0158 .

GDCA administrative department is responsible for external consulting services of this policy
document and other related routines.
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1.5.2. HEZR A Contact Person

BCAREE]: GDCA 1T BUSHLEE]
BRAN: it
HEEHhE: GDCA@gdca.com.cn
AT 020-83487228
fEH: 020-83486610
Hohl: e NERIERIE R M TR TS X 25 R b it 448 5 it K JE 55 23 1%
% : 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

E-mail: GDCA@gdca.com.cn

Tel: 020-83487228
Fax: 020-83486610
Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of

China
Postal Code: 510030

15.3. IRE CP #&EmKbMg

Person Determining CP Suitability for the Policy

A CP H GDCA %4 KM 2 b, 34K CP MBI MR AT,
GDCA 4 mgZ 25tk GDCA ] CPS ZHE/HEA CP, =ty E
GDCA 1] CPS s& 5 54 CP AHi&E M. HIHLH -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures
A CP Hi GDCA %4 g3 (A o3 FAE S 2 A o W SR B A SR O N A 405 SO, 4

A GDCA %At 22 R 2 HLHER % .
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After drafted by the team designated by GDCA security policy committee, the CP is submitted to
GDCA security policy committee to audit.

1.5.5. CP{&1i] CP Revision

WORF PRI AL . BORMIIR S 2RI R 188 AR RE A
HIZREEX A CP T2, | GDCA TEUE B 1R B Bud ik &, #2538 GDCA
BERKBREH % 2 ZEASMAES, GDCA T E 77 WA Afh.

If the CP will be modified because of standard changes, technical improvement, security
mechanism enhancement, operation environment changes, laws and regulations requirements, the
proposal report about modification will be submitted by GDCA administrative department, then it

would be audited by the GDCA Security Policy Committee. After approved by the Committee,
GDCA will publish it on its website.

1.6. EXHYEE Definitions and Acronyms

1.6.1. ARiEEX—WFR List of Term Definition

A5 E X

HL T IR 5 AL
(CA)

—ANRBEE R BB AT SERE P I AUB LA .

L5 (CP) —Eam AL, H R WHIEFX M R s A
AT RN ARG . B, —AMRFER) CP
A CASR W SRR 5 0 T 56 50 NFE Ak 2 Ak 52 5 i B ) 2

575, A e O ks Y Y A AR SS -

iNAE B & — NG FERREBFEY (A& BRAETRENEAY), B
(Certification Path) T A EE % P A A] SRAS AR i 6 5 A 4H o
% 5 2 TE—ANA5E PKI PR — A NadH g, il F .

AT CAL RAL AERHIFENI  IEAS AR5 1R 43 . Bk
AASEAR o

(Participant)

KoM WROE
(Policy qualifier)

W T SRS 15 R, FIRES CP ARIAFFILE HIAE X.509
UEF . A5 B AT R A AT F CPS BT B i) URL Sk,
AT REAL S P RN 30T

E M # AL

FA 51— ek 2 I RE A SEAR: b RORT 55 50AIE 45 R
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(RA)

F, FEEEELUE S, ARSI N AR ES i 4 Bk
&, ARHEAT A EERR AR B IER, R R
HAF B EHMER. (H2, RA FFAZERIET (A RA fR%
CA FRHHILEEAESS).,

& # 77 ( Relying

BRI, AT EE T R T B VE R

party) Yo

TR ) S UEFIEN U 5T BB i, @ e 1 AERIE
( Relying party | £ 725 4 Bl F At AR A UE F5 3 B2 HR A ST BT AR B ABUR] AT S
agreement) %o

1T ' (subscriber)

WEUR 25— 5K UEP IIE A A

CA HiI P ZImZF i, FUE 1 W7 AEMUR A% S BEIE
A5 KA B AT BRI 55

T B AR D B pr A T3 1L I 75 EA R O AR 14
P (Blhn. PINL BN Tl s g1 i)

i
(subscriber agreement)
Beowm 4k
(Activation Data)
% il

(authentication)

BN N AR EEW I FERR AN HHEEY
AR £ PKI_ETR3CH, S04 AR RS DA AN € 440K H
S U7 ) B SR A N B SR 52 O S N A 2

WE Mk %5
( certification practice

statement)

UEBAENUERS A B HL S BE e TS
HRITR NI M 55 S R 138

B Ebu

term

definition

CA

The authority is responsible for issuance, management,

revocation and update of certificate.

Ccp

A set of naming rules, are used for indicating the applicability of a
specific body or application type with the same requirements of
security. For instance, a

specific CP could indicate that certain type of certificate is applied
to verify the parties participating in transaction activities, for a
given price range of the product and service.

Certification Path

An ordered sequence of certificates (including the public key of
initial object in path), could obtain the public key of end-user
object by handling the sequence.

Participant

The individual or organization plays a role in given PKI, such as

14
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subscriber, relying party, CA, RA, certificate-generation authority,
repository-service provider, or similar entity.

Policy qualifier

The information of relying on policy, may be saved together with
the CP identifier in the certificate conforming to X.509 format.
The information may contain the URL of CPS or Relying Party
Agreement, the words of certificates usage clause.

RA

Entities with one or more functions as follows: identifying and
verifying certificate applicant, receiving or rejecting certificate
applicant, initial certificate revocation or suspension under
certain circumstances, handling request of certificate revocation
or suspension, receiving or rejecting the request of certificate
renewal or re-key. However, RA does not issue certificate (in
other words, RA assumes some tasks in place of CA) .

Relying party

Certificate receipt relies on the certificate and the digital
signatures
verified by the certificate.

Relying party agreement

The agreement between certification authority and relying party,
usually provides the rights and obligations of two sides during the
course of verifying digital signatures or in other ways.

subscriber

Subscriber is the entity receiving the certificate from the
electronic
certification authority.

subscriber agreement

The agreement between CA and subscriber, provides the rights
and obligations of two sides during the course of issuing and
managing certificate.

Activation Data

It is data value that is necessary for operating cryptographic
module and needs to be protected. (For example, PIN, password,
or manual controlling key sharing part), rather than key data.

authentication

The process of making sure the individual, organization or things
is the same as he/she claimed. In the context of PKl,
authentication is defined this process that make sure some
special name applies or tries to visit some things is the right
individual or organization.

certification practice
statement

The statement with respect to practices adopted during the
course of certificate issuance, management, revocation or
renewal.

1.6.2. 45R&iE R H A X —%F List of Abbreviations and their Meaning

CA Certificate Authority

HLFAEAR S5 LR

CP Certification Policy

UL A5 5K
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CPS Certification Practice Statement HE I E L 55 H )
CRL Certificate Revoke List WEBHUE Y
Global Digital Cybersecurity Authority
GDCA B AR B A PR ]
CO,, LTD.
KM Key Management Center SR EHE 0
LDAP Lightweight Directory Access Protocol | #2701 5 617 ] i3
LRA Local Registration Authority A HE A7 T
OCsP Online Certificate Status Protocol TEAE AR AWML
PIN Personal Identification Number AN B AR B R
PKCS Public KEY Cryptography Standards N FLBR SRR bR v
PKI Public Key Infrastructure N SRR ER LA
RA Registration Authority VEM RS ML
RFC Request For Comments

TSR VFERRAE (— P LIRS BT
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2.k fi 5 18 B E % f£ Publication and Repository

Responsibilities

2.1. 15 FE Repositories

GDCA HIHLF IS SR ADFE AN A2 ET5EE (CP)L HLF AR 55 M
(CPS). HEFS. IEFMAFHIFR (CRL). E-BIELIRAEM (OCSP) 4.

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. NUE(E B %& A Publication of Certification Information

GDCA 7E ' J7 W3 https://www.gdca.com.cn & Aii {5 B2, %Mk & GDCA KA T H
HEREE, RAN. BBURINLEE.

GDCA i H M55 48 R AT P HE T A1 CRL, 11 /7 84K #6J5 mT LA k17 7] GDCA
() H S 55 25 3R BGIE T A5 B AR AHE F4%: [T, GDCA $RAL7ELRIE IR A ik
5, AT P BT T SE BB RS B

[FIES, GDCA K MR 75 R HUH Ath v] B8 1 T 2UEA T 45 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is a chief, most updated and authorized channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
state of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIBRS[EFISHZR Time or Frequency of Publication

GDCA {ETT FHEP 48 R Bl VA I, i@ ik B AR 45 28 50 R )5 W9k E ke 15 F1 CRL
KA, RAGFHHINAKT 24 /NKE, BITE 24 /N9 KA el CRL; fES SE T,
GDCA 7] A FAT Y@ uE A1 CRL R AT [A]. GDCA R4 R AT — X FL A UE IR &5 L
) CAEFH#EHYIE (ARL).
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5 R H A AR R R AT A%, B GDCA BSZAH g, X R AT 1% 2 R
I R, IF BT & SR ZR I

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours when certificates are issued or revoked. In particular, GDCA can choose time to release the
certificates and CRL. GDCA releases CRL of CA (ARL) every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.

2.4. 15 B EEV E#%EH] Access Controls on Repositories

GDCA 15 2 BIAE AT I A TF R AT ARFT NARRENS BB, T IXLE(F S0 A 1k
Vi AN SZAE AT PR o

GDCA MM 2P, Rgrwaiit. «aE Hil iR AL S A 7
A REBEATAE B IN. MER. B2 KA SERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and the access right of read-only is without any restrictions.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 1dentification and Authentication

3.1. 4§44 Naming
3.1.1.  #r43kA Type of Names

GDCA 2K (1 EV HUFUET & X.509 bk, 7-ECer iR # i BB 4, R
HI X.500 fir 44 77 2

EV SSL iEF5 1 EV AUADRE 44 UE 15 iy 44 BRI ZE SR AL AT T KA AL A CP i) %E 1Y
CPS v, JfHEF CAINYEES 8t (CA/Browser Forum) i#id www.cabforum.org & 4f
HIFR RS 58 LR 2R — 3. BV SSL A EV AU RE A4 1E 15 1) B 44 0 20 B 25 3
Fi4 (common name, CN=) W%¥, £id36iEiE A 4 R S &4 . HUA i 7l i
sk MU Bk AL PR A
EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
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Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS customized according to the CP, and in line with Section 9 requirements of
Guidelines published by CA/ browser Forum at www.cabforum.org. Distinguish name of EV SSL
certificate and EV code signing certificate must contain common name (CN=). Common name after
verification should contain domain name, organization e-mail address, organization valid name, etc.

XFT EV SSL IS5 &IETS, P A Hs A4 #R TSI 2 2R 44 v, i S ABUE P 44 O 3
B, RS A B T A% P K A A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. ST E B XKER Need for Names to be Meaningful

VP UEAS B85 i 44 N AT — 5 AR PR R L T e iR A I AR R 44
PR, I BE s W A A R TIE S R AT B LA S P AR IR A R 28 E MR 55 2% ELIBRI 4544 BUER
PERATE Sy, I H AT DI AR T 1R 50 o S5 AR 42 FR B 2 5 S iRV S AR DR
INEES

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers, it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.

3.1.3. WWPHELZEL4 Anonymity or Pseudonymity of Subscribers

WPARMAES . A2 HIEIES, IEBhRARERES. h4.

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. MERAFEMZRFN Rules for Interpreting Various Name Forms

1K X.500 51 44 iy 44 KU R o

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. #A&AHIME—E Uniqueness of Names

GDCA MARUERE KR KA eSS, HEARE 44, /£ GDCA SR 2 ME—
(o AB—/NT 7 AT DAA Y 5 Bl DA B 45 FH [R] — A = R ) 44 ORI S
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Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. &A% R4 Naming Dispute Processing

GDCA AR AL gk Tar B UL K TTAE, KAEMUGR, 1T R EHAT
A AR B R T4 R R R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

317, FEREIRA. ERHE5HE

Recognition, Authentication, and Role of Trademarks

GDCA 28 J WAE S 1 EAR B A 44 AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIHEEHHIA Initial Identity Validation
3.2.1. IEBE R Method to Prove Possession of Private Key

EV EFS B & D AUEWIRAAT 5 T 28T A PIRD R A, IR A i A S AR IR
FHIFHE TS 7S (PKCS#I0) . He 5K ARRI %, 83 GDCA
FOREHEUE 5 30, EAE R A AT AR S S8 (R0 BC 3 AR ORGSR FS) PIN 45D

.
2

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MW E4HI%H] Authentication of Organization Identity

TEXTAUR B A EAT S 0, SRR N 2 B A IC SR CPS , FF H R CA/MI N
it (CA/Browser Forum) i#id www.cabforum.org 77 i $8 Fa 25 584 B EE SR AR
—F, MiF P EPREIE 4 Cinternationalized domain names, IDNs) K, 8 [H 1F[E
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Btk 3844 1 [E) 57 OB Chomographic spoofing ).

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 11 of guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains
internationalized domain names (IDNs).

3.23. PMABHHIER] Authentication of Individual Identity

GDCA A2 NH 1) EV EF HiE .

EV certificate does not accept individual application.

3.2.4. WHBUFHIIT S B Non-Verified Subscriber Information

BV 5 T4 B A AT P 5 B NG

All information in EV certificate should be verified.

3.25. HEHUAIA Validation of Authority

ABUIT P TP N TP BEAE ML 55, BB EAT R 3

1 RS =07 SO e IR ST BB . $RACBUR T R T IR A SRS T S A
MU AFAE 5

2. GEMHTE. BRI EEEUE A R IR B B A [ 55T FORKHIEZ N 8 T Lk
B AR HARERAT A2 3L o

The following verification processes should be taken when agents authorized by subscribers apply
for certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

3.2.6. H#EEHEN Criteria for Interoperation

X T HARA P IAE RS, ATLLS GDCA HHT HEME, {H21% M FAERS
BLKI ) CPS 4 ZiFF & GDCACP #3K, Jf H 5 GDCA Z5& HH R M3
GDCA KRB N2, %9 GDCA I RIENM % HE 5 R, FAZER
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HH L HJAES o
A0SR AT LA FUE . GDCA R ™ 4% T LAhAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in accordance with the requirements from GDCA’s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3, EHEIFHERKIRRE L5

Identification and Authentication for Rekey Requests

FEREAT CP § 4.7 P (E A5 2 S SE AT, 75 X BB AR 2 A AT 2 1) DA DR 51 B 8
R E FEBEAMNAE L .

Before rekey operation described in CP $4.7, GDCA should authenticate the key to confirm that the
request of rekey is from the original key owner.

331 HEMFEHEHHIRRELEN

Identification and Authentication for Routine Rekey

XFFHEUEOL N R, £ EV O IERRIET, 7 MERHEE CP§3.2 KT
UEBIRVEH AT J7 5 O RERE S A E S A

In general, subscriber should submit application for re-key according to CP $3.2 on method to prove
possession of private key before the expiration of EV certificate.

SR T 2 3 A DR A S 0 B S B B R e R, TRk, 1T P E B
FECHTRT » 05 AR A TR 2 5 0 248 7 S B0 3 Bl i, el s i 4 2k , GDCA
BAEITAE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.
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332 MEEEHAEFNIRRSER

Identification and Authentication for Rekey After Revocation

EV iE- 5 ASBERE T 3 T .
Re-key/renewal after revocation is not permitted.
3.4. MEFHRIIFREER
Identification and Authentication for Revocation Request
AT PR BV O IE B ERE, GDCA K LARIaGTE: M B N $2 A i e 7 =X

BIEFAE K o

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.
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4. EBEAEHEBIMEESR Certificate Life Cycle Operational

Requirements

4.1. EFHE Certificate Application
4.1.1. EHHEIESEAE Who Can Submit a Certificate Application

UEFS HR I SR RS BAT ISR N BEAS A SN (R ATEL G, Sk . =
AN RPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. EMEESFE Enrollment Process and Responsibilities

EV E 53 M AE B B i Sk 7E EV CPS of, JF HZERT CA/ MG 2% 18 1%
(CA/Browser Forum) @it www.cabforum.org & 7 (I8 G &6 350 20 O ESR AR — 2. H
THH NP TR P A CP KAHRL CPS &5 U2 ST, Rl & i ¢ Tk
Fod VG BOR . S HHB RGN 2

GBI GDCA #38 EV RS HT R MAR BRI SO, AT VB RAE F i #
C4 | e LR NE . BIEEN BT E ARSI, 4 PKCS#10 1E 51 K3
It 5245 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with guidelines’ Section 10 released by CA/Browser Forum at www.cabforum.org.Applicant should
learn subscriber’s agreement, provisions agreed in this CP and corresponding CPS and other files
in advance. Especially, applicant should focus on related content about the certificate applicable
scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. IEFHIEAFE Certificate Application Processing

421 PATRAESEH

Performing Identification and Authentication Functions

2 GDCA #2211 EV AE TG, M%A CP § 3.2 (INESKR, T Fdtfr 54y
P 5 %5

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP 3.2.

4.22. {EPHIEHAERIFEL

Approval or Rejection of Certificate Applications

GDCA NAESEIER SR [, fEAEsdhge il . W ge mds, NN IZIEd & 2417
s AES B A B A EV IR G .

GDCA should approve or disapprove applications based on authentication. If GDCA and RA
disapprove an application, they should inform the applicants with appropriate ways and within
reasonable time period.

4.2.2.1. IEPHERHHE

Approval of Certificate Applications

WRFFE PR AF, GDCA R LUSHEIE -+ i -
1 ZHIE A A CP § 3.2 KTAT 1 B b IR S A HLE »
2. I EAL BCE B SOAT OB R ER
3. HHEH O MIE ST TR 2R o
GDCA will approve the certificate requests, if meet the following conditions:

1. The application shall meet the requirements from CP $3.2 regarding the subscriber's
identification information and identification.

2. Applicant accepts or has opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4222 WEPHHIBRIES

Rejection of Certificate Applications

IR EETHEE, GDCA W LIELEIESS Hii .

1 ZHEARREA CP § 3.2 LTI 1 G AObR BRI il B «

FAT & S e SR BT 7% 1) B O iF B A R

HT SO0 B AN BEFESZ 1T WU DR A 25 LR

FA TR 3 VA B AN BE B 4 R SCAHAR ) 9%«

GDCA Y NHEHEZ i ¥ 20 GDCA # ki, A gyali k.

o~ w D

If the following circumstances happened, GDCA may refuse the certificate application:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3.  KCERUEFSHE I TE]

Time to Process Certificate Applications

GDCA ] EV HLF NS HN] (CPS) M E & HEHIF - H 15 AL #EIN [R] . GDCA
NAE CPS #i 52 R[] AL FEIE B H i, Toip el a4,

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. Certification Authority Authorization (CAA)

AiEH . GDCA At CAA KiE.

Not available. GDCA does not provide the service of CAA validation.
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4.3. IEPFZ K Certificate Issuance

43.1. EFEZRF CA KIFTA CA Actions During Certificate Issuance

CA WGAEIE T B L e fF A I RAETS . CA A HIE N A A2 R IIE 1538 T
FLAEUEFS FE R AR R(E B o 28R I HRAE B 2 A i S /E EV CPS 1, Jf HZEAN
CA/IYE 281817 (CA/Browser Forum) i id www.cabforum.org KA fIF6FS 12 #5751
SRAH—ELo

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 12 released by CA/Browser Forum at www.cabforum.org.

4.32. CABHITPIEPHRZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA HE BB R RGB KIEP )G, BEfT e ek, HEmir Fraatar bl
FRFEPR 7, @I, W% N7, s iEd e 51T P 2E 7T
EEVT P U SRAHIE TS

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFEES Certificate Acceptance
4.4.1. FIBFEZIERRIATA Conduct Constituting Certificate Acceptance

1L AP EAT VIR L 1T GDCA IEF3 AR 55 PR 5 3, UEF5 T 85 R LT
JHER TR

2. GDCA FEMHUALE RIS VE T, ARET ) NEAES, IFCIEHdEd mgeEr
FIELEAT 7, BRI 32 TES

3. W ROGIEFS B TS A B ERAE RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA's RA can download certificates for subscribers with the permission of subscriber.
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Then RA sends the certificates to subscriber through e-mail. It means the fact that
subscriber has accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content

4.42. CA SHEFHK KA Publication of the Certificate by the CA

WPHESAEA 5, GDCA RAZIT JAIEAS AT 2 Al L2 JF U5 1 ) H S AR5 &R 5t

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system.

4.43. CABHMHEMSEAIERHER

Notification of Certificate Issuance by the CA to Other Entities

BRAEFAT 4, GDCA AN 238 S0 HoAth SLAAIE F 2 K o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscriber.

45, FHEXNFUEHFIfER Key Pair and Certificate Usage

451, ITPRAHMERER

Subscriber Private Key and Certificate Usage

SUEAS A AL I 2 BN LR FAH A E R P &80T 7 O 3 IR R D R A
Mo MERREBRFEIT . A CP AIAHSE CPS HIMLE, I HAAZUSIE-fh & P&
PRI E SRR A — B

VP BLORA H AL S R AL, I HASFHE A I S s s 1 e+ . A0
AFFHEAT VAR

X BV AURSREZAUESS, AL —IEFIX R 22 MRS B

Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the
certificates must conform to the provisions of subscriber agreement, this CP and related CPS, also
must be compliant with the EKU defined in the certificate.

Subscriber should protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multiple software at the same time.
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45.2. HBT AHMER R

Relying Party Public Key and Certificate Usage

MK BRI BB A MG RE, A ST LR HARIE:
SRAFECF 544 068 L HIE TS B AT B
RN IZ 2 44 %6 7 FOAIE 3 2 B GDCA fi&s
i A CRL 5 OCSP #ffi A 155 44 X0 N [ IE F5 22 15 1% 11 4«
T3 1) PR IE F T L (125 44
IS LR AHRIES 4 .
L AT — NIRRT SRR 428 4415 B
MRS T LRI N A BB T U IE Y IR AR SR AT 2 T I EIE
5, ARG FEH LI APHRHE BINE o ARKIT ORI IE 3 [N 2515 B — i Rk 4
B T7 o

o > w poE

When the relying party have receives the message with digital signature, the party has the
obligation to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFBFEH Certificate Renewal
46.1. IEPHEHHIEE Circumstances for Certificate Renewal

GDCA A&t EV IE-FHHi iR %
GDCA does not provide EV certificate renewal service.
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46.2. ERIEFBEHFHISELE Who May Request Renewal

AEHT

Not applicable.

4.6.3. AFEIFHFEHER Processing Certificate Renewal Requests

AEH .

Not applicable.

4.6.4. BRITFHFERHER

Notification of New Certificate Issuance to Subscriber

ANE

Not applicable.

465 MREZEIFIERRITAN

Conduct Constituting Acceptance of a Renewal Certificate

ANEH

Not applicable.

4.6.6. CAXEFIERKIRAA

Publication of the Renewal Certificate by the CA

AEH] .

Not applicable.

46.7. CABMEMSMIERRIZR

Notification of Certificate Issuance by the CA to Other Entities

AEH

Not applicable.
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47. EPHEHEH Certificate Rekey
471, EHFHEBRER Circumstances for Certificate Rekey

GDCA [FHIEA5 % 1 S H AR E AR UM 5«
GDCA certificate Re-key including but not limited to the following circumstances:
1 UEPEI;
2. EFEHRI;
3. EETHAR. BURZARK, GDCA ZRIUEFHHEH .

1. The certificate expires.
2. The certificate key expires.

3. GDCA- equires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEFFE G EH K SLHE

Who May Request Certification of a New Public Key

SR E- 1585 ST (0 SE A TE 43T

The entity who requests re-key is the certificate subscriber.

473. KHEEPRZFHFEHIER Processing Certificate Rekeying Requests

ZHEAR CP § 3.3 FIA CP § 4.3 f R SHIE 5% 81 3 Btk A7 F P G4 4 7 AR 531 BA %
Ko

\)

P

S

The authentication and identification of subscriber for certificate rekey and the certificate issuance
should conform to CP $3.3 and CP $4.3.

4.7.4. JBRNTFPHFERRER

Notification of New Certificate Issuance to Subscriber

[A4< CP § 4.3.2,

See CP $4.3.2.
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4.75. MREZEHEILEHHTA

Conduct Constituting Acceptance of a Rekeyed Certificate

[64 CP § 4.4.1.

See CP $4.4.1.

4.7.6. CAXTEHAEINERK R

Publication of the Rekeyed Certificate by the CA

[6 4 CP § 4.4.2,

See CP $4.4.2.

47.7. CABEHMHEMEMEIERHER

Notification of Certificate Issuance by the CA to Other Entities

[6 4% CP § 4.4.3.

See CP $4.4.3.

4.8. IEFHAFE Certificate Modification

48.1. ERTEHE Circumstances for Certificate Modification

GDCA IRt EV iEBATERS, ImEBR S RE R R A ER NIZIEA CP §
4.9 [RFLE BASZIEE, TP NIZEA CP§4.1. §4.2. §4.3. S44MMEEHHIES
RUEP

GDCA does not support modification of EV certificates. A certificate in which the information has
been changed should be revoked according to CP $4.9. Subscriber should re-apply the certificate
according to CP $4.1, CP $4.2, CP $4.3, CP $4.4.

482. FERIEHZHEKSLZ/E Who May Request Certificate Modification

AEH

Not applicable.

32



[] S TIERRIRERDE
m ol Digital Cyber secunity Authoritg Cou L GDCA EV "L[E:Fgﬁ“im% (Vl. 3) H‘&

4.83. KHEIFHZHEFER Processing Certificate Modification Requests

AEHT

Not applicable.

4.8.4. BRI FIERRZER

Notification of New Certificate Issuance to Subscriber

AEH

Not applicable.

485 MBEEZZEIEBRITA

Conduct Constituting Acceptance of Modified Certificate

AEH

Not applicable.

48.6. CAXNZEIEBRIRAA

Publication of the Modified Certificate by the CA

ANEH

Not applicable.

48.7. CABIHEMEIMAIERRIZR

Notification of Certificate Issuance by the CA to Other Entities

ANEH

Not applicable.

49. IEPREYFER Certificate Revocation and Suspension

UE A AR S B EE N M HCSRAE EV CPS w1, FEHZEM CANEE LR
(CA/Browser Forum) it www.cabforum.org &4 48 F 5 13 #B20 FE SR A — 5,
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Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

49.1. IEFHRYRETE Circumstances for Revocation

RAETRINEE, 1T UEF L6204 4 -

ARG, Bl RGBT I e 2 4 g

TP R T A% CPRILE I B LR 5

VP F B A R

GDCA R ILIT F F HiE I 42 (1t AR UE B AR AS 58

WP ARBEEAT T PR RUR T, ] PRI SAANIIE T % 2 «

VTP EV SSL E T B A5 B T S R I B

UIE T3 H I 2 ARG B2 DA BB B B BT A

GDCA £ IEEE I H iR 2 HE A AN EV IE BRI ME EV AE - R Ry

SCREIRSS: Bl GDCA AR ARZE K EV SSLEFS AIAUH B 53 )5t ;

9. AT HHEF KX GDCA FoA

10. GDCAEV RIEHE EV T CA R AT R FAAP Hi B 22 4= WU, B GDCA A
HAKSE EV IEBRIBRIE R, 5 GDCA KRIMEEKIETH KIEE (F57E)
5 GDCA ] EV iEHBUE;

11, B TR BbR M 18 A8 T B8 S B0 7 B FH B SRR T 7= AR AN AT RE 32 1 K

12, VFALRA A ) P S BICAE 1 P A B A 1 58 Bl R (BT, Bk I B e )
PR E IR

© N o g > w bdh

If the following circumstances occur, GDCA can revoke the certificate:

1.

The private key is stolen, tampering, unauthorized disclosed as well as being threated by other
security incidents.

Subscriber violates any significant responsibility specified in this CPS.
Subscribers actively request the revocation of certificates.
GDCA found the proof material provided by subscriber at the time of application is not real.

Subscriber cannot fulfill the responsibility in the subscriber agreement, for example, if
subscriber cannot pay for the certificate service fee in time.

Information in subscriber EV SSL certificate has substantial changes.

Certificate application is not authorized or cannot be traced to authorization actions.
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8. GDCA terminates operation and has not assigned another EV certificate authority to provide
EV certificate revocation support services, or GDCA no longer has the rights or qualifications
to issue EV SSL certificate.

9. Continue to use the certificate will cause damage to GDCA.

10. Private key of GDCA EV root certificate or EV Subordinate CA certificate has security risk, or
GDCA no longer has the rights or qualifications to issue EV certificate, or GDCA found that the
issuance of certificate does not follow the baseline requirement or GDCA EV CP.

11. Relying party or application software provider has unacceptable risk due to technical or
standard evolution.

12. Judgment of judiciary authorities or direct or indirect regulations and requirements of laws and
regulations causes that certificate credibility is weakened or is not to be trusted.

4.9.2. TERIEP BHHHISLHE Who Can Request Revocation

PAR SR ] LTS SR 8 — ST e

1. GDCA;

2. WEBITF;

3. VEBE. BUFEEETEEAMMK AT
The following entities can request revocation of a subscriber certificate:
1. GDCA
2. Subscriber

3. Court, government departments and other public power department

493. EPBIERIEEER Procedure for Revocation Request

49.3.1. WTPERAPHEED

The subscriber actively proposed to revocation application.

1. TP 17 GDCA $258 s Bl R A UE B A RE,  [RIE 150 B 4 S A5

GDCA %A CP § 3.4 URIE BEATIETS M A 15 SR #4801+

Y 5ERE , GDCA TE 24 /NI P %o 75 4 17 SR AT 2 5

GDCA 7EE: 3 ARG I 2 A TAE H A 58 BGIE - i as;

GDCA 58 1 5 J B B HE R A BINIE - A 1 3

GDCA i HL & MR, A ARG 72X, AT P e i B S e o 2

© a > w DN
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1. Subscriber submits application form of revocation and documents of identity confirmation to
GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP $3.4.
3. GDCA will handle revocation request within 24 hours after receiving the request.

4. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

5. After the completeness of revocation, GDCA releases it to CRL promptly.

6. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail and fax.

4.9.3.2. T P#EH REIED

The subscriber is forced to revoke the certificate

1. 4 GDCA A7/ B 5 LA CPELO.L I HLES, Wl Py & 1
TURE R B E 1S
2. GDCA T iEH)E, EEanir s, B rmsr. il SR, &
KOV FAIES A A A A EL e
1. GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in

CP $4.9.1 after the approval of GDCA Security Policy Committee.

2. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked.

49.4. R#EERFTMEE Revocation Request Grace Period

R SR B M e O T R R ST, T B U SR U e TR T AT Y R 8
NI AR o HA R R DT ) P B T SR ZE AR T 48 /NI IR H

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.
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4.95. CA L RETERKN IR

Time Within Which CA Must Process the Revocation Request

GDCA H 3 415 R 2 72 i i B 2 18] I TRI B SUIRR , ANPSHERIE 24 AN/

The cycle of GDCA processes revocation request is 24 hours.

49.6. WK EIUEP REHER

Revocation Checking Requirements for Relying Parties

AT AEMCH— AN UE AT ATE 1) GDCA KA ¥ CRL B A AT 5 A FRIE A5 22 75
BEmAH

Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

49.7. CRL KAfifi%

CRL Issuance Frequency

GDCA Zi 52 I R AT BHT AE 1 A3 o 0 3T PE, E45 F A5 71 28 39T i i A
(I ANREEE I 24 /MBS o 5T CA EH, 205 3 NMHABRMAT—IK, X T4 CA 1E
o, BAEFE AT — Ko

CRL 2PN N W 1L 3 AE EV CPS o, JF HZM CA/NI i 4% 1t ix (CA/Browser
Forum) @i www.cabforum.org KA 46 FE 55 13 #840 A B SR AH —%.

GDCA must release the latest CRL regularly. For subscriber certificates, the time to update
certificate revocation list is not more than 24 hours. For the sub-CA certificate, it should be issued
and published at least once every 3 months. For the root CA certificate, it must be published once
per year.

CRL Issuance frequency shall be stated clearly in GDCA EV CPS and be compliant with guidelines’
Section 13 published by CA/Browser Forum at www.cabforum.org.

49.8. CRL XAiWE KA ERTE Maximum Latency for CRLs

—ANEVIE PN E MR &3] CRL LRI E I RIS GERELT 24 /N

CRL is effective after revocation request approved within 24 hours.
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499 FELRESEWRIT M

Online Revocation/Status Checking Availability

GDCA Zi R fEIE IR A U 7E R A1) IR 25 COCSP), DA e 4 it i 55 SR v ) N 48 1 o
OCSP [¥ja] PN 4 BAEfIC S AE EV CPS A, JEHEA CAMI% R8s (CA/Browser
Forum) @i www.cabforum.org & AR (1 F6 R85 13 304 BB R A — 2.

GDCA must provide OCSP services for application with high security requirements. OCSP
availability shall be stated clearly in GDCA EV CPS and be compliant with guidelines’ Section 13
published by CA/Browser Forum at www.cabforum.org.

4.9.10. FELRRASEWER Online Revocation Checking Requirements

Xt 2 A ORISR R I 58 e HOBTIE TS BEAT S 0 4250 5 U L » AT FE MR
—MIEAS A SUE TSRS A LR A AR B ZAE R RS

Relying party must confirm the state of certificate via OCSP before trusting the certificate for the
applications with high security requirement, authentication and authorization using this certificate.

49.11. RHEEBEHEMEMRER

Other Forms of Revocation Advertisements Available

%7 CRL. OCSP %), GDCA w] PSR i 4 {E B A HAth R AT 20, (HIXAS & A 20

GDCA can but does not have to provide other methods of the revocation information dissemination
except for CRL and OCSP.

49.12. FHBMENRFHIER

Special Requirements related to Key Compromise

FrA CP $4.9.1 BUEHIIEIEAL, 21T 7 BUE MU R IEF % P2 B 2 B E I, N
LRI GDCA #HHEB A iE K. WH CA %8 (R CA BT CA %) =Aapkin
FECE AR, BOZAE A B 8] 3 A & 27 3R BT AR o

Except for the case described in CP $4.9.1, when certificate key of subscriber or RA has been lost
or probably lost, certificate revocation request must be made to GDCA immediately. If security of
CA's key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify
subscriber and relying party timely in reasonable time and appropriate way.
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4.9.13. IEFHERAIFERE Circumstances for Suspension

GDCA A FHIE

Not applicable.

4.9.14. FERIEFERK LS Who Can Request Suspension

GDCA A SCFHE 4

Not applicable.

4.9.15. EHEIFERKFERF Procedure for Suspension Request

GDCA A SZFHIE

Not applicable.

4.9.16. EHEARIFRFRH] Limits on Suspension Period

GDCA A SZFHIE

Not applicable.

4.10. EFIRSIRSS Certificate Status Services

4.10.1. BAEHFME Operational Characteristics

1T A] LA CRL. LDAP H R4 OCSP BjiE kA, ki RuGiEBIRES
R 55 N 120 2 1) 175 SR A5 -2 T (14 v 2 s 1) 0 5 % kb 7L g

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

4.10.2. BRSW] A Service Availability

UEFRR AR S5 W ARAE 7X24 /NEFATH .
UE 5 AR5 R 45 ] FH P B2 24 B iC SR 7E EV CPS AR, I HEERRT CA/ 2818 %
(CA/Browser Forum) @it www.cabforum.org KA HIF8 R 55 13 #70 FOESR A — 5L
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Certificate Status Services must be available 24 x 7 without scheduled interruption.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with guidelines’ Section 13 published by CA/Browser Forum at www.cabforum.org.

4.10.3. W¥RIFAE Operational Features

ZIRA CP$4.9.9. $4.9.11 HHE.

See CP $4.9.9, $4.9.11.

4.11. ITM453R End of Subscription

VT PE S IR BN 01T P T I947  TE 4 5
L EUR B HEAT A
2. A BRI T4

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. FHAFE 5K E Key Escrow and Recovery

4121 FHARESKENRIKESITA

Key Escrow and Recovery Policy and Practices

GDCA MFFLEAER EV IEHIT IR, DIt AR PR AR 55

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

4.12.2. EEARRRERERRB ST

Session Key Encapsulation and Recovery Policy and Practices

TEAE -

No provisions.
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5. NI R B B AR

Facility, Management, and Operational Controls

5.1. ¥)EE#EH] Physical Controls
5.1.1. IHHufr B 585 Site Location and Construction

GDCA HuL L2 DI RE R 2 iz XL IR IX . BRIX . HEX . ALK T
DXt B0 DR — A mthRE R R S . HSe ORI TR FLANR, LR Tl BEHCR
MRS 2mm (v FLANNR,  HUBCR T RS 3mm (v FLANER . 1745 T 208 CO2 friP
P o BIRIE IR A B W B BT s s . R 1 Tl B R T o R 2 4
AN TC B R0 X 3 o PR A A A v TR REAR IR e e A o AP T OR S DR
P R A 6 ZBUTRC B AEAZ 0 X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. Y35 HEH] Physical Access

BEEE— B 2 A R RIAT AR R B B UE A, T PRUERE B
Bz 2 RN R LAY . GDCA 1) CPS WaZiU% Wy ER U il 2 il #E 47 LU P E 4
JE o

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.
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5.1.3. HJ75%%f Power and Air Conditioning

GDCA Bl RA %4, AIFER It BRGSO & R G, DA TR RSN 8] T 1)
HJHERL . S 46, N AN TR RS B X GR G018 8 B b 1R AR .

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA B NA E ITIHOR A, Bk fesK R B, IFREus1E H Bl K B
R B 93/ N I KR A E R GE RS o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.15. ‘KRB Fire Prevention and Protection

GDCA B3 BRI 1 i, -] A L AR Py SR BR AT 1k K s (R 5 A, Xk
GBI i LAY = 0 B R BT 2 A EK

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AMFEAAK Media Storage

XFIERAY 5 A OV S 2 B oK s Bk BT B BjE . BiiE . B
MLy B AR S S I 2 oK, O HLERSL ™A% (0 DR3P T BLRAB L3S A R 2 AL 4
A5 1] o
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.
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5.1.7. E¥4abFE Waste Disposal

2 GDCA A5 FIARSK S AR ARE CAS P 5 2 A7 R BT R LI, DA ZBR A it
8, MG R IIEIRE . B A RS B A A AR IR AL B RTAR G 3 R 3
BT RS H AT A I AT P B AR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered . Cryptographic devices and
media with sensitive information should be initialized and sanitized by using manufacturer’s method
before disposal.

5.1.8. %4 Off-Site Backup

GDCA #5371 st Bt 5 b oL, A LTI AR OB R et . o i H S e
AN A SRR A S AT S L SN &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEF¥E#] Procedural Controls
5.2.1. W[t Trusted Roles

f£ GDCA AR FIEMR SR, REMATT EREB k. M. B
FR B S50 B B E AN ZR 0 GDCA PTG Mt IR LA (0 B 45

1 PRI R IR N O

2. RGUEHLANG;

3. wEHIFAR;

4. eSS EBN GRS RIEAN G .

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.

2. System administrator.

w

Security auditor.

4. Business administrator and business operator.
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5.2.2. SIESFER AL Number of Persons Required per Task

GDCA NLAEE AR 55 ML X AR S5 AT i 2], R Z Dl E Ak RS S
SER— LU LS5 -

1 PR R BRI 7528 5 AN RIE AN RPN 3 ML SE K

2. IEBBERGNE G FEINRGEHEN AT 2 NAEN SRR

3. WRMZERUES: FHE 2 AAENAILE TR,

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted personnel to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted personnel to operate.

3. For review and issuance of the certificate, it requires two trusted personnel to operate.

52.3. HMAERIRHNSER

Identification and Authentication for Each Role

XTI A TS RN G, AT ™ M AR AT SEE, B DR L RERE I A2 T A
HLAEPRTTMER . SRR 7 /E GDCA [N D1 F 4 3 265 R

All current staffs who undertake the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.24. HTERFIEH A Roles Requiring Separation of Duties

BB ER 52, AR IR — A AT T —BRRE M M 0, A RE AT ) — e e IR
REMI M. TR ST 30 A aHE EAR T
1. UEPk % sz
IEHEL CRL 25K
ARG TR 54
CA HHEH
Eoecclihng

a c w N

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
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include (but are not limited to:

1. The acceptance of the certificate businesses
2. Theissuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. A R¥EH#H| Personnel Controls

N A HI N Y BRIk /E EV CPS w1, JFH A CAMIYEAR1LIs (CA/Browser
Forum) i#id www.cabforum.org & AR TGRS 14.1 353 B ERAH—2 .

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 14.1 published by CA/Browser Forum at www.cabforum.org.

53.1. ¥%H#. ZFAEAER

Qualifications, Experience, and Clearance Requirements

GDCA X & H I {5 A 1t TAE N G2 IR B A BR
Hag RIFIHE 2 A TR 5
AR E IR O, R GDCA Mg — ek B
WS¢ GDCA KA FLAHITE . B A 5
HA RIFMAN ARG B3RS 5T TR
H4% RAUFI BN AR RS
/iSRS Ta T
GDCA R 78 M A {5 i N 53 /0 R4 JB . P B TAERI . TR
Wi CA SaAT I B AIR TAE . e AT B R R DR

© o &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Awell team player.
45


http://www.cabforum.org/

[] S TIERRIRERDE
m ol Digital Cyber secunity Authoritg Cou L GDCA EV "L[E:Fgﬁ“im% (Vl. 3) H‘&

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthy and dedicated
to work, without other part-time work that affects CA daily operation, no major bad records of this
industry and etc.

5.3.2. HRIAEFRER Background Check Procedures

GDCA 54 KHBUMRT I BN &1, e & A THHE SR A .

B I AT A5 53 AN FRE TN B AT D% #0065 T R on) FL kAT 7 e A
BREED N EAHAN A,

AP E RN TAEZD, BIHEE, #E, e XRTHNAE.

AT A SR AL S A A I AMS AR U R, e R R 2 4T
AT P 2

GDCA can collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

AR PR

a)  AFE TGO B SN NSRBIl . ROt N Bk B s
PrYeMViESs . SEALAETS . B IE S B ISR R RGIE R

b) AFFESIEIL ARG FRR. WS BT A SR AR AT R SRR AT 4
JE o

¢) HMASITELILER. HEWE. HRERET LB,

d) £%#%, GDCA 5 LT IR N, AZYIR 5 DA VR EE CA EF k55 19 P
AREMBIREE . [, GDCA MRHZIRANIIIAIN G148 B K BIN Iry
AR ATE A ORI BT AR 52, DU REUS 7 SLI0 IR IX 28 N\ B (AT (5 72
JEATAERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and
social relation.
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Full review includes reviews about criminal records, social relation and social security besides
basic review.

The review procedure includes:

a) The personnel department is responsible for confirming candidate’s personal information.
Candidates should provide the following information: resume, the highest degree graduation
certificate, degree certificate, qualification certificate and identity card and other related valid
certificates.

b) The personnel department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The personnel department checks candidates through on-site assessment, daily observation,
situational test and other methods.

d) After the review, GDCA signs a confidential agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who afford trusted role,
so as to continuously validate these employees’ confidence degree and working ability.

5.3.3.  HFYIER Training Requirements

GDCA MR A5 A AL 7R, 8 TAHRIII R RTER I, LR AR IIN AT
GDCA iz Bk &

GDCA AR A

GDCA 4 FHL

EIRA A -

GDCA EHBUR . il XMk

& [HZEKTHFEIRS HER . VER bR, 7%,

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA gives the corresponding pre-job training.
The comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

® 6 6 O o o

The laws, regulations and standards, procedures of electronic certification service in China.
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5.3.4. FEIIIFIMERMER Retraining Frequency and Requirements

GDCA MR 5 B e HER R I, DA DRAIE 52 5 A7 (1 5% T BEINAT & b L 75 5K, IR b
FERH TAFST.

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA.

535. TAERARBKMENRSF

Job Rotation Frequency and Sequence

GDCA I AR 2 4= 8 B SRS i) 5 A2 AN 53 1) A I o e 0 ST RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FERUTHHIAT] Sanctions for Unauthorized Actions

GDCA NS IFYES — BB B, SRRBUT ARATE A AT, LR a4
EFFa R W TAEMAL, 1k, MPPAE . R FNENU AL BT 30 XA 14T
NN EIE AR 2K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. WAL ANKIER Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (H S GDCA M. 5545 5k TAERI Al 5570 32
UL S5 N BE s B BN SO A 4N, GDCA 48— 2R AT
1 NGBS RE
2. BA 1L EMIL S TAEZ2L;
3. GDCA MGt — 1 b BT R IR LA A I, Bl A A A5 EANR T GDCA
RS 32 PR LA E Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:
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€ Record management of personnel profiles
€ With more than 1 year relevant work experience
€ GDCA provides unified training and retraining, includes but not limited to the GDCA

certificate acceptance rules and electronic certification business rules.

5.3.8. #HA4LA N RAISCH Documentation Supplied to Personnel

GDCA it 25 P 3 LA SO AR RS VIR 5 53 T TR RS0

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HiHEFRFER Audit Logging Procedures
5.4.1. ExEHHIZRE Types of Events Recorded

GDCA Midx M H AR EAR T
1. T/ ERAE. RS, S HEUEB 2 GDCA RS RS e o H i IR

RE
2. GDCA RIS, &, T, EHEMETENSL, mEe, g, E
BN =

3. HEERI
4. 1 GDCA #7355 #:4E;
5. A RECHEMEWIE T DA, KAeBORIESLL XA 8EH, GDCA/Authority £k
e a5k, I OB 2k, B RE R, SR, DN AHE,
HOHR 2 B BT R B, UE AR A R T A
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
4. Read and write operations from GDCA.

5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
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management, certificate lifecycle management and other events.

5.4.2. A¥EHERE Frequency of Processing Log

GDCA NiE IR & i it H b, DMEABEE N 22 MRS, AP 2 F
SR IR L PR Tt o

All the audit logs should be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

54.3. HiHIEFRBEHR Retention Period for Audit Log

GDCA 212 3 RAF HLFAMIE AR 55 10 7 H &5 DRAFIIBR L 725 4% IE R A5 +
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is ten years after the expiration of the electronic signature certification.

5.4.4. i HEKEP Protection of Audit Log

FIA i vh H 38, R 2SR E™ M A7) BRI 45 U 1) 42 8 i, 977 LB R S BBL 30 G
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized read, modification and deletion, etc.

5.4.5. it HERSHERF Audit Log Backup Procedures

XF U H S A& BOZ S ARAT FT S HIRE, 2 AT & o

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. H{HEE RS Audit Collection System (Internal vs. External)

TEAE -

No provisions.
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5.4.7. XM SEEEM4FAERES Notification to Event-Causing Subject

H TP IC AR — N F I, ROE A SEZE R A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. MEFMEIHE Vulnerability Assessments

HRAE H T 5%, GDCA RLE HIREAT 2 A e 95 TE VPG, FFARIE PP (hi 0 25 RICRh R Bt o

GDCA should conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

55. eFIJFR% Records Archival

55.1. JARSiEFAIZRAL Types of Records Archived

i E AR ISR, BR T A CP&.4.1 HUE AL, &7 2 U Ml AT a4, A 4:
1 IEHHIEEE;
2. UEPRERREH ISR

In addition to the records need to be archived specified by CP$5.4.1, the following records should
be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

55.2. JPREFHIFE IR Retention Period for Archive

GDCA [ EV T IAENE S H (CPS) N #1584 1 A R0 3% 17 BE AR .

EV CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. ARSI Protection of Archive

N 3E I 3 = ) EATE AR A U R P iR R AR R, A R WIS N B fevF
ViR AR, B IR RERBURNE . B0 MIEREE R ST .

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
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unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. JAMAERIEMFEF Archive Backup Procedures

T RGBT TR, B E TR, &0 ST R AR
XA A VAR RO, AN BT, (R EERIBU™ R AR it ORIE L 2 Ak

For electronic archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

55.5. BRI EERER Requirements for Time-Stamping of Records

GDCA HIRISAE A IR AU #5717 H GDCA %725 44 I 8] 8K

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JAREEE RS Archive Collection System (Internal or External)

B H SEARNLAE A BRSO R, G GDCA AL o

All the entities including GDCA and RA should construct internal archive collection system.

55.7. REMMIEIHEE B HER

Procedures to Obtain and Verify Archive Information

GDCA (#7528 T G AN 5587 B 53 70 Jall DR B VAR 2 10 2 N8 DL FE RIS Se A 26
BRI, 00X 2 A8 DUEAT ELAL.

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. ZHHZRFE Key Changeover

76 CAET AR, GDCA ¥ixt CAUE BT . HE CA BN I Bt ik
HHEA CPS.3.2 il Kt KA ar i, A4 CAEF o] AE A IR 21 3047 5 . &5 00
TP BN, B2 IR CA S0 BMEfE S A dr N, GDCA
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A L AR R R R 107 AR CAEFS . £ CA WEHL 2 A, #HAH
HREBUR BN, DMRBEIZAS CA AR PSRN CA TR P BR & P 1 PRl I .

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAE KT CA BEEHXS I, A5 44 857 GDCA K 1% B B AR o B i B0
PR, GDCA K58RBTI CAES, I R BEAT R AR, AETT PRI e 6 b I 3R
i) CAEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA F P &N, W ZORAEHE AN IE - BE A NTUR 1 I

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #ELERMEPKE Compromise and Disaster Recovery

57.1. FHHMBELHEER

Incident and Compromise Handling Procedures

GDCA Syl & Fh St A B 7 S A0 N AL BRTRZE , A0 AH N 0 S R 45 5 AL BERR
Fro

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

57.2. THEHLBIR. BAN/EEERE

Computing Resources, Software, and/or Data Are Corrupted

SR BSR4 A B B, GDCA SRS Zh S A FERE 7
WAL, AR SRR TR SE R

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
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recovery plan.

57.3. SARARFLERESF

Entity Private Key Compromise Procedures

TEME I NN EUR B AR 9HE ISR  GDCA FREU N5 B LR K 2 A 38

1. GDCA MIERGM M4 B 5 R, A BRE R . REEH QTR H.

2. ARHEARHERIHET, AR 2 M E S B RAE.

3. R HFTVEMEHERE H A A2ibkEe, Hx8dE, MEIEHM CRL 2%
BEAT R -

4. JeBUTI) 2 A I R AT R B K S B A

5. WRFEWRENAE I AMACE S, N REEHEAPITIKE

6. HWIIRTEZEME GDCA N5 #AE B R E SCfF, Wik 534 —4 GDCA 24k 55
e SOl 55 B B RO AT A

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it should be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

2 CA MALHHA I Btk 75, GDCA JH BB KN QU BIRE S, & 3R & A

SR K BAT VPG, e T3] MR ZES CA U, K2 KILL T i -

Lo A AR M o 3T

2. RATUEFEHPIRESEIME S,

3. ifif GDCA Rufi s H e il A5 Jr UK AT R TIESH CA L 1 AL HE
4. BRG], EHFOT S ERKIET .

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the
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relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RMEEHNLFFER S

Business Continuity Capabilities After a Disaster

GDCA fER ARG, BA R LA 5 T MV 55 A7 8 RE -
1. FERRERMIN R R ML 5 R G, 2 AT 48 /M
2. REWMEZEIER;
3. BEMIRIEVRE G iz E T & % 2K,
4. H KN RARGIT NS5 I HAE IR TT 7 FIHI K
GDCA should have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 45 3% S PR IR SE 4 WA D SR /E BV CPS R, JF HLEERT CA/BI Y 9% 0 i
(CA/Browser Forum) ifiid www.cabforum.org A Afi HI46 S 16 #8751 ZRKAH—FL.

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with guidelines Section 16 released by CA/Browser Forum at www.cabforum.org.

5.8. CA Ei RA HJ2%IE CA or RA Termination

2 GDCA Je Hoid AL 75 B - ol 45, U™ R 4% 8 (bt N RSLRI [ B 1
BAEN CRFVEMRS E B INE) FARSSER A UEN AL 28 1E P AE IR %5 (MR8
BORMEATA R LAE.

£ GDCA 4 ILR, W40

1. TS RIE AL,
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2. HEH GDCA 1L,

3. B%15 GDCA &1L MISR ISk,
4. KRHIMHFIRS A

5. UEHEH:

6. ACFRAFARY AR

7. AFIEVEH OIS

8. AT HFMS

9. KMFEHFMRSH:

10. AbFE GDCA MIZ5- 8 2] 51 Fl GDCA L& #R1E I s
11, AEPEAIAFAR USRS

12. ik GDCA ENLEM:,

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8. Archive main LDAP
9. Shutdown main LDAP.
10. Process GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
24 RA B2 IR S5, GDCA 4% 8 5 H AT BAH S b AL 3 Sk 55 R i |
A At I

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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5.9. ¥ %4 Data Security

B 22 4 N G ARG S AE EV CPS HF, JEH BRI CA/NI 8818t (CA/Browser
Forum) @i www.cabforum.org & AGIFEET 16 F43 FE SR A —50

Data security shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
16 released by CA/Browser Forum at www.cabforum.org.

6. INER GBI AR L £ H] Technical Security Controls

6.1. AN IR %3 Key Pair Generation and Installation

6.1.1. FHIM AR Key Pair Generation

CA 0] i 1 5K B0 A i 1 e VP o] I R BRI . BB AR R, B, /7
fifi o AR S BIEAE FIPS140-2 ARAERIAHRAE . |1 FIPS140-2 Al I AR 2 H 1%
T VAT RS RERORRAE, [ 00 T2 7= oA i i LR, Rl FIPS140-2
PRUE S IRIAT, RIEE R EE BVl arie i BrEE e, RSB
PRALIBORE. T LR A A U B A R IE I [ SRS AR T S L A

VPSR T B SR IR 5% 28 B T 1A A I 2 A A O L AR o

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product
manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the key generation
mechanisms embedded in his/her own server or other devices.

The key pair of subscriber is generated with built-in key generation mechanism using subscriber’s
server or other cryptographic device.

6.1.2. REAMEIRLAIT P Private Key Delivery to Subscriber

AHIHAT " TR, T SRR LT

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.
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6.1.3. AHEIEAERZ RV Public Key Delivery to Certificate Issuer

N T IREBECIED, &&IT A RA BT PKCS#10 & :UHIEB2E 44 i k{5 Bk H
BHFEAR S ERER, DLET 0B AHIRAT % GDCA &k, X EbiF Rl ot
AL A% 7R B 22 A UR Y, thine B E L (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

6.1.4. CA APULELL KB CA Public Key Delivery to Relying Parties

GDCA NiZilid 224 ] FER 12K CA AHAEAETT, MFE N4l SN, M
PRI W
GDCA 7 Zid it Ha kA H CA EP5.

GDCA should use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. FHHAMKE Key Length

GDCA SCHFIf) RSA B A 28 /b /2 2048 £, SCRFI) ECC # KR 22/ 256 fir.
KR S W idsRAE EV CPS h, JFHZR CA/MNIYEA:iLIx (CA/Browser
Forum) @i www.cabforum.org & A fIFEFE 9.5 # AESRAH—E.
The key length of RSA is no less than 2048 bits. The key length of ECC is no less than 256 bits.

Key sizes shall be stated definitely in GDCA EV CPS and be accordance with guidelines Section
9.5 released by CA/Browser Forum at www.cabforum.org.

6.16. AHASBHEBRMFAERNE

Public Key Parameters Generation and Quality Checking

NEAZEA 2R P ] 5D 3 B0 1 AR T RN 5 A AR A A S5 A B, 8
WL, IR, USB Key. IC REEAE PRI, 8 PIX Be 15 £ 10 A oM Y A bR HE
GDCA AR LA RN BTN, FES O 4T 2N L eSS RHER,
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Xt TS0 B R A, (R b 3 ok ] 5K B 3 I A VT 0 i A R A A
JRHEAT, Blann#sL. n# <. USB Key. IC R4,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FHAMHBEK

Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA ZEKH) X.509v3 IE-Ht & T #PIHNEY I, LS RFC 5280 Frift
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) AH%F. 1
R GDCA fEHAERAEB R HHREY RN FE 1 &, UE-HiT L 48 )
M@ . Z2HACPT.1.2.

X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP $7.1.2.

6.2. PR MEAGEI TR
Private Key Protection and Cryptographic Module

Engineering Controls

VAENUAA L ZUEE B B AR A R ) A 25 5 L DR ) CA MBI %242, AT 7
PRS2 BORAE P IT R ECL Z AT 15 7 (b RV R Bk kg . S ORI 18
o

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.
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6.2.1. FSBLERATARAEA

Cryptographic Module Standards and Controls

GDCA 5 Z5fs F [ S 2 A A B T 1IN RT o Stttk (R AR 2 A A AR AR CAL B RIE
5 CA Ftifh CA Z9IxF, FEAFEAHSE CA A

CA Z AT ph [ 5K B A0 R 3 I v ANV A 2R B o BB AE R 8, 77
fifi o A IR BB FIPS140-2 ARt RIAHRAE . |11 FIPS140-2 ARt fIF 2 H 5%
B AT TN AT R SRR AE, B 500 TR0 7™ i P2 I B 2K, Rl FIPS140-2
PRUE S IRIAT, RIEEFK ELE BV arie N srEE s, BiaS B
RO BORE. F TSR B A % R AR 2 o [ K % A R R T 14 . AIE.

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA.

Key pair of CA is generated by the equipment of state cryptography administration department
approving and licensing. The generation, management, storage, backup and recovery of key shall
comply with the relevant terms of FIPS140-2. FIPS140-2 standard is not accepted by the state
cryptography administration department. As strict state’s standards are defined for cryptographic
products, GDCA only takes FIPS140-2 as a reference under the permission of state’s rules.
Cryptography module used for key generation must be certified by state cryptography
administration.

6.22. RPAZANFEH (m & n)

Private Key (n out of m) Multi-Person Control

WAEALA U B S A B R 3R RINLH R LB 2 2T (5 A IEFZ5 CA N
WA HHRE . TR LRIEH AT M 317 BOR, BRAEH —4> CA RIS
HIBE B 7 s AN, ol 2 2 TS N o IRy — AN A AR R ()
T ESBOY m, AL R n AN BIETE N 53 A BE SO ff A7 7R S AR R o ) CA AL
o EXHE m AN 5, nAhT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is splitted into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be

required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, n is not less than 3.
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6.2.3. FEHFEE Private Key Escrow

TERE o

No provisions.

6.2.4. FrEH%&0 Private Key Backup

N T PRIENE S5 R80T fiE, GDCA a2 eI E CA R 43, Lag RAERE AT . AL
AR LI & HE SUORAEAERE A B P A rp o A7 CA AP RY RSB NLAT & CP$6.2.1
(R EESRIFAF AL DR A - CA FABH S A 148 i R 1 S A A B h 245 45 CP$6.2.6 112K

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of 6.2.1 and are stored in safety box. CA private key is copied to backup for
hardware cryptographic module to meet the requirements of 6.2.6.

6.2.5. FAEHIHRY Private Key Archival

1E CA FAEHRI A G , 252045 FH 3 i CP$6.2.1 Bk [l 2 p A B 9 RS (R A 2/ 5 4F
FIRGIHIR S WG, X CA R RIHE N A7 A CP$6.2.10 FIRLE o

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP$6.2.1 to archive and store at least 5 years. After the expiration of archival, the destruction of
private key should meet the provision of CP$6.2.10.

6.2.6. FEESH. SABEER

Private Key Transfer Into or From a Cryptographic Module

CA IAAH], GDCA M™% 4% AR P18 VO AT & 03, FRIEZ MR SR
IR APICVF . 2 CA X &0y B 53 SRR s e B, DU i aUrE AR
BRZIAEE, I HAALE AT 2347 S 4605), DABTIE CA A E R, #er. 2ok, 4k
BRHHEEE . ARARIE ] o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
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key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

6.2.7. RPAEFHEEIREEE

Private Key Storage on Cryptographic Module

CA FAAH A 2T LA SC I A7 T 1] 5 B 2 8 1Dt o R/ 1 5 P e A B
H

The private key of CA in encrypted form must be stored in Hardware Security Module approved and
permitted by OSCCA.

6.2.8. BIEFEHAI ¥ Method of Activating Private Key

CA MIAHAE I TRE A A i by, Ham Hda 14 CP 8 6.2.2 #EAT 0%, IR HAR
FAAENC REEREAE b, 20 moik n 1977 2000 A N B0 s A BE SO AR o

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. REIHANITE Method of Deactivating Private Key

XY CARY], ARV B Wr i, AR 4SS .

The private key will be deactivated when its storage device powers off.

6.2.10. HEBFAHKI A Method of Destroying Private Key

AAATAE . AT EREN, MIZRKRAHE, WM REsk. el ke
BRI -

When private key is no longer used and do not need to be saved, it should be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA B, fEA AL HIG, Tf CA RHIN — B & BT A8, Al
CA RV 2 A Af 8. AR CA RV ARG RN FAEZ Ll E A RS
IR T % 48 CA RPIAATBHEREE TN R, CA RV I S JUE I K CA FL
M A A B mRE T R AR A 7 U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
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multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11. ZFEALBLEAPRAE Cryptographic Module Rating

GDCA i i [l 2 2 i 20 A3 IS RV ) RO B R 7= i, 12 FUARUR 1 - bt . L
. PPAEEE R PPIE A &R EK, JES I CNS 15135, 1SO 19790 B FIPS 140-2 %5
% 3 MM, GDCA FIARIER S PERE. TAERCR. (R 5 ¥ %53 25 07 T 1 2614
PR T B AR

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

63. EHXNEHEK H A 5T Other Aspects of Key Pair

Management
6.3.1. A%HERS Public Key Archival

2R CA AR ST RS, VRS IS rT A7 A g e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2.  UEFS#RAEHAMN S £ X35 FH HA PR

Certificate Operational Periods and Key Pair Usage Periods

WEFA RGN Y B IdSRAE EV CPS w1, FFHEZLR CAMIE#$it1Is (CA/Browser
Forum) @it www.cabforum.org KA 45 FE 9.4 #B7 FIERAH—%k,

Certificate validation period shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.4 released by CA/Browser Forum at www.cabforum.org.

DNEAARVER B FY IR S IE S AT OO, (B IF A e R FF— 2.
Xt F2E 4 @ e+, HAH R BEAAESA RSN A4 DU T8y 24, AR
FHSIRRAN L UEH A HOUIR - B2, O 1 ORIEAEIE P53 OU A 244 (1045 S8 AT DA,
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B P UIRR W] DAAEGIE S (78 ROIRR EASE

XN B eSS, KA R RIS A BN A T T EE e, A8
FIIRRANE S UEH A ROV . (B2, D9 7 ORIEFEIET5 A RO A Ins 1045 B aT LLARIT
AAEH A FTYIRR AT BAERE S 1A RO R DAAb .

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

FANFERM R TR PIEIEE CAUES, IEBEIE, ERIEZ 2L T,
FCVFAs YU PR X E AT B (E RS YIS AN RE TR E A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

S F AR F AR, FCBE TN A0 V@I 5 53 (A A SIPR 4

XFT RSA4096 7 CA IEH:, HEFEHXS I A< Su Vi AR R 2 30 4F:

X T RSA2048 fi7 CA IEFS, BN 1A S VA FHAF PR 2 27 4F

Xf T ECC384 fir CA UEFS, HA RN 1K v A2 30 4

XFF ECC256 fir. CAiE+:, HEPX K RV HER 2 27 4

X1T RSA2048 £ EV AAISRE A UESS,  FLEF AR (KRR K Fo VA3 AR IR 2 39 AN 1
Xf T RSA2048 fiz EV SSL kS5 #iiE15, B HN ) e 1< su VA AR R 27 A
H

7. X¥T ECC256 fir EV SSL k55 s k45, Fa PIxt ik e vr Al HIAF IR 2 27 4~ H

© o > w bd o

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 2048-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
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months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 27
months.

6.4. BIEEIE Activation Data

6.4.1. BIHHIEP =AM RS

Activation Data Generation and Installation

CA RHRIBGEEE, AL ST 5 Y0 Bt 0 B S P8 BRANE R 2R, ™
BT AR 2 KA

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BIEEIEHEP

Activation Data Protection

Xt CA R HIBGE S, W ATE R AR 73 F VR 7 E1 5 B S h A R R E
&, MHZEE N RBARFERTT HIER, S5 i A B o H 5

\an
S

¢
[

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BiEEIEN AL S HE

Other Aspects of Activation Data

AHORE -

No provisions.
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6.5. THEHNLZ4#H] Computer Security Controls

6.5.1. FRAIRITENZEFARER

Specific Computer Security Technical Requirements

GDCA RGHIME BB, %W EFHLE MR MK GEBERSED LI
MR ZAETARIIE) . TAVAE BB AARH) (BT VAERS & B M%), 2 15017799
15 B R UERTE DAL AR SR M5 B 2 e brite, H0E H AT . 5635 1) 22 4 B A
W, R E PRI, AR FERZ RN AR 5 iR
Lo 11N L2 37) 12 ] N /B2 ) T i RN B2 S i SN L 2 3 e I

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

MR 2 e T B R CA B AEHE X R SR L e E RS, A
BRIV

b RGNS ARG HE S B, L RS S AR GG R X B AL
BHLE B A6 5 (1 2 FH R e xR 48 1) U5 1] o A8 FH RIS K s BELLE AR AN AT N AR A2 7 2R 480
&, BR#IVIR AR RGNS, A CA RGHRESEHATN . ARETIERE. U
8] Z2 G A AT A5 N 53 AT BOE S 415 ) CA HiE

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted
personnel who is in operation and management group of CA system, has necessary work
requirements and accesses to the system can he/her access the CA database using password.

R LN Y AHIL R/ EV CPS 1, FEHZR CANEEsits (CA/Browser
Forum) @it www.cabforum.org KA fI$5FE 16.5 #B4 AR —%.

66



[] S TIERRIRERDE
m ol Digital Cyber secunity Authoritg Cou L GDCA EV "L[E:Fgﬁ“im% (Vl. 3) H‘&

System security shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 16.5 released by CA/Browser Forum at www.cabforum.org.

6.5.2. THENZEIEE Computer Security Rating

GDCA MR EIEAAN L E T T E , IR E T EH 225K, L%

SRR .
GDCA [INIERSE, i | RN 2 e H .

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

6.6. A EBABATEH] Life Cycle Technical Controls

6.6.1. RS K#%EH| System Development Controls

GDCA HIERAF Bt AT A R4 AT B -
1. HE=J7WRUEAI 2,
2. waENR AT SRR
A, GDCA KA TF AR IINE, 2275 15015408 HIFRAE, HATHISC AR AT
KAz o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. ZAEIIFH| Security Management Controls

GDCA MER GG B L, ™k HE
BEAT AR

GDCA NIER G I AL AT M O 38 It i A 1) 28 S el 7™ 4% (A Ik 38 E i
A AT 2 AAREN, ARFME SN T2 10 AL GO BT AR ] DRI iAnId k.
GDCA iR N E SR GeikAT 5 JIAAS & ST s 20 At

EH

RS A AT AT S AT B
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GDCA R — it 3% (1) BRAR 2R A M R G L&, AR LR E 2.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AT 2% HERI BRI, AT ZatE i d, FRIRBIREREHWAR, 25
FAAE 2 AR A o TN A ORI AT 22 2 s ZBUAE SE N ™ s Y 22 A LR T, AT e
R se . 2 AIY.

GDCA MIER G A A i s TH LU, IR IH B AT AL BRI, 15 S 20
IR A R 2 4 (5 B AFAE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. Ay BN H] Life Cycle Security Controls

GDCA L R SR A et B vl RREEMERO T2 R, HLrp g 7R, iR
i JA IR 2 o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. I HZ4EH] Network Security Controls

GDCA \UEZ Gk FH 2 4 B K s AN R 28 B 22 P2 R AT DR, I HLS M 52 3 1
VIR

N T RN 24, GDCA WIE R ZALHE T ARG, 24t it P
ERG, JFH R K NRARI . e PR R E RGNS, BUR
A RE BRI B T 028 U

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.
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In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. BJE]EX Time-Stamping

WIERGM &P R G HE #AE 0 BHSZA AH RN AR R . XL (AR IR A TR
TR M T3 0 807 I TR AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. B BT R HESRAELIEHRE X

Certificate, CRL, and OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iFBiEfE ITU-T X.509v3 (1997): {5 R AR-IFMAG LE-H3E: AIFHESE
(1997 4£ 6 A) kr#fE Al RFC 5280: Internet X.509 /A%AREAL & B CRL 454 (2008
F£5 H).

The format of GDCA certificate conform to national standard, e.g., ITU-T X.509 V3
(1997):Information Technology - Open Systems Interconnection - the Directory - Authentication
Framework(June 1997) recommendation by ITU-T and RFC 5280:Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile(May 2008).

EV UEF 2/ 5 SR X 509 v 45k, R e A AR ) BRI R R TR

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

R-EV UEF SN AE

1 1 AR PO BR A

A fRHI X. 509 HEF A& XA, H9 V3

3515 UE 5 (M — BRI

LA RIS B RAETHN A 2 4 500 (O CP$T. 1. 3)
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&k DN R WL 4

ARGERLG H I | T [ BRi@ A E (UTC) , AIEETRF (] [R5, 4% RFC 5280 EER %t

HRZIEHW | T EERE R (UTC) , MAbER I[P, 4% RFC 5280 ZR4mi .
B O PR 115 B £5-4 CP$6. 3. 2 FE frIFE ).

F2 78 DN UEFS 5 & B AR A B 4
N A RFC 5280 Zwhd, fHiH] CP$7.1.3 HiREMEIL, KAWL

CP$6. 1.5 48 & I E R

Table - Basic domain of Certificate structure

domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
Serial number Unique identifier of certificate
Signature Signature algorithm for issuing certificate (see CP$7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid

period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. KR4S Version Number(s)

GDCA i] J' I EV IERFFE X509 V3 iEPER, WAME BAEREIE P A E B A2
o

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. EFEY B Certificate Extensions

GDCA %R ) EV iET5, HAE P R TUEAE IETF RFC 5280 FrifE, 3454 Guidelines
For The Issuance And Management Of Extended Validation Certificates %K.
UE TS SRmE Y R B Y A IC K AE EV CPS H, Jf H2F0 CA/N Y2818 1n (CA/Browser
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Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the Guidelines “for The Issuance and Management of Extended Validation
Certificates”.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with
guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.

7.1.3. EEXZRIFIRFF Algorithm Object Identifiers

GDCA Z R WEFsH, B SHVE FIFR IR ST N sha256RSA I sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

GDCA /i IR B30 S FRIRAE, 4 1SO MR ARREF (OID) & HHIyE . 41an.

Algorithm object identifiers used by GDCA are in accordance with 1ISO object identifier (OID)
management standards. For example:

1. BAHD%

sha-1WithRSAEncryption OBJECT IDENTIFIER := {

iso (1) member-body (2) us (840) rsadsi (113549) pkes (1)
pkes-1 (1) 5 }

2. FEEE:

sha-1 OBJECT IDENTIFIER ::={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}

md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}

3. AR PR

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4. XIFREEE
A% CP iU A Y [ 5 5 A8 PR T 1A AT AR B R
1. Signing Algorithm:
sha-1WithRSAEncryption OBJECT IDENTIFIER = {
iso (1) member-body (2) wus (840) rsadsi (113549) pkcs (1)

pkcs-1 (1) 5 }
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2. Digest Algorithm:

sha-1 OBJECT IDENTIFIER :={

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26}
md5 OBJECT IDENTIFIER ::={

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5}
3. Asymmetric Algorithm

rsaEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) US(840) rsadsi(113549) pkcs(1)
11}

4.  Symmetric Algorithm

This CP recommends the user to use the symmetric algorithm approved by OSCCA.

7.1.4. I Name Forms

GDCA %5k IR A R XA R0 Y 25456 X.501 Distinguished Name(DN) i) %
il 4 g 2K

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.15. A#PR#H| Name Constraints

WP A € B E L, NAATIEH RV SRR A01E 3w LA RA A k15 5
AN N BB ECE B S, T P EB ARV NE A A

Naming of subscriber must be meaningful, and usually contains the semantics which could be
understood, and could confirm the identity of individuals, organizations or facilities in the certificate
subjects. Subscriber’s certificates are not allowed to use anonymous or pseudonyms.

7.1.6. EFREEXT R ERRAF Certificate Policy Object Identifier

GDCA KK EV UEA AL S UE 5 5RIE AR S bR iR AT
UE T3 SR R IR B BB IC SR AE EV CPS i, JF LR CA/NI G 33 18 x
(CA/Browser Forum) @it www.cabforum.org & A (365 9.3 &7 I EESRAH —
I
EV certificate issued by GDCA shall contain certificate policy object identifier.

Certificate policy object identifier of shall be stated definitely in GDCA EV CPS and be accordance
with guidelines Section 9.3 released by CA/Browser Forum atwww.cabforum.org.
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7.1.7.  SREERRHIY R INA FYE Usage of Policy Constraints Extension

TERE o

No stipulation.

7.1.8. SRERR BAFHIEVEAIE X Policy Qualifiers Syntax and Semantics

TERE o

No stipulation.

7.1.9. REEPEEY IR EIE L

Processing Semantics for the Critical Certificate Policies Extension

5 X509 Fl PKIX ¥l —F,

It is in accordance with X509 and PKIX regulations.

7.2. IEPFmAEF)R CRL Profile

GDCA EHZ % CRL, fLF F2sifdiF .
A CP K&K CRL 54 RFC3280 #n#E. CRL Z/bALE I R RTIA A
AT 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

12k 1B B E 1 R A

FRAS V2

UK & R CRLHJSAR, MUK B o

A= 2 H CRL %5k H I

TIRE CRL FIRZERME . &I UEIEERS 24 /NIRRT
R4 2 CRL FITfit H i 25 42 S5

WUR LA % B bR IR | B 160 ALFAUR IR AL A S EAT B8 55 18 A4 B
7
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GEEEIES FIH A HIETS, AR RAIE R 55 A0 A H 3

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL.CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed ofal60-bithashofthe value of CA’s public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

7.2.1.  RRA Version Number(s)

GDCA H %%k X.509 V2 A CRL, IMA S fEAE CRL A% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL M1 CRL 4% H¥ BI CRL and CRL Entry Extensions

TEAE -

No provisions.

7.3. OCSP ##i OCSP Profile

GDCA N P $21t OCSP (FELIE IR EWIRS ), OCSP £~ CRL A Rk 78,
J7AEUE S P S EAIE R SR R .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1.  RRAE Version Number(s)

RFC2560 & X i OCSP V1 4.
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The field conforms to OCSP V1 defined in RFC2560.

7.3.2. OCSP 3 B OCSP Extensions

TEME o

No provisions.
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8. INEAL ¥ & i+ M H Al ¢ £5 Compliance Audit and Other

Assessments

8.1. VFAh B M B A1 1% ¥ Frequency and Circumstances of

Assessment

GDCA SAFEX B, BB . AR Ish). SUEPUT S LT — IR 1,
AR 58 SERR R AR IS DL S 5 TIUE MARAE . R —50 JFIRE o &4 RRIUTE): R
WEEEAT — B # T ANE E VAL, IR IR D 3% KR IUE BT VAL, PAORIELE
PRSI St w AR .

B THERE R 2 B IC SkAE EV CPS oy, JF HEEAN CA/NI a5 ieiz (CA/Browser
Forum) @it www.cabforum.org & ATIIFEFE 17 &85 [ ERAH— 2L

GDCA should audit physical controls, key management, operation controls and authentication once
a year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA should make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% certificates for assessment to ensure the reliability, security and
controllability of certification services.

Audit operation shall be stated definitely in GDCA EV CPS and be accordance with guidelines
Section 17 released by CA/Browser Forum at www.cabforum.org.

8.2. IHEE I B/%#% 1dentity/Qualifications of Assessor

GDCA A ERH T, H GDCA ‘%At i 2 i st LGS ¥l [ T & TP Al N AL
HH PP N AT R A

GDCA BSHE AR e TR, Bz R BUT A BER -

1 ARGV AHOL B FKPPEHIR, A=A R A2
T ENUE B R R R, BEMGLEER. PKI Bk b f#lE
&R ARG ERER TR TR
FL AL T RS

> wDn

Cross department audit assessment group organized by GDCA Security Policy Committee
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performs internal audit of GDCA.
External auditors which GDCA hires should have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VHMEE SPIHEE ZHKIRR

Assessor’s Relationship to Assessed Entity

1. GDCA it R AN R G EH R S E B0 b ERAE 7 AR S A A

2. SRSV A (B P BT T AR HHT 905 57 Bl K S BLF) B GDCA 2
LRSI, SRR IS HE, SR 30 (R R R R L

WA AU, A BB, AT, FAHIAER GDCA HATIEH .

=n

1. Segregation of duties between GDCA auditors, system administrators, business
administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. LI Z Topics Covered by Assessment

GDCA PN #BeH 1 A AR 45 :
1. ARG 515 3 78 53 1 S it
2. a8 TARFFEANS B2 515 2 A
3. REAZ CP MMV 2 2B R IT REAUE ML 55
4. ZMHE, xS ETE, REMFER -,
5. R TAELE AR T BEATLE (12 4 KUK o
5 =5 B T 45 % R WebTrust For CA FIVE R ER, X GDCA #EAT AL 5 i1,

/

/
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GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHEHBEARNREFREKAITE) Actions Taken as a Result of

Deficiency

XIT GDCA P HRE vH&5 R iy ie) @,  H o T vPAd /N A7 57 X G ) ) 51 A HR
BE T TREAT D 25 SO RO SE R R T o SE RO BT VT 45 SRR e 5, 5 R R 17106 20 i 7
VA NG S 55 it TAE S 4l o

XF T GDCA AU MHUM I v 45 5, Wz IEAE 1T ;A CP M GDCA il
FE AL S RE K4T 9, GDCA ¥4 LAIE, A RS A A B (hix 24Ty, [Fi
G GDCA I ER AT S5 B N S RAT IG5 P E IRV E LA, GDCA Rk
SHZAHUR I HLFIAE Y 5547 FAZ AL

S =07 TS5 BTG SE S, GDCA %8 H TR R & b7 80k, R332 K
U AIEAR o

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.
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8.6. ML RMIEEE KA Communications of Results

GDCA )P4 e T 45 RN [ AL 2 B RE A0 1T LK B TH2 S BRE B LA 3R 4T 15K
IR, RATREIE AT T AR R, GDCA AU I [T 7 il K o

S =7 MRS Rl Se i, X T TS5 R, R iEid www.gdca.com.cn (i
BEAT AT o ARAR 55 =7 [P Ak SR8 DAl 5 R B SR A5 B, 06 203 568 B 1 )
GDCA Rl E1 ) H fIAT5 30, JFERS GDCA HIFE, A 5 A M2 FRSh; GDCA fk
B AE X T T RVE AR AL T

Audit results are formally informed to all departments of GDCA and related RA. GDCA will notify the
subscriber of potential damage timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HAhiREfL Other Assessments

TEIE o

No provisions.
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9. R TAEMH ARk Other Business and Legal Matters

9.1. %%H Fees

GDCA AR F A (4 LT IAIE AR 55 R A LR AROAE 5T e B . BRI B n AR
AT T SR G DL €, GDCA A3 B 4 sl B bn e, 7 KW 3

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. UFHFHIFME A Certificate Issuance or Renewal Fees

GDCA XTE-5#r B %8, A7 GDCA M5 www.gdca.com.cn |, fit
M &

WA GDCA ZEZ W AN A% A1 GDCA A MM AS—80, DA it
% it
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for
user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. iEFEWFHF Certificate Access Fees

XFFUEf A, HAET GDCA AWHUEM 98 . BRIEH PRI IR T oK, 2
GDCA S AF4AMA 2, GDCA 45 F 5 B i e S 122 SO R P 2% FH

W SRAE A I R B A E 281k, GDCA ¥4 Kk 76 W%k www.gdca.com.cn
BT R

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.13. REMRSEEEANRH

Revocation or Status Information Access Fees

T A FDRSE B AW, HAT GDCA AR 2R . BRIEF 5 i Repk =5
3R, T2 GDCA SCAHEAMG# . GDCA K5 7 i pi e BUSAZ IS E 6 3%

I SR A AR S A5 B Bl B R BUR A AR (T A2 46, GDCA R 23 S I £ 9 i
www.gdca.com.cn b LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HAhiR%HEH

Fees for Other Services

1. WM GDCA ZREAUR Y CPS i H A AR SR II/E I SRR, GDCA 75 ZEi
B RT 0 7= A= PR IS 328 R A 3 T A B

2. GDCA #i1a F] SR BEUE A7 /v B AR GRS, GDCA £ 51T /1 sl Hofth S
RBP4 o

3. HAth GDCA H4ZEulia nlREFR UL RS 2, GDCA K£x Jeit A, AL
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.15. BEKEHE

Refund Policy

GDCA ST P B 2 . [ 7 3IE T ER U R0 5387 2% FH DR /9 o 34y m] LUB B 4F,
GDCA HJANBIE H PR 32 .
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FESE AT B3R E A2 RAE B IE FEF, GDCA 34 F ™K IR ERL T AN Hems .t o
GDCA & 74 CP FriilE M StRE e B R X%, T LA KR GDCA ffHiE+iIf
IB#K. 7£ GDCA M4 TiT P IIETJE, GDCA ¥rBIHELT P oA FEZIE 15 T SO AT 1 5%
F AR IR AT

Pk SR s A PR AT P 45 3 L e (R %

SERGRFE, 1T Rk S FZIE 15, GDCA Kl A HE 5T

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. WM&EHE

Financial Responsibility

9.2.1. FREEYEHE Insurance Coverage

DRIV B 2% CP § 9.9 BT RILE I £% .

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABFZ other Assets

TEAE -

No stipulation.

9.2.3. X LRI LRI BRIE AR

Insurance or Warranty Coverage for End-Entities

EFT 7 —Ei%E% GDCA (IE+:, B0 Ml Pl e SO IE T Ik 55 193532, 84
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BEWREZI P %% A CP R TR AH LR RILE LA o

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty

coverage in this CP.

9.3. W%E BRE Confidentiality of Business Information
9.3.1. fR#%{5 E V8 Scope of Confidential Information

£ GDCA S IR ST, LU E B IR .-

1. GDCA il "INy 24 I fif s

2. il AMHE, RS HE. AMHENER, X854 GDCA
MNREE R, RAERAEH T RN S LTS . BRZERER, A0TE

TN RAT
3. JUfir1 GDCA fil RA BRA7 I NI Fl (5 BRI A IR, BREHEER, Rl
i

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:
1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released

outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

932. ABRTHREHEE

Information Not Within the Scope of Confidential Information

1.t GDCA RATHIES . IEBHIAH;

WP RIT SR

EFS A B1R

UEF MG (CP). HLFAUENESS B (CPS).

> wDn

1. Certificate issued by GDCA and its public key.
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2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

933 HFRIPREEEHKRE

Responsibility to Protect Confidential Information

GDCA. EMHLE. 1T LR SRS KIS 575%, #A L5544 CP 1
E, ATHARRL ) R4 PR EE B DT, A AUHE A 2 HOR T BN B e X Hdk AT
(ZS/AR

GDCA,RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AR B PTA & HT AR, 2k GDCA /A TRk #s th il A i OR35S
If, GDCA M @ HEK: AN, GDCA K ZRZEAE B BT &0 XA f i 34T
P, LRSI B S ATTEE R e IR . R A ik IR 5 B AT A AT
i Ho A 5 (I 422 (5%, GDCA AN FEHATAT 5 AR 5 (K B A T DR 345 J2 T 3 i 19
Bk PREAEERIPTAE RURHE 5 IR B T AT RS B SR A A2 501 E .

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA , GDCA will not assume any responsibility for damage concerning it or caused
by the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

i GDCA TEATAIZAEE . VERL. VERE LA K H A AR Tl G2 P 2R T,

INEAEA CP M52 IR (5 B, GDCA MAZIRVEE . VM DL R e 1k i 23R
L T T A AR G IR E (5 2., GDCA BAURIATEAT 53T X FPRAEAYA IS % T
TRES B RAN L5

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
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confidential requirement and obligations.

9.4. MANBEFFREE Privacy of Personal Information

9.4.1. FRRARE TR Privacy Plan

GDCA R ffill 52 B FA PR T RIFS T P AN N B AR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. VEARRAFEEME R Information Treated as Private

YE NSRBI M5 B A4
1L TP RAROGE SIS eSS, AR,
2. TR AR L
3. ATHgHbdLE
4. ATPHRATIKRS .
Information treated as private includes:
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. A#INHNEFEKLE R Information Not Deemed Private

WP RFARRERNAREREE, ULZIEBRPRESE, W LATFH, Ak
AE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. {F¥EKEFLKITT4E Responsibility to Protect Private Information

GDCA. MU A ZHRE 5 R A CP.4.2 e 1T P RAME B 3HE S X
%

o

GDCA has the responsibility and obligation for proper custody and protection of the certificate
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applicant personal privacy described in section 9.4.2.

945 fHBRAEENEMERE

Notice and Consent to Use Private Information

GDCA 1t HANUEN 55V BBl 9 A pr A3 AR T PR R, RTS8, &
ARSI P HE . [EEHXEERR, Ll KRR, GDCA #8H & 51T
P X5, HEFBRRNT P HIHEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEATLA AL B VB LA A BB 18I AR P I ECR R, BB B
FT A P AR BLE LT B X G P BR B AAE BN, A S AT i LSS, I HA
TRENT P FE.

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U R 75 ZERAT 7 R AME B T X005 4952 A& LA B Y, ST
WAL RT P IESRAGAT 7 R, 0 ELIZ A ) AR R AT AR 5 =K (A 5
(DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. KIEFHBUTBIRFIIE BHE

Disclosure Pursuant to Judicial or Administrative Process

IR AT R AUAT BT 7 22, GDCA K11 7 AL S B H e ok
PIELTG ATEIATHLGR e . 4E:

1. BUMREEREUE I HZ AN O I8 SARE 3R HE

2. VEBE VAL AR ERT AL PR RAE PR TS AL B 21 Sy B S L FR IR

3. HASEFREERBU RN A HE
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Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAHEEHEERB Other Information Disclosure Circumstances

WHAT P ER GDCA AR RERE & P SRR S tn B RHIR 25, GDCA I 75 24
VI 7B & FE R AT b 2515 SRS 58 = it % A 7] o

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’s name, mailing address and other
related information to a third-party such as mailing company.

9.5. &R Intellectual Property Rights

1. GDCA T4 IR BEXHE TS LA & GDCA $-AE T S 1 A R = AL

2. GDCA M FIER RGBT BEAIAR. LB Ml =8

3. GDCA R b 1 —)M5 238 GDCA 7=, K4 GDCA filfi oy, fibA
ABEFEH T RAT

4. GDCA KATHIEF A CRL 45 GDCA S BC I 77

5. XfANEEE IR ARG GDCA W7~

6. FHkKERHIHh GDCA I 1SR B % (LR fEIAR DND - B AZ s Ak
YU SARAE T, Y9 GDCA ™.

1. GDCAreserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2.  GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the property controlled by GDCA.

5. External operation management strategy and specification are GDCA property.
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6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
property of GDCA.

9.6. [FR5TH{R Representations and Warranties
9.6.1. CA HIBRREHME CA Representations and Warranties
GDCA XFiEA 1T F 25U i R 4E£R :

1. GDCA ZERZAT T HEFFT &A% CP [P A L 2K
2. ERBRIEHN, A=B CA MKRMMAIEHFHERES CA Il EEA—

s
3. GDCA fRUEHANHR 2% 4 A7 TN RY", GDCA L ANHAT [ % LT &
I S R BUR I RLE 5

4. GDCA ¥4%Z7 CP WM, M MAYIE15;
5. GDCA EIAUE T IT FHBARATAT AN, KEFEAS T S0 1T P RE 5 (A it A
EIESER R0
GDCA must make the following warranties to subscriber:

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP.

2. The information in certificate should not be inconsistent with the information received by CA
because of CA's fault when issuing the certificates.

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall
establish and implement security mechanism pursuant to the terms of national relevant
policies.

4. GDCA shall revoke certificate timely in accordance with this CP.

5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

GDCA XA T7 o 2 1 4 T~ HH R«
1 BRRGIEMAT S BN, U AT P 5 B v s
2. GDCA 5E4-iE A CP [ CPS MM E 2 K AE T
3. 1t GDCA {5 B RAMINER CAEZ RS T, JEHITF C&i%A CP
IR E B2 T ZIET
GDCA must make the following warranties to relying party:
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1.

GDCA guarantees that the subscriber information in the certificate are accurate except the
unauthenticated subscriber information.

GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate.

Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA I CA HILRIEM ST 4 Wi sk 2 EV CPS 1, I H.43 il A CA/H

2817 (CA/Browser Forum) T www.cabforum.org & A fl45 RS 18 1 7.1 #5432
KA —2

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA WA E5FHEE RA Representations and Warranties

1 SREEEBT P MENNE R S 2 &4 CP FTAH Ll PE 2K

2. 1£ GDCA EIEFIT, ANex PR i LRSI 2k 15 1M 3 B0k 45 b 145 B S E45
BHHEIEEA—EG

3. VEMWLIPEEAS CP RLE, KM GDCA #2532 iE I HiE . M. S mss
i

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP HIBRIRS5#HLR Subscriber Representations and Warranties

WP —H35% GDCA 2R MEF, BN GDCA. TEMHILI S AKAS5 1 H A

Tg(i%:

1 (RS RO A 3T B 25445

2. AT PHEHIFIE FEAYA SRR E SRR S S RONHER ), TR ERE
FEATIRBEREMR . Dhi& <[5 B AR TUE:

3. WARAFAEAREN, 2T FRUREA P E ST I 5. 1T A SUERUREEA
PR BT A SRR 51, 38 %1 GDCA B HARALHE S IR
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4. BT PR ETE AP B AP AT R IR, BT H S EE
Y, IFHAERATEAN, IEBR2ARAEY GERERAEN. R, IEBA
BIRAT VA B 5 [ AN 5

5. BRARZAT AR UEN UL A) T P R AE 1T ORAEAS N R IEN LA (R
AR BT L5

6. —AHRARUESS, BERIRIT T RIEBAESZAR CP A 2SR, IFRIBA
e/ IVA IR A AN/

7. QRS BN ACH T STE: IR ORRER AL R, R
BRIRGE, KBCEB TP R DT (LRI e . WhER . BBtk 2 1%
U 5

8. MMFBELMEMTRE GDCA AZRILIIA I 2. B8 TS, BilFHEART
SRR RVE AR CSORAIE 5 i 55 FA 18 A A s 45

9. EPEA CP FHUEMME N LM, FARE-BH Tl AN s fh &
LA s

10. RECZ 4. GRS ERDT EIEB Ak R A R A F T

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
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10.

keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

9.6.4. KT HIFRRSHER

Relying Party Representations and Warranties

WAE A CP HTH HLE ;

FEMCHFAIETS T, B A UE 7R R (¥ B AR A A «
TEMRHGAIETO T, XHIE P S AR HEAT B0 F

TEMCGHIE AT, J8 I E5f) CRL 5k OCSP #iAIE 152 545 4

— Bl T2 HAbJE R T AR A 4K, O R Rk T 45
GDCA i R MR AT 4ME, I HAR R i i B 5 s A 2k

6. AFEAAE(TRE GDCA ARiEHIAEY ., S ¥, THREE, G EART
SR T (1 CEORPAIE 13 R 55 (338 M R T ek 55

o > w bdoE

Abide by all provisions of this CPS.
Ensure that the certificate is used in prescribed scope and duration.
Verify certificate’s trust chain before trust the certificate.

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.
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96.5. HibZE5HHKFRSHER

Representations and Warranties of Other Participants

HSFAS CP T LE -

Abide by all provisions of this CP.

9.7. {53 Disclaimers of Warranties

KA CP9.6.1 H B IE S, GDCA AN HE HAhAT A 2 2 AR AT X 5%

L AHEIERIT S Wi HAhs 53 MR Pl 2

2. ASXFHL DR Bl A AT o 3R A Al ORI

3. AHHIEFERE B H 1 LA 8L FH AR AT AT 54T

4. XTEHTAFHUS, b BRI H 51 I IR S5 Hh I H b B 2 7 ok
AR TAT

5. iI)JHifA CP9.6.3 ZyKiAI, B RA CP.6.4 ZAKIARS, 3LLGER
GDCA Z 5t/

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other form
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. FPBRFAE Limitations of Liability

AR MR GDCA FR AR fL T IAIEAR 55 M RRFE S 32 Bk, GDCA
H7RAHA CP9.9.1 HE A PR 91T

The certificate subscriber and the relying party engage in civil activities suffering losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability prescribed in
CP$9.9.1.
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9.9.

2% Indemnities

9.9.1. NEHMIRIBERESAE Indemnification by GDCA

U GDCA iE [ T4 CP8.6.1 H IR, 1T/ Wi 5 2 s24k v #1i% GDCA 7&K $H ks

EIE GREAE R TFRIN), BRI R

1. GDCA FHEBHHRMZE KRG LIAMNAEE =77, FBOT ) BUKHEUT 8 52 45125
ibp

2. ARV RANAE BB R . B SR DL, GDCA 255 HIEF L T H iR (S
B, FEOT SR T AR

3. {f GDCA WIHIIT /7 22 A5 B B R AR B B i 1 DL, (BTSSR 01T 7 22 A0IE
15, PR EZ KA

4. T GDCA IJE K 2 CA ANt 5 5

5. GDCA REESA M AHIES, MU 8 245K 1 .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1.

GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

If the private key of CA is disclosed due to GDCA's fault.

GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. ITFHIMELEFAE Indemnification by Subscribers

TEQTR L, 1T E B R G S GDCA. AR 12, N 24 7K HH I8 2 53 AT«

Lo AT/ HOEENHER R, R o R s SRR A s okl S 80E R GDCA
e HBZRUIE A AR 55 LA Ele 58 =77 18 2 41 5

2. TP RMEEE S RS AR Bk, AR CAlR. BRmEE
51 GDCA JHBAEF ARSI, LA M3 At A M F i GDCA
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HBAUE B RS 55 =T 240
3. TPEREBMAT N, AiERA CP KM HRIEME, S fir A T3E4 CP
R Rl 55 5t L
4. AERT P EGE e AR AN ER I SRR H AN TE R G, 3 GDCA #ZIE
5 ANME BT LLR AT I, 0 SRAZAE Pl DL AT AR 5, S AT 5
I PEA 2231, W GDCA %8R CP HIMIuRHT T 3 lE, MAZIEH
P b A A T 45 T T A AT
TEAS R R4 R R AR AR AR SR A5 1A IR P 5 A B 3@ GDCA R 77
BAX ARG B 1556, SERVAE RS inE . o1, MRS,
TEAF ARV 5 R A E S, ARAS LA IR F Sl S GDCA AR 7«
VIE 5 B HE T 7E S F UEA
WP IIEME BARI0 T 8 =07 AR AL
10. 7ERISE (5 F ¥ B A FRAE TS, G SR B RIS 3

L N o O

If the following situations cause GDCA or relying party suffering losses, subscribers shall be
assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, mistake or malicious information, provided by applicants when applying for
certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Behaviors of subscribers violating the CP and related operation practices when using
certificates as well as using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests proposed by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the norms of the CP, subscribers must assume any responsibility of losses according to this
CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, damaged, stolen, disclosed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

94



f |

GDCA

SEREERAERLE

GDCA EV IE3EmS (V1.3) hR

10.

The certificate has already expired but is still in use.
The subscriber’s certificate information violates intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as engaging in
illegal and criminal activities

9.9.3. KBTI THE

Indemnification by Relying Parties

TR B, KA B RIS GDCAL 1T/ 80k, B 24 & FH 8 2 5T AT -

1. WAJEIT GDCA SHITT IR CRIA CP R (1 3L 5% s

2. KREEIKIEA CP MVEHHTAHLH L, T3 GDCA K HAZBIIET RS M EL
5= TSR

3. TEAABBMIETE FKME, Wikirs e e e L R 1S
TEEGIE B4 80H 7] R N 21 U T, ABATS IR AORIE

4. RIS A FHIE S TR AT 50 5

5. {Kk#iT A @ A CRL 5 OCSP il il 132 G4 M4y

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assu

1.

med responsibility to compensate:

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. A¥HI 541k Term and Termination

9.10.1. BRH Term

A CP R H IS IEERL  E—RUARH CP RIS k&L A CP £ T — A CP

AR HERAE GDCA # 1B HL T INIEIR 5510 R 2K
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This CP will enter into force in the midnight of effective date, and the last version CP will become
invalid. This CP will become invalid when the next version CP enters into force or the electronic
certification services of GDCA are terminated.

9.10.2. Z& 1k Termination

GDCA Z1F B FIANIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. Z&IERIBR 5/HS: Effect of Termination and Survival

A CP 28 1L, EREVAEN VAL 55 A28k, (HIAIENV S5 2 EA F A AIE
USRI 2R 1k o VAR 55 28 11 5 BER IS B AOHE I, R DA IE AR 55 4% 21 Al GIE
PUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

9.11. MSE5ERNHESE REBXE

Individual Notices and Communications with Participants

YAENUAFE L ZIE AL T, ESN AT eSS KRBT FORAEB e 4 i
JAT P HpbE Sy 7 AT oy, ATERIE U 3, WA RO (SRR AR AR,
ANTHEEIT S WA o

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
subscriber and relying party if necessary.

9.12. #&iT Amendments
9.12.1. BIT#ERF Procedure for Amendment

2t GDCA %4 RIS ZR 1, GDCA {7 BUE I EHELR/DEH B —IRA CP, itk
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FFF & B SO R URT F2 830 1T (0 R AR AR ¥ SSL BEHEZLR MG, FF A AR
TR S hr e

A CP HIMETT, H GDCA 1THUE BRI BT T, K15 GDCA L4 IR N £
HHEJG, H GDCA 1TBUS I 7 3T HLUEIT, E1T )5/ CP &id GDCA 4= SRk 2 it
SHAEfE I A K AT

W

Through the authorization of GDCA Security Policy Committee, GDCA Administration and
Management Department shall review this CP at least once a year, to ensure that CP meets the
requirements of national laws and regulations and administration department, to meet the latest
SSL baseline requirements and specifications, and satisfy the actual requirements of certification
business operation.

The revised version of this CP will be revised by GDCA Administration Department and approved by
GDCA Security Policy Committee. GDCA Administration Department will be responsible for the
revision and the revised CP will be officially released after being approved by GDCA Security Policy
Committee.

9.12.2. JBEHNHLEIFIHIFR Notification Mechanism and Period

BTG CP & 4{bifE 5 14 2 B #E GDCA I /3 www.gdca.com.cn bR AR o X T~/ %
I E IR S RS T OB R, GDCA K5 A B IR A 8] Py AT 5577
A BRI 1] R LR AIE A 97 52 B R 5200 55 /)N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3. AFBITHIFETE Circumstances Under Which CP Must be Changed

IR BT FI1E 5L, GDCA LAixt A CP #4755

1 FEWEBEARHHERKRE, BUUHHIE CP A %
A ANV S5 T AR SRR A AT 58T«

WNIE R GURIAG O B R A B KT el s
ERERPRY I =R P

WA CP H Pl = B

o c w D

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.
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2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. XHEIFRKFEF Object Identifier Modification

A CP R AMBATI AN L AREAS S RARRRF A AT A, DU IARCA IR
HAES o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

9.13. 4Rk Dispute Resolution Provisions

2 GDCA. 1T P NRAG T 2 B H B WO, A 50T T AR A B SGE 5 P s ke, e
PR AARRAN T 1, AT iR

When the dispute among GDCA, subscribers and relying parties has occurred, this can be solved
by negotiation according to agreement or even by law.

0.14. E¥EHAR Governing Law

GDCA ) CP 32 E o CiiAi i) (b B A RN i 7284405 (l T AR 55 & 2
INEDS CRTINIEARS RS B ANE) EHEIE T

The CP of GDCA has been governing by the law of “ Electronic Signatures Laws of People’s
Republic of China”, the regulation of "Measures for the Administration of Electronic Certification
Services” and "Measures for the Administration of Cipher Codes for Electronic Certification
Services” promulgated by the country.

9.15. fFE &R Compliance with Applicable Law

WAENURIFT AL i53h. &R R Airra (BN RICNIE 72544750

CETFIMEMR S E B INED) (T IMNEMRSS S E B MNE) B e NRILAE %
A HILE -

All businesses, activities, contacts, agreements of Certificate Authority must conform to "Electronic
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Signatures Laws of People’s Republic of China”, “Measures for the Administration of Electronic
Certification Services”, “Measures for the Administration of Cipher Codes for Electronic Certification
Services” and other laws and regulations of People’s Republic of China.

0.16. —f&x% X Miscellaneous Provisions

9.16.1. 5B Entire Agreement

CP. CPS. i ! il KM PSS LA TS F ORI RS PRI 2 N8 Z TR e B 10

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplemental agreement.

9.16.2. ikJE Assignment

MRIEA CP A £ (IR SRS T3 BRI LS5, 07 243 N LR A A AR G
SE HEAT BRI LS5 1 ik o EBEAEAT R AR I AN S e B 175 % 5 — J7 AR AR 451 55 M2 5t
RIS HT

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4rHIME: Severability

UNRAS CP AT A] SR B N FH S 388 ) 224925 B s ELA A e L ) S B R 2 — 5%
ACHT T IR R TE R A BT T, AR A S CPHAR R BT 70 W AL 3K — 2% ki 4k 45
AT

If any clause or application of this CP encounters situations such as judged by the court or the other
arbitration agency and is determined that one of the provisions in the agreements are invalid or
unenforceable for some reason, the other parts of the CP can remain valid to continue to execute
independent of this provision.

0.16.4. ST Enforcement

TEAE -

Not applicable.
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9.16.5. AEJHi /71 Force Majeure

KA CP il %€ ) CPS MALIE AR FIAI 26K, ARSI B T5 Al 7t o

CPS formulated in accordance with this CP shall include clause of force majeure to maintain benefit
of each party.

9.17. HAhZ K Other Provisions

GDCA X4 CP B A fx & i AL o

GDCA has final interpretation rights to this CP.
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f43: GDCA EV iFFREBBITIERE

Appendix: GDCA EV CP Revision Records

R
BT E 1.2 J§ 1. 3 R BT YA
s v
1 BROOHE | PR A8 H SR JEE At 384 0 Sk R AR
N kA HY, BaEAEAEY
2 =0 U 7B 2 301 e B
AR A H ] o
§1.9 3 f% FE A CP IR AT H SOMIE SO
3 P B, R YO AT A
IN—=T VN IS\ » N SNV b2
X, AT #E.
A CP MIFEFIAR R | BHON“A CP AR H WIZE N 120
A $9.10.1 A | iz H&LMW 156 RZJFIE | ER KR M CP R K8 A
RUIRR AL, 7E GDCA 241k L7 | CP £ N —fRA CP AR &z HEE
WIERST I R GDCA #&1E B FIIE RTINS R 2%
X AT SCF AR — L5 5 5] IR E
5 HAAETT L e n t
EASS QLo
ontents Revised
) V1.2 V1.3 Reasons
SEQ Sections
1 Full text Chinese version only Realese the first bilingual edition.
Disclose the effective | Disclose the release date, as well as
2 Cover Page )
date only. the effective date.
State that "This document is the
. Chinese-English bilingual edition of
Section 1.2 )
GDCA CP. |If there is any
Document Name . ) .
3 q inconsistency or conflict between
an
o the Chinese and English versions,
Identification . . )
the Chinese version shall prevail for
all purposes".
This CPS and the | Changed to: This CP will enter into
updated version are | force in the midnight of effective
) formally effective after | date, and the last version CP will
Section 9.10.1 ) . ) . )
4 T 15 days from the day it | become invalid. This CP will
erm
is published. And lose | become invalid when the next
the effectiveness | version CP enters into force or the
when GDCA | electronic certification services of
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terminates electronic | GDCA are terminated.
certification service

Revise text errors and descriptions
Full text that may be easily caused confused

or result in ambiguity.
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