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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1. A FE) &4 Company Profile

B AR I G IR /A ] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif ™, JFA I REFIEHIGEF OERA R ", BALT 2003 4 3 H
6 H.2005 4 9 [, GDCA #iF B it 1 [l 5 00 B Jay A 8 53 A S 7 M 3B ) 5t e
B A EEHONFERS CRF YRR ATIEY G AHIES . ECP4401021007) 1 HL+
WIEIRSSHIM 2 —: 2008 4 12 F, RAFEZ 0D B RMUL I (R 3500 S A 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% LR HLT B T UGIEIRSS RE 0 VEAL, kA3 (L
TR HFINERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGEAT
SM2 FiEFH, i T EZEEE R AN et H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B 7 EbRbri b s S8 BAR S KT, oAt 4k
R FYAER S . AIERONL S ZJRFHE, 2016 4E5 H, “J REFAEBUGEHOA R
N7 AR B RBH AR AR 7.

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#(ZK ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed through the security review from State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP4401021007) in
China. In December 2008, GDCA obtained "Commercial Cryptography Products Sales License"
issued by OSCCA. GDCA passed through the assessment of E-government and Electronic
Authentication Service Ability by OSCCA with the qualification certificate of "E-government and
Electronic Authentication Service Authority" (hnumber: A021) in April 2011. In 2013, GDCA upgraded
electronic authentication service system for SM2 algorithm and passed through the security review
by OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust
with the international level of operation management and service to provide digital certification
service globally. For business development, GDCA changed its name from "Guangdong Digital
Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016.

GDCA B4 Jm, J& “T  AREFAEFHMEF OHRAR " W57 615, MamMas
WS Al “ BRI R IR AR ” k4K, fEFEAHTE GDCA LA« ZREFE
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FANEFOLHRAT " 4 XTSRS PN H T AREHEFNEF LA RS
)7 A AR R SH I S “ B AR A PR A 7] 7 74k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." are inherited by GDCA. Meanwhile, all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." are inherited by GDCA.

RE B BIHT RS AME”7 WISE B, GDCA BUI TN TS, HTBS
Lot x5 AL B SR A0 B ) F T A TE AR 55

In the light of the operation concept “Authority, Innovation, Service and Public Trust”, GDCA is
devoting to providing electronic authentication services with high quality for e-commerce,
e-government and social informatization, etc.

1.1.2. BT ARG (CPS) Certification Practice Statement (CPS)

ABF ARSI (fEFK CPS) MRHE (hie N RILAE B 72475 CBTAE
R4S P (T IAMIE RS B0 HE L) SR ok, VR4IE1R T GDCA
PRALI T UGEARSS BN R P DIE R 55 B8 (0 DA L FAE IR S5 M 2
FHHTERIITHE. A& CPS H GDCA LAK 43 SCHURE I A FF R AR 1T 2tk S o 725 41T
PRI A RS 5%, DUifR GDCA FHRHBEI T UGEIR S 2 Ak, Bk,
BB 26 =07 7 INIEAR S5 - X T GDCA B i i T UGIE AR SS  AE 1) DTAETE I, A CPS
s T 7 B HLE .

According to the requirements from “Electronic Signature Law of the People's Republic of China”,
"Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related legislations,
this Certification Practice Statement (abbreviated as CPS) elaborates the electronic authentication
service delivered by GDCA, the rules for the electronic authentication service and the
responsibilities undertaken by related participants of the service. GDCA and its branches release
this CPS to the public including subscribers, relying parties and other relevant participants of
electronic signature in order to ensure that GDCA's electronic authentication service is valid,
professional and authoritative. This CPS also definitely specifies the limitation of liability for the
electronic authentication service provided by GDCA.

A CPS Frislid N &R EE (GDCA iEF55%m%) (http://www.gdca.com.cn/cp/cp), [F]
o o fE O B W o ¥ & & E B OB OINUE B R OB )
Chttp://www.gdei.gov.cn/fixx/xxaq/dzzw/201208/t20120808_108276.htm). {EF T4 CPS
i, (GDCA IEHHNE) 5 (B 22U HIAEF ) fAEBUNE
JF5 DA R DU A B - 7 FH - 5 2 45 A I P s F 1 A8 A4 E 1 FATIE SR ),
I8 F T B s 5 55 A AMAE P IS (GDCA iEF RIS ). E15 275 M A T B ik isis |
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This CPS conforms to "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and "Certificate
Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong and
Guangdong" (http://lwww.gdei.gov.cn/flxx/xxaq/dzzw/201208/t20120808 _108276.htm). The
ambiguity of above two documents, which CPS conforms to, should be handled in accordance with
the following: The certificates applied to mutual recognition of electronic signature certificates
issued by Hong Kong and Guangdong conform to " Certificate Policy for Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong”, while other certificates
conform to "GDCA Certificate Policy". Whether a certificate is capable of the project of “Mutual
Recognition of Electronic Signature Certificates issued by Hong Kong and Guangdong” can be
determined by the object identifier of certificate policy.

GDCA #1f CAIM Y288 1x (CA/Browser Forum, [EFRZL4L, SUFREFR CA il b gs
e, ZHIE CA EERFRUERIHLFD (www.cabforum.org) % 4 i e 5 i A< ) Guidelines.
Baseline Requirement #4745 & A1 LA LA E4F SSL £k, & M H H B HiE o,
I FR AR TR AT I RO REAT 2T, WA CPS M1 CA/MI i 4% 184x (CA/Browser
Forum) & i [] Guidelines. Baseline Requirement &5 5¢HR i H (1) 26508 AN — U 7,
T EL CA/ B 253 18 T 1 2R A B A

GDCA conforms to the latest version of Guidelines and Baseline Requirements published by
CA/Browser Forum (an international organization, also known as international CA browser alliance,
to establish international standard of CA, www.cabforum.orq) for the issuance and management of
publicly trusted SSL digital certificates. GDCA regularly checks the status on CA/Browser Forum’s
website and continuously revise this CPS if there is any update. In the event that a discrepancy
arises between interpretations of this document and Baseline Requirement, the Baseline

Requirement shall govern.

1.1.3. GDCA iEH E R ZEH GDCA Certificate Hierarchical Architecture

GDCA HHIH 6 MRS, 4%~ ROOTCA iE+5 (RSA). GDCA ROOT CA i 4.
ROOTCA i+ (SM2) fil GDCA TrustAUTH R5 ROOT iE-H. #zif 1 R5 R CA L4+
GDCA TrustAUTH E5 ROOT iE 5. &AM CA T iF CA, LAB K FiET. GDCA A
B RANERF CAIEFS
Currently, GDCA has 6 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA TrustAUTH R5 ROOT certificate, %7z ]/ R5 #& CA

certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to issue
subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)


http://www.cabforum.org/
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ROOTCA
(RSA2048-bit)

I

| |

.. 8 Gnangdong: GDCA TrustAUTH R2 CA
Certificate Authority

(RSA1024-bit) (Eaha0b
| [
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 152 E X % i H R PR UE S, BRI RSA, MREHAKE N
2048-bit, F& AT CAET:, HA: (1) GDCA Guangdong Certificate Authority iIE13,
K E N 1024-bit, 25K K E N RSA 1024-bit AN NKIEF. HURZKIES . ¥4
FAEHMIEAREIE; (2) GDCATrUtAUTH R2 CA IE-F, 8K N 2048-bit, 25K
K RSA 2048-bit 1 RSA 1024-bit [N NFUEAS . HURIZRIUEFS . B SUE-HAIH
(ESTRDN
ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE 15T 2025 4 8 A 23 H 2.
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority iiE 5T 2015 4F 7 H 19 H#|}#, 20154 1 H
1 Hitg, GDCA A2 CAUETREKIT /M ik15. GDCATrustAUTH R2 CA IE 1545 T
2018 4F 12 /3 15 HEH, 2017 4F 12 J 15 Hjid, GDCA ¥ AFAEH1% CA IEHERIT
FHEF,
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer uses it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)
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GDCA ROOT CA
I
GDCA Guangdong
Certificate Authority

[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF iR % 47K 4y 1024-bit, % GDCA Guangdong Certificate
Authority iEH, #HKE N 1024-bit, 25K HHKEE N RSA 1024-bit N NKIEF . #l
IR . WA E-BAHANIE D,

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CA IEHik - 2024 47 12 H 11 HEIH.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority i 15T 2024 4 1 A 12 HEI#H, 2016 4 1
H1HE, AEEHZ CAERZERITFIES.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOTCA
(SM2)

J

Guangdong Certificate Authority
(SM2)

| | | l

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA iEf (SM2) /& [E KM E M R ARIET, FIBHEE N SM2, RZEHK
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&4 256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE43,
KN 256-bit, 2K H E% 5L SM2 BN NZRIE . HUZRIE . W &IRIED
AHARSEUEAS

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA 1] SM2 iE+# 1 ROOTCA (SM2) T~ Guangdong Certificate Authority
(GDCATrustAUTH E1 CA) &k

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA IEF5 (SM2) #5F 2042 £ 7 J1 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042,

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH447E 2034 4£ 6 H
21 HE|#, 2030 £ 1 /3 1 Hi, KAEHE A Z CAEBZEAIT T IES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

2 v v v v v v
GDCA TrustAUTH | | GDCA TrustAUTH R4 | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA R4 Primer CA
T
v
EV SSL Server EV CodeSigning OV SSL Server 1V SSL Server DV SSL Server CodeSigning Organization, Typel Ir@wdua\
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT ik 2 4H K Jy 4096-bit, T 1% 8 4~ CA ik,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA, 4K E N 2048-bit, A FHAKE N
RSA 2048-bit ] EV SSL ARk 45 #$25E 45 (2) GDCA TrustAUTH R4 EV CodeSigning CA,
K 2048-bit, 25Kk %K N RSA 2048-bit ] EV U242 J5EH; (3) GDCA
TrustAUTH R4 OV SSL CA EF, ZEHK LN 2048-bit, %K B EHK BN RSA 2048-bit
) OV SSL IR %5 #5251 4; (4) GDCATrustAUTH R4 IV SSL CA, 41K & N 2048-bit,
2R EHKE Y RSA 2048-bit [ IV SSL k%5 #52K1E+5: (5) GDCA TrustAUTH R4 DV
SSL CA, HHHK N 2048-bit, 25K % HHK E A RSA 2048-bit 1] DV SSL Ik 45 a5 2KiE+5:

(6) GDCA TrustAUTH R4 CodeSigning CA ilE15, KN 2048-bit, &k HHKE
N RSA 2048-bit [{JCHL25 44 2K4F+; (7) GDCA TrustAUTH R4 Generic CA iE$5, /4]
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KFEAN 2048-bit, 2K HHK AN RSA 2048-bit MIHLIA . N AJKIEF; (8) GDCA
TrustAUTH R4 Primer CA, 8K 2048-bit, 25Kk B 4K JE N RSA 2048-bit 14~ A
1 K+,

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key

length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |

IndVIARHIFRRUTH RS ROOT HiF 45:4-T- 2040 4F 12 7 31 H FIH.

GDCA TrustAUTH R4 EV SSL CA 1IE+3#47£ 2030 4F 12 H 31 HF[#H, 2027 421 H 1
Hie, BAEMHZ CAIERZERIT .

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4 12 A 31 HEI#, 2027
FL1ALHE, BAFEHZ CAIERZERIT FIET.

GDCA TrustAUTH R4 OV SSL CA IE454 7 2030 4 12 / 31 H F|H], 2027 41
1 Bk, BAFEMHZ CAIERZERI FIEf.

GDCATrustAUTH R4 IV SSL CA iE-f5 41 2030 4 12 H 31 H3i, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 DV SSL CA iE 544 1E 2030 4 12 f 31 HFH], 2027 41
1 Hilg, BAEMZ CAIERZRIT L.

GDCA TrustAUTH R4 CodeSigning CA i 544 7E 2030 4 12 H 31 H#I#, 2027 4 1
H 1 HE, BAFEMHZ CAIERERITFIUET.

GDCA TrustAUTH R4 Generic CA k344 7£ 2030 4F 12 H 31 H#IH, 2027 421 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 Primer CA 1iE 54 7£ 2030 4F 12 H 31 HFH, 2027 41 H 1
Hie, BAEMHZ CAUERZERIT .
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.
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GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

5) it R5 R CA

KRS
HRCAIEF
! ] ] , ! ] }
#UmHE R4 EV HLRHU R4 OV it R4 IV HUni A R4 DV HointfiRr4 Mkt HR4 B fiR4
IR % #HIEF CA N4 2RIEF CA IR %5 #8E+ CA R %5 #HE+ CA RIFZEFZIEF CA FEBHT FHES CA I FHIEF CA
A A A A A
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

A RS M CA E-F IR B 4K 5 4096-bit, 1% 7 A~ CAIEFS, Hdr: (D
Bz A RAEV RS AIEF CA, HHHKE 2048-bit, 22K % HK LN RSA 2048-bit
(] EV SSL R4S 25 2KE 155 () Bz X R4 OV RS EIET CA, KL N 2048-bit,
R K E Y RSA 2048-bit 1) OV SSL IR #5KUEFS; (3) Hif AR R4 IV IR 55 3k
F CA, FEHHKIZ N 2048-bit, K%Ky RSA 2048-bit 1) IV SSL k55 dsJKiE+S

(4) Hzi R R4 DV RS ZHIET CA, #HKEN 2048-bit, BREHKE N RSA
2048-bit i) DV SSL IRF-##KIUETS: (5) LA R4 AULZELIET CA, BHHIKEN
2048-bit, R HPIKSLN RSA 2048-bit HIAMSZE AL RKIET:: (6) =l R4 HiEiT
FUEFS CA, BN 2048-bit, %K EHHK BN RSA 2048-bit FIHLA . AN AN KIE;

(D2 RA EAIT FHIEH CA, BB 2048-bit, 25 K % HH K % Jy RSA2048-bit
HIAN N 1 2KIEH

The length of #Z{L R5 1R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t%B1% R4 EV AR5 #%1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) #% i1 R4 OV k% #34iE1 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH{L R4 IV

8
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R 45 23ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
2R R4 DV k45 24EF5 CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) izt R4 fAIL25441E+H CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #zhffX R4 il JiE+fi CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) $u%if4{ R4 ZEHit
T FPEHS CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual

b AX R5 AR CAE-F44 T 2040 4 12 H 31 HEIH.

Hez i RAEV RS #E T CAE47E 2030 4 12 F 31 HEIM#, 2027 41 A 1
Hit, A% CATEBE& R iE.

H X R4 OV IRFF4HIET: CA IEFKE7E 2030 4F 12 H 31 HHI#], 2027 41 7 1
Hi, A% CATEBE& R iEH.

B R4 IV RS #8E ) CA IE447E 2030 4F 12 A 31 HEIM, 202741 A 1
Hi2, BB % CAERE& LT FIES.

ezt RADV RS BUE TS CAEF#7E 2030 4E 12 A 31 HEI#A, 2027 1 A 1
Hi&, A% CATEB& R iE.

ez R4 AR AZIUET CA IEFIGAE 2030 4 12 1 31 HEMA, 2027 41 H 1
Hi&, A% CATEB&RIT FiE.

B R4 BT SRS CAETH47E 2030 4 12 H 31 HEIM, 202741 H 1
Hi2, BB % CAERE& LT FIES.

Hez AR R4 FERRTT FUEFS CA UEFRI4AE 2030 47 12 ] 31 HEW, 2027 41 H 1
H, A% CA IEBZ& LT FiE.

ezt X R5 #R CA certificate will expire on December 31, 2040.

B R4 EV R4 2HIEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

b R4 OV IRZ#HIET) CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 IV RES2$IE CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 DV RS #5IET5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B i 8 R4 RG24 E+ CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz AR R4 5@ 1T S ETS CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B R4 ZERE1T FE+ CA certificate will expire on December 31, 2030. From January 1,
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2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH ES
ROOT

' | | , ! ! }

GDCA TrustAUTH E4 EV SSLCA GDCA TrustAUTH E4 OV SSL CA GDCA TrustAUTH E4 IV SSL CA GDCA TrustAUTH E4 DV SSL CA GDC%:Z;:‘:{:‘?&“ SOATMALTH EA Garsic GDCA TrustAUTH E4 Primer CA

A4 v Y A Y s 4
EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH E5 ROOT ik H (&% 554 ECC, MRE KA 384-bit, Nk
7NF CAAEH, Hrb: (1) GDCA TrustAUTH E4 EV SSL CA , 41Ky 256-bit,
2R E )Y ECC 256-bit (1) EV SSL ik %5 #5835 UE+5; (2)GDCA TrustAUTH E4 OV SSL
CA, KN 256-bit, 28K ZEAKE N ECC 256-bit 1] OV SSL A& #s2SiE1; (3)
GDCATrustAUTH E4 IV SSL CA, HHHIKE N 256-bit, 25K % 8K &)y ECC 256-bit )
IV SSL Al 45 #335IE5; (4) GDCA TrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REHKE N ECC 256-bit 1) DV SSL k% #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK A 256-bit, %K EHKE )y ECC 256-bit [K4LALAE 44 FKIE+

(6) GDCA TrustAUTH E4 Generic CA 1iE+5, %K 256-bit, 25K ZHKJE )y ECC
256-bit IHLKI . > AJSEF; (7) GDCA TrustAUTH E4 Primer CA, % 41K i )y 256-bit,
2 K ECC 256-bit 19N A 1 J5EH .

The length of GDCA TrustAUTH E5 ROQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT 15T 2040 4 12 H 31 H ZIi#.

GDCA TrustAUTH E4 EV SSL CA iE-5#7E 2030 4 12 H 31 HE#, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT A,

GDCA TrustAUTH E4 OV SSL CA ilE+5#7E 2030 4F 12 H 31 H 31, 2027 41 H 1
Hitg, KA Z CAERZRIT FHEH.

GDCA TrustAUTH E4 IV SSL CA iE-15447E 2030 47 12 H 31 HEIH, 2027 41 H 1
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Hie, AR Z CAIERZERIT .

GDCA TrustAUTH E4 DV SSL CA iiE 54 7E 2030 4F 12 /] 31 H #|#], 2027 4 1 7 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA il 15 7E 2030 4 12 A 31 HF#, 2027 4F 1
H1HE, AT ZCAIEB&RITFIET.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 HZIi, 2027 41 7 1
Hie, BAEAMZ CAIERZERIT .

GDCA TrustAUTH E4 Primer CA 1IE 547 2030 4F 12 H 31 HF#A, 2027 1 H 1
Hitg, BRI Z CAERZRIT FHE.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T i GDCA TrustAUTH R5 ROOT iE+5. ##if 44 R5 R CA iE+5. GDCA
TrustAUTH E5 ROOT 28 & W RAE5 2 & I E+:: GDCA #{f CAB i1z
Chttps://www.cabforum.org.) & AT BT AR A Baseline Requirment i2E47 %5 A A4S BE A
LRI {EAT SSL EriiF 1, i A CPS #1 Baseline Requirment H 4% #A AS— S 5
I LA Baseline Requirment ] P 25 Ak .

For subscriber certificates issued by the intermediate CAs which are issued by GDCA TrustAUTH
R5 ROOT certificate, (% {X R5H# CAIET and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest version of CA/Browser Forum Baseline Requirements published at www.cabforum.org

the issuance and management of publicly trusted SSL digital certificates. In the event that a
discrepancy arises between interpretations of this document and Baseline Requirement, the
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Baseline Requirement shall govern.

1.2. R4 FRE5RRIR Document Name and Identification

ARSCREFRAE (e i AR B3 A R 7] H TR S5 BN (fRiFk GDCA CPS.
A CPS), CPS Jy“Certificate Practice Statement”[{I4i5 . fEACRH, CPS & [H T A+
Hh 5B LR SRS 44 FRAT3E 44 K

A CPS DA SCXUE R R AN, & 9 SCRUAS 5 SCRRUAS HE BT AT B 3L, A ST
A
This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS”).
And CPS is equivalent to “GDCA CPS”.

This document is the Chinese-English bilingual edition of GDCA CPS. If there is any inconsistency
or conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI &53# PKI Participants

1.3.1. B FAEIRSE LI Certification Authorities

GDCA 2Rl (hHe NRILAE i 72842350 . CR T INEIRSSE BINE) HE, K
PRI ER =07 B IE ARG LAY - GDCA Jiid 45 I F FEL 158 53 i 8l K 57 EAR AR 2L
TR SRAECTIE P IRAIE IR 55 5 - BU Oy LIRS B (1 2 5 4R

GDCA is a third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People’'s Republic of China" and "Measures for the Administration
of Electronic Certification Services". GDCA becomes a participant in electronic authentication
activities by issuing certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. VMMM Registration Authorities

GDCA [ FE B ML Z 4 GDCA IERIZHUG 52 SZhI, AFEE
WERZ (RA) Fts, IEHAHSZHE S (LRA) 25, VEMHLIAE N GDCA [E B HiE#H
BT VE M FR SR

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. Registration Authority is an entity that establishes
registration process for certificate applicants.

12



Il somrnnnammas
Soen rmnpm——,;e GDCA HLTFIAEME SR (V4. 4) i

1.3.3. T J* Subscribers

FEHTRA MY, TR 78S N IEBRA AN, & GDCA MUKUETSHIFT
AERART, AT N WU BRI i (R A e A e b 2 I kde s e 55 4 A
TRAEEN A B .

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A F Relying Parties

GDCA HIUEFARK T 2454 T X GDCA $4t Fi I UERG B o il 725 44 A9 (5 4t i A
FA RGBSR ZAAT LUZ, WA BLAE GDCA H—MEFT 7.

Relying Parties are the entities who are engage in related electronic authentication activities upon
its trust of the electronic signatures provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.3.5. HAthZ 53 Other Participants

HAhZ 5% 489 GDCA [ H T IAIERG SR B IR 55 i Hofh Se 4

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.

1.3.6. IEF R Certificate Usage

1.3.7. EEHEPBR A Appropriate Certificate Usage

GDCA {31 b A 2@ FHEAS, R RR AR, #AE RN Flanis A
EF SRR IR R I IR . BRI A OA RE5E, HUIEF FISRIEATI I R B AE,
B AE PRI IR B S, BEAT (8 BB 55 B 1 BUOIE AR R B4 S 4 1A
A SOE N A 2 541, GDCA 1T b4 ] A2 N A AE L3 BUSS . HL7 7 55 I ot
HeAeidEsht, DSEI S B4 SSBEBEE IS H A, (RNt Or ELI
EAE BALZE XU S A0 (AR A SR AR A B S B AN R 1

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
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different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificate can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA 2R MIE+:, MIBRE L AT LA A2 T 91 % A 2L

1 SME, fRIERA] GDCA fEAEMRSS IIEH A S ik tt.

2. IRIUESS BSEEME, fRUERT GDCA Hr-E BAE 2 44 ), AT LAIGIESS B e ML L
PR, KRIEMHRHE B2 S50

3. ERMIMLENE, HUEMEORIEALIETT MO E BN, Aaltie HEREGER
BT -

4. BIEHCTREAL, RHME RIS H AN PTHRAE KK e B 25 4 #EAT BRI

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Identification: the certification can ensure the validity of certificate holder using GDCA trust
services.

2. Verification of integrity: the assurance to an entity that data has not been altered and further
verify the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Verification of digital signature: the certification can ensure the non-repudiation of transaction
entities by verifying the digital signatures.

RAEUEFKAY, GDCA i K BIERAFE N NFET . HUSEIEF . WadiE.
SSL k5 ae k4. AR RUEFSE . Hrdr:
® X T NBIERAMNUMZEIES, RS AEB 255, 075, B9
DRI EEA, ORIy 438, s, e gulm, $n05 0™
1%
® T SSL IRZ#H2KAET, 4 DV SSL(Domain Validation SSL) iE 45+ IV SSL
(Individuals Validation SSL) iEf5. OV SSL (Organization Validation SSL) 1iE
F M1 EV SSL (Extended Validation SSL) 1iF47;
AR AE TS, X BB AR A EV A2 4R
® U IUETA FX kAT o 3
According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
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Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.
VT AT ARR A SERR 77 22, H 32 A A g g SR AR RS & E 2R, ANEFEB R
AN L E

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.3.7.1. A ANKEF Individual Certificates

MR LN NIIBCAIESS, DRSS RN E SN T, A ss 5. 4l iR T
farey

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

NI A LR UK
There are four different types of individual certificate:

55 1 AN NIES——3RMAEM A5 SRR T A RGIEDIRE, TR 2
) (4 P T 55 N FH A8 B A FL 7 B0 B sk A 5 1 2R ARSI T 7 S48 S 4 %
¥, GDCA R FRHAE A MR S, Gl f bl . FHLS5E. 28 1 2840 NEf]
DA T OB E AR T30 22 4 BORAN B F T IR 2544 . & 7 i il P 3R it S
UERI /NS 5 55«

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement,
e-commerce and non-e-government transactions. There is no need to offer identity information
applying for the Type I Individual Certificate. GDCA just need to verify the information submitted by
users, such as e-mail address, mobile phone number and so on. Type | Individual Certificate can be
used, but not limited to e-mail signatures with low security requirement, client-side authentication,
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and small transactions that do not require any identify certificate etc.

52 B NIER——EE W A5 B AR 2 A K B 0 DGIE s (5 BT %4
EDIRe, 1T 22 A — R I TR 5% I A S AR T A S F . R AR
2 B NAEAS I T B2 PR 1 B RS B, GDCA T530AIE Al P BT A2 (K15 ., 6 20,
AR BB =7 Bl B 45 7 B A N S5 B 28 2 A NER A DUH T 6045
(AR T H B YAIE B3R AR 5 %%

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable to the e-commerce
with high security requirements and e-government. When applying for Type Il individual certificate,
GDCA requires the applicant to provide some personal information, to verify the information
submitted by users and, if necessary, to authenticate the identity of the individual through an
authorized third-party database. Type Il Individual Certificate can be used, but not limited to login
through internet and the transactions with middle amount payment.

55 3 R MNEH——LIAE W _EAF B AL ISR b 22 2 0 B i S A GiE s 5 2
T P2 A4 S RE 38 TR 22 A BRI e Y FL T 55 I P AT A T LSS N AT
I HEER 3 N NIES I R 2 e B 1 S5 2 A B AT KL, GDCA AaZBins B 473 Bk}
LHEAMRHEATIOAE, SRRy AT DUEE . AP, 40 iS50 AT B A B0k R
H IR HE B S BURE = 057 e B rh 4 B AT EEXT IS IE . 55 3 RN NIEB AT B T
FEAEANR R 5 B R GE 0 A INIE . BORBUHE 77 55 58 5 55

Type Il individual certificate is used in the process of identifies authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for e-commerce and non-e-government with higher security requirement. GDCA
requires the user to provide complete identity information and application materials when applying
for the Type lll individual certificates. The GDCA must authenticate the identity data and application
materials through the voice, video, photo, etc., or compare the information with authorized
third-party database. Type Il Individual Certificate can be used, but not limited to the authentication
of specific application system and e-commerce transactions with large amount payment.

55 4 R NUEF——CBUAE W _EAF BAR IS I RE A 22 2 0 S e I B VGIE S A5 200
W 244 S D RE 38 TR 22 A B RAR Ry Y LT 55 I AR L 0S5 I P AT
HE 2 4 N NI I fafe (52 B0 5 045 2 ) B AR, GDCA b AUt 15 # AL
1 8 S5 St TR X T (10 365 <5 7 SREAT WA, AR A 50K S B R AL (45 2 S BB
=5 B R A5 S AT EEXT IR . 5 4 SR NIER AT LU TR EAR T BT &R
Bl KB THS S

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security level, including e-commerce and e-government. Users
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required to provide complete identity information and application materials when applying for Type
IV individual certificates. GDCA must verify the identity by voice, video, photograph, or face-face
verification, etc. Type IV Individual Certificate can be used, but not limited to the signing of
contracts and large amount payment of e-commerce transactions etc.

1.3.7.2. BUHISRIES Organization Certificates

AR G WU BB THIE TS, HU ARG AL BURHLR. A BRsE.
GDCA NZER A 1 AN 2 SRHUVIESS, AR 3 FANE 4 SRHLAIESS:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 RHUHE B ——SLBUAE W _EA5 B AL ISR TP i B0 AGE (5 BN g 725 4
SEIRE, 8 TN A R AR 1 R 55 N TSR A ST M AT RS 3
PNV I 7R SR AL 72 B 00 S0 5 2 5 S A KL, GDCA (b AR HLRIIESE BERE K FR i 44
BHEATIAE, BAEr )7 20T DUETE S U 3RS T5 sUHEAT i B0k B i & 1R 281
15 S GBUBER =77 e B 15 B AT EEXS BAIE o 58 3 ZRHUMHIE TS AT A TR B (H AN IR
THEMH RGER T NE. B4 MESE.

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements, including e-commerce and non-government transactions.
Subscribers are required to provide complete identity information and application materials when
applying for Type Ill Organization Certificates. GDCA must verify the identity by voice, video, photo,
face-face verification or compare the information with authorized third-party database, etc. The
certificate can be used, but not limited to the authentication of specific application system, digital
signature, and encryption etc.

55 4 RHUVIE S ——SCBUAE W _EAF BARIE I RE A 22 2200 i) B GIE S 15 Son
AT R4 S ThRE 38 T 0 22 4 BORAR vy [ HL 7 7 55 I P AT+ 5 55 2 FH 4K
G 25 4 RN UMIE I T (52 B i 5 0015 B A RS AL RL, GDCA b AUl L 1 5 AL
1 8 S5 St T X T (10 56 ) <5 7 SREAT WA, AR A 50K S B R AL 015 2 S BB
=7 Bt e P A BT B IS . X GEE T A A L USB Key S5 AR HIIEFS, 7]
DT REEART B TERMZET. KBRS Z5%.

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level, including e-commerce and
e-government. Subscribers are required to provide complete identity information and application
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materials when applying for a Type IV Organization Certificate. GDCA must verify the identity by
voice, video, photo, face-face verification, and compare the information with authorized third-party
database. The certificates must be used with USB Key. They can be used, but not limited to the
signing of electronic contracts and e-commerce transactions with large amount payment etc.

1.3.7.3. & KIEFH Equipment Certificates

IR 25 B8 OB TIES, SO EAEIRST A%« Bkt BEhaess, SIEE % A
TR LR B S, W Z 245 BRI BN, 45 k55 4 AUA FROAE 15 43 ) b
e 1 AT Wil 55 2 R B 43 6 SSL N 8 DM WU EAT IS 21 .

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.3.7.4. SSL ARZ-2&KFFH SSL Server Certificates

SSL S5 UEFihR 1 Web Wil Web 5545 (10 5 4y, AT LU T10E B 0 1) £ 473
sE B SR SSL nEEIE, AMEMTHRZS . SUTHIZE 4 BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIr25 & i SSL Ak 55 & UL B4 AT DU Ab:
® EVSSL i+ (Extended Validation SSL Certificates), B & L6 iE AL R 45 2%4E 1
® OV SSL iE+5 (Organization Validation Certificates), B[l 75 BL4&IF W34 T J@ WL
A S IbRERL SSLES
® |V SSLiETS (Individuals Validation SSL Certificates), EJJ 75256 1iF M 3 2578
NGy AR HERL SSL AIE
® DV SSLiFET5 (Domain Validation SSL Certificates), P H 3G /X vk 44 B A 4
1) 18 2 24 SSL UE+5
SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to
verify the identity of the organization owns the website.
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® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to
verify the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only
verifies the ownership of the website.

Horr, OV SSLAES. IV SSL ik Al SEB R i L3 45 S8 1000 85 LA K X s £ 473 4 9 1
TifE, DV SSL k45 R R AL sl A5 BN TRk . EV SSLE+5#1E (GDCAEV ik
FHTF IS, A& CPS ASFEAf H kAT B A .

SSL A5 #HE AN BR B4 Fh 2, Wi Ig44 . BURIRE 55

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.3.7.5. A4 FUFEF CodeSigning Certificates

PABZEAAE AR R BAFARS KR IREE T, R T8 RS M4, A
BT RRZG . A INEENH .

B LE A UEFAT P 2K, AERAS R AR xR AR HEA. R
BURAT S BEPIFERNREA .

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

ARG 2 4% JE PALFE AL 2 ZE A EV R ZETS, EV RS 4IE i H
GBI I B The, FTAS IR 06 08 A 4 BR G0 — ¥ T4 S 0 SO bR v 2 ™A
HE R CRAP LA o BV ARBS 2544 UE 5384 (GDCA EV iE-F B UMV S5 RN, A CPS
NP HHEAT B B 34

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow the strict
international standard of identity verification and private key protection mechanism. EV
CodesSigning certificate conforms to "GDCA EV CPS", which is no longer covered in this CPS.
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1.3.7.6. ZHAERHEH IR 245 RS CP Object Identifiers of Certificates

5 1R NIEP 5. 1.2.156.112559.1.1.1.1

55 2 BN NIE5ER%: 1.2.156.112559.1.1.1.2

55 3 RN NIE5Em%: 1.2.156.112559.1.1.1.3

55 4 2B NAEP5ENE: 1.2.156.112559.1.1.1.4

55 3 ZRHUME 5% 1.2.156.112559.1.1.2.1

55 4 Y UME TSR 1.2.156.112559.1.1.2.2
WA IE 5 : 1.2.156.112559.1.1.3.1

OV SSL lE+i5HE X RARIRAF: 1.2.156.112559.1.1.4.1

IV SSL iE 5 SR BE X RARIRAF: 1.2.156.112559.1.1.4.2

DV SSL iEF5 sug X RARIRFRF: 1.2.156.112559.1.1.4.3

EV SSL ilF 5 5K BE AT SRR 1.2.156.112559.1.1.6.1
AR5 44 2RAE P S X R AR IAST: 1.2.156.112559.1.1.5.1
EV SRR IE P SRR RAR AR 1.2.156.112559.1.1.7.1
BT A N IEP S AR IASRT: 2.16.156.339.1.1.1.2.1
B HDNUIE RIS RARIART:  2.16.156.339.1.1.2.2.1
Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Ill individual certificate policy: (1.2.156.112559.1.1.1.3)
Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)
Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1)
General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)

EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)
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Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.3.8. FR 1| E 5 B A Prohibited Certificate Uses

T RAMIES, HRBENH TAEH AR ER S IE G MR B, SAE
BHREEHAT NN I, TAREIE RSS2 S S WIES LR, HUTEFASRENE
NN N EAEF R, B IES A REAE AN NAIHUIEF RAE A o ARFTARF 51
i, ABEAS CPS HIfRY

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual and
Organizational Certificate. Any risk raised by inappropriate usage cannot be addressed from the
CPS.

E-P AR IR AR AR AT s [ SRR B R B X 2 2 (I T A, 75 0 e i
FRE R R AT P BATASE . Fenl B8], EBABEH T AMTHEAT. ARBUE T
SERAB R IR B, BN T EZRPTRM I G, Wiz i e SR CHLI ST
OB IR S 2 P A IE I ] R G el E 6] R G, OV E RET I BEAR Al AE S BUET .
N G403 3 8™ B AR B RIA .

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, otherwise all legal liability that triggered by
this will be taken consciously by subscribers themselves. Special note here, the certificate is not
designed for, not intended for, not authorized for control equipment in danger, or for the occasion
where the failure is required to avoid, such as operation of nuclear equipment, navigation or
communication systems of shuttles, control systems of air traffic or weapons, since these faults or
failures may lead to death, personal injury or serious environmental damage.

1.4. SRWEEHE Policy Administration

GDCA 4RI % 1 2x /2 GDCA HLFINIEIRSS T Sems it i i B B LA, fhon o
HLHE CPS, FAE N CPS SIZhfs: 7 I B ) i v R JE WL

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.
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1.4.1. SRS SCARA B BALHY Organization Administering the Document

SRS SCRYET FEALM ) GDCA 24 R 2 01 4%, AE N SEuE A BN S5 hiiT KA s
BHA CPS. GDCA A RKRE NS HRA T AR EHE . 7B O, ML, HR
Hle B RS O S AL A SRR

GDCA % 4> 5l 23 51 2 ¥ T AT A IR LE St UE 15 S W A T4 BRI ME I, 32— B
ERG WARIE TR, 2% A4 AT A A SRR E AL

AR TEWE SCRS AT AR5 55 H AR AT BUS BT 67 5

GDCA Security Policy Committee is assigned as the role of document management authority
responsible for establishing, publishing and updating this CPS. The committee consists of the
relevant representatives with the right of decision-making from GDCA's management,
administrative center, marketing center, technology center, operation and service center, etc.

Member of GDCA Security Policy Management Committee has the right of a vote over
management and approval of certificate policy. The Chairman of the committee may have two votes
for decision in case of tie of votes.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative department.

1.4.2. Bt & A Contact Person

GDCA H45%F FiF ARV 55 BN HEAT 4 i R AR #5141, JFH1 GDCA $58 %11 IIHL#L
FIAARE . AT(TH I CPS (M, FIL. %%, #mT LA LA 5 G THCR

AR T: GDCA TBUE BRI

PRAN: Tt

Wk thk:  https://www.gdca.com.cn/

LTl AR k. gdca@gdca.com.cn

PR MAE: P NRILAIE A8 MM TR X AR KU % 448 5 et KB 5 23 #%

MR E GRS : 510030

Hi% 5 i%: 020-83487228

fEH 515: 020-83486610

Specialized agencies who are designated by GDCA take the responsibility of strict version control
of CPS. Any problems, suggestions, questions, etc., about CPS, you could contact as follow:

Contact Department: GDCA Administrative Department

Contact: Ms. Wang
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Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: 020-83487228

Fax: 020-83486610

1.4.3. WRE CPS fF& SKIE HIALA Person Determining CPS Suitability for the

Policy

GDCA %R f 22 A W) CPS HMSHil % 1 fie s BUBMLI, & H s fHLHE CPS.
RIE CPS 1 &5 SIS LI o

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.4.4. CPS #it#:F2 P CPS Approval Procedures

AHUH] CPS Hi GDCA 2 4= 5K HE 22 R 23443 CPS 4 5 /INHIE SCHY, CPS %5 /)
U 5EUEIRAC GDCA ZAKIG R & Wi %, Si%% R aMuEE, 1ER{E GDCA &5
uh FRAN, JERIE CRPIGERSEEINEG) e, Wbk fiz HEr=1+HZH
) Tl A BB A 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee to review. After
approval of the committee, GDCA will publish the CPS on the official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the
announcement.

1.4.5. CPS 1&1] CPS Revision

GDCA AR [ S (BRI FAR ZER AR AE AL Bl 55 e J 1 L S I AZ 1T CPS,
CPS % 5 /NHARYEAH R AITE DL E CPS BT/, $25C GDCA % 45K % R #i %,
fuZ ettt )s, 1IEXAE GDCA B 77 Mk L&A .

BTG CPS, WA KA 2 H AR = H 2 A 1a) DA E B B 5
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The CPS will be updated timely in line with the change of national policies and regulations,
technical requirements, standard and business development. The proposed suggestion of
modification will be submitted by the team which is responsible for writing CPS based on relevant
changes, then it would be reviewed by the GDCA Security Policy Committee. After approved by the
committee, GDCA will publish the CPS on the official website.

GDCA should put the record to the Ministry of Industry and Information Technology within 30 days

after the announcement.

1.5. X HZEE Definitions and Acronyms

15.1. ARiEE X —¥% 3 List of Term Definition

GDCA Hez BB B IR A F 45

GDCA ‘%4 5Mg % 12 | GDCA WIEAR 55 14 58 A ) fi e SO 7 BRI B HLAI AT CPS — 3
P TE B

BT UAIE RS AL GDCA KA F#EAE T CA BAR N T IME RS L
(Certificate Authority, CA), tHHLRZIUETINIENIF, ZMUKIE
SELOES N

ALY TEMHLFY (Registration Authority, RA) 5t AFHIE-P HiEH
FEFIT RS E R, I 2 IR BITEIRS AN, o4
VR FRE 2 S M AR A SE AR, S STRHIE TS F I & #EAT B 4
PRIRANEE], R SR BIE PR TE K, AR T EIRS L
R SE T IE B S R B A R

AT W52 B A AHhyEM 2 H 5 (Local Registration Authority) 252 FEIE 45 AR
F % mAlA, YEJy GDCA INUENRSS 1A R EEH P EL# 1H 1) FH
FIRS EAA, Zid CA B RA MFRBUNFE &R .

SR B PTTRANE TS B $E M5 2, B P 20 BE B 5 HR
TH. . T

A% 0 TS RZE B HEE S, D B e EE . .
T

HL T2 A NETE HLF IR IR 55 B A 28 R 1) FH DLUE B E A N 12544
Sty IR B AR S5 B TR 10,

Bk il FH B 25 A RN 25 48 N5y AR W] 25 44 N v] 2544 80
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P 1) — A T A YAEIE o

24 HARRBIZEA N B R WA NN T 2844 20 1) T RE A9
ARFBL

Wy TR AR AR BRI N RGN FE TSR AT N L A A
RS — Pl 7284

SINEEEPN FEARFFAH BT A4 A B O DA N By 5 DL AR
A S T B A4 N o

HLF 28 4 M7 FEAR 2T BT 2 AL AR IE S B 1 28 I (S T AT

ES LI PN

AP (TR HIER
)

FEFL TR R R, R 72840 5 i T840 N R SRR
FERII TR AL .

N GRS
)

FESRT T IRAIE FL T 25 A4 0

i ML TAE AR S LA B SIE P I SEAA, B RRIE A A
TEHFELRN Y, TR PSS N

AT PR TIEB SRR Sk, FER TR N, BN R T34
WHTT o WAGTT AT AR . AT AR — T

GDCA Abbreviation for Global Digital Cybersecurity Authority CO., LTD.

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

The electronic certification
service authority

GDCA and authorized subordinate CA are called as electronic
certification service authority, also known as the certificate authority,
and they are the entities to issue the certificate.

Registration Authority

Registration Authority (RAD
requests from certificate applicants and certificate subscribers, and

is responsible for processing service

submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the electronic certification service

Local
Authority

Registration

As the entity serves to users directly in GDCA authentication service
system, LRA is the end authority providing certificate services
authorized by CA or RA.
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Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate
application and help the user handle certificates application,
revocation and renewal procedures etc.

Electronic Signature | Electronic Signature Certificate is issued by the electronic certification
Certificate authority to prove the electronic signature, identity, qualification and
other relevant electronic information of the certificate holder.

Digital certificate Digital certificate is used as a digital signature certificate used for
identifying authorization and indicating that the signer has recognized
the signature.

Electronic signature Electronic signature is a technical mean for identifying authorization
and indicating that the signer has recognized the signature.

Digital signature An electronic signature uses asymmetric encryption system for
encrypting or decrypting electronic data.

Electronic signer Electronic signer is a person who holds electronic signature data to
generate data in his/her own name or to perform electronic sign-off on
behalf of the person he represents.

the relying party on | The relying party on electronic signature is the person who engages in
electronic signature the relevant activities based on his trust in the electronic certificate or
electronic signature.

private key (creation data | In the course of the use of electronic signatures, private key is the data
of electronic signature) such as character, encoding, etc. associate the reliably electronic
signatures with the signer.

public key (validation data | Public key refers to the subscriber's validation data of electronic
of electronic signature) signature.

subscribers Subscriber is the entity receiving the certificate from the electronic
certification authority, known as certificate holders. In the applications
of electronic signature, subscriber is an electronic signatory.

relying party A Relying Party is an individual or entity that acts in reliance of a
certificate and/or a digital signature issued by CA. A Relying party

may, or may not be a Subscriber.

1.5.2. rmgiE K H A& X — ¥R List of Abbreviations and their Meaning

CA Certificate Authority T INUE AR & WL
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CP Certification Policy EP R

CPS Certification Practice Statement T MY 5 50 )

CRL Certificate Revoke List WEBROY ) %
Global Digital Cybersecurity Authority

GDCA R AR A IR 7
CO,, LTD.

KM Key Management Center SR G T

LDAP Lightweight Directory Access Protocol B2 H S s

LRA Local Registration Authority A HE 2 TR S

ocCsp Online Certificate Status Protocol 1EZE PR SN

PIN Personal Identification Number N2 ATt parh

PKCS Public KEY Cryptography Standards N BRI bR v

PKI Public Key Infrastructure N LB EH IR AT i

RA Registration Authority VEM AR S ML

RFC Request For Comments 1 ?kﬁ/fﬁ/ﬁ( ﬂjﬁﬂﬁmiuﬁ{ﬁ)

2ERAMERERBREH

Publication and Repository

Responsibilities

2.1. GDCA 15 B FE Repositories

GDCA & B R — A AMAFF IS B, B REVSRAFE . BUENIE S B S5iE FAT 5K (145
5. .GDCA 15 B FE N A GFEE AR T LU A %5 : CP Al CPS 347 F1 7 SR A IiEF5 . CRL
WA, A ERH GDCA AglIkAiHIEE . GDCA K K& KA tuiFiE1s. CPS
BT ERERENE, RENFBAREFS CPS M LA —8. GDCA f5R

FERT LUEE M AE:  https://www.gdca.com.cn 1], BXH GDCA B 48 & i e il il gy ik

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published irregularly by
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GDCA. GDCA will release certificates, CP and CPS revisions and so on timely that must remain
consistence with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. \IEEBKIRAL Publication of Certification Information

GDCA 7E 5 J7 %k https://www. gdca. com. cn KAffE B %, 1%Mukife GDCA %
MFTEE S B RAUBRIE.

GDCA i H MR 5548 K AT T 7 FIUEF5 A CRL, 1T 7 8k 7 v] LLIE 17 17 GDCA
) H SR 25 23 3R BUIE B A5 AR AYIE 52 [T, GDCA IRELTELIEHIRAE R
S5, AT PR T SEi AR P RS B

[FIES, GDCA K MR 75 R HUH Ath v] B8 1 T 2UEAT 45 B R A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is a chief, most updated and authorized channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through LDAP. Meanwhile, subscriber or relying party can get the current
state of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E]FISHZ Time or Frequency of Publication

GDCA TEIT FHET R 5 A I, 3@ I H S IR 5525 8UR 7 3k F B HHIE F AT CRL
RAi, RAGAWINAKT 24 NiF, BIFE 24 /NN R Aol CRL; S 2AMER T,
GDCA FJ LA EAT L IE AT CRL HIA AT [A]. GDCA A KA — X HL T IAIE AR S LA
) CA PSR (ARL).

R LA A R B R AT TR IR, B GDCA BT pse, IR R AT B 1% 42 E
IR R, I BRI AR R

GDCA releases automatically the latest certificates and CRLs via LDAP or official website within 24
hours when certificates are issued or revoked. In particular, GDCA can choose time to release the
certificates and CRL. GDCA releases CRL of CA (ARL) every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is immediate, efficient and consistent with the requirements of the laws.
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2.4. 5B FEVs E#EH] Access Controls on Repositories

GDCA 15 2 BIE AT I A TF R AT ARFT NARRENS BB, X IX (5 S A1k
U IR ANSZAE AT FR A1 o

GDCA il M 2B Rgi w4t 2 BH R ALl RN 7
FREATE S ERIEIN. MIER. B KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and the access right of read-only is without any restrictions.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming

3.1.1. & FRKA Type of Names

GDCA MUK IECTFAESS, & A MUK B AREF T P EARER A4, SR+ B # 1 5
rAEE B AT N, IR IC R G R . IEBREE RIARR a4, DL
% (Distinguished Name) EA B ELEUEF LN, RIUEHRATH KM —R4I4 . GDCA
FIIEFS AT & X.509 bRk, 70 BCZeiEH5 45 A& SEAR B 4, R X.500 Frtkar 44 5 2

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

X SSL RS ARUETS, A (R348 B 1P Mk #R N2 3= 80 44 b, i 4408
IR AL B IP Mk, SR A A 2 U A4 R KA B 1P Stk

For SSL server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must one of the domain names or IP
addresses from the Subject Alternative Name.

GDCA IE a0 A& AR Y 32 AR TR 51 44 i 42 K G s

Naming rules of issuer’s DN are as follows:
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JE& T (]

H% (C) CN

A (S UEPAURE BT ahy, B A

HX (L) UEPAWURE Fresin, s A

Hlta (O Global Digital Cybersecurity Authority Co., Ltd.&k

GDCA Certificate Authority

HLRFETT (OU)

GDCA AT REMKHE T - L WA XA [ R AN [F] 9
MR IR R AIESS , BT EA GDCA IEFS v Al BAA 35 AN 7] i it
eI

HH% (CND IJE A CA 4
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GDCA Certificate
Authority

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(oW applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA UEA51T ™ i LA B 44 i A4 A 2

Naming rules of subscriber’s DN are as follows:

JE fH
EZx (O CN
B (S PR ETER Y, BEAH
HhIX (L) WP ETERT, 8 AH
Bt (0D ST A E NI, 23T 7 PRAEN LI 44 R
FUREEETT (OW) | iRV S LA T — AN WA
VT B AEATURG (R BARER ]
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FLAA AR B iy BGIE 2B (1 S0 s

N1 Q=D I I Dl )= SR 15 | = 2

WHA (CND | 3 CRAIET), By (BUSEEGHIESD), B Ak (4
NRTESS), B Al TR 44 5K

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;

Organization Unit
ow

One or more following options can be included:
OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;

Email (E)

Subscriber’s email address (if included)

Common Name
(CND

Domain name (equipment certificate), organization name (organization
certificate), individual name (individual certificate), or other identifiable
names

3.1.2. Xt 2R ALK E SR Need for Names to be Meaningful

DN T5 () 2 FRAR IR A BAT — 5 RO R S B EAR AR IR AUE B TR B

A SRR E A RR, ik T 5 B AT ARG E LA EE .

The common name in DN has a representative meaning. The common name identifies the end
entity’s particular name mentioned by this certificate. Identifier describes information of the

specified entity with bound public key.

3.1.3. TP B 4L B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT By UE+5 FRE I AN RE 1 Y B 44 B D 44

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CPS.
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3.1.4. HEARF LR ABMN Rules for Interpreting Various Name

Forms

GDCA 25 K BT BT & X.509 V3 b, B4 4% =085 X.500 brifE. BiA4
K4 2 H GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. LRI ME—$E Uniqueness of Names

f£ GDCA fSAEIA, AR eSS 1) LA A% A REA R, Z0EME—1. E
XFFE 377, GDCA W] UM FLME— i) AR B 42 9 A K 2 SKAEAS o e+ FR I
BUANFERT AL R A4 FRIS A5G HiE & L Se e, 5 AR 2 1 A B AR5 2.3 B
DX 51 ) S U

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique for different subscribers, the first
applicant has the priority to use the DN, and the latter could add more additional information to
distinguish from others.

3.1.6. FFREIRS]. X554/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 & FIUE A EAREUN 4 AR &R bR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WIEEE A Initial 1dentity Validation
3.2.1. UE B #A FAEH B 7% Method to Prove Possession of Private Key

UE T H i #  A0IE FH 75 5 BT B8 A A SR ARG R O RAEH , IE B G 7 v LS AEAIE T3 HA
HHEPEEHTES (PKCSHI0). e 5 R%HR IR Tk, 835 GDCA R
e IR 5 20, G HEAC AT IE AR AE 1B (R 20 L iR 28 R A7 i A T RN 6 B2 Y PIN i) 25

Applicants must prove that he/she holds the corresponding private key to the public key being
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registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. MA B4 % 5] Authentication of Individual Identity

XHF PR AL, B ASEEAS . US4 SIESS . SSL RS w3k
UEASEE, 7 F I IS0 200 AN N RS 2 BEAT B0 B (560, dn e iod 25 90 ] {5 400 R 06
AR FCSEE i T 450 B A At LR ELA T LAARAS H S 2 T ) B 4015 2 10 75 35
AN NZRIT T HQEAS R R A B A B B R BUIAIE A5 FE 2 AR N2 7 o 552
IEFS I I SRR, JRARIEAN 5T

For the application of all types of individual identity certificates, including individual certificates,
CodeSigning certificates, SSL server certificates, etc., the identity of applicant must be
authenticated by GDCA via trusted database validation, on site authentication and other methods
that can verify the identity of applicant. Applicant or applicant’s representative should sign the
application form and accepts corresponding terms of his/her responsibilities described in the
attached agreement.

GDCA WA ZiUR AN A BT F I IIE S AN, $hAT AR B 4 25500 05 5K, — R
5, UEBRRE, gk, 0007 U, N AR T
GDCA must perform different authentication methods depending upon the type of certificate applied

by the individual. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

Lo X FE 1A NIES, $ATELUT %5
GDCA AT P e s M5 2, AR #9 B #EAT IR UE . WA 7 AT BLR
PR IER AL I A BOE L Fh . FHLRE S S H A T 52 i 7 SR S IR F 35 TR 22
H15 B RIS RIAYGIE . GDCA AN AELRIT A HIIES 1 ERIGIE S B LAAM I
b 5 315 SR LRI ATEER. BT HIEE A A/,

1. For Type I Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending verification code, making a phone call, sending SMS or any other reasonable way.
GDCA will not ensure or guarantee the validation and reliance of other information, and will not
validate whether the information belongs to the subscriber, except the information submitted
by the subscriber.

2. XTEE 2 B NIET, $ATELT 0
GDCA 3t F 7 B3 32 A5 2, B i 3B Y 44 93T 7 I seib 44 o Wl iy 5K
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A DL R A A AR SR B0 6 Blad i F i . TR AR S Fo At T S 17 SORERAE FHE &
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2.

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending verification code, making phone call, sending SMS or any other
reasonable way. GDCA can also validate the identity of the subscriber through the well-known
third-party database if necessary, to ensure the consistency of the information from different
channels.

XSS 3 B NIESS, SAT LU %5

1) WA NS SRR Rk . BIA R 5 20T DU AN N B IE B B RS
BURF U AR I BEVSUE I N B 0y A RO, BOE I 285 AT RO RIBUBER
= BHR ESAT AN, SRR B SR AL R .

2) GDCA "] DU A FIE T A 40 IS s B BB R =7 ot i 55 7 20xt
THH RS BT, SRR E B AR 2

3) WRZEICAMNHE, FRERNEIINIRITH RS OriE]

4) T RAELR BN E 4 LHAE 1, 6 T IR A e Az 3R S e B
ok

5 HHIFELSUEIMEER, HEMMZYLEAE, UEAHIENZERET
MU IR A o A EESRIRSAT RN SO B SR =58l e . IR T
45 o

For the Type Il Individual Certificate, the following authentication is performed:

1) Ensure the identity of the subscriber. This can be validated by ID card, officer card or
other valid document issued by government agency. GDCA can also ensure the
information of subscriber by querying well-known third-party database, to ensure the
consistency of the information from different channels.

2) GDCA may verify the information submitted by the subscriber through a voice
communication, video, photo taking, etc. as well as validate through querying a
well-known third-party database, to ensure the consistency of the information from
different channels.

3) If applicant delegates an agent to summit the application form, the identity of the agent
and authorization document should also be validated.

4)  For the application applied by someone in his/her name who works in an organization,
the applicant also needs to provide the proof materials from the organization.
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5) When the application information contains some information of an organization, it is
necessary to confirm the existence of the organization and whether the applicant belongs
to the organization. GDCA could require the applicant to submit the certificate of
incumbency, or validating by a third-party database, or sending e-mails to the
organization, and so on.
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4. For the Type IV Individual Certificate, the following authentication is performed:

1) Ensure the identity of the subscriber. This can be validated by ID card, officer card or
other valid document issued by government agency. GDCA can also ensure the
information of subscriber by querying well-known third-party database, to ensure the
consistency of the information from different channels.

2) GDCA must verify the information submitted by the subscriber through a voice
communication, video, photo taking, etc. GDCA may also validate the information
face-to-face if necessary.

3) If applicant delegates an agent to summit the application form, the identity of the agent
and authorization document should also be validated.

4) For the application applied by someone in his/her name who works in an organization,
the applicant also needs to provide the proof materials from the organization.

5) When the application information contains some information of an organization, it is
necessary to confirm the existence of the organization and whether the applicant belongs
to the organization. GDCA could require the applicant to submit the certificate of
incumbency, or validating by a third-party database, or sending an e-mail to the
organization, and so on.

5. X TEEEEEIEBN NS 555
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For the individual mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When an individual applies for a mutual recognition certificate of Guangdong and Hong Kong,
GDCA shall conduct a strictly authentication process on his/her identity:

(1) While a face-face authentication is conducted to a person's identity, GDCA should confirm the
identity, which must be correspond to the subject of the certificate, of the applicant by a legal
document of attestation (including, but not limited to, identity cards, passports or other identification
documents).

(2) While a remote authentication is conducted to a person's identity, GDCA should confirm the
identity, which must be correspond to the subject of the certificate, of the applicant through
comparing a legal document of attestation (including, but not limited to, identity cards, passports or
other identification documents) with an authorized third-party database of identity, as well as
validation by elD or biometric authentication in combination with video, voice, photo, etc. GDCA
may even contact the applicant via telephone number retrieved from a third-party to confirm the
identity of subscriber, if necessary.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

FEIRAL Pt A0 R B IS e A DAIE 5 328 A R B IE P, B /5 B IR %
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GDCA must verify the ownership of proprietary when a domain name, a device name or an email
address is used as the subject of the certificate. For example, the subscriber should submit
ownership documents of domain name or written ownership commitment of subscriber, etc.
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

sbAh, AER, GDCA W] LABE e B il E R m 77 M Bk

HIE A S5 PRIE RIS MR LS 28, HR I A S V2 54T . GDCA 7E3E
AT TR A IR E A LUS, AR G 10 SRS Cn S iEss) k47 &
RN BE

X DV SSLiEFs, GDCA RERIE Mg A A AL, AR HiEAN NS #4756,
B FTAE BV B TEL A CPS $3.2.7 T HiA AT .
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and take the
corresponding legal responsibility. The GDCA does not undertake any obligation to examine the
validity of applicants' identity documents (e.g. ID cards) after a limited review according to the
requirements from relevant legislations.

For DV SSL certificate, GDCA only verify the ownership of website’s domain name. The verification
of ownership should be performed according to chapter 3.2.7 of this document.

*FF GDCA TrustAUTH R5 ROOT ilF 5. £ % B 48 R5 2 CA i 15 .GDCA TrustAUTH
E5 ROOT 2K M AFB T2 R IKAT P E+, GDCA @i Phbn e TR A A E T AE =
USSR VE R IE P 1E R . X RB0A “m X7 FE AR, GDCA BT LA 4.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, (% R5 #2 CA iE45 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

3.2.3. Pt B4 1% 7] Authentication of Organization Identity

FEMTALBN CBUFHLR . 3Rl BA75E), £ LN 4 R IEHLSEIESS
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Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, equipment certificates, SSL certificates and other types of certificates,
should be authenticated strictly by querying the trusted databases, making a face to face validation
and other ways that can clearly prove the identity of the subscriber, etc. Subscriber or subscriber’s
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representative fully delegated by the organization should sign the application form with company’s
chop, and accept and affords corresponding responsibilities described in the attached agreement.
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GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.
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1. For the Type Ill Organization Certificate, the following authentication is performed:

1)

2)

3)

Confirm the legal existence of organization. This can be proved by a valid document
issued by a government agency, such as an Industrial and commercial business license,
enterprise National Organization Code certificate, or validation through well-known
authorized third-party database.

GDCA may verify the information provided by the subscriber through voice
communication, video, photo taking, etc. or querying well-known third-party database. If
necessary, GDCA may contact the organization based on information from third party,
such as telephone number, email address and so onto verify the authenticity of the
applicant’s information, e.g. job position of representative or whether the person from the
application form is the real applicant.

GDCA should validate the materials submitted by the authorized agent and the identity of
the agent to ensure the authorization.
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2. For the Type IV Organization Certificate, the following authentication is performed:

1)

2)

3)

4)

5)

Confirm the legal existence of organization. This can be proved by a valid document
issued by a government agency, such as an Industrial and commercial business license,
enterprise National Organization Code certificate, or validation through well-known
authorized third-party database.

GDCA must verify the information provided by the subscriber through voice
communication, video, photo taking, etc. and also querying well-known third-party
database, to ensure the consistency of the information from different channels. If
necessary, GDCA may contact the organization based on information obtained from the
third party, such as telephone number, email address and so on to verify the reality of at
least one property of applicant, e.g. job position of representative or whether the person
from the application form is the real applicant.

GDCA should validate the materials submitted by the representative, as well as the
identity of the representative and the signed document from the organization to verify the
authorization from the organization. If necessary, GDCA shall do a face to face validation
for the representative.

GDCA must verify the ownership of proprietary when a domain name, a device name or
an email address is used as the subject of the certificate. For example, the subscriber
should submit ownership documents of domain name, and supporting documents or
written ownership commitment of subscriber, etc.

If necessary, GDCA can also verify the subscribers’ identities using the information
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obtained from the third-party. If GDCA cannot get all the required information from a
third-party, it may delegate the third-party to conduct an investigation or require certificate
subscribers to provide additional information and evidence materials.
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3. The organization mutual recognition certificate of Guangdong and Honking

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

(1) When organizations (government agencies, enterprises and institutions, etc.) apply for
organization mutual recognition certificate of Guangdong and Hong Kong, GDCA should conduct a
strictly authentication process on its identity, including, but not limited to:

To confirm the existence of the organization through information (e.g. proof of legality issued by a
government agency) provided by an independent, authoritative third party or supporting information
provided by other recognized authoritative organizations.

(2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

(3) If the organization certificate includes the identity of the individual, GDCA shall request the
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organization to verify the authenticity of the individual identity and to submit relevant materials for
review.

(4) When an authorized representative applying for an organization certificate, GDCA shall request
the representative to submit a written document (such as a letter of attorney) that is fully authorized
by the organization, and to verify that the representative has been specifically authorized by the
organization.

(5) While a face-face authentication is conducted to an identity of authorized representative, GDCA
should confirm the identity of the representative by a legal document of attestation (including, but
not limited to, identity cards, passports or other identification documents).

(6) While a remote authentication is conducted to an identity of authorized representative, GDCA
should confirm the identity of the authorized representative through comparing a legal document of
attestation (including, but not limited to, identity cards, passports or other identification documents)
with an authorized third-party database of identity, as well as validation by elD or biometric
authentication in combination with video, voice, photo, etc.

GDCA may even contact the applicant via telephone number retrieved from a third-party to confirm
the identity of subscriber, if necessary.
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If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and take the
corresponding legal responsibility.

For DV SSL certificate, GDCA only verify the ownership of website’s domain name and not verify
the identity of the subscriber. The verification of ownership should be performed according to
chapter 3.2.7 of this document. For the subscriber certificate issued by the subordinate CAs of
GDCA TrustAUTH R5 ROOT certificate, #{ZzHf{t R5 R CA IET5 and GDCA TrustAUTHES ROOT,
GDCA establishes evaluation process to identify the applicant with potential high risk. GDCA can
refuse the certification request from this high risk applicant.

3.2.4. W& 5414 H] Authentication of Equipment Identify
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Authentication of equipment identity is different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of responsible person’s ID.
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant is consist with those from
valid documents or information from third-party database in order to avoid the writing mistakes.
However, application information should be subject to applicant’s confirmation.

GDCA checks the original and copy of authorized responsible person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company’s chop.
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If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
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information and evidence material.

GDCA can also set other required identification methods and information.

3.2.5. SSL AR 2% 5 B9 % %) Authentication of SSL Server Identity
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in $3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in $3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS $3.2.7.
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
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the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.6. RSB Z S H% %) Authentication of CodeSigning Identity
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Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. . For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS $3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual
authentication in CPS $3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign the malicious software, virus code, infringement software and hacker
software using the CodeSigning certificate.

3.2.7. B4 F# A 45] Domain name recognition and identification
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For the validation of the domain name, GDCA should review the written material submitted by
subscriber, and require subscriber to provide the proof of ownership of the domain name. At the
same time, GDCA shall determine whether the subscriber has the ownership of the domain name
from domain name registration service agencies or other well-known authorized third-party
database. GDCA shall perform the following procedures to validate:
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(. HEFEIREME RS, JEIAL R RS iR —2.

1. GDCA verify the information through the domain name registration service agencies or
well-known authorized third-party database (e.g., whois, CNNIC, ChinaNet, etc.) and ensure
the consistency between the domain name owner and the subscriber.

2. GDCA retrieves the information of the domain name owner (such as email, registrar, this
domain name website administrator mailbox, etc.) from the domain name registration service
agencies or well-known third-party database and send e-mail or make a phone call to the
domain name’s owner. GDCA shall confirm some key information in application request from
the owner, such as the subscriber's attestation information, etc.

WHES, GDCA i ZER UL E AL (8 A i i, DA iz A A JE AL, SR
SKAEEF BEAARR K B, 1% HREE AR LIX G K.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.8. BAE AT P45 B Non-Verified Subscriber Information

W, BV IZRENET P AUESR I B 005 8 fa ZA B W ] SERSE BAAh, XE
TR ESRIGAERIT 5 S, GDCA AA VA IR B IS, AKIHM R NEHTUE.

In general, apart from some necessary information require to be verified. For the subscriber
information which is not required to be verified, GDCA does not promise the authenticity of
information and does not bear the relevant legal responsibility.

3.2.9. #BUiA Validation of Authority

BURAT P TR IR AR TP BT AUE ML 55, (H R BEAEA DR 55 8% _Eon i S AT
G N S S R (A IR AP VAN RERE TR T NS

WA %, GDCA Al 5 =77 13 2R il 5 A . MBS B& 5507 U FRE LA AT
Rz, DA R R N5 B S, W kA QEE N BB B30 IE H i R
HIEEAN NN R GDCA TEME =I5 R 2 REMER, TTERE =
ST, BESRAESS I SRS S EARE IR L

45



Il sewrnsnesmas

= e GDCA LT IRV SR (V4. 4) JR

Subscriber of organization can authorize responsible person to apply for certificate with valid
organization seal in related forms or authorized documents as the confirmation and authorization
from the organization.

If necessary, GDCA can confirm the information for authorized applicant via telephone or Postal
mail obtained from authorized third party, such as verifying the position of representative or the
identity of someone in application form. If GDCA cannot get all the required information from a
third-party, it may require a third-party to conduct an investigation or to require certificate applicants
to provide additional information and evidence material.

3.2.10.  E#EAEAEN Criteria for Interoperation

St AR BT UGEIRS AL, ATLLS GDCA HEAT HAR(E, (EJ2i%H TIAERS
BRI CPS 2575 GDCA CP 2K, Jf H5 GDCA 252 HH R #h il

GDCA ¥R IE LN A, $3%23F GDCA HIKIENM LR IER, 2SR
FAREFRIE S o

R E FIERVERA A I E, GDCA H4™ 45 T LAAAT o

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in accordance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEHIERBRRES XS] Identification and Authentication

for Rekey Requests

FEVT EFSRIIIRT, 17 5 EERATH AL S LAORSFUE 508 P A8 . GDCA — Mt
ZORAT P A A s S A T IR B, FRAE s B SR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. EINFAREFRFREE XS Identification and Authentication for

Routine Rekey

X P BOEH GO0 BSE s R, 1T R A RENS TR FAE T 2 15 S, A
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WP ERIA S IERFA55E, X HE SR DU LA 5T -
®  FEXS Y BRAIE A AR I H B AEN U 28 s
®  JHJFESS BT AP B R A% AT SR IE
® LT EUEMME AT S K.

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

® Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber's public key in original
certificate.
® GDCA authenticates the identity based on original registration information.

TR T 2 3 A DR A 0 B S B B R e R, TRk, 1T P E I
FECHTAT , 05 AR A P J5R 3 5o 0 1 S A B 3 il i, bl i 4 2k , GDCA
BAAITE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

3.3.2. B EZBHEIRRRELS Identification and Authentication for

Rekey After Revocation

GDCA A IR 1y 4 i 13 B T

Re-key/renewal after revocation is not providing by GDCA.
34, BHERBIRIREXS Identification and Authentication for
Revocation Request
2 GDCA SE ML 7843 R MAS 1T P FRIETR, AAUKEMASIET, X
TEOLCEAT 60 o a0 SFAT P E SR BAUE TS, WHZHEA CPS$3.2 iR AT S %

o

GDCA or RA can revoke certificate based on sufficient reason without authentication. Subscriber
who request to revoke certificate follows CPS $3.2.
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3.5, FAUREHAHEIIRIRAES] 1dentification and Authentication

for Authorized Service Organization

& T GDCA TrustAUTH R5 ROOT iE45. #r#ifX R5 i CA iE45. GDCA
TrustAUTH E5 ROOT A ) FH JAE S BT A BT E+S, GDCA HATHHARIE S RA, A
F5ATHOL RA.

For subscriber certificate issued by the subordinate CAs which are issued by GDCA TrustAUTH R5

ROOT certificate, %I/t R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate, GDCA
will serves as RA by itself, rather than will assign another RA.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

H CAMERSGE K HEEE, GDCA LR M NRALES . HUSRAIE A 2L
WO 3 AN B SRBECTUE R A RO 5 e AN SSL AR S5 A il A 2E
ZAETS A RGN 3 AN o — A58 BEBOUE5 A iy A 1 BLHE R L BGRB8 K KA
R VE. M. RS

From the issuance date by GDCA system, individual and organization certificates are valid for a
period no more than 3 years; equipment certificates are valid for a period no more than 5 years;
SSL server and CodeSigning certificates are valid for a period no more than 3 years. A whole
certificate life cycle includes the application, verification, issuance, distribution, renewal, logout,
revocation and archival, etc.

4.1. {EFHE Certificate Application
4.1.1. VEF 59248 Who Can Submit a Certificate Application

UEFS HOE LR NAUEAT LR N B A SR (BT LG . Rk pr
A2 BUAN N RBIESE) o

Certification applicant could include the individuals and organizations with independent legal
entity(such as administrative organizations, institutions, social organizations, people's organizations
and other organizations).
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4.1.2. AT FE 5 4E Enrollment Process and Responsibilities

1. WEBHEMNERE

1) WS RUE T SR A

2) 1T AH SRR A L2 GDCA IV EMALM (RA B LRA) HHATIET HiE,
FEMHUR BB G, SN HE R L e % BRI SR B4 S AR
EEOESZ 5N

3) EMALEIFE GDCA $EAZUEFE K, I N ] 22 UK % 2 GDCA.

4) GDCA MR¥EF WA LR H38E K25 KALE 15

5) VEMHLRE I 224 7 ORI AT AT

1) WA 51N GDCA $AtF ST, SEREAMER: 1IUE 15 IG5 B ATR
2)  VEMHLAAAEAEIT PR AEE T R iEE RS S UE I BRSO A AR,
[i) S 7 AERR B B A% DA

1. Certification registration process
1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall bring the corresponding proof materials to the registration authorities,
i.e. RA or LRA of GDCA, for certificate application. After reviewed by RA, the request data
are recorded. The reviewer and information recorder are two different system operators
respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure
channel.

4) GDCA issues certificates according to the registered agencies’ requests.
5) RAs send certificates to the subscribers in secure way.
2. Responsibilities

1) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

2) RAs shall make ensure the consistency check between certificate application information
and identification which subscribers provided and afford corresponding responsibilities of
review.
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4.2. IEPHIBELRE Certificate Application Processing

4.2.1. Rl 5% A 3hee Performing ldentification and Authentication

Functions

2 GDCA N HENHUESZ 2T P IEF Bl 5, N4Z4 CPS 3.2 HYEK, XTI/
BEAT SR 0 5 5

GDCA 7EACFEIES i I A2 b, H3@ 1A AT B DRUE 345 B 5 TE 8 1 H i 45 BT
f, FREIE R K4 BT IS .

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of the certification application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the appropriate applicant.

4.2.2. IE 5 B 35 it #E A1 3E 48 Approval or Rejection of Certificate

Applications
422.1. W B RIEHE Approval of Certificate Applications

GDCA VE M AL Bl D) 5€ i 7 E -+ B A 0 75 Il P BRI 32 S iE g >R )
GDCA i#id kAT IERIE PR HEIE B, — BiF R &IT, CA WA L T /F 2
HEIEPE B IEmtE.

After GDCA's registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application. Once the certificate is issued, GDCA shall not have the
responsibility for inspecting the correctness of the certificate information.

WERFE G R, EMPLA (RAD AT BLHEHEIESS B -
1 ZHIEEAEW LA CPS 3.2 KT By FIFR IR RIS 5 L E »
2. HURE S EEEA SOMIT 7 L A R EEK
3. HHEH Dt OE SO 7B AP -

RA will approve the certificate requests, if meet the following conditions:

1. The application shall meet the requirements from CPS$3.2 regarding the subscriber's
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identification information and identification.

2. Applicant accepts or has opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4222, WEFE B IFE4E Rejection of Certificate Applications

WMERRAERINET, M (RA) 1T LB ZEE - H 1 -
1) ZHIEANFFEA CPS 3.2 KT P S 43 (R FR VR 55 I AE «
2)  HUEE ARSI N S O UE AR
3)  HIIEHE O BE AREREEZ T I LA R N ISR
4)  HIE A BOE A R R RO S AR R B A
5) GDCA sUE MMM A 1Z G 2% GDCA i k4 il iE 2 2y ak
AR
If the following circumstances happened, GDCA may refuse the certificate application:

1) The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

U SR R R B LTI B e, GDCA i 45 F i HRE 15 i, 7 B
F IR L H I R

If the applicant fails to pass the identification, GDCA will reject the applicant's certificate application,
and notify the applicant about the failure.

4.2.3. AbFEEF B 3E AR AE] Time to Process Certificate Applications

GDCA AL HIEM AU R & HE S5 TR AR AL S 2, — B
B 7R LIRSS, RAE 7 A TAEH N ARERE S HR

VEA AU BE 15 E RIS () S PR P4 AR BEAE S R BCR THES B AR B H S, 528
AERAILIR AT 7 AHICAR B 75 S i B 1 GDCA HE BREEK
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RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will handle the
certificate application within 7 working days.

The accomplishment of request handled by RA within the period mentioned above will depend on
whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. Certification Authority Authorization (CAA)

ANiEH . GDCA MMt CAA Bl

Not applicable. GDCA does not provide the service of CAA validation.

4.3. EPHZKRK Certificate Issuance

431, ERZREERFERIE (RA) FMBEFIMERSZPHE (CA) KITA

CA Actions During Certificate Issuance

TEUE P RO FE  RA A HL O S ST IE B g I i ik, JFIRI IR 1E RA RGUIES
RAEFHER KL CA KRIERZ K R % . RA KiE CA FIERZ KRS EAH RA 1
G %5515 BRI, JE ISR EMT CAIERZSK R4 .

CA HE-RZERK RAAERT RA FIERZRIERG, XRE RA 115 BT 8505
fRE, ST BIIE AR ER, IERER RS KA FET.

GDCA TEHLEIE B G 2 )5, KA RIET . IE IR R f T UAE AR S5 L 5
2258 4 IE S HEHE T AR H

1% GDCA 25 R IEE 24 /NFF AL

In the process of issuing certificate, the RA’'s administrator is responsible for the approval of
certificate application, and sending issuing certificate request to the certificate issuing system of CA
via the RA system. Issue request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuing system.

After obtaining the RA certificate issuing request, CA certificate issuing system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.
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4.32. BT A\ UE AR 55 HL A8 AT 3 A AL M X 9T P 1@ 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 KM LA N Ul 5 J7 3R] ) -
1. HLTERJ 1 32 2E RT3
2. BB (e-mail);
3. ERLT T AT E, AT (R RS P R AR U 70O
4. HAh GDCA YN 4w ATHITT e
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-mail
3. Face-face (such as the applicant gets certificate from RAT, etc.)

4.  Other secure and practical manners considered by GDCA

4.4. EHEER Certificate Acceptance

4.4.1. T B SZAEH 4T 8 Conduct Constituting Certificate Acceptance

Lo AT/ EAT VIR T GDCA 3R 55 Xl Rl 5 h B B Rk P, ik
R ESE ERIREAT P THEf.

2. GDCAVEMPHUMIARE AT /7 N 8AETS, N BE TS K B RAZAE B T UE S B A o
AT T IR AR RMERAT P % TR

3. WP VHRFHETHIIT, I HERA R HURAE B E T A A,

4. VTP ROMIEF B IS Y AR AR R I

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been

downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate

carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the

certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the

53



Il somrnnnammas

— GDCA FEFIMIENLSHIN (V4. 4) AR

content of certificates.

XtF GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ilE

PR BT UES, W SR IEBRIAT -

1 TP EAT YT E TTH) GDCA TIE -5 AR 5 W k45 2, TR T 8o R RIMRER T 3%
% Tkt

2. GDCA EMWUZELT PR YT, BT FEGES, FFUuE-iE e gg ek & Hofh
GDCA AT FETT KIRL T 7, BRERIT P82 TR+ .

3. WTFERRZ THMRIERMITR, I HRA TR ROIE BRI A A

4. AT RONHIEFS B I+ A 28 B HRAE 2RI

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FATE ARG AL SHET B & A Publication of the Certificate by the

CA

VT PSR )5, GDCA FE 24 /NI KZAT FEF % A 3] GDCA 1) H kR % R4 .

GDCA Rl M H e 55 8 Gl a5k 737 T2 RAIE i o 285 0% 56 B B B R A 3]
FHFMRSS AT, ARG 3 R, R 3 H SRR SS 28 I ER B 3h F 2 H RS 4
BT ORI S R R #

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system within 24 hours.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. B\ E AR 45 WL M) %) 3L Ath S2 44 #3845 Notification of Certificate

Issuance by the CA to Other Entities

GDCA K3 MHAURKG AN HoAth S it 4738 25 o HoAth sizfin] DUE R M H R 5545 A
]3] GDCA B4 K HETIET.

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates
by querying the directory server.

45, FHEXNFUEHHFIfER Key Pair and Certificate Usage

45.1. TP RIFARIER K Subscriber Private Key and Certificate

Usage

WP TIE BB IHEZ T GDCA IS RIETE, HMACARREESTS
GDCA. R S BIRRIR L5 4k T/ 32 B8l i, %38 (7 HaE st
LAV o

WA BETEA CPS AU (ML Y [ A FH AL BHAMIE S, X254 E+, AR
ATHME R4, TP RARIFRAEA RN XTI uE+, HAARH X%
FGE LA B I B S B AT R . TEUE BB A J5, 3T 5 (A3 e+
5 PR RLEH o

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related
rights and obligations. The subscriber who receives the certificate shall properly keep the
corresponding private key to the certificate.

Subscribers can only use the private key and certificate in the CPS specified range of applications.
For the signature certificate, the private key can be used for the signature of a message. The
subscriber should well know and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.
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45.2. AT AHMIERFEH Relying Party Public Key and Certificate

Usage

AR T NI BB TR A S B, A ST LU N AR A
1. SRAFET 5 BLIIE ) S A5 AT s

FAAIZ 254 5 I FRRE P S AR 7 A5 AT IR

I A i) CRL 5 OCSP #ffitA1Z %5 4 X N (R UE F5 42 75 1% 1 4«

T3 1) PR IE F T L (12544

HHIER LR AHRIES 4 .

o > w DN

When the relying party have receives the message with digital signature, the party has the
obligation to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

PSR AEAN TS, IRIT A SRS A E R .

RIS 7 BRI NS B HZ T I, Uil I 2 (R AR AT U7 N EIE
5, SRS FES LI AHXHE BINE o AR T ORI IE i [N 2515 B — Rk
27
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. EFFEH Certificate Renewal

UEFS SR E AN SR UE BT 7 AP BCHAEATE BB OLS , T 7 88— 5K
. UEFEHI ER AR AGEENME S, TR R R FIE B 2% ERE, W
WP R4 BRI, A EE S ARSI B & A~ SR SR R (5 B 284

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
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key or any other information in the certificate. When renew certificate, the subscriber no longer
needs to submit certificate registration information, instead that he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

4.6.1. EHEHFIETE Circumstances for Certificate Renewal

X GDCA K45 1T IESS, T P AEUE-BEIHIRT 30 KM AT IERER . 5
JHT 30 RN, 1T AT 15 1a] GDCA IEF5 Ak 55 Wt i 2 GDCA (i ML BEATIE 5 BE B
FIHE. FIFIEB T EHETEMEL, RGcBaRBHENER. IEBEE,
VT b E Y R RTIE o

XFF SSLEFs, GDCA #2327 J AN B o I AR BB IE+ .

For subscriber’s certificate issued by GDCA, the subscriber can update the certificate 30 days
before the expiry of the certificate. From 30 days before the expiry, the subscriber can access the
GDCA Certificate Services Website or GDCA Registration Authority for certificate renewal
application. Applicant for certificate renewal has no need to fill in the registration information, while
the system will automatically obtain the information. If the certificate had expired, the subscriber
must apply for a new certificate.

For SSL certificate, GDCA accepts the subscriber to apply for certificate renewal without update the

key.

46.2. ERIEPBEFHHILA Who May Request Renewal

T SRUE-AS ST (RS AN 3T P

The entity who requests certificate updated is the subscriber of the certificate.

4.6.3. TEHEHERIIAE Processing Certificate Renewal Requests

XPTUEF R, HACSES PR ARE RIEIGUE . ¥l BRUET . X B A58 UE R4 )
IREET LA LA T 1 :

1. WP WEIEBAEAEIE H i GDCA %K

2. BSURUES IS SRAE VAT HARR Y 5

3. FETFIEHEME BRI B0

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:
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1. The original certificate of subscribers exist and issued by GDCA

2. Validate the certificate update request is in validity period.

3. Identity verification based on the original registration information.

FE LA _EIGUEAT 1L J5 GDCA 7 At #ERS A IE -+

FEAE-FS RN, 3777 AT DUR A RO RL B SE TS SR AT 2844, GDCA K 2%t F ™
BN RN EE S AT IERVE . SRR — PR A IR A 25 531

GDCA can issue certificate only all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® [ FXTHIE(E EITESA, CA A EAUE A 24 TR
® i FEMEREA KA, CA T HFEFME BXT H T8 K H fuE 1

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

VTP AT LG 3 — M R ATARAIE 1 HE R AR REAT UE o S8, 4% A CPS$3.2 iy #EK i
ACHH LR E S BB AN S E BT 55k, GDCA FEARATEHL T # rl K X A 46 4E 5 B 1)
S0 77 FAE LA SR IR 1Y) 25 3 A B T B

Subscribers can also choose the initial certificate application process to apply the certificate update,
and submit the application and identification information required base on CPS 3.2. Within any case,
the identification of initial certificate application process will be used for the method of certificate
update.

4.6.4. R BEBE T P 8% Notification of New Certificate Issuance

to Subscriber

[F]4< CPS $4.3.2

See CPS $4.3.2

4.6.5. M REZEFHIESKITN Conduct Constituting Acceptance of a

Renewal Certificate

[A] A CPS $4.4.1.
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See CPS $4.4.1

4.6.6. BT AERESHL AT EHIEFH R AR Publication of the Renewal

Certificate by the CA

[F 4 CPS $4.4.2

See CPS $4.4.2

4.6.7. B\ R AR 45 ML M) %) 3L Ath S2 44 #3845 Notification of Certificate

Issuance by the CA to Other Entities

[F]4< CPS $4.4.3

See CPS $4.4.3

4.7. EPHEHEF Certificate Rekey

UE S B R 4R 1T 7 AR S 5 38 AR X s B RS U AR R — A e
5o

R P B o R SCIE PV IME S, T IR R U IR R 2 A5 S
WAT PB4 AEPFR SIS RS MR AR S P EWE R4 5, JF Lk
AP I AR IE .

Certificate Rekey refers to generate a new key and request to issue a new certificate for the new
public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. ERFEHEFEIFERE Circumstances for Certificate Rekey
GDCA HJiEF % S B H A R T LU N TR -

1. UEBAVHMER T R IE .
2. EPHEI,
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3. IEFEPEM.
4. FETHOR. BUEZ4RRF, GDCA ZRIEHEH .
GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.
2. The certificate expires.
3. The certificate key expires.

4. GDCArequires certificate key update based on the security reasons of technology and policy.

4.7.2. WERIE R FEHAFEFFI LA Who May Request Certification of a New

Public Key

SR 53 B ST 0 SE AR AET9T

The entity who requests re-key is the certificate subscriber.

4.7.3. TEBZHEHERKILIE Processing Certificate Rekeying Requests

GDCA XTI F5 %85 4H 5 3B SR 116 b BEE i 31F 5 58 iy SR A FR A 52 1%
GDCA iF 5550 5 #i7 SR K AL BRALFE [R] A CPS$4.6.3 iR .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS $4.6.3.

4.7.4. PR FAEB T 384 Notification of New Certificate Issuance

to Subscriber

[F A< CPS $4.3.2

See CPS $4.3.2.

4.7.5. R FHEFEHRIFT A Conduct Constituting Acceptance of a

Rekeyed Certificate

[FAx CPS $4.4.1.

60



r] SN RIZRIRERIE
o R A GDCA T IAREAL 53 (V4. 4

See CPS $4.4.1.

4.7.6. B FIAERR SR X 2 4 BB FriEF i & A Publication of the Rekeyed

Certificate by the CA

WPESES R, GDCA £ HAUE IR I 18] R ZAT 7 BB JA fIE+ & A 2] GDCA
(K1 H R 55 R4

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. B T\ AE AR 55 LM %) 3L Atk S2 44 W38 25 Notification of Certificate

Issuance by the CA to Other Entities

[F]4< CPS $4.4.3

See CPS $4.4.3.

4.8. IEPHEATE Certificate Modification

ERE B AR, 1T P AUE TS . GDCA A T452 0 2k i IFTIE A 1)
P A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. U HESE 5 Circumstances for Certificate Modification

ARAT PSR REAME R A AL, a2 GDCA 2 HEF5 32 5

WARAEP A S S B A W BERIRT P BRI 355 YA, AT 2 AN BE FRFIE 522
H, HAEmE iz, FEH R ALt .

UEFS AL B B AMIE P B P A (KA . 2% — U

If the registered information which subscriber provide has some changes, the subscriber has to
apply the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.
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Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

T SRIEA 28 B A SEARCORIEAS T

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEPEFFHERAIAEIE Processing Certificate Modification Requests

UE 522 B 4% M AT IR FVBIE TS A VE I R EAT AL BE

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. PR R FAE BT P R84 Notification of New Certificate Issuance

to Subscriber

[F4< CPS $4.3.2

See CPS $4.3.2

4.8.5. MIRRESZ A EIEH 4T A Conduct Constituting Acceptance of

Modified Certificate

[FlAx CPS $4.4.1.

See CPS $4.4.1

4.8.6. B IMERS PN EIEFR K KA Publication of the Modified

Certificate by the CA

PSR JE, GDCA fEHFLE M 18] AR Z AT FIEF A 2] GDCA 1 H Sk 55 &
5.

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.
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4.8.7. B\ E AR 45 WL M) %) 3L Ath S2 44 #3845 Notification of Certificate

Issuance by the CA to Other Entities

[F]4~ CPS $4.4.3

See CPS $4.4.3.

4.9. EF FHEYMESE Certificate Revocation and Suspension
49.1. IEH B4 ER Circumstances for Revocation

MURBLCA N B, T AT A

1 RMVEARGT. B REFBUM EE A E 22 A g

2. FPEMARCEIRSE CA LRI F)ER T CPS HUE 1 H EHA 5T ;

3. CPS HHAST BT HAEIRBIZ AP MRS, BARRH: THEHE0E(E RN 2%
L MR BBV ISR s BUNAT Y SO E S A A 0 SR R E H ARG
SR RSB

4. AT EDRH B K,

5. GDCA RILIT 2 1E Hid i S g (1 UE B AR AS J 52

6. GDCA C&BEATHES L S5)E, W TRk S 9 -

If the following circumstances occur, GDCA can revoke the certificate:

1. The private key is stolen, tampering, unauthorized disclosed as well as being threated by other
security incidents.

2. Certificate entity (whether CA or subscribers) violated the important duties of CPS.

3. Perform the duties in CPS suffer from delayed or force majeure, such as natural disaster,
computer or communications failure, changes of laws and regulations, government behavior or
other causes beyond the reasonable control , resulting in information seriously threatened or
security endangered.

4. Subscribers actively request the revocation of certificates.
5. GDCA found the proof material provided by subscriber at the time of application is not real.

6. GDCA has performed the obligations of asking for paying the service fee, the subscriber has
not yet paid.

KAETHIER, T GDCA IETRS KRG ERFET, B CA. RA. ZH A
BCH RS B CEIERS RGP R &R ER) FHAES, e HIES:
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1. GDCA 5 RA. H SZ250T MY &b 83 kAR AR
2. EPRAVEH R A 2 A R E B R R A e IR
3. HTEHMTEE,

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, RAT or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, RAT has changed or stopped.

2. The private key of the certificate has security damage or is suspected with security damage.

3. The need of management.
UEFST P U SRR DB R SEIE AL 2 e R A4, ML RTIE A GDCA #EAT 4 .

XFT SSL RS AR FUESS, HHBLLA MER — I LIS TE, AT eSS mas et

1. TEATAT GDCA f3ATIEFH 4 5k 1P btk 1 (5 FAS PR BT R vr i %, 3
AR A A (R BOR] CAGERBE B R U . S i LA IR S 20 28 U
SR AL E M SR AL RIS

2. GDCA 1351 —/NEFAT U B R EAE — MR VEVE IR T 10 73804 5

3. GDCA M FAM RN 12T, FFHARCHI AL CA FE O B 15 B SRR A

4. GDCA ZJE AR CJm iy g sk 1k, BRAF GDCA CLfifttt 28k, 4ksigE
#* CRL/OCSP;

5. UEFAIEOAR A AR R 2 1 X N AR PR B AT AN RT3 52 1A XU

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL server
certificate, if the following one or several cases have occurred, GDCA also need to carry out the
certificate revocation:

1. The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA’s right to issue certificate has been expired, revoked or
terminated.

5. Technical content or format of certificate causes unacceptable risk for application software

64



Il semnmennaman

GDCA

GDCA HL FAIEME M) (V4. 4) FiR

vendor or relying party.

49.2. 1 RIEP B A I SE4E Who Can Request Revocation

TERIUEF A SR 9IT Py MG . GDCA ML Rl iEHUGHR AL AL N 5

Entities who apply for certificate revocation are subscriber, RA, GDCA and judicial personnel

authorized by the judicial organizations.

4.9.3. M8 SRR Procedure for Revocation Request

4.93.1. 3T P 3R 4 515 The subscriber actively proposed to revocation
application.
1 TP AEMAUA IR EEBES RIE, JFHES GEB RS GE#9 HiEkR), GDCA

RESAT P B3R i R, AR AR 7 e MR HE . EM AL
1% SI FH TR 13 B SIS ) S A AN IR ASUSIEAR [ 1

2. VTEMHUER GERME GER FER) 17524 GDCA, i GDCA e M.

1. Subscribers put forward certificate cancellation application to registration authority, and fill in
the "certificate revocation (cancellation) application form". GDCA only accepts subscriber’s
revocation application at presence and other revocation methods are not accepted.
Registration authority shall verify the identity of entities who apply for revocation and those
who are authorized.

2. RA submits "certificate revocation (cancellation) application form" to GDCA and GDCA
completes the revocation operation.

4.93.2. IT P48 4] B A85IEF The subscriber is forced to revoke the certificate

1. 34 GDCA BEMALA 787 K AR(S 5 2 MR 41T P HIUEB, GDCA EiE
WERUR A S% N 53 AT AIE TS N 50 8 I AR $2 33 m A IE 15

2. fEUEPBMHE, GDCA BEMIAR SRS 17750, EAElrE,. mih. LE5%,
A AAT R O A Kb A B E . R REEREE LT P, RSO,
GDCA Xf i HEE IR i P b 347 2 5

1. When the GDCA or RA has sufficient reasons to revoke final subscriber’s certificate, related
person of GDCA or RA can revoke certificate through internal formalized process.

2. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,

fax to notify the final subscriber that the certificate has been revoked and the reason why to be
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revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked and pending certificate to its official website.

4.9.3.3. B A UEAR ML A B aE ) 44 Revocation of electronic certification

service organization certificate

GDCA A HiFBI MY, WG &S0 E a4 vl LT .

GDCA's certificate will be revoked only after the approval from the regulatory authorities concerned.

4.9.4. M85 R T BR 3 Revocation Request Grace Period

R SR B M e A R B ST, T B SR A S T T AT i RS 8
/NI EAPA B o A 17 5 i AT 14 73 4 SR A AR AZ BT IF) 48 /N R Y

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.95. B TAE AR S 1IH AL 2R 7 4438 SR B PR Time Within Which CA Must

Process the Revocation Request

GDCA AbH M 851 R I JE #A K 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. T REE R R4 ZESR Revocation Checking Requirements for

Relying Parties

GDCA UL MRS &M, W7 A4 GDCA Rl EREAT &,

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

49.7. CRL RAFMZE CRL Issuance Frequency

GDCA [f] CRL & Af B}k 24 /NiF,  BIAE 24 /NS R AT Bt CRL. {HAERFIR K 2
500 T AT LAE CRL 7B AE R (4 X 48 AL B 2 AF RE S ARAIE ), CRL A2 EP A% GDCA
il % 1) R AT TR R
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GDCA updates and publishes certificate revocation list (CRL) every 24 hours. But CRL can come
into effect immediately determined by release strategy made by GDCA in special emergency
circumstances (we assume that the network transmission condition can guarantee).

4.9.8. CRL XA B K#F J& i B] Maximum Latency for CRLs

GDCA 1) CRL A fie K Ja i 18]y kA LS 2 JE 1) 24 /NEF Y

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.99. ELRESEMHMKT A Online Revocation/Status Checking

Availability

GDCA [FiIE 51T F AR 7 $E (I 7E 2R R TR S & H AR %S -

GDCA supports OCSP responses for subscribers and the relying parties.

49.10. FELRESEWESR Online Revocation Checking Requirements

F Pl AT ELRZS 23R, GDCA WA B EAL T LRI . U SR AR 75 TC
LA CRL, JURLEIE OCSP 87 il W3 )1 AAHIE PR #EAT & ifi o

Users can feel free to inquire status online. GDCA doesn't set any read permissions. If the relying
parties cannot query the CRL, and then they can query certificate status through the OCSP or by
visiting the web site.

4.9.11. B4E B HA R AR, Other Forms of Revocation Advertisements

Available

GDCA M&AE A E B HAh 2 A =

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. 4 B E KK B E R Special Requirements related to Key

Compromise

BRAS CPS #1$4.9.1 MUE MITE IS, 2400 P BE UG AR 5% 8 L2 K 8 s mT e
CARENS, AU R GDCA T MG K.

Except for the case described in CPS $4.9.1, when certificate key of subscriber or RA has been lost
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or probably lost, certificate revocation request must be made to GDCA immediately.
49.13. EHEEKEE Circumstances for Suspension

Not applicable.

49.14. ERIEREEK LA Who Can Request Suspension

Not applicable.

49.15.  H=HEIFERFHFE Procedure for Suspension Request

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

Not applicable.

4.10. iEFIRAE RS Certificate Status Services
410.1.  BAEHFME Operational Characteristics

1Tl LB CRL. LDAP. OCSP #fjiFE iR, Eik 7 sUHIE IR &S IR SS B i%
o 7 V17 SR AT A 4 v o7 B 8] R 5 & AL B B

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

410.2. PRSI FHE Service Availability

GDCA & fit 7%24 /P FREFIRSE AR . BIFEMIZE e VPR AL T, 1T Beig sk
I IRAFUE SRS & W AR S5

GDCA provides certificate status query services in 7X24. If the network is permitted, the subscriber
can timely obtain certificate status query services.

4.10.3.  W[IESFME Operational Features

UEFIRAS B H Al AT iR 5577 09T M ] GDCA fi5 %€ 1) CRL Hiuhik, il H k5%
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RIS RS, AJE T E CRL BIARM, HHATIEFIRESMEM.

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to local for querying certificate status through
guery system provided by the directory server.

4.11. IT453R End of Subscription

IS RS LR L

1. HiTF LA GDCA fREBERI IR, A2 GDCA $& ik HvEA i B i
HIFUEE WA CPS$4.9.3 IIMLAE . GDCA VERIET G, RUIT /T AT AT 9 IE5(4S
He

2. HEPHOILUR, TR SAS %, GDCA RESIETR, T
AT N IE SR .

3. UEPAE ROV, B BATIE S R e PR, R iT AT AT A

The following conditions shall be deemed that the user terminated to use the certificate services

provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS
$4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has formally terminated.

2. After the expiration of the certificate, GDCA revokes the certificate if the subscriber doesn't pay
the renewal service fee, which indicates that the subscriber’s ordering behavior has formally
terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has formally terminated.

— H R PAEUE A RO &I A GDCA FIIE T IANIERR S, GDCA 7EHLHE HL 4
IEER)E, RSEIHEZAT P BUETEES, R CRL KA SIS 34T A A; GDCA
TEATC S 7 A UIE T B3R A R I 52 SUDREAT W 45 2R 5 BRAIE 45 B A ST 7 Bl 1A T
S} =P

Once the user terminates to use GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.
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4.12. BHER. ZH5KE

Key Escrow and Recovery

4121, HHAER. 2 EREREESITAN

Key Escrow and Recovery Policy and Practices

GDCA ZRIT 1 AfE FHASTT Jr B 7 UE Bk A s 44 & 400k, 17T 7 o] LLEHE
GDCA AT Pt 47 A il 28 2 S N I R o 28 2 AN EH I8 2R BT i G 53 2k | 1T
H C&+H, GDCA Xt IHASKAH FHAE

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers should undertake the responsibilities by themselves due to the loss of signature private
key, and GDCA refuses to take the corresponding responsibilities.

UEASIT 7 N s P B GDCA AT A AR s I B L g A, Rl
REHPEHPOETER, HUEIT ) ERE I E E Y, L GDCA fiEt i
WA INE =], GDCA [ KA #PVE H A LI W, #3217 I, N
VPR R N

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber should apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.

UEFAT P A 4 B B0 T P AT ORE, GDCA AT P4 4 S IR E MK .
GDCA TrustAUTH R5 ROOT iE+5. #t# i R5 42 CA iE+5. GDCA TrustAUTH E5
ROOT 2 R W FFAIE TS T8 R IIAT FUETS, GDCA AN F Az 5l 44 B BH X R4
GDCA AR BT P AR AR 55«
Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

For the subscriber certificate issued by intermediate certificates of GDCA TrustAUTH R5 ROOT
certificate, #2148 R5 #R CA certificate and GDCA E5 ROOT certificate, GDCA does not provide a
generation of user’s signing key pair operation.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.
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4122.  SEEFRNEESKENRBATH

Session Key Encapsulation and Recovery Policy and Practices

ER AR TR AL E B A7 AORER 210 E Y, B EREME BB A x =
WE PN, #5328 N E RS KR 21 %9

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.

5. NIENLHA W, B EAERAEREM Facility, Management, and

Operational Controls

5.1. #yBEFEH] Physical Controls
5.1.1. yHhhr B 57841 Site Location and Construction

GDCA HIZEHY AN S B 15 1% 18T 21 b v S e -

The GDCA's building and data center shall be constructed in accordance with the following
standards:

GB/T 25056-2010 ({5 52 & HAUEFINIE R G % 5 [ H AR K 22 2 ARG D
%5 Jm5[2010]7 A CHL 7SS HL - DR R 00 2 12K
GB50174-2008 {HL-115 & RGEHL 55 Bt #EE)
GB6650-1986: (it ML HIE SR H AR SFAT)
GB2887-2011 (it 5Lz i FH AN )

GB30003-93 {HL-F-HSA LML it T S SRt v )
GB50222-95 (HHT N HEAZ BBl K FRTE D

GB50116-98 (ki H AR E R G vt e )

GB50057-94 (BB &R Bt A )

GB5054-95 (fI% s T FL B RV )

GB/J19-87 (CRMEIE X5 4 M5 Bt HTE )
SJ/T10796-1996 iHEHEALHLES HIVE B HAREA S A1F)
YD/T754-95 i vHAIL b5 i HL By e i

VvV V V ¥V ¥V VWV ¥V ¥V V VYV VYV VY V
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»  GBI/T 25056-2010 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

»  State Cryptography Administration [2010] July “Construction Requirements for electronic Auth
entication Infrastructure of E-government”.

» (GB50174-2008 “Code for design of electronic information System Room”.

» (GB6650-1986 “Specification for raised floor of computer room”.

» (GB2887-2011 “Specification for computer field”

»  GB30003-93 “Construction and acceptance test code for electronic computer room”.
»  GB50222-95 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
» (GB50116-98 “Code for design of automatic fire alarm system”

» (GB50057-94 “Design code for protection of Structures against lightning”

» GB5054-95 “Code for design of low voltage electrical installations”

» GB/J19-87 “Code for design Of heating ventilation and air conditioning”

» SJ/T10796-1996 “Specification for raised floor of computer rooms”

»  YDI/T754-95 “General rules for electrostatic protection of communication rooms”

GDCA Bl r -4 L vl g il X WL 6, e — sz it iy, BagBine . Bk B
Ky BIEEEDIRE, BEANLG G A ME— RN I AITERS, GDCA H AL 1 IR D RE
N X 55X BEHX, BEX. ALK AANXK. HALE AR 4 6
HENFZAL X 35 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AJEX B Public Area

NIXBEFHAD . KEE, REE, HESAEEREA R RS, NI IAR

ﬁiao

;:}F[

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices. Any individuals must be registered when access to the public
area.
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5.1.1.2. #MEIX Operation Area

BAEDGE RABRIEA G BB R AR, /5 2[RI B IR R AR S0
ARTCAEEN, A DU R X 2 H il . AZJETFIGE, I (35 A48 SR F e ik
B3 45 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use identification card and fingerprint identification at the same time.
Every access behavior to the operation area has been well recorded. From this level of areas, all
the walls should be strengthened by high strength protective wall.

5.1.1.3. BFX Management Area

EHIX 23 RA BHEHIG, CAEH, Bk, HitEhla, WS, sl
B, & RAM CAEH I, Wi MM 24 R TAEX, e s X e e A
SAEEN, T ZEPAE HE O3[R I S A U R AR S R A T DLHE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area needs two administrators to use identification
card and fingerprint identification at the same time.

5.1.1.4. R4 X Service Area

RS IX FE 223 M LDAP RS 25, OCSP IR5528. RA FMHIRSS 848k R Al
ARSS X A HE N BABE N, 75 BN HE A R I T 5 A0 iR 1 R AR S04 ) A vl DLk
No

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Enter this
area needs two administrators to use identification card and fingerprint identification at the same
time.

5.1.1.5. %X Core Area

WO XN BRI IX, InZEmnm I 1], FE 2% CA B RS 4. CA il
FERR S 2% KM BHE AR S 4% . I IRIBRAR 55 23 S5 i ok &, RO VRO X R 5 1)
NGt iy L 7R B AN 53 (R B R R AR S A T LR . SR AR
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BIRAERL X, AFTRIRE TR

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Enter this area needs two administrators to use identification card and fingerprint identification at
the same time. The password ark for storing confidential information is also placed in the core area.

5.1.2. Yy i) Physical Access

GDCA ML WA 9 Wi I T ZHEHB T 14 RGN 1 MYBEHE NIRE RS, X112 R0

AT, SRR AR BRL, TR TI ARG R ENIR . 2R G Ae S Bt ]
OB, JFA T ENARE . TN ST S R R ERES SRS Ret e, I Hatt
HH A — T8 [T I TR SR A SRAB B AR, IG5 X 5 A% [X 5 A8 B 07 (] ) A P &
GriRBI R AR SUCE R A T CAHEN, HL5 AR N SAEIRHLE H B TAERGE, B 0071450
SREBHATREBARS, R —ERTIEEER.

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

P71 2 AL U R LA 5 T «

a) MEEARS: #HlFRITHEEN . TR N TR SR R Eigs & N BEREUE E
Aferth, #EHREETTRAT I R DSOS B4R

b) MERSG: HRAEEMAREEA FEF T K RIAS ] 557 5 5 LA
Rifil R AR E RS, E RGBT E .
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ANERAE X IHEAT 7724 I AW . B 20/ 6 N H, DL &,

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system should be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
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location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 225 A 3% Security Monitoring

WRIEHLG B TR 2 0% R ER, AW R SR T 2504 i
RSN T 240, UPS kel 7 R 48, MBI T R4 B WU 7 R 48, IR
MTRG . FKENT RS BT RS 1ETRS. BBREET RS, a1
W WUAIRBRRGL. 2205 RGUIRGLEEAT 7*24 /NI SEiF U, Dol R i, 5
AR E, RO R REE I Dy 6 M L.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
be retained for more than 6 months.

5.1.4. i 77 5221 Power and Air Conditioning

AHLp R FH MR 7 IR R . — G S AL, BB A LT IRIEC LG, DL
5 e B A MOL G LB . BEHIBT TR R G Ml SR T AR TR L R 48 UPS, AT g fit
KT 8 /NI . HLE5 XSRS 1 By i, SEBINLAE .. IS5 as . MIZR IS5
(ORLE A EESH I
The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. Each data center is equipped with independent power
distribution equipment and the lightning-proof system. The data center area is supported by

uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

PG5 AR A A s LA, A XA A B s DL E AE TR . BLb5 158
300kcal/h m2 #fifarit . BFEESRIHRE: 35°C: AF=EIMIHEE: 0C; Wi
FNBHEE: 224°C, MXTEE: 5545%/h . FR, PUE%E THRNRS, WL
ATHS, CRUEALGT P PR 25 JTURI A 1T XA I8 L R AL o 2% A3 ¥k 11 B SR 46 ] AL

75



[] BSFRtNIZRAERAE
o GDCA HL-FIAEME S FI (V4. 4) R

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply and meeting the demands of specified air cleanliness, etc.

5.1.5. 7K B85 16 Water Protection

NPT IRKEXHUGS B, GDCA FENLGS 1A R = N B B IR K IE RS0, IKIRE
R 2 7 25 o Pl e, — BRI K S RIS, Sl RN RN, S it . R 72
W AN VY SHE KA Stk R, — EUR AR K, JKBESZEDHRE L 25, JEX AT A AN E B
(ESNEIPOsE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be excreted
out immediately, and all exterior windows are sealed.

5.1.6. ‘kRBEH Fire Prevention and Protection

GDCA B3 A 25 X IR A T JHEARLIE K BRI A% I 2228 1Kok B 3l R4t
LARBEIRKKARGE, SRGRA B TR RN S3R(E =F 52075 3

FEEIRET, HPP XA KBRS, JORIRE P 25 32 BB DXL K R ]
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2G5, AR, B SRIUR IS SR BHE S, B X AT R, BN SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be alive. At the same time, alarm controller receives feedback signal from
the pressure signal device, and the door’s lamp is highlighted in protection area in order to avoid
personnel strayed.

AP X HEANLTAER, wf LUB B X TN F3h/ B s8Ik, ER4%H
FPREHAR B TR, AP O JCER, REEH g AR MIREE S, AMamthaifE
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When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A % Media Storage

GDCA XIWHA BT A BORE HT 2 B K Bk Bife B Bifiih, B
B e BT AR A S I 2 A TR . SRE T A BRAE TR . A0 B R ] LA B
SRR SEBL T XA A L AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R4 E Waste Disposal

2 GDCA A4 IARSK AR MR RE CA i 75 A R TR LI, o ZBR B it 6
8, ME R IIEIRE . BB A IURAS B I A A A IR AL B RTAR I 3 R 3
BER TSk HATa AL AT VD B4 8%

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and sanitized by using manufacturer’s method
before disposal.

5.1.9. FHh &4y Off-Site Backup

GDCA O 1 st Bedfa & fr pos, AEHI LTI X Sc i AR Gu it . o i H S A
AN A SRR A S BEAT S L SN &

GDCA has established a remote data backup center. It backups the core system data, audit log
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data and other sensitive information by the specialized software at off-site location in real-time.

5.2. FEFF¥EH| Procedural Controls

5.2.1. A {E A Trusted Roles

f£ GDCA Bt FIIEMRST I e, REMABT EREMES I mUs . (EH. EE
ARS8 S B R ERAZ #83; GDCA PUATIME M th. REEMOURHEART: %
PR A E AR REEEAR . REFITA R WSS EHN G LA SHEIEAN
8, AR ALAAFRANESR L GDCA ) b A 5t B i o

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
As the specific job names and requirements, the GDCA job descriptions shall prevail.

5.2.2. FIESFEER A A Roles Required per Task

GDCA £ E AR 55 JUVE Pt SCH A 55 BEAT P A% 1, UBIRAFE R ZE 2 DAl M ik
[Fl5E R, Biln:
1. EPIEM BB T2 5 DB A 3 IR 52
2. UEBREARGNEGH#ME: [EIDRGEEA K 2 AFEN AL TR
3. HRZMERIET: FHE 2 DAEN RS FEER

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles
should be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted personnel to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted personnel to operate.

3. For review and issuance of the certificate, it requires two trusted personnel to operate.
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5.2.3. FMAARRBE X5 Identification and Authentication for Each

Role

GDCA P A& il {5 A BRI AN 22k — e FE 7 i 45 IE « S UEFE 77 GDCA
TN 3 787 3L 2% 45 B A2

All current staffs who undertake the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEF/BIH A Roles Requiring Separation of Duties

NPRIERG % 4, WAETE MG B8rEN, B GDCA [ImI{E Mt i A H 9 A 4H
{T. GDCAMHTIRTI/T B HIA 4, WIEART FHIME:

a) eIk 5552 7

b) EF5Ek CRL 25K

0 RGE LS4

d) CA#HEH

e) EEHIT
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include but are not limited to:

a) The acceptance of the certificate businesses
b) The issuance of certificates or CRLs

c) System Engineering and Maintenance

d) CAkey management

e) Security auditing
5.3. A R$&#| Personnel Controls

5.3.1. Bk KPR ER Qualifications, Experience, and Clearance

Requirements

GDCA Xt AR FH A5 M i) TAE N GRS R BR AR
1. BE#ZRIFMHESATIEYE .
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The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Awell team player.

6. Noillegal and criminal records.

7. Staffs in key and core positions must have related working experience, or pass GDCA's
related training and examination before they start their work.

GDCA ZR7E M m {5 M i N 3 B R4 B B RO AR ToRe
M CA JZAT I E MM TAR . JoRAT Ik B R A RIS 5

A person required by GDCA as trusted role personnel must have loyalty, trustworthy and dedicated
to work, without other part-time work that affects CA daily operation, no major bad records of this
industry and etc.

5.3.2. H R FEREF Background Review

GDCA 54 KHBUNFRT I AL &1, FERO 5 A THHE S A .

FITA AT A5 G2 TR R RN PR T 45 D3 000 20045 1T R o AT 1 S . 3 St
B AR AR EESR, A 2 A7 sURN A 2 (10 N AN AT 33 I i ik
MIAT N EomH BN GEFB, RATAeusd AHOCHE . FITHET AR RE L
IR SE

GDCA can collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
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a background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

BROAES N BAHER AL,

AP E QAN TR, PR, BE, XK HMiHEE.

AT A AR A S BEAR R A I H SM S EAERIL R D, e R BRI AT TR
.
Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and
social relation.

Full review includes reviews about criminal records, social relation and social security besides
basic review.

AR PR
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The review procedure includes:

a) The personnel department is responsible for confirming candidate’s personal information.
Candidates should provide the following information: resume, the highest degree graduation
certificate, degree certificate, qualification certificate and identity card and other related valid
certificates.

b) The personnel department identifies the authenticity of the information provided by candidates
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e)

through telephone, correspondence, network, visits and other forms.

In the background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

The personnel department checks candidates through on-site assessment, daily observation,
situational test and other methods. After the staff of key and core position has passed the
recording period, extra inspection must be required. Appropriate arrangement is made
according to the investigation result.

After the review, GDCA signs a confidential agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who afford trusted role,
S0 as to continuously validate these employees’ confidence degree and working ability.

5.3.3. FYIE R Training Requirements

GDCA MR A5 A AL 7R, 8 TAHRIII R ATER I, LR AR IIN AT
GDCA iz Bk R

GDCA AR A

GDCA %248 B s s AL
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The

comprehensive training contents are as follows:

® GDCA operation system
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® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

® Other needs of training

GDCA £ i T I I DI AL sk IAFRS, X TR SSLIkS5 S EF A1AXAD
ZEAUET A A R, B AT 08 I 55 )11 9714 2] Baseline Requirement H1 223K
(1) N2 T LA i 0 2 57 B 7K

GDCA keeps a record about the participation in the training. The operator and auditor who issues
SSL server certificates and Code Signing certificates must pass the training and reach the skill level
required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BEI ARIMESR Retraining Frequency and Requirements

X 78 4 TS A B AR B A (N 5, B A2/ 52 GDCA B — K.
M FMERGUISEMRMN R, SF 2T A RBREMFIREI. k4, GDCA
RARTEHU RGTT . SRS RESEEOR, AN E I BR N gt AT 4R 8551

For acting as trusted role or other important roles, these employees should be trained at least once
a year by GDCA. Related personnel for operating authentication system should have the training of
relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. THERAris#: B BFBEF Job Rotation Frequency and Sequence

GDCA FEWUN 57 9 A I Aor 6 0 o SR 0 Hf A AL ) ) 22 4 A B SRS T )

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.
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5.3.6. FEER A B M TAE% %2 Performance Investigation

GDCA ATEUI TR A L AN GO0 5% & T AT TAR L A A BN R 5134
%, EPRNREESRSGER R T2 B S 1%, B2 BT S0 .

GDCA administrative department organize to carry out work records check and performance
appraisal for the various departments in each quarter. All in-service staffs fill out the performance
improvement forms and seek approval from the Department Managers. Performance evaluation will
be done by the each Department Managers.

5.3.7. FIFBUT HEI4EF] Sanctions for Unauthorized Actions

AHIEIRN ARG EGE AR GDCA R48. BAFVIRIL S E O,
GDCA — £k, ReZRI A IZ N RS EFS . RN 2 R G RBR, JRLIZA
ARBBAT G T E A, SEitixtiZ 4 N RIERAE . T3k TR DU RS RIVERL
(AL USEIE ST )il

When the circumstances that in-service staffs use GDCA systems, perform authorization
businesses without or beyond the permission, once the above circumstances is confirmed by
GDCA, we will immediately revoke the login certificates and simultaneously terminate the system
access authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal
and submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.8. BT A2 NFIESR Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (HM S GDCA M. 5545 5k TAERI Al 5570 32
LRI AL S5 N BE B BN SO 254078, GDCA )4 — 2RI T
o ARG REH,
o A 1HM MRS TAFLK,
® GDCA F2fftgi— [ R AT E VI 4 2 A IR, Bl N A RS EA R T GDCA
U5 52 UL U AT EE A TR 55 RN

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® \With more than 1 year relevant work experience
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® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.

5.3.9. P4t R THISCRY Supplements for Personnel

FERF I B I E], GDCA ity b1 LRI YISO A FEEA IR T BUR LK

GDCA 5 LT
GDCA E-FHEmE . FELT-IAUEMY 55 FU A0 5 (0 P s AR
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During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. FHiHERER Audit Logging Procedures

5.4.1. B R EH 28R Types of Event records

A R AEAE GDCA I EE K 22 A F A 22 B BT _E I [A] B & 10 ST o v ERERRY
FH, R, AR TINERNREE R RGESER, HMIZEE T ER:
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All major security incidents occurred in GDCA will be logged with the time-stamp and recorded in
the audit trail records automatically. Regardless of manual or automatic generation, these records
should contain the following information:

1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5.  Event recording entity

XA FEEAR T

1 WA RPN RS RSN, AFREPIER. &0 2. IR . M.
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These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events in cryptography device’s life cycle, including receiving, installation,
uninstallation, activation, usage, repair, etc. for equipment.

3. The certificate application events, including the subscriber accept subscriber’s agreement, the
applied company, application data verification, application and validation data preservation,
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etc.

4. Management events of certificate life cycle, including application, approval, update, revocation,
etc. System security events including: successful or unsuccessful access attempts for CA
system, unauthorized access attempts for CA system network and files, operation (read, write
or delete, etc.) for restricted and sensitive documents or records, system crash, hardware
failures and other abnormal events.

5. Security events recorded via firewalls and routers.

6. System operating events, including startup and shutdown, creation or deletion of permission,
configuration or modification of password.

7. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and the access to security storage facilities.

8. Management record of trusted roles and personnel, including network account application,
system permission application, modification, and creation, and the changes of personnel
status.

5.4.2. b3 H E KA Frequency of Processing Log

GDCA HJA#EAT — I H B R ER AL HE, A0 7 1 RBOR M e R, & H 347 K IE
ARG HE M. Fra s o H S T NBAT R A B, DR A B 2 2 i
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GDCA carries out log tracking process on weekly basis, reviews the violations of policies and other
major events, and analyses the issuing certificate system logs monthly. All the audit logs are
checked and reviewed by specific personnel regularly in order to discover the significant security
and operation events and take corresponding measures timely.

5.4.3. #HiH H ERRFHIFR Retention Period for Audit Log

GDCA ZE A T INIEMR S K H 1 H &, s R A B2 DA A, R
AR T2 A IR R B 4

GDCA saves electronic certification service audit logs properly. The retain period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H EHIFP Protection of Audit Log

GDCA e i H G AR e B, IF et Herp 45 A SO iR K o {5
BEAFEAHE . GDCA HUAT ™K I BLAZ 85 i Pl 16, AR OR A BN 524 RE

87



[] BSFRtNIZRAERAE
o GDCA HL-FIAEME S FI (V4. 4) R

PR AU, AR A B BN ER SRR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
reviewed. These records are strictly protected from unauthorized access, read, modify and delete
are strictly prohibited.

5.4.5. #Hit H E LM FEF Backup Procedures of Audit Log

GDCA ¥ 8 T BRI SO b 458 3 ORI ER 1 N AR B 3EAT 85 1 H BRI E ORI
VARS8 03 o BT SCRS /B HE BRI IR o T BRI SRS N s A7 1E B2 P A7 TR 22 A= 1P SCRY JE IS

GDCA's audit tracking documents are carried out by the business administrators and auditor for the
archiving of audit log and audit documents monthly. All documents including the latest audit tracking
documents should be stored in secure disks and stored in a secure document library.

5.4.6. H S R4 Audit Collection System
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GDCA sets up an automatic validation system for audit records and data. It can report audit events
to the relevant personnel or system automatically.

Audit log collection system related to:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system

4. Remote communication system
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5. Certificate accepted and approval system
6. Access and control systems
7. Security system of website, database

8. Other systems by GDCA considering necessary to review

GDCA it Ji i T+ Bl e ) B3k 40 T A & THEK

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S B HA LR R#E S Notification to Event-Causing Subject

GDCA KIM WIS, W idRUGHHFH AT, TVl I e et #,
R B SR HUAH K SR Tt SR o AR Bt 2 147 D SR LR D) vt Bt & C 4 R0 R
R i R WP GEE S T2y

GDCA AR E & %) S ECHAF I SR BEAT il 5

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. eS8 P Vulnerability Assessments

CA R4 TR IR B, HORRIE TR A RN T S5 ERA AHT, 8T LA
MOSESSERAY, B ERA B TR T ERA TS84, GDCA HE4% RAULATHE S PETAS
LW R B2 AT UK«

CA security program carries out timely weakness analysis according to the change of policy,
technology and management. The weaknesses should be repaired immediately. If some
weaknesses can't be repaired, GDCA will launch system vulnerability assessment each year in
order to reduce the risks of system operation.
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55. CFIER

5.5.1.

Records Archival

JARSIE IR AL Types of Records Archived

GDCA Xf LA N JLREA AT PR E 5, AR EART

N o o M w D oE

UET RGBT

UEFAIES TSR 5

UEFS FRIE SCRESCR, AEBARSTHLEAE B IS 2, ARSI ARG
CRIRlieE

USRI, LT ARV S5 R SRS s

ALBRL WRREARTHERIFEE. XA SRR
HRHMR S A ERPP A SR

GDCA archives the following events, including but not limited to:

1.

2.

3.

5.5.2.

Certificate system constructed and upgraded documents.
Certificate and certificate revocation list.

Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

Audit record
Certificate Policies and Certification Practice Statements.

Employee information, including but not limited to background investigation, hiring,
training, etc.

Various external, internal documents of the review and assessment.

JFARSE F AR AR Retention Period for Archived Records

PR AL, HOREIREAFEK .. X+ R EFAN R 5 2 2
3¢, FLIFRE R R B 1) 56 i 22 2 Mfe S5 VE VP Al B — B i

1.
2.

ST PR A i A Y B B AR A A, R BE 10 4ELL b

S CAIE 1503 54 i FA BT A B SR RS, SR BB A DT CAGE T
TSI A A 0.

VT PIE A5 A VRS (3 B B BR AN T 15 2R A0 10 4E.

90



Il somrnnnammas

— GDCA FEFIMIENLSHIN (V4. 4) AR

4. CAEHME I TRIAE CA LS At A W2 4k, AOMRE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives should be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle should be kept for
more than 10 years.

2. Archiving for management events in CA Certificate and key life cycle should be kept for
not less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates should not be less than 10 years after
the expiration of certificates.

4. CA key and certificate archiving should be kept for 10 more years after the end of life
cycle.

5.5.3. VARSI Protection of Archive

GDCA %l e GDCA L& AT IR o S T EREF SR IR AP 7E DL R 22T
HAVETEAN YR o AR A PR B 2 407 sGHAT ORGP, I HAR B — AN ™A% B i
1, WA GDCA Hk4 & #N GLn] L] .

GDCA database is encrypted and protected by the GDCA master key. Protection of audit tracking
documents will be illustrated in detail in the following sections. The archived media is protected by
physical security way and set an entrance with restrict authorizations, and only business
administrators of GDCA have the right of access.

5.5.4. VAR SO B3 #2 7 Backup Procedures of Archived Records

P RGUERI TSR, BTG, S0 ST AT

XHF I A VAR TR, AN BT, (H R BRI R A HE it R IE L 2 Ak

PITA VAR ) R SO RS B 1 ORA77E GDCA FAIA- P, B AL R R A7 LA 1
AR IR 12— R U B BGZ AR R B K T 3, SN R AR B H . AP
TAEN A B GO, A REXT R R AT IR . GDCA f£ 2 2L _E AR IESE
XA 5 SR AT IR . 2T R AR

For electronic archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.
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All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O EIBRE K Requirements for Time-Stamping of Records

GDCA [ S AE QI I I BTN #2715 GDCA v 25 44 I 18] 8o

The GDCA file must be created with time-stamped signed by GDCA digital signatures.

5.5.6. JAR4WCEE R 4t Archives Collection System

GDCA I T EREFRY R RGAEA CPS$5.4 15 HETVEZH UL
I3 B BAR B AL ANZ AR 2 A I H RS AN & T GDCA £5i.
GDCA audit trail collection system are detailed in section $5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. RIS R4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA )% 4=t i ORI 55 #6170 3) i GDCA BSRAE B 2 M8 L. 7E3RTS
SR RGN, AU 2 N9 I T AR

Security auditors and business administrators of GDCA retain 2 copies of the GDCA file information
respectively. While obtaining the complete archived information, comparison of the 2 copies should
take place to confirm the integrity.

5.6. HFINERFZVIRIEHA IR Expiration Date of Root

Certificate for Electronic Certification Services Agencies

GDCA HIHUIEHA R KAV 30 4, AR HZE R AIES, T CA LS
AT PSS, HA RO TARIE A 23, £ H1 CA HZER T e+, HAT
ROWHEREL T CA UEF A R0

MRAUEFS Je 7 CA LRI Y, FEUEF A A U &R .
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Maximum validity period of GDCA's root certificate is limited to 30 years, and the expiration time of
the certificates of subordinate CAs and subscriber issued by root CAs are not later than the root ce
rtificates. Also the expiration time of each subscriber certificate issued by subordinate CAs is not la
ter than the relative subordinate CA.

The expiration time of the certificates of root CAs and subordinate CAs must be stated clearly.

5.7. HTIMNEREVIHZEHAKEE Key Changeover

FEUEFS RS LLAT, GDCA K42 {5 SROMSS P 5 o AR 2 A AT B 3, 2B BT A E S
FEEAT H AR AL RS, P2A% 1208 GDCA R TP BLAOITE . CA 5 P15 B LA R4 LA
VLR

1. £ CAEP A=A I AE s AT 5 L 25 A0 O R SAIEHS, B ORTE CA IR BTt

CIREN AT TR e eI P
2. AEAFIEREAORTI T SO A SIS RN, 4R CA AR K CRL, H2|
fJa — ik N AR .

3. ARSI B CA BT, PR IS A AN .

4. RN RATHH CA IEFS

5. RIS RE 24 A, AHIEERS .

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management should be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of
subordinate certificate, which ensures that all subordinate certificates are all expired as
the CA certificates expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the
certificate, CA continues to sign CRLs with the original private key until the last
subordinate certificate expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.

5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

GDCA &P FUEH P el KM L5 B R s . Py, GDCA
R =AHESS

o MBI A IR EE AP GDCA IEH:;

93



l] SN RIZRIRERIE
o R A GDCA T IAREAL 53 (V4. 4

o CHIAMPIZAMEEIHAYM GDCA IE+:;
o [HAPIZHAIEEH A¥IN GDCA L+,

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key;

5.8. #HMEHRMEKE Compromise and Disaster Recovery

5.8.1. FHHAHmELAEERF Incident and Compromise Handling Procedures

N T R e S A A B SRR 451 T A A 1R L, GDCA AL 1 — RIS UL PR ZE A i
AETT S, B

1. GDCA Z&GiHifmAb G
2. GDCA #H KFHIHN TSR

3. GDCA RGi&ihr 5E TR
AH I B I TAE N 2422 8 DA B 07 R RAE S i) B Rt e, AR SRt 6 A5 Pk &2 11 Ja A it
R B AT A0 o HEVK ST S o

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter.

5.8.2. HEZRE. WAFSR/BIERRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 24t Sl A E Z AR GBI P R BR AT 184, JFlE 7 AR
IR SR BRRE o 2R A AR5 B YR BOA . TF RN LR AN RESR BL IR B IR 55« BRI
SR B0Hs P e Bl S LR B R AN RT 0 7036 B A, GDCA K42 IR S SR T Rl St PR A2

GDCA backs up resources of the business system and other important system, software and data
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and formulates corresponding emergency treatment process. When identified the destruction of

network communication resources, failures of devices for daily services, malfunction of software, or

tampered database etc., GDCA will launch the disaster recovery plan.

5.8.3.

SEARABRELLEEF Entity Private Key Compromise Procedures

FEHUR ) NN BIEUR H AR RAERITE LT, GDCA RERHUT F1I A BRI 22 4 30 855 -

1.
2.

GDCA NIER G HA VS B O S #RAE 5. RGVEH T E.
FRAE S AERIIE BT, 70 B4 FRAIE 15 75 2 41 B s EEFTAE .

R HR VA B A e A ainmise, B s, e 58 CRL /%
BATRR -

LIt 5 ) 22 A7 )Rn] e & B K R 1R AT

R R EAR RN S5 E P A B O, N R UE B AT IR

IR T B E GDCA M5 HRAT A BC B SO, M 535h—44 GDCA 4k 5%
AR Gl 558 PR 0 AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates should be revoked or re-verified
later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it should be done by the
system administrator.

While restore the GDCA business operator’s configuration file, it should be done by
another GDCA security business operator or administrator.

2 CA MRALIB B, k. #eBioiaitt#Z, GDCA Ja ah F K FAFRN TR,
H1 2 42 SRS 2 A X A S & AT VA, AT TR AR 20EA CA RS, K
RH LT i it

1.

2.

SR HL A UE AR 55 8 B o SN HAR UM 28 BT 10, G I Xt A A 2
SRR T b7l SR et G F R 2 8 52 SRR
N7 RIVIE RAH AT % P S AE B GE R 55 HH R 0 R 458
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3. LRI AR K IIES, BB CRL Al OCSP 5 &, fLE-HiT P Ak
WO, AR GDCA 7 EIVAE BT I 35 84

4. HRINAER% K S, %8 GDCA CPS K FIEBA& KR MM E, IR FHIEH
FIFHAET CA IET.

5. GDCA ¥iMiEB&K)E, KL AEE GDCA (F R . HIRS 4. HTTP &)y
X RAR

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. GDCA reports immediately to the electronic authentication service management office
and other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

2. GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates
a new key pair.

4.  After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of
certificates issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published
by GDCA repository, LDAP, HTTP, etc.

7 CA R BIE R Beioh. B, MhER sipl s =% oI SRS, #1F CA

1. SZRP I GDCA HEATICHRHHAE BB 2 A FIE TSI R, Bl & RB RE 1
2. GDCA SLE[fA L FIAUE R S5 & BN A A BORT 18 30 T IV, a5 Rt A
oty A FLBARNIIT P AT I S SREHE 8 G FH P ) 2 52 T KA K

3. Sz RIVIEAAH MR 7 A S UE B GIE RS A 1 R S

4. SLRIHEHPTA CAEERAIIET, R CRL 1 OCSP {58, MAEHIT 7 AK
Rl

5. ¥ CAIUEPBZE G, 1418 GDCACPS K TFiEB& R MM E, BRI
WEFS.

6. GDCA ¥itiE %K )G, ¥ L@ GDCA 5 8. HFME . HTTP &7
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If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and
certificate request to apply for a new certificate.

2. GDCA reports immediately to the electronic authentication service management office
and other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

3. GDCA natify the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a
certificate issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the
GDCA repository, LDAP, HTTP, etc. for distribution.

ST P RORL T RE BRI B R L BB BB BRERCR =F B MR, AT
1% [ GDCA CPS HIRLE, 56 R IES AU, I MRS B8 g H AIE 1S -

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.8.4. RAESE BN BE /7 Business Continuity Capabilities

GDCA fEii#AT 5.8.1. 5.8.2 M1 5.8.3 s/, ML HAMHLH, Kl
24 /NI 2 AR A5 T 55 B IR I8 AT

After encountering the disaster described in section 5.8.1, 5.8.2 and 5.8.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.9. HFIMNERFZVHEEMAEIZ1E CA or RA Termination

GDCA #¢ 1= 1 JR R T LA 4 Sy 4 2 450 S R RN A 25 B SZ A0 R TR, 3 S 2 40 S R ]
RefUff GDCA M HER, B PZMEF T Re 5 LR &= A XK.

7 GDCA 4 1EH, W2l

1. ZHO SR E AL
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may

result from the loss of GDCA root key, and non-key damage reason may be related to commercial

factors.

Before termination, GDCA must:

1.

2.

10.

11.

12.

13.

Arrange the business to undertake

Draft GDCA termination statement

Notify the entities that are related to GDCA termination.
Shut down subordinate LDAP

Certificate revocation

Treatment of archive file record

Termination of certificate authority service.

Archive main LDAP

Shutdown main LDAP.

Process GDCA business administrator and GDCA business operator.
Process encryption key.

Process and store sensitive documents.

Remove GDCA mainframe hardware

T2 2 RS2 R E R 2 1k GDCA, LT Z 58 skt B e, ME—1
AN[FAE GDCA 2% 11 2638 i) ) 1] BR 1) L, b 258 32 4 i (R 28 1k GDCA, 3k GDCA
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EET PR R BT AR R K% 1 GDCA, 7 GDCA &I fTA i1 F
i, SRBUGE 4P RIS GDCA 28 1EX41T

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. INER GBI AR L £ H] Technical Security Controls

6.1. AN IR 5 %3 Key Pair Generation and Installation

6.1.1. AN A B Key Pair Generation

6.1.1.1. & 47 BN A B Generation of Signing Key Pair

PR EYIS A=A, b U8 [ S A BORMLE . GDCA SO 2 R 2 125
AR AT I AT DU TR AR A A (. USB Key), tBA] U BRI B A
BADRLE (fnr: Db ds B AT AR AR, Web JIR g5 a5 BCPHR AL 2 B AL B B 45D, HE
TG AR R AT e . KT 4 R NIER. 5 4 RYMIES . B&UED,
VO 5 ZBASE PR RGE A R AR A il B . ANE TR 3, R 7 A I 2 R B AS B R
iE. GDCATERIAR. WS RARMEH b, A |24 R R,

The generation of the subscriber’s signing key pair must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptogrammic module (such as USB Key) or a standard software cryptogrammic module
(such as the cryptogrammic module provided by the browser or the key generate function offered
by web server software, etc.), so subscribers can choose according to their needs. It must use the
hardware cryptographic module to generate keys for type IV individual certificate. type IV
organization certificate and equipment certificate. In any case, the security of key pair’'s generation
should be guaranteed, GDCA shall implement adequate security measures in technology, business
processes and management.

Sob T R E S AR ER ) GDCA 1T 77, W 4id F B % 505 8 B =y JIb v ] B 4%
AR AL AT, BN ESAL. B LK. USB Key. IC R4 R, 1T/ kX Bk
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R, NFHSER GDCA BHMAH KAGHAMNELZHE . GDCA [T e fff 5 B R 5
R ELAHOCHLE K] USB Key 1ENTT 7 2544 S X ) 2L A A7-0 ¥ 7%

For all GDCA's subscribers using hardware cryptographic modules, they have to generate signing
key pair with devices approved by OSCCA, such as cryptographic server, cryptographic card, USB
Key and IC card etc. Before the choice of these devices, subscribers should consult in advance
system compatibility and acceptance related towards GDCA. In addition GDCA provides USB keys
to subscribers as generation and storage devices of signing key pairs which are in accordance with
the relevant provisions of state cryptography management.

GDCA — M AR HEARIT A A4 B AN, Qi 7 15T H i 4 GDCA bk,
GDCA 1] DL B FH A BB AN, FF HARE AR AHIIRIA, SREUE 88 (15 R
WEBHXT )2 At . AT SEPEAIME—, (H2 T R BT st 2k . itk 5 D DAL Bl 1) 43
%, GDCA AEMALM FT{EE X5 -

UEBAT PG R R 2 A I ST RN L 55,  FE7RHH i s RIVEE 5T .

Generally, GDCA could not provide signing key pair for subscribers, only when the deputies obtain
authorize by GDCA with application form, and generate not to hold copy of private key, making use
of effective preventive measures ensure the key pair keep safety, reliable and unique. However,

due to the loss caused by this key to the missing, leakage or other reasons, GDCA does not
assume any responsibility and obligations.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities as this.

6.1.1.2. InEE XA B Generation for Encryption Key Pair

TEFIT P A 50 B GDCA AT ) AR S B AL g A R, IRl
ARG OHATE I HIEIT P R ERE NS RN, R R g
OIS TRE, AT 7 i FRE LT P A R N 28

Xf Tt GDCA TrustAUTH R5 ROOT k5. %X R5 2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 22 & [t ZIE 45 A2 A BT FHIESS, AT PP 8 8% 13T 7 B & i
S5 2R B N B SR LRI ZE B, GDCA PR AT P 4R (L4 A ] 5 R A FR A
HLIE K] USB Key 1E T 2544 B AF % 10 A ORI 1 46 o

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT
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certificate, % #H{{ R5 tR CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber’s
key pair is generated by his/her own server or other devices embedded key generation mechanism.
GDCA does not provide the USB Key which is in accordance with relevant provisions of the state
cryptographic administration to subscriber as the generation and storage device of signing key pair.

6.1.2. TN RHEIRLIT 7 Private Key Delivery to Subscriber

H1 GDCA MU T/ s g B b O3 N B P T K, e B L™ A4
AN E AL FIT P d s P AT B 5 i, LB 77 if%ix4s GDCA, it
GDCA NEENIT UL EARRS, 1T (M B QAR B A = 2 AL P A7 6k

GDCA summits application of encryption key to Guangdong key management authority for
subscribers and Guangdong key management authority will using digital envelope encryption
technology to encrypt private key with subscriber's communication key and send it to GDCA by data
stream. Subscribers download the private encryption key from GDCA, decode and save the key
using certificate carrier.

XF 1t GDCATrustAUTH R5 ROOT iE-5. #z i R5 #i2 CA iiE15. GDCA TrustAUTH
E5 ROOT 2K (M FR ik pr 2 K BT b+, FAHEIT P BATAR R, GDCA AN 75 24 FA
BT

For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT
certificate, #(ZZH L R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate, subscriber
generates private key by himself/herself. GDCA does not need to send private key to subscriber.

6.1.3. NUEESTE R KB Public Key Delivery to Certificate Issuer

HIIE 2 AR B B B b 3R B B oK, S B B o 7P AR R A 9348
FREFUER AT RS RIS, DEEER AT AR GIE PR, BRI
X SR B SRR AT, RIS R B PR BT S TS . AR AR
B E U AEUE 2 AU RS 2 I A B

XtF-H GDCATrustAUTH RS ROOT . A% {{ RS # CA i3 GDCA TrustAUTH
ES ROOT 25 & ) R JUIEH T8 A HIAT 1 IESS, AT A RA it PKCS#10 % 2 HIIE
BELERE BB EHrE ARk, DR S0 A 913554 GDCA %
Ko
GDCA requests the application to Guangdong key management authority, and Guangdong key
management authority will using digital envelope encryption technology to encrypt public key with
communication certificate and send it to GDCA by data stream. GDCA will decode the cipher text

and issuing certificate with decoded key information. Communication certificate used in the process
of key transmission is generated in the initializing stage of CA system.
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For subscriber certificate issued by intermediate certificate of GDCA TrustAUTH R5 ROOT
certificate, #{Z {8 R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, end
subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.

6.1.4. B IMNERS VA AL EAWKIB T CA Public Key Delivery to

Relying Parties

GDCA [f)/A 80L& 1E GDCA HZE R IR CAIEBANY S CAIEHY, i#id GDCA &
J7 Wk E4T KA. GDCA CHFM GDCA MG N 7 L i A4, DUIE T P Al
T 5 2 A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FEHEEER AR Key Sizes

GDCA SCH7H) RSA K E A 1024 f784 L, SZFFH SM2 K FE R 256 17,
Y ECC %HK A 256 LA o WIREZEHEM .. BUF EE VIS S HK S
BTG AE SR, GDCA <58 48 .

The length of RSA key which GDCA supports is 1024 bits or more. The recommended key length of
SM2 is 256 bits and ECC is 256 bits or above. GDCA will conform to the specifications and
requirements of key length from state’s laws and regulations, government, etc.

6.1.6. HEFH 4k Certificate Carrier

GDCA WRAEAF MM TR, AL T PKCS#11 B [ 52 % 48 P Jey o 25 19
USB key {ENIEF#fk. USB key /& — i B AT %23 RGNS BEAF e %, e NS
AUERERAZ O ek, BhganldE, OrE#s, AR, BA a3
R IIRE -

According to different application requirements, GDCA uses PKCS#11 or USB key which has
passed the review of OSCCA as certificate carrier. USB key is a cryptographic device with security

file system. Its internal chip has a security module based on smart card, which is secure and
reliable, and easy to carry. It will destroy the key automatically when suffering violent destruction.
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6.1.7. NASBHIERMFERE Public Key Parameters Generation and

Quality Checking

T PR AR 2RO GDCA AT 1, A w0 [ 5 2 T 2 e v
A B g MU B AR R, Bl HL. In%E K. USB Key. IC REEA: BANIEHL,
FEIM X L 4% A TS AIARE . GDCA YIRS % R R N B I HE% D
SR T R R A ERER.

ST SHUR BRI AT, [RIRE i i 5] 58 SR A R e Vim0 o0 25 1 46 AR 2 A1 ot
BT, BIAinE ML %R, USB Key. IC K% . GDCA I\ yiXLeis & RN 4 B (1 1)
W, HRSOARE T RN ESRER.

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.8. 401 F B i Key Usage Purposes

WP A UL TR I 2 e ds, IS rAiiE . A a3 E RIS 2 52
PESE s e s B n] DA A0 S s R A s
B IR B A T, TSI B O VIE SRS BN ST E S5 2 AL o

Subscriber's signing key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.
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6.2. FAAGRIFAFEEHER THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 2R A B A A RT#E #]  Cryptographic Module Standards and

Controls

GDCA JIT F F) 2 i 1A % #0248 1] S A B RN P B 7= il o S BHIAE 1l BB A7
fifi o A AR BB FIPS140-2 ARt RIAHRAE . |11 FIPS140-2 At ifIF 2 H 5%
B AT N AR SRR AR s [ 200 T35 607 A A (R 3R, (R, GDCA #£
LRI BEN, (NS FIPS140-2 PR 2R, RAEE F &S E BBURYE AT ATHE T
R EEE, RS RES) TRAEmsel . HIT S8 % A p ) s s B 2t i[5
FEMEE TS E . k.

Key pair of CA is generated by the device approved and licensed by OSCCA. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted by
OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA only
apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the product

manual of the device is for your reference. Hardware Security Module used for key generation must
be evaluated and certified by OSCCA.

6.2.2. FLEH% A (m i%& n) Private Key (n out of m) Multi-Person Control

GDCA FAHHIL R T, M, & (ARSI R T 2 AR, ROSRALTL
=07, R BRI 5 B PIT R Bk, %S = AFER VR AT )
WUR N LRI PIN T, A AT RABIET B

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYESE S ek, R B RO R R s AR AL, s B B RO A
T G R B B B OV B, DR TR OGRS FH 2 0 85 1 58k T R A R AR
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FEREAT RNEIR A, 4E47 B A ik

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.

6.2.4. FEAFEE Private Key Escrow

VP INE RS R AL ) 2R A B B LR, T R A RS R A
HHCORE, FHEEDOANTHEE .

JIR AR B RO AR DRAIE T s S 2 A, ST RLE SOE U IRAE, SR
A %R R, BRSNS ARRI

The private key of encryption certificate is escrowed by Guangdong key management authority. The
private key of signing certificate is kept by subscriber and not escrowed by Guangdong key
management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

6.2.5. FAEH& 4 Private Key Backup

AAEH AR I3 N = PRI & A s MRty CR SR — U R R SRl T AT 4 40
AR N CEMX RGEPRAEREE D, WESG (ERGHTKNSE)E, Mt
ITHREA AR

HIGEAL % 7 R SRR AL B HEAT IO RL B #5477 o

AR RIS 0 R LTS AT e By, Bk HE%
T TR B35 A R L TR SR A AP T e Ay, BER— 1K

Private keys backup includes three types: initial backup (backup in the first installation), complete
backup (regular copies of private key library in the system) and incremental backup (backup for big
changes).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week. Incremental backup is
incremental backup of private key library once a day.
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6.2.6. FEHHAY Private Key Archival

A B O PR B S AT IR ORAT . DR AF 1T SO R 3 B =
) FURE R IN 8 SRR BEAT N I DRA A 2 B B o (R0 B0 I P R B 57 v
FEHZIM)E, GDCA f£ 10 RN SR RAE . RIS fRAF 2270 7 4

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. RAFH. FAEHBER Private Key Transfer Into or From a

Cryptographic Module

S SR EZNE R, RPAE BT M VRS I BNIEH A 13 A X
o TG B M ATERE RIS BT =20, IFXHEER 2 RORL IS B AT X AR N
A ReAEt BNE BEAR KA X T, SAN DAL= MEBEE RN SN, #E5IE
AREF N

GDCA AT AP M R B p 3 1 598, BN SRV s o X 4%
JEAE A E AR ALV, A RAT P IR ROF B AT AR HAR GRS, T AT A BT
AN BRI R B D& ORI S U 1) 42 il 1 i o

o>
(aYay

Private keys are significant. The private key information must export to the cipher storage area of
certificate carrier. The export of private key is as follows: GDCA must split the key into three parts,
encrypt them using symmetric encryption algorithm respectively and store them in storage area of
certificate carrier. The import of private key is as follows: GDCA must decrypt three parts described
in export process, combine them into one and import the key.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. FAEEFELERK G Private Key Storage on Cryptographic

Module

TP B PO A R A R P B S R R SRR AR T IR S5 AR AL, RABHY
BARAFAEAE IS5 S E DL o, AEREA A iy RS 2 WSO IR 5 A L2 Ab
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WP I RLBAAE B AE AT & B SRS B BE 1 USB Key 1 B CAHIESS 1, BT e
USB Key H Atk IRLE, #8 AR SCHOTE S UORAF o T 08 T A B e b i 2B RO AL B, B
TP AERE R AR TP A A T, 3T ] DA B R 4 A 2 A DR 1 s o2
AR,

All the private keys held on hardware cryptographic server approved and permitted by OSCCA are
stored in the form of cipher text. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key is stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

6.2.9. BOE R 1E Methods of Activating Private Key

FEAE AT A OB R R SRS B, BTSRRI, HE=
X B R RN AR .

ST AERAE R U1 USB Key TN s pilal 2 Hoth T Qi el fF 2 S b pr g 17
A, AT AT RUE I F 4 1C R T D AR 1T L b 2 ke T A R BKES
Ja, ¥ USB Key. IC REEMAMR ST, MANRY L, WAPIREE . X FA7K
FELT P ALV B RS B R AL, 3T P RAZR & B A 15 e AP B L AR TH AL,
AR IEES A A S P ol R ot N G AT P BT SEAURIRE DCRAEA . i 2RA7
TBCTE 3 B RS e p R AABH A 1 A R AP, T8 At 2 R A B P A v 6 AL B 1 80T
WRAEH D AR RV, AR IINE)S, BN 12 A ReE FAE .

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.
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6.2.10. fEBRFAHBGERIRESRJ5¥E Method of Deactivating Private Key

FEE RS H CRE R R SRS AL, TR, &
T A EH A RN,

— BV, BRARXFIRS R ER, RS R TIEEIRES . LR 1k
M, APHIERRBERGS, R BEHEAT —UGRAE, WURTZHT S Ik #lE, & 2 it
AT o

GDCA f@ AV BHBE RS 107 AR AHIR 1 B RIRAS . DI e Bl p i e g
Jhs MRS RERBUEMA R, 40T DUEAT AR AE

P RBRAV IR IR AS th e B AT oRE, ARRURAE IR i TH SN, BB T AR5 85
BB TR AR TP ECH, DIWT R, AR -

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Any unauthorized person can’t execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HEBFAHKI A Method of Destroying Private Key

GRAIAS A, B0 SRR L A IR s g A e, AR AR T80
PEIRSEREER N, AR I AR B 0 7 ot 7 AR bR s WURAL T RE PRI AR B N
HAINE R B IC RELAFIE S RAE. FN, FraHTRERHAR PING., ICF
S 06 AP B BB B WAL ]

WP RIAAHA B, B8 5P RL1 ~ A 2GS gl Ja, hir ove
FAHETE, TP ARIEA RSB, R R W R P 25 Ok
FERTARE T, AT e AUHZ AR CPS [ RLE AT -

If the private key is no longer used, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleaned by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleaned
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.
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Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and afford the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  FREBRAIIEE Cryptographic Module Rating

GDCA i Fi] [ 5 i BE = HE AN VR AT B35 657

GDCA uses the cryptogrammic products approved and permitted by OSCCA.

6.3. X E HE W H 4 FE Other Aspects of Key Pair

Management
6.3.1. A%HHES Public Key Archival

Xt ARG I AN SRR AT RE I (VAR ORAE X ORAF I A B RREAT X AR N,
TRAEIRI L e B A PE B
NHIFIWJE, GDCA FE 10 KA T8 BRI ERAE .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archival operation in 10 days.

6.3.2. T PR S4EH TR FI45 5 Archival and Destruction of Subscribers

Trusteeship Key

TERUE -
N/A.

6.3.3. E BRI F IR Certificate Operational Periods and

Key Pair Usage Periods

DNEAAURVER B YIRS E 5 AT OO, (BIF A Se e R FF— 2.
Xt F2E 4 g e+, HAAH R BEAEIESA RO N A4 T LA 8072644, ABRIAE
RUEABRAEE I IE S AT RO . B3, 9 7 PRIEEIE AT RO A 2844 (045 2 7T ASSHEE
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B SUIRR AT DAAEIE S (78 ROYIRR EASE

XTI B ESS, HARRREIEBA RN A TR T nEE R, A9 6E
FIBR AN AE P A RO o (HAZ, O 1 DRAEFEUEFS A ROY & (45 B AT BT
AAE A FTYIRR AT BLERE S 1A RO R BAAb .

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used surpass the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
surpass the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used surpass the validity period of certificate.

X T A 0 IR HIES, RPN A 80 R BRI RO 4w LUE A

A MEHHZ W&, ARSI AR Z L LB AE

FANFER AR TR T FEFIE R CAUES:, IEB R, fERIEZ 2T,
FOVFAs YR 3 PR R E AT B (E RSP AN RE TR

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

SHFARIESS,  FCA N o S8 U - 5 ) fec KA i BABR 2 F

1. Xf ROOTCA(RSA)Z: & If1 RSA2048 i1 CA iE15, AN A fo 1M F 4
P2 10 4, AT 10 4

2. % ROOTCA(RSA)Z K ] RSA1024 fii CA iEH, HE AN K fo Vi 4
P2 10 4, AIZbT 10 4F

3. X} ROOTCA (SM2) &K K] SM2CA iETS, B AN 1K S48 A A PR 2
20 4, W/ 20 4F

4. XIT GDCA (1] RSA4096 fiAil CA UEFS, 2N 1K i FH A R A2 30
F, WDT 30 .

5. X7 GDCA ] RSA1024 Al CA UEF5, FL3 XS e fu Vs FH AR B 2 30 4,
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10.

11.

12.
13.

14.

15.

Af/bF 30 4

XfF GDCA ] RSA1024 iR CA 25K 1) RSA1024 1] CA I+, 2 P1x i B
K ARV FERZ 20 4, AlAF 20 4E.

Xf 1 GDCA ] ECC 384 iz iR CA IE+S, FLa IR ) et Fu VR4 I AF B2 30 4,
Al 30 A

X RSA2048 Al Pk, HEHN I EK RV HERZ 8 45, n/b
T 84

XF T RSA2048 i SSL g5 a5, LB BHx ) e 1 e Vi F I RR 2 39 M
" /bF 39 A H

XFF RSA2048 (7 ARALZEZAETS, FLaEH XS I fe & Fu Vi F AR &2 39 AN H, AT
>F 394 A

XF T RSA1024 AT Fkty, HEHNMsK A HERZS 4 4, nb
T 44

KT SM2 AT FHIE, HEHM B RV RE 4 4, wbT 44
XFF ECC256 M 23T FHESS, B sk AV R E 8 45, AT
8 4

XJF ECC256 i SSL k55 #siil-15, FLBFEH i fe K su Vil AR /2 39 M,
A >F 39 M

X T ECC256 ArARREZE A4+, Ha X R Rvr IR E 39 ~MH, 77
LT 394MH.

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (RSA) RSA 1024 bits CA certificate, the maximum usage period of the key
pair is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20
years or less than 20 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

For the GDCA RSA 1024 bits root CA certificate, the maximum usage period of the key
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pair is 20 years or less than 20 years.

7. For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key
pair is 30 years or less than 30 years.

8. For RSA 2048 bits final subscriber certificate, the maximum usage period of the key pair
is 8 years or less than 8 years.

9. For the RSA 2048 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months

10. Forthe RSA 2048 bits CodeSigning certificate, the maximum usage period of the key pair
is 39 months or less than 39 months

11. For RSA 1024 hits final subscriber certificate, the maximum usage period of the key pair
is 4 years or less than 4 years.

12. For SM2 final subscriber certificate, the maximum usage period of the key pair is 4 years
or less than 4 years.

13. For the ECC 256 bits final Subscriber certificate, the maximum usage period of the key
pair is 8 years or less than 8 years

14. For the ECC 256 bits SSL server certificate, the maximum usage period of the key pair is
39 months or less than 39 months

15. For the ECC 256 bits CodeSigning certificate, the maximum usage period of the key pair
is 39 months or less than 39 months

6.4. BIEEIE Activation Data

6.4.1. BOEEHE K P A fn 223 Activation Data Generation and Installation

N TR FVHR 24, UEFIT 7 AR 22 B S BE L AR IE 22 A m] 5, AT 28k 4
AP . Wefirsr. WelRRE A . W, B AR

CA FAFHMIBSEE, U I8 A B B IE U o BRI B A B NE R, ™
AT AR o RAVER . 1T P AVARI OGS 2E, BT FTEIEBRH4 (DLIE{E
HERLFRML) . USB Key. IC RIFERE O A5, ERUAE 24 ] SRS N REHL™ k.

GDCA F=A SR, BT FHIETH 04 ((EEEHE %SRRI HD.
USB Key. IC RIFERE 4%, #REIELa 0 FEMIMEE N4, XS Eds, 8
FEIE I AT EER T, BB LS TR AT . BRI S AT e KT AR U
A FH8GE s, GDCA U F* AT RET 1804

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from leak, theft, unauthorized usage, modification, or unauthorized disclosure.
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Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as offline face-to-face submission, post courier, etc. For activation data of
non-single usage, GDCA suggests users to modify themselves.

BT KO0 11 4 #5225 5 WA B0, %008 LA JLA UM
%0 8 (g

Y L

BE AR 2R 74

B AR 52 04

RREMEFA R . sy

FIP 4 B e 1 4

I S
Al

All the protection passwords should not be guessed easily, and should follow the following
principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least
3. Not contain many same characters

4. Not be the same as operator’s name
5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BIEEEE KRR Activation Data Protection

Xt CA RV RIS Hdle , 200K 8t s 12 el §ie 105 2000 s el AN R Rl 45 A
AR, HEE N RADIRFE IR IR EK .

VTP B S I A 2 2 SRR T 2, AT 2 R, B el s
BEATAHEG AT AR . WRAEFSIT A B B PIN A R AL, 1T 7 N
HRE I LB PIN 5, By 1B FR B eI B . W RAE T 7 8 A AR AL R AL B, 3T
JU R R B AR AR N AR B . RN O TR A S RGN Z e TR E, NMiZ4
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RO B AT B
Activation data of CA private key must be separated in reliable way and kept by different trusted

personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and can’t be leaked to others. If the certificate subscriber uses
a password or PIN to protect private key, the subscriber should take good care of password or PIN
to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to protect
the private key, the subscriber should also take attention to prevent his/her biological characteristics
from illegal obtaining. Meanwhile, in order to meet the security requirements of business systems,
activation data should be modified regularly.

6.4.3. BUEEHE A 5 H Other Aspects of Activation Data

AV RRE BAR AT MR, BRI TTEE RS AR e TRk el Bk
FEFRRGMEE . SRARBERUE A .

AL IS B AN T R ROZAN S, R E A IR R e T R A g Tk EE AL
RSB, B S8 45 R T P AR S B 5 B B BR B SRARH A S B 1135 4 B
HAER, BN 1A I TEAR UL U«

ZIER AN, ST HEUE T P SRR A ay W, BUE R

I, TP HAFHIEIERN 4, HiEsIE R

2. AT ORI FAHEE IC = USB Key M4, TS F AR MY 5% 87 FH 1) 75 2 B
T UL, (WIS 3 A H G T

Activation of private key should be protected from loss, theft, modification, unauthorized disclosure,
or unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the remnants information and
medium, such as paper recorded with passwords must be crushed.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.
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6.5. HEAMLZEFEH] Computer Security Controls

6.5.1. BRI ENZEBARER Specific Computer Security Technical

Requirements

GDCA REilIfa B2 A3, e RIE RS GIF-FHAE RG0S K H AN 22 SR AR ) |
Tk AME B A (R IAIEARSE B INED), 2] 15017799 15 B 22 bR RTE LA
B HABARSCIE B Abrt, 52 AT . e BN 2 A B BRI, R8T L
SIS A A RNC SR o SR e AR I R 5 - B O SRR R IE | 3B U ) ]

L EE GG NN AL S TG 2 N - Sy Et

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO17799 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RS DR Z AR TEN L], VERAZIIAT R4 (45 CA RGE. RA RG0) Uil
BRI B3 73 BCME— (I U (R 17 TR A PR BR A DA AT AR ER S 2R K i MR o 15 7]
I RIS R P 44 4 DR Bl XU 2 5 3

R ) 2 AP T B BER CA B ANEEE S  R Gt e T B RS A
SR BIREFRBITI A .

Double-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Bools RO AU S RGBS B, A7 RS AL RGGZ M . R4 7T LA
BEL L3 2 OIS PR R0 4 0« P SR L A A A1 N (5247 2R 5
d, WERIVTIEVER REMTEED. RAT CA RYRES BRALF . LB TERE. v
LRG3 A BT LU 1471 CA HCli e
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Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted
personnel who is in operation and management group of CA system, has necessary work
requirements and accesses to the system can he/her access the CA database using password.

6.5.2. THENZ4 G Computer Security Rating

GDCA MR EIEAAN L E T T E , IR E T EN 2SR ER, L%
REEHIRE

GDCA MAIER S, i 7 H KB E RN 2tk

GDCA HJVIE RSt tHENL A N E% 22 4, FE4E i Z0% 00 R 2 AR T IR &
iy tPENL WS ARATHEEIAGHA, JEREAE ST R L TF RN, SHAERS K
RS RAIAT IR

GDCA achieves a system of security level in accordance with the specifications of laws, regulations
and administrative departments and the requirements of state computer security level.

GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA should upgrade the
authentication system and system security.

6.6. A=ArEBIE ARSI Life Cycle Technical Controls

6.6.1. RGTF K #E#H| System Development Controls

GDCA A Bt FITT A i R A1 LA T«
1 AR NI RRE R A, IFESR AN G AR AL IR AR AT
it 3 2 ) PR P8 TSR D AR A B o
TR R T S AAETE RIS HEAT PR R I e, P FR G 08 T A = I B
AR TR B BT AT A RUITE LR &
55 = 5 B UE AN o 2
22 A A 23 BT R AT S 1 v
i, GDCA MR REVEMIE, 2% 1S015408 fbrik, PATHH IS HIH AN
Rz

o a > w DN
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Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5.  Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B HEH| Security Management Controls

GDCA MIER GG B 4B B, ™ A8 [ 25 5 2= AT s AT i B it
ITHRAE

GDCA NIER G R AT A M I h3E It i A 1) 2R GeAi il ™ 4% 1 Uk 98 e
A AT AAREN, ARFME ST 2 8 AR GO HAT AR IR ] DRI iiAnIE % .
GDCA iR NUE AR GeitAT 5 WIAIAN & T s 2 At

GDCA R — i R 3% ()8 B SR AE M A AL RGIBCE, AR LEARIRAUI B 2L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system have a strict control measures, and all the systems can be used
through rigorous testing and verifying .Any modifications and upgrades will be recorded for
reference and made for version control , functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

REAF 2% BRI BRSNS dE AT e tE iR, RIS R EHAR, 25
FAAE LRI A5 o N B0 2% R AN 22 25 L 25 A8 SN ™ % 1) 22 A LRI R, BEAT et
A 22 AN

GDCA NIE RS BB e s TH R LU, TR IH B AEEAT A BRI, 15 S 20
IHR A 0 2 4 (5 B AFAE
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Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A A B B 22 24841 Life Cycle Security Controls

GDCA NIE R G A e g B vl REEAERITH Gt R, Hrp g 7R, R
i Ji S 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MILKHEZ4$EH Network Security Controls

GDCA WAIE R Gt K Fl 2 21 b5 KR AN W 24 B2 05 22 APl R ART, I HL St 56 2 1)
AR HEre Ny

WWIE RS AP0 RS IE . EWE-B AR ERIEThRE, AL a2 4T
WA GDCA L 72 TRE N GDCA EF k55 4% GDCA IEH H % k554%. GDCA
(I T S

N T RN 224, GDCA WIENLES R HHE T NI 2241k, Bidefi
TR RS, I H SRR K8l . NAZ BRI 2245 Th . i R A R G hRAS
LU AT RE BRI F T 19 268 XU «

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

6.8. HJTE]ER Time-Stamping

WIERGN &P R G HE BAE 0 BHSLZATAH R N AR R o X Ee (i AR IR AN TR
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R BT 0 A BT I T B AR

All kinds of system log and operation log of authentication system should contain a corresponding
time records. The time records do not need to use the technology of digital time-stamping based on
encryption.

7. IEH. EH BT RMELRIEFRASE Certificate, CRL,

and OCSP Profiles

7.1. {EF Certificate Profile

GDCA i FH I FEGIIE k% RF & B A RARMEER, S ITU-T #EE R — AN B i
ITU-T X.509v3 (1997): 15 BEAR-HMAG BiE-Hax: AEHESE (1997 H£ 6 H) bk
F1 RFC 5280: Internet X.509 A %HFEAH &t 15 A1 CRL 25#) (2008 &5 H).

The format of GDCA certificate conform to national standard, e.g., ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile(May 2008).

7.1.1. Ji 2= Version Control

GDCA iEFif54 X.509 V3 Wil Fitg =, AAAS BAF AR UE TSR A S A= Y

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed
in the version field of the certificate.

7.1.2. WEFHH B Certificate Extensions

GDCA [ 1 f#i ] X.509 V3 Rtk Fbr#E WURIFR ™ FEIILASE, B T B o e
1
® IEFARAET
1. UEHRRA S (Version)
FRHI X509 P IR SURCA, (N V3.
2. UEFFH5 (SerialNumber)

HI B GDCA 7 Bt 45 UE+5 fA e — FO B 7 AR IR AT

119



Il somrnnnammas
Soen rmnpm——,;e GDCA HLTFIAEME SR (V4. 4) i

3. ZAFIERRRSF (Signature)
18 5€ tH GDCA 25 R AIEF5 I BT i FH 125 4 Bk
4. RN (Issuer)
FASRAR IR RAEF 1 CA 1) X.500 DN %, HI GDCA &A@k, GfFEZ. 4.
. WU AT, FEAH 4. flan:
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. TEHARY (Validity)
FRAG EUE A B0W, AL FEUE TR A6 A2 R0 H AR Ta) DA K 2k 4 H A AN 8]
RO HIIE Y, 5 EA AU T = S AEA RO .
6. WETH 4 (Subject)
o UEBHFA H I X.500 ME— 2 5. WHIEZ. &, . P BALEs T ALE A 4,
BRI ALE email Hibik A A R 2.
7. IEPFAEHEATEHEE (subjectPublicKeyinfo)
IERFAH ARG RO WA EEZEE: IEBFFAH N AT EHNE: A
YL SEARRAT . AR AT B S ATT 8 PIHE R hash ik

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

® certificate standard items

1. Version

This field describes the version of X.509 certificate.

2. Serial Number

The serial number is a unique integer assigned by GDCA to each certificate.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer.
4. |ssuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
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attribute of GDCA, including country, province, city, organization, department and common name.
CN = GDCA Guangdong Certificate Authority
OU = Guangdong Certificate Authority
O = GDCA Certificate Authority
L = Guangzhou
S = Guangdong
C=CN
5. Validity

The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must
be checked each time using certificates.

6. Subject

The subject field identifies X.500 DN of subscriber, including country, province, city, organization,
department and common name. It may also contain email addresses and other personal
information.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This
identifier identifies public key algorithm and hash algorithm.

® IEfY I

L. WURHLAEEHPR AT (authorityKeyldentifier)

WU B R RRIRFE Y Rttt 7 — M7 X, DLRGI S UE B LRV EXT R A 24
WURF BT 2 A E R B T RN RA 2 /M8 % H Y R .

2. EREHRRIRTT (subjectKeyldentifier)

AT A — R AL S — AR E AHBUEB 757 3 AR R T HOAER A FF
WA BRIy [ — AR RS (i, AT R AR

3. WML (key usage)

o SRS s, AN, BTN, HgEnE, S B
UEIEP%544, SiE CRL %4, R, Hfgw, RE4.

4.  CRL KA K

H1 GDCA fRE i CRL A i

® Certificate extensions

1. Authority Key Identifier
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The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple
signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to
identify different keys used by the same subject (e.g. when rekeying).

3. Keyusage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature validation,
only encryption, only decryption and only signature g) of the key contained in the certificate.

4. CRL Distribution Points
It refers to CRL Distribution Points specified by GDCA.
® [HEXNY M
EEX AR BE P R R S5 75 5K, GDCA AT Ry E L4 e i, S EAR T T
I :
RS AR RS S5.
HABFIAAS: H TR HEW AR .
TREMS: ATk TR 5
EBCEICUES: TRl E R 5
BAEMRSS S AEFMUHUL P22 AR RIS B — S 5
WRCFICIE S : TRl B S 65 .
MASOUE TS T 2R RSO 26 5

N oo g M v hdoE

® Customized extensions

To satisfy different requirements for certificate application service, GDCA can define some
extensions flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.
2. Organization Code: It is used to indicate the Organization code.
3. ICregistration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation
number.

5. Trusted service number: It is used to indicate subscriber’'s unique number generated by
GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation
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number.

7. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.3. B G AR RAF Algorithm Object Identifiers

GDCA 2 HIUEH v, S5 5 AR IR £ shalRSA. sha256RSA il sha256ECDSA..

The cryptographic algorithm identifiers of certificates issued by GDCA include shalRSA,
sha256RSA and sha256ECDSA.

7.1.4. LR Name Forms

GDCA %5 & IR 4 R 2C A% ORI P 28 #F & X.501 Distinguished Name(DN) )%
il 4 g 2K

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

7.15. £ #RPR#] Name Constraints

GDCA ZE R WHIES:, FHARMAIRA v AE 2 BE 44, DA 2 & LHIR A
FiFRo

Name of certificate issued by GDCA must not be anonymous or pseudo. The name should be an
identifier with meaningful contents.

7.1.6. TEFEME N RAFIRAF Certificate Policy Object Identifier

UE T3 SR IS S AR R [FIA CPS $1.4.1.6.

See CPS $1.4.1.6.

7.2. EPmEEFIR CRL Profile

GDCA EHI% % CRL, fLH & iffEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1. Rz Version Number(s)

GDCA UET 85 71132 K F X.509 v2 #% =,
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CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL Ml CRL £ H¥ I CRL and CRL Entry Extensions

GDCA [PHEF M FIR (CRL) & —/ My A i (B #0F A & 384 i L m s e

fIZ1%. CRL %k # /& CA, GDCA iliid &4 CRL 1Rt E I kBT IEHRPIRES

RN

1.

8.,

CRL AT : HRFexE CRL IMALE B, GDCA K H K2 [F X.509 V3 ilE 4557 v
] CRL V2 iR A,
sS4k GDCA ¥/ shal RSA. sha256RSA. sha256ECDSA. SM2 J; ECC %44

AP
MUK FRESRNMM DN 4, HER, & 1. P, BT IFE A 4 %4
Jfo

ARSI AR E N H IS RME,  F AR BA CRL R AT I TH]

SEHTSIE]: 4RE —NH B TEME, I LARIR —Ik CRL R 2R ATHII [A] CARFRE
S| A5 FH %480 6

MIHIERAIR: B 08 DEsFEERMIERIIER. RPERPSEIETRFE]5 A
R4 A 1R 1 AN ]

MR ZHFRIRAF (Issuer Unique Identifier): ASTibRiA A SRIGIELE CRL F2544
WATHEH. EReHIE— CA AR H.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revoked or suspended certificates. The list
contains certificate serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
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signature of CRL. It can distinguish different keys used by the same CA.

7.3. ELIEFRATMI OCSP Profile

GDCA RH IETF PKIX TARHIF K HI—MELIEADIRA L (Online Certificate
Status Protocol, OCSP, RFC2560), %P e L1 —Fihnt i KA B A5 5 k% =X DL
WAL R 7o 75 GDCA B 5 Rk K # OCSP &if %/ i 4% GDCA B J5 M
i R AR ) OCSP #AE U HIHEATRCE, BRI 1] GDCA HIFELIE IR & IRkRS: . GDCA
2R 1) OCSP M B 22 /55 LR BT idk ¥ OCSP ATUAL) A AT P 25«
Version: % /s FH ] OCSP WML hA 5 ; GDCA HITELAE RS WM v Wik
signatureAlgorithm: 25& OCSP ¥ 51i;
responderID: %% OCSP sk, 28R #H AR SHAL HUH fif B AE FIE 15 80 4
producedAt: OCSP i 5. A= B (1) H A (7] 5
Signature: OCSP M Ml B A 7254 .
Nonce(— IR PERHLEL): R IE R B H 15— requestExtensions 2% & 1 i 1
S ) responseExtension A8 & H AL & — R VERE LA, B ik BSOS

7. UEFRRES: IEBRRIUIRES, SREAR. MR,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC2560) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP

o a &~ w bdh o

response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderlD: ID of entity who issues OCSP. It consists SHAL of issuer’s public key and DN of
certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of certificate, including effective, revocation and unknown.
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7.3.1. OCSP &k A B kb F OCSP Request and Response Resolution

—/> OCSP iR A5 LA N HH : P BURAS s AR 55 225K HARIE T3 AR LRI AT I (97 R T055

TERESZ—MERZ G, OCSP IR 55 i Wi 57 B3 47 1 I R -

o {5 R IEMIMSL

® i B e 55 A A B B A SRR 55

® RS MRS A TR E G S, MR — AR SRR AL, B4 OCSP
R S5 s P e — MERAE R SIAGTE, R [B— AN E 1 R R

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

P wER R S GDCA E-H R E BT B 24, FEPRIDIRSMHE:
IERAER. TR KA. [BIEAEE B LUF 52
® [AIFIBVEMIARA
i 7 i 5525 44 ik
S SR IIE 1 )
i
B R ER GRS
xf Rl AE BHLA 5 254

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate
®  Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed
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WA A, OCSP g5 atsxik Bl —/ M EE, XE4R(EE KA GDCA IEH%
REERNZS . HEHEE R EAHE:
KIERRSAALIE R (malformedRequest)
P4 IR CinternalError)
A I (trylater)
TE 4 (sigRequired)

KA Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized
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8. INEAL ¥ 3+ M H A ¢ £5 Compliance Audit and Other

Assessments

8.1. VFAh B M &R 5 1F © Frequency and Circumstances of

Assessments

GDCA R A3 N EAT — IR — B B THAIIE B VPAl, FRRR I E 2D 3% % & 11
SSL #UruE BHEAT VML, DACRIETE R RS T SEvE . 22t FI T ¥ . Frdi sy SSL
FUET N GDCA TrustAUTH R5 ROOT iEf5. #zhfft R5 # CA iE1i.. GDCA
TrustAUTH E5 ROOT 25 it ZIE 45 Fir 28 & BT FHIEFS

GDCA should conduct a compliance audit and an operation assessment each quarter to ensure the
reliability, security and controllability of certification services. We extract at least 3% of SSL
certificates for assessment. The extracted SSL certificates are subscriber certificates issued by
intermediate certificates of TrustAUTH R5 ROOT certificate and %z X R5 8 CA certificate and
GDCA E5 ROOQT certificate.

BT PR TR RIPPAG 4, GDCA IEHEE ML ¥ i v iS55 BT, 4218 WebTrust X
CA IR AT 150 o H ANV Ay

1. ARE (P NRIEAME B FELE) . CRP RS EEINE) SR ER,
TP — RHSZ T IRV A IR A

2. GDCA R IE ZK FEHRI T ER . [H A SCHRUERIA CPS (111 S iz & A il
5, FRHRN VAR R A TR, R A AT — IR I PR A, BLEEXT GDCA
WHT LA (RA. ZH %) MV H .

3. GDCA HEEMALI i IMS 55, 4%/ WebTrust X CA B THRIN, R4
AT — RGN R ATV A o

4. GDCA FAFHEAT— AR PG AR, W3 P93 5 4R e sy, PP Al g 24
HAE AT RETE SO R T, VTR H AT RIS SRS . BOR R G LA ARG I T 2
i ST AR o

In addition to internal audits and assessments, GDCA also invites external audit firms to perform
assessments and evaluations to be compliant with CA requirements of WebTrust.
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8.2.

GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

GDCA conduct operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA should conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

GDCA invites external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

GDCA executes risk assessments once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
coping strategies, technologies, systems and relevant measures are able to mitigate these
risks.

PEAEE HIE F 1dentity/Qualification of Assessors

GDCA A ERH T, H GDCA %A & A2 Mot S I TN F v vFAh /N, s
THPPA N AT IR A
GDCA BB MM TR, NAZE A& DL B B -

1.

2
3.
4

AGELVFR . A POV PP, RV A R
TR B2k R BEME L RER, PKI FIR drdEfI#R/E
HERaERGIST R L HoARM T A

FLA AL T RS A

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires should have the following qualifications:

1.

2.

Must be an authority which has been licensed and has a good reputation;

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.
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8.3. VFMHEESHBIEME ZHE K} KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #iil R G5 ANU 1 R G B 01 MBI 53R AE 21 TAE KA AN RE

i

o

2. ANERVEALE (fF B L AR BRSL TR 55 i LU HARLR) A GDCA 2 1A 2
MSLHIRER, BAEMENLSS . WSER, B L EAR A E IR L LU IEAL 1
FRNE, VRS ERLDAL, AR, FAHIZS XS GDCA HEATIEAY .

1. Segregation of duties between GDCA auditors, system administrators, business
administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LA AR LA R WA
1) ZA RIS T3 7870 1 SE it
2) B TARREEAS B R 152 A%
3) ETEHAEAL CPS. Mk S5 IV % 4 BEORIT AR 55 5
4) FMHE. CREGTE, RO
5) e AL A AT BEAAAE A 2 A XK
S5 =7 IS S5 BT R WebTrust For CA BINEIEE R, X GDCA #HAT ML H 1T,
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements
when conducting authentication services

4) Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks
Third-party audit firms perform assessments and evaluations on GDCA to be compliant with
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requirements of WebTrust.

85. XWHBEAEFRIEFEE Resolution for Problems and

Deficiencies

T AU B 45 b v 1) R, p o A /N2 7 B O ) R ) B AR R )
BEAT V55 CAOBE RN 56 25 (A 00 o 58 UK B T2 B CSoBE J S BRI 1) 7% 1) o F PG /N
PR 45 ik T AR i AR

X} T GDCA BBLEMHAG A vh 45 2R, iz IEAE #4736 ) A% CPS J¢ GDCA il
FE AL S RE K4T ), GDCA ¥4 LAIE, FA RS A A B (hix 24Ty, [Fi
G GDCA I ERFATI S B N S RAT IG5 P E RV E LA, GDCA R 1k
SHZH U I HLF AR 5545 FAZ AL

S =07 HAH RS S Al 52 RS, GDCA #2 MBI TR S #4780k, FFie2 ik
B AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHL%RKIfEEE KA Communications of Results

GDCA (118 145 SR [a) AWK & HARE B0 1T LK B 71388 B O Py LA AT 1E 20d
e, XA REIERIT P Asbaal, GDCA K R T iR .

=07 MR S A e S, TR T R, FiEid www.gdea.com.cn W3
BEAT AT o ATAR 55 =07 [V PP A SEAAOE S Al 25 SR EE RS B, #6205 58 B 1 )
GDCA FHIE A HFIA )5 38, HAES GDCA KRR, 2 574 MLE I 4h; GDCA {#
BATEIX J7 THI VR A
Audit results are formally informed to all departments of GDCA and related RA. GDCA will notify the

subscriber of potential damage timely.
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If the assessment from a third-party auditor firm is completed, the audit results will be
published at GDCA website (www.gdca.com.cn). Third-party should communicate its purposes
and methods to GDCA in advance before notifying the evaluation entity on the assessment
results or similar information, except otherwise defined by law; GDCA reserves the legal rights

in this part.

8.7. HAbiRfL Other Assessments

TERIE o

No provisions.
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9. B TFAEMHE AR 4% 2K Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S AL L IR SR 55 [ AU E 1T PO g i, BRI e dm
HEARE 5 AN BRI TR HE B ST, IR B 2R 48 e 7GR R S5 AL 9 v v et
IRE N RAHETT S FENC SR bR AETE I Y, RSB W SR bR HE R L T, GDCA AL
FRAE TSI, BEXSASRITT 7R A4 H A 7] S 3% S s B A B 43 e

R GDCA ZZZE M Ha B 4% F1 GDCA A NS AS—2, DL pgfh
i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. Guangdong electronic certification service charge standard is approved
by Guangdong price administration at presence. In the standard range of the charge, namely not

exceeding the upper limit, GDCA has the rights to launch different charging and discount policies
targeted to different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEFHE W # A Certificate Inquiry Fees

FEVERAROAA, XHZIEBE S TE R, HAT GDCA AU E M. RIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik i WS 1 iU
2 I o

0 SRAIE 5 2 ) U B B A AR T A4k, GDCA K2 J I8 kA3 www.gdca.com.cn
BT AT,

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at
its website (www.gdca.com.cn).
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9.1.3. EF R BURASE BRZE# %% Revocation or Status Inquiry Fees

GDCA Xf THEH A AR A, H BT AU 2% o BRART 3R IR IR 5K
52 GDCA A4S, GDCA -5 7 i S BUSLiZ ISC (1 9

I SR A AR S AE B B I R BUR A AR (T A2 46, GDCA R 23 S I £ 9 i
www.gdca.com.cn _EF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR 3 B Other Service Fees

1. Wi i GDCA RHUAUR ) CPS sALABA A1l LI, GDCA i il
R ] 7 A e 3 O AR B A 9

2. GDCA Hg i I R UL A7 N R AAHICAR S5, GDCA fE51T 7 8 HAt S
BB W IR

3. HAth GDCA K Ziol# I Refe AT HIPH, GDCA Hio K oA, )
.

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B KK Mg Refund Policy

GDCA ST YK HL (B Y, 7 345 HR 75 R 58 3 9l FH DR D e o 3 bl ] DLIRSE 4F,
GDCA AN F AT 2 F

FESEHAIE B E A RAE PRI e h, GDCA 357 M I BRERE A 550G . 1 o
GDCA & T 4% CPS il e 1 ST B & B K 5%, T i LAZESk GDCA M iE 15 9F
Bk, £ GDCA 44 TIT P HIEF )5, GDCA #4537 RIFEIT /2 o HiFZAE 45 S A0 0 2%
M ARBURIEEIT F .
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PR RIS AN PR 10T P15 2 2 AR A2
SERGE G, 1T R Ak e E FiZAEH, GDCA B 7t Hak Bt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%FAE Financial Responsibility
9.2.1. PREEFEEE Insurance Coverage

HIL R HIE T4 GDCA #iil G, UEBIT . MRH 7 55 544 1] DL GDCA 740
WERE BT (V8 BRI E T TR A 6

® GDCA HIEPH IR AT LAMAEE =T7, SBOT 8l K 8 2 ik
iip

o iR T R RAEMME B BT, GDCA KGR K Tik+, FHUK
7 TS

® GDCA ARAREUEZRXIT FHE s (5 BT M A K 7 HIET, S80T
FHE KT T 2 R

® i1 GDCA IR K FHUE B AR B ST, SUEIT - 80 Wy 18 52 11k
[¥); GDCA Kt AN e 5 1)

®  GDCA X TARAHIEFT o MMy 55 S JAE IR 21 & F ST BRI ZE A

H RS LA -
HE5 2R e Tl
A NE 800 & (RMB)
HURIUE T 4000 7 (RMB)
WA UE 8000 J&. (RMB)
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If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

SSL Server Certificate 1000000 RMB

9.2.2. HAh ¥ 7= Other Assets

TERE o

No stipulation.

9.2.3. X A LA RKERELR Insurance or Warranty Coverage for

End-Entities

GDCA Ui Je |4 CPS il rER 5T, WEHIT /. OBy & SR m] LLH i GDCA
ARG TR GRE LA E R TR . 74 GDCA kG, AL iZ SR AT % .
A R A G
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If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or

contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. FAE4ABR Liability Exemption

ARG/, N2 %kk GDCA Z5i1E:

1.

T 7E B I8 ] GDCA Huv b B, A X552 -

1) A SRS, e HERAMELRE R, AR ERELE . TR R
AE R

2) PN %ELRE GDCA i K IEUFIE B EARTI RS PIN 19, A1 PIN
e S0 B e P B AR B S A AN

3) I FIENH B CRE BT TR B, RUGE TREL, Ze R RS

4) ITPRMBRTELHERE LR FERE RO AL REN, N2 R & A
GDCA JKAHRAS T, FHe& b i % i 725 44 i E R ;

5) 1T PEAE FHECTUE SN 0 2508 ST [ S VA VERURIAT O 3 i BE . A4 5
FUEFAE )y GDCA FiLE 18 A i Bl A0 A A AT n] FH 3846 1

6) I STLAEUE AT R A AN AT B E 1 AT Ok E BT Rk it
AR BRGSO IET:

7) ATV SUCSSHRAE I AN 1) GDCA K 224 Ml 55 52 B 5 A8 4 R 25 %

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
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information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HMTATHAERT SEEFIEBE AR EE, Tl TESA, SEE. &
1L AR ME RS 1 AW ME 2 “ARTHi 7, RIEARBUL. AR %
FHARETC A Z NGO, B EART
1) BARUZEFARRE, WFEHE. KLk B A, S, oK.

o, B NEE RIS,
2) MG HEFREFACEBUF TN, SRBUFIUA T ECR. R HEMATEL
P, B B BEELSA SR .

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.
2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events

like war, strikes, chaos, and etc.
3. GDCA 15 £ B 28 Wi b SRR T R 1 S B P uE PR R B iR BB b, .
EBR, BEE . KB uE RS B ATTRHE 2 “HORTEE” 51 R
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1) AuHiII;

2) KERHALANE ). EAE. GBI T EG
3) HEUE:

4) GDCA [R5z £ B0 25 i i

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLEMHEMEE 1 A VERE B HE B UGEL S5 RN, mATA 45 %
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FESEBTANITH , A LU G R 2 G B 2 B A0 T AR S5 88T T 53
fE:

FEREST A RIE A I EORAT (B i 728 2 IR BAAUE P 5Rms ) AOJEat b, N FHAE
B AN T YRR S5 EEHR T EF LEASRAT Y, AR+ GDCA B RIESS
(A 2 BB 2T 5 RS ) STAT AT R A%, GDCAL 1T 7 AR 6 7 Xof 2 s R HLBSURT 4 5

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.
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9.3. W% BRE Confidentiality of Business Information
9.3.1. 215 E Y8 Scope of Confidential Information

£ GDCA # At i FIMEMR S, LU NE BAUARE (S B

1) GDCA i I #2544 M 5 4

2) HHCREHE: AMHE, REBHE. PRHENEER, XEE S8 GDCA LN
REGEE, RAZEHE T AFNSE AT USSR, BIEERER, AL AT
KA o

3) HAthth GDCA F1 RA fRAFEII/N NI A FE B IRE, BRiEHER, A A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1) GDCA subscriber’s digital signature and decryption key

2) Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3) Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ABTHFHKE B Information Not Within the Scope of Confidential

Information

GDCA #1 LA 5 B AAAREE R

® 5l GDCA RATHE-HHI CRL 5 .

® 1 GDCA 3(HF. CPS HAIMIE+ Hems {5 .

® GDCA #7], H47 GDCA il ' Jiflifl, £ GDCA Ml A TF R AT HIME B o
® ffh: GDCA {5 5 MR P B TR TR IR O Hicdfs T FR S

GDCA treats the following information as non-confidential information:

® Information in the certificate and CRL issued by GDCA

® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications
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9.3.3. R REE BRI TTHE

Responsibility to Protect Confidential Information

GDCA H ZHE 5 R AT 9.3.1 HHLE MRS B 3T 5 L5

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFFREE Privacy of Personal Information

9.4.1. BRAALREE 7R Privacy Plan

GDCA 3 FHE-A3T /N AVERHIIAL B, I 52 488 [ A A HERHE AL 0 )
HISEHLSE Bt [FIRT, GDCA T (A (IR P et 52 A AR B RRIERT A N
T

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.

9.4.2. YEREERA B E RS B Information Treated as Private

GDCA & X LA 5 BONIET T T IR AAE &

® i ARCGE S AS S IE S Y FRALHLAACRS .

® iIJTHIBKARHIE,

® i/ IEfEhE AR

® I JHIHATIKS .

GDCA defines the following information as certificate subscriber’s privacy information:
®  Subscriber’s valid documents number such as ID number, organization code

®  Subscriber's telephone number

®  Subscriber’s mailing address and living address

®  Subscriber's bank account number
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9.4.3. AN REFRL 15 B Information Not Deemed Private

GDCA & X FEEARR T LU MG BABAMIE 1T 7 FEAME B -

The information GDCA not deemed as private for certificate subscribers, including but not limited to
the following information:

® IR, ARG,
o iR AR
® i Ul E LK HEE A .
® i) HIHLTHRAH

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. fR4P B FA I 5 4E Responsibility to Protect Private Information

GDCA A ZE R SR AT 9.4.2 FHE IIES HEH DM AR THES X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. R BEAEERNE M 5EAE Notice and Consent to Use Private

Information

GDCA R R I = (125 BRORYUEFAT P I NBSAL, FRR RIS 1) 2 = T B R
CAFHHN NBRAAME B o BRAFMRIEZ R BEUR 1 sm I VERUE , ERASZNE-HBIT 7 VFnT
Z AT GDCA fRIEASAEIEF T 7 B E AR+ 1 N BRSNS A5 B e ey
KIE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.
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9.4.6. REREBATEBREF K/E E#E Disclosure Pursuant to Judicial or

Administrative Process

AT EHLOR 7 2 GDCA $RALAH R A UE 43 F 2 1A G {5 BT, GDCA T4 it in R~ A5 R
PPAIE-ZNEI N

VP A NI s 43 145 .

T % GDCA I3k 1 8 57 1 V0L o

GDCA #-4 BB ZR ik A AR LA (S B

When administrative organization requires GDCA to provide subscriber’s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfs BB BB Other Information Disclosure Circumstances

UARAEASIT 2R GDCA SRR 2 7 SR IR 55 SO AR = i, GDCA I 5
SR P Lk 44 A2y ki 5545 B SR AL 258 = F il ey A .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. &R Intellectual Property Rights

® GDCA A7 AR FARHIEF LA L GDCA F2AE (BT B0 i 2 3 AR = A

® GDCA WHFIEH RGBT BA AR BB Fad 7 FA .

® GDCA AR R A R 5.

® GDCA i L AMHI—YIME B35 GDCA M7=, £%4 GDCA Biftiy, A
AREH A T RAT A

® GDCA RATHIIEBHI CRL ¥ 4% GDCA B (I 7%.

® XtAhiaEE HRIE AT GDCA 7™
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® RF/NHFH GDCA HH FISEAR B 4 (PLREFR DND PAK Z 38k 4 Ak
2R R SR IIETS, $4°8 GDCA 7=,

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the property controlled by GDCA.
® External operation management strategy and specification are GDCA property.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain entity
are the property of GDCA.

9.6. B&RiREHER Representations and Warranties

9.6.1. B FAE RSP HIBRR 5 4% CA Representations and Warranties

GDCA 7EH& At HL T IE AR 557 B IR HR R AR i

GDCA 25 RA51T P HIUE T3 75 & GDCA [1) CPS [T A S PEE R o

GDCA H4IAIE T T FUBARATAT SN, BELEAT LR TT 7 RAE 15 ) A A ] 4
ek

GDCA i I 85 e

GDCA 482 R AFETIJa, ¥ 3 B [ 5 H i 3 DR A 1) A0 9%

During the process of providing electronic certification service activities, GDCA makes following

commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

GDCA revokes the certificate in time.

After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.
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After the certificate has issued to the public, GDCA guarantees that the subscriber information in
the certificate are accurate except the unauthenticated subscriber information.

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate
scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based
on the subscriber agreements and relying party agreements.

9.6.2. ML IR R 51 £ RA Representations and Warranties

GDCA [MVEMHES 5 IR RS R (R A T

1 $RMEEIEHIT P B R 58 2 A& GDCA ] CPS HIFT A Skt K

2. 1E GDCA *EBGIEFET , A2 UM 1 2 BT 5 BOE B M5 RS UE T i #
5 BA—EL

3. VEMUKRIZ CPS HIRE, L] GDCA #2258 B A5 k95 Hii .«

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P HIBRIR 54H R Subscriber Representations and Warranties

WP —BE5% GDCA SR HIETS, Wil GDCA. ML L AR MU HI A
RAFHNEH LT A&
® IR GDCA ) “Hrilb I STEF " MA CPS w1 T AT 25 A 26 A4
® (EIEHARINA TR T4 .
® T EHTEUEAS I P LA SR BE RS B R HSE . SEEREMUER Y, SRR
ROCEM. hiESEE B AT E.
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BRARZLT FORURAEN U ) H T P BB RE , 3T P BRAEAS SR RAENIA (BRI
1) B A5

—GHZAE T, BERRT BRI A CPS W TR sk R, FRANRRIH 2
LRIV RAD AR SIS

— AR, TR AU TR IR AOREEN HRAVBH IR, A RTE
RGE, RIS HR TP Mk B LRV RIS % . R . A B R S AU <
AAHELAT /TR GDCA ARt (K7 B L S0 S TR S, GG EAR PR 50 |
I R AE ORI ~F5 5 55 (334 60 A ek 25 o

UEFIEA CPS Al A F Y Bl Al F, JORHIE T B T 2 AU s A A5
fEFHH M.

Kz 4 AR ISR B LT AAEH RS o . Mk R B el S5

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility” and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

® Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.
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® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.
® Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.
® Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.
® The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.
® The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.
9.6.4. AR5 I FRd 5 4R Representations and Warranties of Relying
Party
® LA CPS M A ME
® iV EFZE R E H VG AN IR A R
® (ESMUETET, XHEFREEREEATIE,
® TE(SHIEPRT, @il il CRL B OCSP AiiAiEF /& 4 M.
o —H T HREEHMFEREY TA AR &R, KBy B EiItfis GDCA
R MR AT /M, I HARHA DR 03 i B B Bt A 4 2k
® NGIELAITEMTREA GDCA A7 YR B oA 508 THAE, BLFR(H AR T 5Emg |

FINCE PO A8 CSRTIE ~F5 R 55 F) 18 o i 55 o

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

®  \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for any

loss of self or others, due to negligence or other reasons violating the terms of a reasonable

inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,

including but not limited to modification of strategies and standards as well as additions and

147



l] SN RIZRIRERIE
o R A GDCA T IAREAL 53 (V4. 4

deletions of certificate services.

9.6.5. HAh2 5F KR S5HAR Representations and Warranties of Other

Participants

GDCA MF HL FIAMIE s Hofh 2 5 5 4 i F ki
WSF A CPS HIFTH HUE -

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. R4 Disclaimers of Warranties

BrAS CPS9.6.1 H (1) A A% 4, GDCA AN A HH HABAT AT X I ARIEFD L 55

ARIEE AT P 55807 Hth S5 5 RE A 2% .

AN B IE I B A AR 00 A8 R AE

AKHIEASTE R LT H 1 LA 1 S A AT AT 54T

SR FATHUS, W4, E R0 5 253 B R 25 P T 5 E A AP 25 4 R A A

AL,

® iJ/iEfRA CPS9.6.3 KN, BUKEUERA CPS9.6.4 A&V, 15LLGHER
GDCA Z 5ifE.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other form
of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. APFRIFAE Limitations of Liability

EASIT S HT A GDCA FRAE A HL T IAIE AR 55 M ZF RRFE SE 32 ik, GDCA
KR IHAN I A CPS9.9 #ILE A BRIE 2 T 4E

If the certificate subscriber and the relying party engage in civil activities suffer losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the one prescribed in CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K5 /F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UEPIT /. ki /7 5552k n] LA GDCA
ARG ST (5 B8 RtbRah) . WL FR 1, GDCA A&4HA BRI % 54T
1. GDCA KE-HH R MK P LAMASE =7, SBOT P 8O 778 2 451 2% 1
2. fEVPHRACAE B RLERS . JBCIIIE AL, GDCA R HIERHIL T H#RE R,

FEOT P BT 1 AR R
3. fE GDCA HJFIT ' iRAAE B el BORMAAE R R ARk IO &L, AEATISR 193] 7 28 KR,

S EKRATT T Z BRI
4. T GDCA Ky H S80I HA AR R GIEL ek, SEOT P a7 8 2 2k

¥
5. GDCA K ft & e, S8k 2480,

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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GDCA Fi 3 M4 XS5 AE T A CPS 9.2.1, IXFh 42 PR A Al GDCA MR 1%
PLEHTHIE, GDCA ¥4 5Tl J5 I 1 (i SLZ @ ANAR G M A

ST BT P AR AT (SR 3 B, GDCA AR BT, BT F sk #is 947
7KHH

GDCA R A TEUETS A O FR P A 45 R % 54T

In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIEALFRAE Indemnification by Subscribers

© N o O

WA RS M0 350 GDCA BT B R, 1T )7 N AR H I A2 DA E -

WP HIEEANE R, RiE. dRe#FE SRR vk, S8uEK GDCA K
HARBUEAS B 55 WU B 5 =T 8 R s

WP R o s T RIS B AV . 8%, BUANAAE it . 18T B0A R0
GDCA JHIZBUMIEASARSTHIA, ARAS LAl N A & GDCA Je HAZALN
EF IR SHUIR L 5 =7 245

WPERRES AT, AiERA CPS KAHRERAEMIE, B UEHH 44 CPS
FLSE AR 55 Vi F

UEAS T 7 B AT BUR AR RS (0 SRS 41 3K 5, 2 GDCA RiZiE+S i
WG R T LA, QR BH BT IR 5, BCE 34T 2 Gy = AR 2
Zy(f, WA GDCA A CPS MMIVEREAT 1A KRERAE, A AZIEAS T 7 b Ji 7k dH
I $ 35 W A2 5T A5

RAEH BB EE BA R AR B AMER;

UEAS A5 SR AR AR EAH R AR LA I IE F5 JF i &1 GDCA A 5
BAMNAPERIA AR, SERAZ R E . I Mk
FEARAAH R RBUAE GRS, A4 (A RS I R 8 %1 GDCA KAy
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9. R EHIE IR LS
10. T HIEASE BARAE 1 5 =05 IO RIR R
11, ERUE RVE R AMEFES, N F iR ILaRiE a0,

If the following situations cause losses to GDCA or relying party, subscribers shall be assumed the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, mistake or malicious information, provided by applicants when
applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Behaviors of subscribers violating the CPS and related operation practices when using
certificates as well as using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests proposed by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the norms of the CPS, subscribers must assume any responsibility of losses according to this
CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and don't notify GDCA and relying parties promptly
when information inside the certificates is changed.

7. The private key is lost, damaged, stolen, disclosed, and etc. due to not taking effective
protection measures.

8. Subscribers continue to use the certificate and don't notify GDCA and relying parties promptly
when private keys are lost or in danger.

9. The certificate has already expired but is still in use.
10. The subscriber’s certificate information violates intellectual property rights of a third-party.

11. Using certificates outside the provisions of specific scope, such as engaging in illegal and
criminal activities.

9.9.3. KT IR 34E Indemnification by Relying Parties

WA IR TE N S 2 GDCA BT F i 2410, My N 2 R FH I A2 54T
1. BAHJELT GDCA 547 M AIA CPS HilE i) XL 55
2. REEIKEEA CPS MIVEH T HHH %, T3 GDCA K HFZHHIE RSV I EEE =
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4. M7 BARAE R EERE AT AL

5. RI A 8IS A CRL B OCSP #\iE 52 S8k 4.

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BXIR 5% IE Term and Termination

9.10.1. AR Term

A CPS AR H AR IE AR, B —RRAH CPS IR J%; A CPS 78 F —hiAs
CPS 4%z F BifE GDCA % 11 i F-iAIF AR 55 5 2 25

This CPS will enter into force in the midnight of effective date, and the last version CPS will become
invalid. This CPS will become invalid when the next version CPS enters into force or the electronic
certification services of GDCA are terminated.

9.10.2.  #JE Termination

7£ GDCA £ 1B FIIFARSS I, A< CPS &1k,
When GDCA terminates electronic certification services, this CPS is terminated.
0.10.3. AL IE54REE Effect of Termination and Survival

A CPS #ub)5, HAJpKFRINS 21k, CPS N BB ATLHAEM, EXZ& 12
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H AR AERVE R SE, CPS A 25 07 TR M E S ST SR BRI IE T -

After the termination of this CPS, its effectiveness will terminate at the same time. The contents in
CPS will be considered as invalid. However, for the legal facts occurred before the date of
termination, the regulation and the exemption of responsibilities defined in CPS for all parties are
still applicable.

02.11. 2 E5F KN #E % 5 W E Individual Notices and

Communications with Participants

A% CPS #1bJ5, GDCA Hf it SCRE R A S F WUE I 2 5 AW U B IS 3 (1
BHREEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 1] Amendments
9.12.1.  MEITFERF Procedures for Amendment

2 GDCA ARG & M4 ZAL, CPS S5 /INARF 2/ & — K CPS, #ifRH:
PG IR SRR LR 0 1) (0 SR A G I Bt #58 CPIEESR, FF& MRS
T 8 1 S bR 75 22

A CPS B HURIBERT, H CPS 4’5 /INATR HEIT R4, 28 GDCA 224 RIS 2 i 43 it
#E)G, H CPS g5 /NMAMSTHLUET, EITJ5 1) CPS 4id GDCA %2 4 5 23 il 2> itk J5
IERXA AT

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as related international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revision and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

0.12.2. JBHEMLEIFHIFR Notification Mechanism and Periods

BTG CPS ZeibviE Jroks 32 B /E GDCA FR %k www.gdca.com.cn & A, T 7
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After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

0.12.3. W AEHILE N BT Circumstances under which CPS Must be

Changed

GDCA W4Tt 4 CPS HEATIE B T (04 - CPS HhM e 75 5 A R A R — 5,
PR W 0 DA LR UAE N 575 0 8 i o .

The situations that GDCA must modify this CPS including: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.13. %4b# Dispute Resolution Provisions

GDCA. IEHAT 7 M5 S5 SEARAE i ARG 3l b A SR 4% DL T 20 R g Rk -
WRIEA CPS HHIHLE, MR TTHETT s

H1 GDCA MK ER T 1153 5 HiE A Wi 5
ATPRRI, B HAT R T AT Rk

R 5 GDCA BB A CPS FITiy K AT - BARMC YR IA Y], 5% GDCA i
VE M PRI RAIR BB 5

= W N

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. They can confirm the responsible party according to this CPS.
2. GDCA’s related departments are responsible for interactions with the applicants.
3. Ifinteractions fail, these parties should reach out to the legal authorities.

4. Prosecutions conducted due to any CPS-related disputes between anyone and GDCA or
authorized agencies are under the jurisdiction of the people's court where GDCA conducted its
industrial and commercial registration.
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0.14. E¥EHESR Governing Law

GDCA ] CPS ZEZCmiAmf) (e NRILFE B 72275 A (R INERS
B ME) VFEEIEE

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. 5ERERKFE1: Compliance with Applicable Law

To1& GDCA HIEAT 7 A S S A A T b e (3 DL K AR AT Ak i F] GDCA HIEH
A CPS [ AT« AFREAIRE A3 22503 F rh A N RS (1724 . AR5 GDCA Bif%
BGEMHUI A CPS Firitd Sz (AT 4+, P93 B rp 0 N BT A

No matter where subscribers, relying parties and other entities live and use GDCA certificates, the
execution, explanation and procedure effectiveness should be compliant with laws of the People’s
Republic of China. Any disputes about this CPS with GDCA and its RA should also be compliant
with laws of the People’s Republic of China.

0.16. —f&% X Miscellaneous Provisions
9.16.1.  SEEEPHY Entire Agreement

GDCA [ CPS e B R &E M . bl Hx. TARNE 3 #65r. KTXHZ
MERABTBEE BN, BB T #l . IO ELE GDCA [z
T LA A B A 5

Complete document structure of GDCA CPS includes 3 parts: title, catalogue and main content.
Modified alternative content of the catalogue and the main content will completely replace all
previous parts. The previous parts would be placed at the GDCA web site for consulting and
browsing.

9.16.2.  ¥ik Assignment

GDCA A, MR4EA CPS ik HIAUE SR J7 HIBURIAN L35, #0729 AT #%
HEVE R SR E REAT BRI RN L 55 B Lk o B LEAT R AR I AR MR BB E T 0] 53— T
RIAEA 5255 K DTAE AR BT
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GDCA states, according to the rights and obligations of certification entity parties detailed in this
CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 4% Segmentation

WNERA CPS HAEAR 2% i Bl I FH S 38 a1 245 e s At el B LA 341 5 W ) 2 —
Sk BT R SR A E A AT 0, AR CPS HAR B 73 Nl A7 F3X — 26K
11 4R SEPRAT o

If any clause or application of this CPS encounters situations such as judged by the court or the
other arbitration agency and is determined that one of the provisions in the agreements are invalid
or unenforceable for some reason, the other parts of the CPS can remain valid to continue to
execute independent of this provision.

0.16.4. BRI AT Enforcement

GDCA i, FHUEASIT )™ KA 5L AR AT GDCA (1) CPS H R TAE, A
WAZSRA R ARAPAT Z IR A E -

GDCA claims, if the subscribers or relying parties did not execute any items within this CPS, it
should not be considered that they will not execute it in the future.

9.16.5.  ANH[HLJI Force Majeure

GDCA ANXF PRI e KO MR A A R S S AT 5 /1 A inig oA CPS
MU B RTHUERE S SERBUCIEIBAT 7151

GDCA do not assume obligation under bond for the violation, delay or inability to perform the CPS
regulations due to the force majeure events like wars, epidemics, fires, earthquakes and other
natural disasters.

9.17. HAhZ&EK Other Provisions

GDCA i 4 CPS E A fx &AL

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0O 47 ea 7a

Validity= November, 26 2014 to December, 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH R4 EV CodeSigning
CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April, 5 2016 to December, 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 €3 80 9c 62 1e 26

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April, 7 2016 to December, 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 d0 ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

&=L R5 M8 CA IEF

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Zf{ R5 f& CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March, 31 2016 to December, 31, 2040

SHAZ1 digest=23 eb 1b a4 64 71 al e7 e9 f2 db 57 01 fe f8 f2 f8 Oc aa e9

B RAEV RS 2:IET CA

See “GDCA EV CPS”

=ML RA OV IRG%E+H CA

Country =CN
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Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{% It R4 OV R4 45iET5 CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

B RA IV IREHIET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{% I/t R4 IV JR%#iET CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

i R4 DV RS #$IET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 DV Jik%5#HE+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 €6 64 f3 a6 18 80 4d 5

it R4 RIS AIET CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=##% X R4 A% Z1IE+ CA

Serial Number=6¢ 6¢ e2 6b 3e a8 4c 87

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

Kzt Q R4 E@iT ikt CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{% X R4 @I FiE+H CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March, 31 2016 to December, 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bzl 18 R4 FEREIT FHETS CA Country =CN

159




Il semrmemnmmnas

GDCA HL FAIEME M) (V4. 4) FiR

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #%iff4 R4 FAaliT 7 iE+ CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March, 31 2016 to December, 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0Of 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March, 31 2016 to December, 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢
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Validity: March, 31 2016 to December, 31, 2030

SHAL digest=8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March, 31 2016 to December, 31, 2030

SHAL1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March, 31 2016 to December, 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c

P 2: FEATFREERRFR

Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July, 14 2012 to July, 7, 2042

SHAZ1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9
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GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b ¢8 31 99 21 8f d2

Validity: June,26 2014 to June,21 2034

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
Validity: Aug, 28 2005 to Aug, 23, 2025

SHAZ1 digest= db b8 44 23 c9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA

Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: Dec, 16 2013 to Dec,15 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 0a 28 d3 e3 1d
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Appendix 3: GDCA CPS Revision Records
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2 1B HL AR IR 55 N
KA
R - AT SO A — 2 5 5 e
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ntents
Revised Sections V4.3 V4.4 Reasons
SEQ
1 Full text Chinese version only Release the first bilingual edition
Disclose the effective | Disclose the release date, as well
2 Cover Page )
date only as the effective date.
GDCA TrustAUTH R2 CA
certificate is issued by R
GDCA TrustAUTH R2 CA
. N ) ) GDCA TrustAUTH R2 CA | OOTCA of OSCCA, and t
Section 1.1.3 | certificate will expire on » ] ) )
. certificate will expire on Dec 15, | he renewal cycle is unpre
GDCA Certificate | Dec 15, 2018. From Dec ] ]
3 . ) . 2018. From Dec 15, 2017, GDCA | dictable. GDCA adjusts th
Hierarchical 15, 2016, GDCA will no . . i . . .
) . . will no longer use it to issue | e final issuing time of this
Architecture longer use it to issue ] . o o
) . subscriber certificates. CA to avoid discontinuing
subscriber certificates. i i
the services of this CA be
fore next renewal.
) Clearly claims that all of the SM2
Section 1.1.3 . .
. certificates from GDCA are issued
GDCA Certificate -
4 . ) by Guangdong Certificate
Hierarchical .
) Authority (GDCA TrustAUTH E1
Architecture
CA)
State that: This document is the
Chinese-English bilingual edition
Section 12 of GDCA CPS. If there is any
5 Document Name inconsistency or conflict between
and Identification the Chinese and English versions,
the Chinese version shall prevalil
for all purposes.
Amend the authentication
. methods of individual identity of
Section 3.2.2 . . . .
. mutual recognition certificate of | Adding due to business
6 Authentication of

Individual Identity

Guangdong and Hong Kong, and
add the details about
identification methods.

remote

development needs
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Amend the authentication

Section 3.3.3 methods of organization identity of
. Authentication of mutual recognition certificate of | Adding due to business
Organization Guangdong and Hong Kong, and | development needs
Identity add the details about remote
identification methods.
. The maximum amount of .
Section . The maximum amount  of
compensation for the SSL )
8 9.2.1Insurance o . compensation for the SSL
certificate is 500,000 » .
Coverage certificate is 1,000,000 RMB
RMB
Appendix . - )
- List certificate profiles about
9 Certificate .
) ) non-publicly trusted CAs.
information
This CPS and the | Changed to: This CPS will enter
updated version are | into force in the midnight of
formally effective after 15 | effective date, and the last version
10 Section  9.10.1 | days from the day it is | CPS will become invalid. This
Term published. And lose the | CPS will become invalid when the
effectiveness when GDCA | next version CPS enters into force
terminates electronic | or the electronic certification
certification service. services of GDCA are terminated.
Revise some text errors and
11 Full text descriptions that may cause

confused or result in ambiguity.
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